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Introduction

Cryptography, which comes from the Greek words kryptos (hidden) and graphein (to write),
has been used for as long as writing has existed. Cryptography is the practice and study
of techniques to achieve secure communication in the presence of adversarial behavior.
The history of cryptography spans over thousands of years and can be traced back to
ancient civilizations such as the OIld Kingdom of Egypt and Mesopotamia, where they
used hieroglyphs and clay tablets to protect sensitive informdti@h[ However, based

on resources and technological advancements, encryption quality likewise increased as
civilization advanced. The Greeks and Romans also made signi cant contributions to the
eld of cryptography with the invention of polybius tab&[and Caesar Ciphet], where

each letter of the original message was replaced by a different letter by shifting the original
letter left or right with a xed position. In the Caesar Cipher encrypted message was written in
Latin using the Greek alphabet, since none of the adversaries knew the Greek alphépets|
The Alberti disk, the rst polyalphabetic cipher, was created in 1467 by Leon Battista
Alberti[6] and his idea offered concept of mechanical ciphering algorithms. In the late
19" century, electricity was introduced which led to the development of electromechanical
ciphering systems such as Vernam cipfigrin Vernam cipher each character of the plaintext
message is combined with the corresponding character of the one-time pad to produce the
ciphertext message and the key is never reused. The advancements in the electromechanical
system further progressed in the invention of the Enigma rotor madjimefhe late

1930s, which offered more ef cient encryption techniques. This Enigma machine was a
combination of mechanical and electrical systems. Keyboard and rotors were linked and
different speed of rotors was used to create cipher text. Both rotor machines and digital
computers were used to produce electronic encry@jaffer the invention of the digital
computer and crypto algorithm were considered as a new cryptographic standard. In 1978,
the Rivest—Shamir—Adleman (RSA) protoddl], an asymmetric method for encryption

was introduced, whose security is based on the assumption that factoring large integers
is a computationally intractable problem. In fact, no classical computer can perform this
task in a polynomial time. However, as conventional security methods still depend on the
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computational complexity of certain tasks, they may become vulnerable to unanticipated
advancements in hardware and software. This risk is today assuming a gigantic impact,
as everyday 2.5 quintillion bytes data are generated and exchanged, a number which is
escalating rapidlyI1]. In particular, also critical infrastructures can be sabotaged through a
cyber warfare.

Quantum computing, envisaged by Richard Feynman in 1279[3] and now showing
evidence in the rst relatively small prototypes (e.g. Sycamore quantum processor by
Googlefl4, 15] and Eagle quantum processor by IBMY), is a disruptive hardware advance-
ment that threatens current security methods, such as those based on the RSA protocols.
Indeed quantum computers can theoretically outperform any classical device in speci c tasks,
such as the Shor's factoring Algorith@if]. Due to these vulnerabilities, alternative methods

for data encryption must be explored rather than relying solely on computational complexity.
Quantum cryptography is a eld of research that aims to provide security guarantees that
cannot be reached by classical medfg[based on the laws of quantum mechanics. It
relies on the use of quantum states of light, such as single photons, to encode and trans-
mit information in a way that is immune to eavesdropping or decryption by an adversary
with unlimited computational powetf)]. It is worth noticing that we are talking about a
paradigmatic shift in the way we will communicate in the future in terms of the physics law
underpinning security. Nevertheless, the use of light as information career is already a reality
with a world-wide network of more than 28000 kilometers of optical bers.

One of the most widely used quantum cryptographic protocols is quantum key distribution
(QKD), which allows two parties to establish a secret key by exchanging quantum states
over a public chann&20]. The security of QKD relies on the fact that any attempt to
measure or copy the quantum states will introduce errors that can be detected by the parties.
However, QKD also requires that the source of quantum states emits only one photon per
pulse, otherwise an eavesdropper could split the pulse and gain information without being
noticedR1]. Therefore, QKD needs a photon turnstile, a device that can produce single
photons on demangp] with high probability and low multi-photon probabilit2B, 24].
Single-photon sources (SPSs) will hence play a critical role in the advancement of quantum
technologies such as quantum computing[25, 26] and communication[27, 28].

The ideal SPS should emit photons in single-photon Fock states, which implies a vanishing
multi-photon probability per trigger pulse. Additionally, it should have high brightness,
allowing for the collection of a single photon on-demand. For certain QKD protocols,

in order to undergo two-photon interference - an exquisitely quantum effect- the emitted
photons should be indistinguishal#8]. Finally, the technology of single photon generation
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should be ideally scalable and provide many single photons in a well-de ned mode of the
electromagnetic eld for further manipulation.

Most previous quantum key distribution (QKD) experiments have used probabilistic
sources based on spontaneous parametric down-conve88o81] or attenuated laser
sourcesB2-34], whereby the compromise between ef ciency and multi-photon probability
(enabling an eavesdropper to obtain informat&¥4]) is determined by a poissonian
statistics. More advanced protocols have been demonstrated taming photon-number split-
ting attacksB5]. However, probabilistic sources suffer from a limited scalability, as the
coincidence probability in experiments with many single photons vanishes rap@jlyyn
alternative approach is to develop deterministic single photon sources based on the radiation
of single quantum emitters. They might offer better security, mimicking the ideal single
photon turnstile since they can emit a single photon per triggered laser exci3tidf.

This theoretical concept is in practice challenged by experimental imperfections in the gener-
ation process, as we will discuss thoroughly throughout the manuscript. Interestingly, we are
currently close to the turning point of outperforming the secret key length achievable with
attenuated laser pulses, using instead a single quantum emitter as the single photon source
[39, 40]. Similar ndings will potentially facilitate secret key distribution in high channel

loss scenarios, such as satellite-based QKD.

Various emitters, such as quantum défsfb1], excitons in transition metal dichalco-

genides (TMDCs}2], color centers in diamon8pB] and hexagonal boron nitride (hBNbY,

55], have been used for QKD.

The need for specialized equipment and infrastructure to achieve low temperatures is a
major hurdle for the widespread deployment of quantum emitters in QKD systems. The
development of room temperature approaches hence potentially allows for a technological
breakthrough in the eld. These advantages are particularly important for quantum satellite
communications.

In this thesis we explore single molecules as quantum emitters for QKD applications.
In particular, dbenzoterrylene (DBT) molecules, embedded in suitable host matrices, are
excellent quantum light sourc&&-59, 31], with Fourier-limited linewidth at cryogenic
temperature, high photostability and low spectral diffusion also when embedded in a nano-
crystalline environmentd0]. Moreover, unlike previous example, DBT emits bright single
photons also at room temperature with high purity and long-term photo stability YVe
hence characterize this emitter under pulsed excitation, suitable for QKD applications, in
terms of its purity, brightness and indistinguishability. We also present rst experiments
about room temperature QKD with molecular quantum emitters, all the way from the manual
to the real state preparation.
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The thesis manuscript in organized as follow:

Chapter 1 presents a theoretical foundation for motivating and understanding the experi-
ments on quantum light sources described in this thesis. An overview of different avours
of light and the gures of merit of the SPSs are also highlighted. The available SPSs with
greater emphasis on molecular quantum emitter is also described.

Chapter 2 gives a general introduction to classical and quantum cryptography. The theoreti-
cal framework of QKD along with security protocols, hacking strategies, evaluation of SKR
and QBER and nally motivations behind this thesis are outlined.

Chapter 3introduces organic dye molecules as SPSs and their photophysic and properties at
cryogenic and room temperature. The home-built experimental setup for single molecule
microscopy at cryogenic temperature is presented. This was the rst experiment | contributed
under supervision of my supervisor and co-supervisors. The complete characterization of
single DBT molecules in bulk Ac crystals is elaborated which makes this molecular system a
reliable source of single photons. This work is published in Applied Physics Letters[58].
Chapter 4 provides insight of the experiment of QKD using molecular quantum emitter at
room temperature. This experiment was the goal of my PhD. | performed the experiment
under guidance of supervisor and co-supervisors. Prof. A. Zavatta (CNR-INo), Prof. M.
Hilke (McGill University) and David Bacco (DTU) also helped in the experiment. In this
experiment, the manual strategy for different states encoding and comparison with other state
of the art QKD experiments in terms of SKR and QBER using other state of the art SPSs is
described. The ndings of this work have been published in Optics Express[40].

Chapter 5 reports real-time state preparation using electro-optic modulator for free space
guantum communication. Different compensation techniques for PMD, laser power sta-
bilization and temperature control for the modulator are also highlighted. Additionally,
the techniques for encoding two and three distinct states using the EOM with an arbitrary
waveform generator for both WCP and SPS.



Chapter 1

Single Photon Sources and guantum
emitters

This chapter outlines the basic concepts that constitute the theoretical framework around the
experiments presented in Chapters 3 and 4. In particular the fundamental quantum nature of
light is brie y discussed, as well as the generation of single photon wavepackets by means
of quantum emitters. Afterwards, the most prominent gures of merit characterizing single
photon sources are presented. In the last part, various types of quantum emitters, including
guantum dots, color centres in diamond and molecules are introduced, along with their
speci ¢ features and some potential applications in quantum technologies.

1.1 Introduction

In the last two decades quantum technologies observed an extraordinary advancement,
exploiting exquisitely quantum features of increasing complexity e.g. in quantum information
sciencef2, 38|, quantum communicatiodfl, 63, 64], quantum sensingb-67] and quantum
computingp8-70Q]. The disruptive impact of these technologies in a wide range of disciplines
brought the name of a “Second Quantum Revolutidf;’[72]. Whether a speci ¢ application

falls under the de nition of second quantum revolution is sometimes a reason of debate, the
generation, the manipulation and detection of single photons is by no doubt a fundamental
resource towards the demonstration of a quantum advantage. Photons, often employed as
"ying qubits"[ 64], are indeed the main ingredient of quantum communication technologies.

In this chapter, an introduction to quantum emitter-based single-photon sources, their state of
the art, the desired properties and their applications are presented.
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1.2 The Quantum Nature of Light

Photon is an ancient Greek word meaning lightofdis. It's the fundamental quantum

unit of electromagnetic radiations. The quantization of electromagnetic energy was rst
introduced by Max Plank in 1900 as a mathematical "trick" able to explain the spectral
properties of a black body radiatiaty]. He observed theoretically that the black body
behaviour can be reproduced by a model in which absorption and emission of energy occur
in discrete manner, through a set of equal and de nite parts. These are called energy
elements, and their energy content is proportional to their frequenioyough the Plank
constant (i.e. E = hn). In 1905, Einstein came up with theory of photoelectric effégt|
leveraging Plank's model and later on he proposed wave-particle duality. In 1922, Arthur
Holly Compton observed wavelength shifting of scattered x-rays and lead to discovery
of the Compton effec]5] con rming the effectiveness of the representation. The term
"photon” was coined by Gilbert Lewis in 192%€]. Paul Dirac nally performed the formal
quantization of the electromagnetic eld in 1927[77].

The quantum nature of light is hence intimately connected to the introduction of the concept
of photons.

1.3 Photon Statistics and Key Properties

Just as an operative de nition, we will associate photons to detectors' clicks. Technically
speaking, in the case of single photons, they can be detected e.g. by single photon avalanche
photodiodes operating in Geiger mode. In such devices, the counter-polarizing eld at the
junction is strong enough to saturate the cascade of electrons even in the case it is generated
by the absorption of a single photon, i.e. the formation of a single electron-hole pair.

Indeed, in the Geiger mode, the detector operates in a binary on/off state, where a
photon detection results in a strong electrical pulse, while no pulse is observed if no photon is
detected, allowing for high detection ef ciency and fast counting rates. Each photon produces
a single click with very high temporal de nition, but with the drawback that amplitude of
the signal (photon number) cannot be discriminated. One can then imagine an experiment
in which clicks are recorded as a function of time. The number of clicks in a given time
bin can then be considered as a statistical ensemble, in order to estimate their average value
(proportional to the light eld intensity) and also the relative uctuations. The statistical
distribution of photons emitted from different light sources can be classi ed into three
possible cases depending on the varigiidg? and average photon numbgras shown in
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Fig. 1.1 Photon Statistical Distribution: In the Poissonian distribution, photons arrive at
random moments in time associated to independent events, resulting in a distribution whose
variance is equal to the average number of photons. The super-Poissonian distribution occurs
when photons are strongly correlated and arrive in bunches, resulting in a distribution that has
a higher variance than the Poisson distribution. In contrast, the sub-Poissonian distribution
corresponds effectively to an anti-correlation, resulting in a distribution that has a lower
variance than for the Poisson case.

Fig 1.1, where different distributions are compared for the same average photon number
n= 100.

A classic electric eld with constant amplitude will result for instance iP@ssonian
distribution . In this case, the distribution shows a varia(be)? equal to the mean value
Considering photon numbaerin a light pulse, the probability for havingphoton pulse is

given by:

n —

n
P(n) = e n. n=1:2:3;:: (1.1)

This type of photon statistics generally applies to random processes. This is for instance the
case of the coherent state produced by a laser.

Super-Poissoniaright sources have large uctuations in the photon number as compared
to coherent light with constant intensity. An example of a Super-Poissonian probability
distribution is given by:

n n

1+n n+1

P(n) = (1.2)



8 Single Photon Sources and quantum emitters

This corresponds exactly to Boltzmann distribution expressed in terms of the average photon
number. It hence represents the characteristic distribution of thermal light sources. These
exhibit a varying intensity antDn)? > i

Sub-Poissoniaright sources shows instead smaller intensity uctuations than the poisso-
nian ones, wit{Dn)? < n. Sub-Poissonian light sources do not have a classical counterpart
and are much more stable than coherent light sources.
Now the question arises about how such different avours of light can be detected exper-
imentally, giving the typical dead times of our detectors and their not-unitary ef ciency.
The information on the intensity uctuations is actually contained in the eld second order
autocorrelation functiog(®that is de ned as follows:

N+ t)1(1)i

oI (1.3)

g2 (t) =
The quantum version of the equation ) is used to measure the correlation between the
intensity of light at different points in time. It is given by[38]:

ma(t)al(t+ t)a(t + t)a(t)i

g9 = ref()a(t)i2

(1.4)

wherea(t) is the annihilation operator at tiniea'(t) is the creation operator at tinieandt
represents the time delay between the two measurements. The blradkdisate an average

over time. This equation allows us to quantify the second-order coherence of a quantum
system, providing insights into the nature of photon statistics and the presence of photon
correlations. Thg(® function is typically measured in the so-called Hanbury-Brown-Twiss
con guration [78], whereby the stream of photons is splitted in two arms by means of a
50/50 beam splitter (see Fig. 1.5). Each output port is then terminated by a single photon
detector, that allows the collection of clickg(t) and n4(t) as a function of time. The
histogram of coincidences approximates well the second order autocorrelation function for
short delays[38]. According to this description, we can rewrite Eq. 1.3 as follows:

< na(t)ng(t+t) >
< ng(t) >< my(t+t) >

g2 (t)= (1.5)

In terms of the second order auto-correlation function, we can then classify light sources into
the following three categories according to the behaviour of this function around zero delay
g9 (t = 0). A pictorial representation is shown in the Fig. 1.2.
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« Bunching:g@(0) > 1
This corresponds to a higher probability of nding two photons arriving simultaneously
and hence to the occurrence of photons in bunches (i.e. super-Poissonian distribution).

« Coherent Lightg?(0) = 1
This corresponds to a ag(?(t) with same value at each delay and in particular
g@(0) = g@(t)= 1 (Poissonian distribution).

« Antibunching:g‘@(0) < 1 characterized by autocorrelations at zero time delay (sub-
Poissonian distribution).

Interestingly in the case of photon number states, it turns out that:

9?0 =1 (1.6)

i

and hence in particular thgt? (0) = 0 for a single photon Fock state.

Fig. 1.2 The comparison of antibunched (column a), coherent (column b) and bunched light
(column c): Top raw: Photon detection events resulting in detector spikes of a constant
intensity as a function of timeéBottom raw: Corresponding intensity correlation function
yieldingg?@(0) = 0,g@(0) = 1 andg'?(0) is greater than 1, respectively.

1.4 Single photon generation by isolated quantum emitters

It is clear from the previous section that an ideal single-photon source that contains one and
only one photon per pulse cannot be provided by an attenuated laser, as the probability of
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having O or 1 click are strictly related by poissonian statistics. Although heralded single
photon sources from parametric down conversion have been the work horse of quantum
optics for long timef 9], their probabilistic nature has important limitation. Alternatively,
single photons can be obtained in the spontaneous emission of isolated quantum emitters
upon trigger laser excitatior8(]. The aftermath of a spontaneous emission event from a
single atom leaves the light eld in a quantum state that can be almost considered one of the
potential de nitions of a single photon, albeit existing in a superposition of modes[81].

With quantum emitters (QEs) we dub a variety of systems possessing a strong radiative
transition that couples two electronic energy levels. In general, QEs in the solid state
present complex energy level schemes, including vibrationally excited states and dark states.
Moreover, their coupling with the host matrices in the solid state brings about other possible
decay channels and dephasing processes further discussed in in Section 1.6.3 and in the
Chapter 3.

In most experimental cases, the QE can be described by a two level system (TLS), as it
is probed by a monochromatic laser source resonant with the optical transition. Here, any
deviation from the isolated two-level system is considered detrimental.

Quantum dots§2][83], single atoms4], color centres in diamondp][86] and single
molecules §7][88][58] are all system which can be modelled by the TLS model. The
relevant light-matter interaction processes for a TLS are sketched in Fig. 1.3a): an external
laser resonant with the TLS transition is employed to excite the system in the rst step. A
single photon is emitted upon system relaxation to the ground state. This process is called
spontaneous emission and the energy of the emitted photons will be given by:

E=hn= %wo (1.7)
whereh is Planck’s constant (626x10 3*Js) and} wy is the energy difference between the
groundjli and the excited staj@i. In panel b) the likely presence of a third dark state is
shown, withKj; indicating the coupling rates. The effect of such dark states on the ef ciency
of quantum-emitter based SPSs is discussed in more details for the case of the investigated
molecular emitter in Chapter 4.

Finally, in the case of "off-resonant” pumping we can effectively use another intermediate
level that decays so rapidly to the second one that it is never effectively populated. This
con guration is used extensively in this thesis work, as it allows for an ef cient pumping of
the excited state.

This simple picture neglects the effects of the induced coherence and is hence valid only
when their decay is much faster than the other decay rates. This is typically the case for
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Fig. 1.3 Two and Three Level Systera) The two energy levels of a TLS, separated by
energy} Wg are coupled by the resonant electromagnetic eld. Two processes are highlighted.
In the rst picture, the system, initially in its ground state, is excited to a higher energy
state. After a certain aleatory time, driven by the emission probakilitythe system emits a
photon and returns to its ground state. Equivalently the emitted photon wavepacket has a
characteristic decay tinte= kp1. The arrows indicate the transition between the two states.

b) Transitions to triplet or dark states are accommodated by taking in consideration a third
metastable level, i.e. a state with much lower emission probakgyity ko;.

guantum emitters at room temperature. It also captures the steady state situation for resonant
pumping well below saturation and for off-resonant pumping. The full system of optical
Bloch equations are needed for a more complete treatment, that falls beyond the scope of
this thesis where we mostly discuss the manipulation of the emitted photons.

1.5 Figures of Merit for Single Photon Sources

In this section we identify some important parameters that quantify the performance of single
photon sources, allowing for benchmarking and comparisons among different platforms.
There are several speci ¢ requirements that must be met for the light emitted by a source
to be useful in quantum information, computation, or cryptography applicafdnspd

these properties are sketched in the Fig. 1.4. We also discuss the main experimental tools to
estimate them.

1.5.1 Purity

The purity of a SPS refers to the probability of emitting only one photon per gilsgith
respect to the probability of having higher photon number staielt hence corresponds to
the formula:

p=_M (1.8)

o

anPn
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Fig. 1.4 Fundamental Optical Properties of Phot@)an optimal source of single, identical
photons produces a continuous stream with each excitation laser fn)léample of
sources having a brightness less than one, as photon emission only occurs during certain
laser pulsesc)lf there are two photons present then this case represents single-photon purity
lower than oned)The loss of photon coherence is schematized by broken l@)esperfect
indistinguishability can arise due to phase variations or spectral wandering, causing changes
in the photon wave packet. (Reprinted by permission from Springer Nature: Simone Luca
Portalupi and Peter Michler. "Quantum Dots for Quantum Information Technologies"[51])

The purity can be estimated from the second-order autocorrelation furgtti¢n), that
was already de ned in eq. 1.3. Indeed, it can be demonstrated that, pgifenn > 2 is
negligible with respect t@;.2 andpy << pj, the purity can be directly linked via Taylor
expansion to the second order autocorrelation function through the relation:

P=1 %g(z)(O) (1.9)

Therefore, for a pure SP®,= 1 andg(@(t) should be equal to zero at zero time delay

(t = 0), which means that there is no probability of detecting two photons simultaneously.
Experimentally, from an HBT setup such as the one sketched in Fig.1.5, a histogram can be
built with a Time-Correlated Single Photon Counting (TCSPC) module, that uses the photon
arrival times on the two detectors as the start and the stop signal for a time to amplitude
converter. This correctly approximates the act$@l for times shorter than the inverse of

the average detected rate.



1.5 Figures of Merit for Single Photon Sources 13

For light emitted by an ideal two-level system, the result of the Hanbury-Brown-Twiss
experiment outlined above yields a functi@f[ﬁéT(Dt) =1 b el Diznen) with 1=t gt =

K12+ K21, determined by the pumping and the decay ritesKo;, respectively, (see also
section 3.4.1) and Ref.[80].

Fig. 1.5 On the left, concept for an autocorrelation function measurement with an Hanbury-
Brown-Twiss setup. On the right, the expected result forgfBKt ) for a perfect single-
photon source. The gure has been adapted from Ref.[80]

1.5.2 Quantum Ef ciency

The quantum ef ciency of the TLS transition refers to the probability that the state decays
radiatively with respect to all other dissipative mechanisms. It is hence also a measure of
how effectively the SPS produces single photons. The quantum ef ciency or quantum yield
(QY)1!is given by the ratio between the radiative decay riategnd the total decay rate.

ke
Kr + Knr

wherek,, is the non radiative decay component of the total rate. The QY of a SPS should
ideally be equal to 1, indicating that every excitation results in the emission of a single
photon. However, in reality, internal non-radiative transitions occur within the SPS, leading
to a temporary loss of uorescence (see Section 4.5.2), commonly known as blinking. Also
internal conversion from excited vibrational levels to the emitting state can dissipate energy

QY= (1.10)

lin general with QY one indicates the probability of obtaining a photo per excitation so it is a more
general concept. However, also based on the discussion ing&fvé here use quantum ef ciency and yield
equivalently.
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[90]. As aresult, the QY of the SPS is reduced. In order to estimate the effect of blinking, a
possible method is to look for bunches at long times ingB&t ) function (see Fig. 4.8).
This was done for instance in this thesis for the estimation of the molecules’ OFF times at
room temperature in Chapter 4. Alternatively the QY can be also estimated by monitoring
the local density of states effects on the emitter lifet@igpr by comparing the detected

and expected photon rates, after careful and independent calibration of the setup losses.

1.5.3 Brightness

The probability of having one click per trigger pulse is often named brightness. In CW
excitation instead, the achievable rate depends on the excited state lifeimaeon the QY.
The emission rate can be expressed by:

R() = t}ree(I)QY (1.11)

wherer ¢ is the population of the excited state in the density matrix description,ahd
intensity of the pump laser. As an example, one can consider the stationary state solution of
the rate equation for the two level system and obtain

1
1+ 1=

R(l) = Ry (1.12)
wherels is the saturation intensity As the intensitincreases, the emission rate increases
linearly until the population saturates to a stable state in which emission exactly compensates
absorptiony ee=f gg= 1=2, and the emitted photon rate reaches a maximum \Rlygiven

by Ry = % In case of off-resonant excitation, e.g. via the excitation of a vibrational level of
the electronic excited state, a complete population inversion is accessible and consequently

Ry = £[92].

1.5.4 Indistinguishability

The intensity correlation function only gives information about the purity of the photon stream.
Another fundamental property required in many protocols is indistinguishability between
the emitted photon8pB]. This corresponds to the extent of the wave packets' overlap, i.e.
emission should occur always in a given and pure quantum state. Based on this property is the
ability of photons to undergo a two-photon interference pro€2s9f], whose visibility will

be connected to the rst order coherence of light and in particulagt® (0) j2 (see Chapter
3.4.2)P5. Two-photon interference has no classical analogue and was rst demonstrated
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in 1987 by the three scientist Chung Ki Hong, Zheyu Ou, and Leonard M&tjiedifter

whom today this experiment is named. The basic setup for a Hong-Ou-Mandel (HOM)
experiment is sketched in Fig. 1.6, where two-photon interference is measured from the
emission of a single quantum emitter. This scheme has been extensively employed in color
centres in diamond[7], quantum dot€2] and organic molecule®B, 56, 57]. It is based

on a rst beam splitter that allows simulating two independent sources, provided the delay
line on one arm is long enough to loose memory of the temporal correlations between the
two lines. When the photons are indistinguishable, destructive interference occurs among the
probability amplitude of the processes corresponding to both photons being transmitted and
re ected. This manifests itself in a reduced probability of coincidence detection at the two
output ports. The HOM interference visibilityl{om) can be calculated by eq. 3.4 , where
respectivegg_,z)(O) andgi(0) correspond to the indistinguishable case (parallel polarization)
and distinguishable case (orthogonal) coincidence counts obtained by measuring the intensity
correlation in the HOM setup.

@) ¢ (0
g0 *= Z © 570 (1.13)

g57(0)
Moreover the HOM interferometer is a simple tool for entanglement generation: indeed the
output of the operation is a path-entangled two-photon state, belonging to the NOON-state
family (with N=2). Entangled states are main elements in quantum information for long-haul
guantum communication and quantum computing.
The main reasons for a non-unitary visibility in the HOM experiments with quantum emitters
are the decoherence processes that broadens the emission line, the residual detection of
photons in other spectral lines beyond the two levels of the ideal TLS, the presence of
spectral diffusion and the residual multiphoton probability. All these factors will be further
discussed in Chapter 3, with respect to the molecular source in exam.

1.6 Quantum emitters in the solid state

The most promising systems for achieving single photons on demand are SPSs based on quan-
tum emitters. Among these emitters, color centers in dian85@P], quantum dots[00-

102, and molecular source3], 103 stand out as highly effective options and are hence
presented here (see Fig. 1.7).
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Fig. 1.6 Setup to measure Hong-Ou-Mandel effect: a rst beam splitter is used to mimic
the presence of two sources; an unbalance delay guarantees the two photon stream are
uncorrelated (provided that the difference is longer than the single-photon wavepacket); then
two indistinguishable photons are injected at the two input ports of the second beam splitter
and their interference is measured at the output ports as a suppression of the coincidences.

Fig. 1.7 Quantum Light Sourcea) Color Centers in Diamond, based for instance on nitrogen

or silicon defects, which have been shown to have long spin coherence times and high photon
emission rates (adapted from Ref0fl]). b) Quantum Dots: on the top is an SEM image

of a matrix of InGaAs pyramidal quantum dots (adapted from the REE]J. The bottom

image shows the different colors available with colloidal quantum dots (adapted from Ref.
[106)) c)Molecular Emitters: The molecular structure of dibenzoterrylene molecules and that
of its anthracene host (DBT:Ac) is shown at the top. An SEM image is shown at the bottom,
showing the possibility to grow this molecular emitters in the form of small-sized crystals
(adapted from Ref. [60])
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1.6.1 Color Centres in Diamond

Crystallographic defects are common in diamond crystal lattices because of extrinsic impuri-
ties or intrinsic anomalies. Color centers are defects in the diamond lattice that emit light
when excited[07-109. The nitrogen-vacancy (NV@5, 99 center is a well-known example

that has been extensively studied for quantum information processing applications. It has
long spin coherence times also at room temperature. As for single photon generation, it is
limited by a4% emission in the so-called zero phonon line (ZPL). NV emits uorescence
at 637nm and exhibits strong photon antibunch@&y[ Silicon (SiV)[110, Tin (SnV)[111]

and Germanium (GeV)[LZ vacancies centres are also deeply investigated. NV and SiV
have been also employed as SPS for quantum key distribution[53].

1.6.2 Quantum Dots

Quantum dots (QDs) are tiny semiconductdrd 114 particles of nanometric size that act

as arti cial atoms]L15. QDs exhibit excellent opticall01, 107 and electronic properties

due to quantum con nement effects. The QDs are made up of a smaller band gap material
inside a greater band gap materld] and this band offsets causes the con ning potential.
This band gap gives rise to a discrete energy structure for holes and electrons. Electrons
that are stimulated from the valence band to the conduction band leave holes. These carrier
pairs then form quasi-particles, known as excitons, due to their mutual Coulomb attraction
and may be trapped by the QD, where they can radiatively recombine through the emission
of a photon. There are two primary types of quantum dots: self-assembled (Fig. 1.7 top
image) and colloidal (Fig. 1.7 bottom image). The rstis made up of lI-VI semiconductor
nanocrystals that were created using chemical synthesis. Nanocrystals emit by recombinating
an electron-hole pair produced by photon absorption. Molecular beam epitaxy is used to grow
self-assembled QD through a process called Stranski-Krastal@vQDs can be excited

both via optical or electrical stimulation. CdSe in Za$}], InP in GalnP and InAs in GaAs

can be optically excite@[7] while InA can be effectively excited via injection[118 119.

QDs are extensively employed in optical quantum protocol and quantum key distriddtion|
47,120, 121]. Using self-assembled QDs for the aforementioned applications is challenging
because each QD's surroundings affects its features, and cryogenic temperatures are required
to separate the QD from the phonon population.
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1.6.3 Molecular Emitters

Molecular emitters have many advantages over other SPS because of their superior coherence
properties and the exibility of organic chemistry synthesis. They have distinct transition
dipole moments and may be designed, manufactured, and incorporated into hybrid devices
for various visible spectrum wavelengths. Organic molecules are appropriate for applications
where scalability is desired due to their small size and simplicity of synthesis, holding billions
of nominally identical emitters at low cost. At ambient temperature, they also produce very
pure single-photons. Back in 1996, single molecules of pentacene hospeénphenyl

matrix showed photon anti-bunchidg]24[123 proving the eligibility of the system as a
non-classical light source. Different molecules in a suitable solid or liqi2d][host matrix

are studied. Recently, single organic molecules have shown remarkable quantum optical
propertiesf0, 57]. In particular, our group has shown that anthracene nanocrystals doped
with dibenzoterrylene (DBT:Ac NCs) exhibit photostable and life-time limited emission

at 3K[88]. The primary bene t of molecular quantum emitters, which is also the thesis's
objective, is that they can emit a single photons at room temperature with high purity. Future
long-distance quantum communication networks operating on an intercontinental scale will
require installation in isolated and inhospitable regions, such as through quantum satellite
communication. This is crucial to ensure practical deployment and compatibility with
ambient conditions, as cryogenic temperatures are not feasible in real-world settings. By
enabling room-temperature operati68]. , these networks can be seamlessly integrated into
existing communication infrastructures, fostering widespread adoption and facilitating global
connectivity. This will also reduce costs and complexity of the infrastructure and hence they
are promising candidates as SPSs for quantum optical technologies.

Deviation from a TLS and coupling with the environment

In this section | will refer predominantly to molecules but the discussed phenomenology can
be found in all solid state emitters, albeit with different impact. The spectral characteristics of
molecules emission are signi cantly in uenced by the solid matrix in which it is embedded.
Speci cally, Zero-Phonon Lines (ZPLs) are produced by the optical transitions from the
excited state to the different vibrational levels of the ground state as shown in the Fig. 1.8.
For the purely electronic transition (0-0 ZPL), the line typically has a Lorentzian shape,
which corresponds to the Fourier transform of the population's exponential decay given by
the following equation[125].

1 Dn?

= hom 1.14
4p2 (N o)+ ( Dinon2)? (1.14)
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The center of the peak is denotedmgsand Dn,om represents the width of the Lorentzian
lineshape, which is commonly de ned as the full width at half maximum (FWHM). The
homogeneous linewidth is related to the pure dephasinnghmd the nite lifetimet

of the excited electronic state. At cryogenic temperatures in a crystalline host matrix, the
natural broadening of ZPL is solely determined by the lifetime of the electronic excited state
(Dnpat = ﬁ), which is inversely proportional to the lifetime)(of the state. In particular,

as the dephasing due to phonons disappears at temperatures below 4 K, the ZPL in the
DBT:Ac system becomes lifetime-limited. The natural width of the line is about 40 MHz,
corresponding to a lifetime of 4.2 ns. This implies that the ZPL can be well-de ned and

narrow at cryogenic temperatures. Even below saturation, any measured linewidth of the

Fig. 1.8 Frank Condon Principal and Inhomogeneous broadeaifidre vibronic levels

of a single molecule can be represented on a con guration diagram as a function of the
nuclear displacement g. The transitions between these levels are depicted as vertical arrows.
According to the Frank-Condon principle, these transitions occur on a timescale that is much
shorter than the nuclear motion, thus ensuring that the atomic coordinate remains unchanged
during the transition procesB) Real crystals contain various imperfections such as strain
elds or defects which lead to the presence of different nano-environments, as illustrated in
the inset. As a result, the lorentzian ZPL transitions become inhomogeneously distributed in
frequency(Adapted from the Ref. [126])

00-ZPL will suffer from power broadening. The true lifetime-limited 00-ZPL could only be
measured at an excitation intensity0, as described by the equation:

r

Dn(l) = Dnpom 1+ l— (1.15)

ls

Next to each ZPL there is a Phonon Side Band (PSB). The PSB results from the transfer
of molecular excitations into lattice vibrations due to electron-phonon coupling. Ideally,
the emission spectrum for a speci c vibrational mode would consist of discrete lines, each
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corresponding to a speci ¢ number of phonons. However, in practice, the electronic states
can couple to many different phonon modes with a large range of frequencies, each of which
is hundreds of GHz broad (due to few picoseconds-long lifetime of the vibrations), resulting
in spectra that usually form a continuous band. The PSB can be hence modeled with a
Gaussian pro lel27] and it is very broad, typically a few nanometers.Therefore, in order to
have a strong, narrowband emission of indistinguishable photons, the emission into these
broad sidebands should be minimized. The Debye-Waller factor accounts for whether the
intensity of a given line goes into the ZPL or into the PSB, and is expressed as:

apw = L (1.16)

lzpL+ lpsB

The Debye-Waller factor strongly depends on temperature[128].
Finally the strength of the 00-ZPL is related also to the branching ratio between the decay rate
into the ground statgs; n = 0i and the rate of decay into all other vibrational sublevels. This
branching ratio is determined by the Frank-Condon principle, which states that electronic
transitions occur without altering the molecular con guration. In a con guration diagram
as shown in Figure 2.2b, transitions are drawn as vertical arrows since they are so fast
that the atomic coordinates remain unchanged. The intensity of the purely electronic line
is measured in terms of the Frank-Condon factor, which expresses the overlap integral of
the ground vibrational wavefunction between the electronic states. If the wavefunction
overlap is poor, then the purely electronic line has a lower uorescence probability in favor
of other vibronic red-shifted lines. For DBT:Ac the product of the Debye Waller and the
Frank-Condon factor can be as high5884129. The inhomogeneous broadening plays a
crucial role in the detection and measurement of single-molecule emissions in solids and
at low temperatures. In an ideal crystalline sample, each molecule would have identical
optical absorptior30, 131], resulting in a narrow Lorentzian line at a speci ¢ frequency
determined by the guest-host match. However, in real samples, each molecule absorbs light
at a different frequency, resulting in an overall envelop pro le known as inhomogeneous
broadening. The width of this pro le can vary greatly, from less than 1 GHz to 10 THz,
depending on the host material's conditions. This distribution of resonance frequencies is
caused by dislocations, point defects, or random internal electric and strain elds in the
matrix[132, which are generally present and more prominent in amorphous materials. The
overall pro le is approximately Gaussian, with a range of center frequencies for the absorbers.
This effect makes molecules valuable probes of the nano-environment, given their stable
and narrow linewidth and the sensitivity of the absorption frequency to the surroundings. In
particular, inhomogeneous broadening enables the spectral selection of individual molecules
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for single-molecule spectroscopy. By using a low doping level sample and a narrowband
tunable laser, it is possible to selectively pump one molecule at a time.lIt is also possible to
use a lower doping and then employ off-resonant pumping to a higher vibrational level of the
excited electronic state.

1.7 Applications of SPSs

Single Photon Sources are becoming increasingly important due to their applications in
various elds, such as quantum information proces$dfj[quantum cryptographyfl, 133

64], and quantum sensintB4, 135 65, 66]. Quantum communicatiofB€ is the rst step
towards a quantum internet, and recent QKD (Quantum Key Distribution) experiments have
been carried out using quantum emitters. These experiments have shown promising results,
indicating the potential for SPSs to be used in the development of a quantum internet. In this
thesis, QKD using molecular single photon sourb&kill be investigated. These sources

are particularly interesting due to their high ef ciency and ease of integration into existing
technologies. The research will focus on improving the ef ciency and reliability of these
sources for practical applications in quantum communication at room temperature[40].






Chapter 2
Quantum Key Distribution

This chapter provides an overview of the historical context and evolution of QKD. This
chapter delves into the different QKD security protocols and explains the principles behind
each protocol. Additionally, the chapter explores various hacking strategies employed by
malicious actors attempting to breach QKD systems. The security challenges of implementing
QKD in practical scenarios are discussed, including the dif culties in scaling the technology
and the impact of different factors on QKD security. Finally, the goal behind this thesis is
outlined, which is to explore the potential application of molecular single photon sources for
guantum communications at room temperature.

2.1 Classical vs Quantum Cryptography

The eld of communication systems is continually evolving, keeping up with advancements

in science and technology. Researchers and engineers are always looking for new discoveries
and innovations to develop novel means and protocols that offer higher levels of commu-
nication security. Nowadays, billions of people are communicating and exchanging data
simultaneously and cryptosystems have become a compelling need to guarantee that only
intended recipients have access to information. Speci cally, a cryptographic system provides
the encryption of a plain message in a ciphertext by using an encryption algorithm. This,
can only be decrypted by the receiver, who possesses the decryption key, to retrieve the
original plain message. In classical cryptography, the cryptographic key is generated using
a mathematical algorithm (e.g. based on the factoring problem) and security is based on
what is called computational complexity, i.e. on the assumption that the solution of the
mathematical problem is resolvable without the decryption key only by means of an ex-
tremely high computing capacity (practically being an improbable situation). In particular,
there are two types of encryption techniques: symmetric and asymmetric. In symmetric
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encryption the same private key is used to encrypt and decrypt messages, whereas asymmetric
encryption is based on the use of two keys, a public and a private one. In this latter case,
the sender (usually called Alice) uses the public key, which is accessible to everyone, to
encrypt and send the ciphertext to the receiver (usually called Bob), who employs instead
his private key to decrypt the ciphertext. The working principle of asymmetric encryption
was rstly proposed in the pioneering work by the researchers Ron Rivest, Adi Shamir, and
Leonard Adleman, who invented in in 1978 the well-known RSA (Rivest—Shamir—Adleman)
algorithm [L0], summarized in the conceptual illustration in Fig. 2.1. Speci cally, the

Fig. 2.1 Example of asymmetric cryptographic algorithm: The sender converts a plain text
into a ciphertext using a public key, and the receiver uses his own private key to decrypt the
ciphertext and retrieve the original message.

mathematical model behind RSA is based on the fact that the product of two large prime
numbers into their constituent primes is computationally infeasible to factorize. Overall, RSA
provides a secure method for encryption and decryption of messages, as long as the private
key remains secret and the prime factors of the public key cannot be computed ef ciently.
It hence relies on the assumption that an eavesdropper has not the resources to resolve the
factoring problem. Indeed, even for the most powerful classical supercomputer, factorizing
a hundreds digits-long number would take hundreds of thousands of years. However, this
concept of computational security was rstly threatened when Shor's Algoritidnas
published, showing theoretically that a quantum computer can ef ciently factorize prime
numbers and resolves the previously mentioned problem in few seconds. Nowadays, this
threat is made more tangible by the development of several available prototypes of quantum
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computers, which already give proof of being orders of magnitude faster than supercomputers
in the resolution of speci c task&p, 137, 138. In this context, classical cryptosystems

can not be considered anymore secure, especially in a potential future when fully edged
guantum computers will be within reach and more ef cient algorithms will be established.
In particular, the advantage of quantum computers over their classical analogous lays in the
principle of superposition of quantum states. While classical computation is based on binary
digits which can assume the two alternative values "0" and "1", known as "b&8'14Q,
guantum technologies employ quantum bits as their logic units, called "qubits”, which can
exist in a superposition of quantum states, i.e. in a superposition of "0" and "1" at once. For
the last decades scientists have been putting their efforts into building a large-scale quantum
computer, and today the biggest available prototype of quantum computer - Osprey processor
by IBM? - can account for 433 qubfts

In quantum cryptography, the security of communication leverages the fundamental
laws of quantum mechanics such as the Heisenberg printfdlegnd the no-cloning
theorem[L8, 147. The best known quantum cryptography method is quantum key distribu-
tion (QKD), which offers an information-theoretically secure solution to the key exchange
problem. Speci cally, QKD employs single quantum systems (e.g. single photons - the
"ying qubits’) to encode information in different possible degree of freedom (DOF), i.e. in
different possible quantum states of the system: time-bin, wavelength, polarization, spatial
mode, etc. The resulting qubits are hence used to generate the quantum key, which allows
to encrypt and decrypt the message, while the message is delivered via a classical channel.
The actors in this scenario are two users who want to exchange information privately at a
certain distance, traditionally known as Alice (the sender) and Bob (the receiver), and Eve,
the eavesdropper, who is trying to steal the information. In order to encode the information
while guaranteeing minimum error and interception of secret keys, several communication
protocols have been proposed and optimized. In particular, the rst and most well known
QKD protocol was introduced by Bennett and Brassard (BB84) in ZIB4énd its rst
experimental implementation was demonstrated in 1B83[ Before continuing with a brief
description of the most widely employed QKD protocols and encoding methods, focusing
on the ones used in this thesis, we provide a deeper insight in the basics of the no-cloning
theorem, which is at the core of information-theoretic security. In general, from now on, we
will refer speci cally on photonic qubits, since they will be the object of this thesis and they
are in general the most widely used for encoding information in QKD protocols, owing to

http://www.research.ibm.com/ibm-q
2https://newsroom.ibm.com/2022-11-09-IBM-Unveils-400-Qubit-Plus-Quantum-Processor-and-Next-
Generation-IBM-Quantum-System-Two
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their unique advantages of low losses, ef cient propagation at long distances, and easiness of
manipulation.

2.2 General Concepts

The no-cloning theorem prohibits eavesdroppers from simply intercepting the communication
channel and copying the transmitted quantum states for later decryption of the m&44age|
149. According to the theory, if information is encoded on non-orthogonal quantum states
data security is assured by the impossibility of duplicating them. This can be shown through
a simple mathematical demonstration.

We letHy; and H, be two Hilbert spaces, and suppose that a cloning is possible by
introducingU, a unitary operator, which can act bl Hy such that for every stajg i 5
andjf iy,

U(jy iaf ip) = Jyiay ip: (2.1)

Consequently,
Uj0i gjf ip = jOi4j0ip; (2.2)
Ujligjf ip= jligjlip: (2.3)

Now consider an arbitrary sta#g0i 5+ bjli; witha;b 2 C. Then,

U(aj0ia+ bjlia)jf ip= aUjOiajf ip+ bUjliajf iy

(2.4)
= aj0i4j0ip+ bjligjlip:
From the de nition ofU, we also have
U(ajOia+ bjliy)jfip=(ajlia+ bjliz)(ajlip+ bjliy) 2.5)

= a?j0i 4j0ip+ ab (jOi ajlip+ j1i 4j0ip) + b3jliajlip:

The nal expressions in 2.4 and 2.5 are different unlass 1 or b = 1 (with the other
parameter equal to zero), and hence suthiga not possible. As the original states must

be preserved, no quantum machine can completely duplicate two separate, non-orthogonal
quantum states.
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2.3 QKD Protocols

Most quantum key distribution (QKD) protocols can be classi ed as either discrete-variable
(DV) protocol or continuous-variable (CV) protocol, based on how information is encoded.

2.3.1 Discrete Variable QKD (DV-QKD)

In DV-QKD, information is encoded using a discrete set of single-photon states in combi-
nation with single-photon detectotglq. It is one of the earliest and most well-developed
QKD encoding methos and has been shown to be unconditionally secure. DV-QKD pro-
tocols can be implemented using a variety of different quantum states and measurement
strategies, such as polarization-encoded qubits and time-bin encoding. The key challenges in
DV-QKD research consist in improving the achievable key rates and increasing the maximum
transmission distances over which secure key exchange can be achieved.

2.3.2 Continuous Variable QKD(CV-QKD)

In CV-QKD instead, the continuous properties of quantum states are exploited in combination
with coherent detectiorld7, 148. Unlike DV-QKD, CV-QKD operates on the quadrature

of the electromagnetic eld, which can be described as continuous amplitude and phase
values[L49, rather than on the discrete states of individual photons. CV-QKD protocols
typically imply homodyne or heterodyne measurements to detect the quadrature values of
the transmitted light, and can achieve high key rates over long distances with relatively
simple experimental setups. Some of the key challenges in CV-QKD include the effects of
channel losses and noise, which can limit the achievable key rates and require the use of
advanced error correction techniques. Several experimental demonstrations of CV-QKD
have been reported, including demonstrations over ber-optic liti3[151] and free-space
channels[152-155].

Prepare-and-Measure Protocol

The prepare-and-measure QKD protocol is widely employed for its merits of fast speed,
high key generation rate, and easy implementation. In this protocol, the sender (Alice)
randomly prepares qubits in one of two possible states of single photon's DOF (especially
polarization) and sends them to the receiver (Bob) over a quantum channel. Bob then
performs a measurement on each qubit using one of two mutually orthogonal bases. After
the measurement, Alice and Bob compare the bases used, and keep only the qubits that were
measured in the same basis. These qubits are used to establish a shared secret key. This
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protocol has been studied extensively and numerous variations and extensions have been
proposed. One example is the BB84 protoz0f[and the E91 protocalfs6], which was
proposed by Artur Ekert in 1991.

2.4 BB84

The rst QKD protol was conceived by Charles H. Bennett and Gilles Brassard in 2984]
namely the BB84 protocol. Evesdropping events are outlawed by performing the choosing
between two mutually unbiased bases (MUBSs) at each encoding event, following a series
which is only known to Alice and Bob. Speci cally, MUBs consist in sets of orthonormal
bases in a Hilbert space such that the inner product between any two states from different
bases is equal tb= (d), whered is the dimension of the associated Hilbert space. In other
words, the bases are as "unbiased" as possible with respect to each other, meaning that no
basis provides more information than another when measuring a state. The steps involved in
BB84 are summarized in the following and shown in Fig. 2.2, where we consider the speci c
case of polarization encoding of single-photon qubits.

» Two typical examples of MUBs bases are the so-called Z-basis, consisting in the set of
horizontal and vertical -polarization statgd( , jVi), and the X-basis, consisting in
the set of diangonal and anti-diagonal -polarization stafisjQi). In particular, the
qubit polarization encoding is de ned as follows:

jHi = jOi ; (2.6)
Vi =jli; (2.7)
. 1. 1. .
jDi = p—=j0i + p—=j1i; (2.8)
2 2
. 1. . 1. .
JAI = p—EJO| p—zjlli (2.9)

» Each single photon received by Bob is then analyzed by choosing the basis measure-
ment. If Bob chooses the same basis as Alice, he gets a correct output. If he chooses
the wrong basis, the output is random, following from the quantum superposition
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principle, i.e. there is usually 30% probability that Bob chooses the same bases sent
by Alice (e.g. in the case of equal probability of the bases).

« Alice and Bob discard all the events for which they did not use the same basis. After
that, they will end up having the same identical string of bits called sifted key.

* Information reconciliation process is performed, i.e. error correction and privacy
ampli cation.

» The security of BB84 lies in encoding information in non-orthogonal states. Eve can
not clone the state unless she knows the exact sequence of the basis used by Alice
because of non-orthogonality.

Fig. 2.2 BB84 Protocol: Alice prepares a random sequence of qubits encoded either via the
Z-basis (denoted by + in the gure) or via the X-basis, and sends them to Bob through a
guantum channel. Bob randomly measures each qubit either of the two bases, recording his
measurement basis for each analyzed qubit. After the transmission, Alice and Bob publicly
announce their respective basis choices and discard the qubits measured in different bases,
and perform error correction and privacy ampli cation on the remaining ones.

Any discrepancy between the expected and the observed results can indicate the presence of
an eavesdropper who is attempting to gain information about the transmitted bits. Alice and
Bob can determine the Quantum Bit Error Rate (QBER) (see Chapter 2.8) by performing a
parameter estimation session, in which they reveal a random subset of their data and compare
these bits which are later discarded. The QBER can then be quanti ed and compared against
a certain security threshold of the protocol. If the QBER is higher than the threshold, it
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implies that Eve has gained too much information. Conversely, if the QBER is lower than the
threshold, it indicates that the parties have more shared information than Eve. Alice and Bob
can then utilize classical procedures of Error Correction (EC) and Privacy Ampli cation (PA)

to derive a secret key (see Chapter 2.8). To extract information, Eve can use the Intercept-
Resend strategy, where she randomly chooses either the Z or the X basis. By doing so, she
uses the correct basis with a 50% probability, in which case she can eavesdrop on all the
input information without introducing any noise. However, with a 50% probability she uses
the wrong basis: in this case the bit eventually received by Bob will be correct only 50% of
the times, substantially increasing the QBER with respect to the case of no eavesdropper at
work. To ensure security in BB84, the QBER must not exceed the threshold of 11%.

2.5 Quantum Hacking

While theoretically QKD offers unconditional security, in practice, the security of the quan-
tum communication protocol dependent on the effectiveness of the implemented security
measures. The presence of errors in the performance of the communication protocol and of
imperfections in Alice's and Bob's communication devices can indeed open back doors in
the security and allow Eve to intercept and decode the transmitted information[157]. Often,
the security of the protocol is based on the assumption that the communication channels are
secure and that the devices used by Alice and Bob are trustworthy. However, attacks on both
Alice and Bob side should be taken into consideration and can potentially compromise the
security of the full communication systetdg. As an example, limited precision in state
preparation is a typical experimental circumstance which opens the protocol to side channels
attacks. For instance, in the case of weak coherent pulses (WCP) -based protocols, photonic
gubits are encoded by using strongly attenuated laser pulses rather than single-photon Fock
states. The consequent non-zero probability of having multi-photon events per pulse, set
the ground for Eve to launch photon number splitting (PNS) attazK¢dee Section 2.5.1).
Another example comprises Trojan horse attatk8[160, where an attacker modi es the
internal components of one or both of the trusted parties' devices to inject quantum systems
into in order to gain information e.g. about Alice's choice of basis and about Bob's choice of
measurement basis. In general, Bob's side is considered to be more susceptible to hacking
attacks than the source. This is due to the fact that the transmission channel can be easily
controlled by Eve, who can send any type of signal to Bob compromising the security of the
system. Indeed, Bob has no way of knowing whether the signals he receives are legitimate
or have been tampered. Eve can take this advantage for instance to perform time, shift
attacksl61] and fake state attackp2, 163. Among the wide variety of different types of
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attacks that have been reported, we provide in the following a deeper description of the PNS
attacks, which more closely relate to the work presented in this thesis.

2.5.1 PNS Attack on WCP

Considering DV-QKD algorithms, the photon number splitting attagék]64-166 is one of

the most relevant hacking strategies. Imperfect single photon sources with pulses containing
more than one photon are prone to the possibility of splitting off the signal and extrapolating
the extra photon to allow for the measurement of the state without affecting the original
message. .As a matter of fact, the most widely used source for QKD for its high degree of
reproducibility and control is an attenuated laser providing weak coherent pulsesl8/EP[

170. Inherently, WCP exhibit non-zero probability of containing more than one photon per
pulse because the emission statistics follows the Poissonian distribution (see Section 1.3)
typical of coherent sources. Mathematically, the probability distribution of ndiqdnotons

in a time intervalX is given byP,:

mnem
n!

Pr(n) = (2.10)

wheremdenotes the average photon number per pulse. Hence, in the case of a multi-photon
pulse, Eve, for whom unlimited resources are assumed, can retain one photon in her quantum
memory and send the rest to Bob after measuring the quantum state. Finally, by listening to
Alice and Bob's communication in the classical channel she can successfully measure the
photons stored in her memory by using the basis announced by Alice and Bob.

In this context, characterizing the source employed in the QKD scheme is a crucial step to
assess the probability of obtaining a multi-photon pulse, denotéj.adeed, in order

to evaluate the maximum achievable secret key rate, Alice and Bob must take into account
the worst-case scenario where Eve obtains complete information about each multi-photon
pulse sent by Alice. Another fundamental parameter to determine is the detection probability,
i.e., in practice, the probability to have a click in the single-photon detector, de ned as
Paick,» Which can be retrieved by characterizing the source ef ciency as well as the channel
conditions at Bob side. By characterizing their devices, Alice an Bob can evaluate the
maximum achievable secret key rate by introducing a correction factor ascribing for possible
multi-photon eventsA = ( Pyick  Pm)=Fuiick - See Section 2.8). While in the case of WCP
multi-photon events can be reduced only at the expense of the achievable emission rate,
making key exchange at longer distance dif cult, an effective strategy to otherwise reduce
PNS attacks consists in employing decoy state protocols[35].
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2.6 Decoy State Protocol

The decoy-state method is a very ef cient resource for QKD systems lacking of truly single-
photon sources, since it enables to detect the photon number splitting attacks from some
additional parameters to be estimated during the protocol. As a result, Eve has to put a
limit on her beam splitting attacks if she does not want the protocol to be aborted. The
implementation of a decoy state protocol in WCP-based QKD schemes involves generating
attenuated light pulses which are totally identical to each other, except for their mean photon
numberm, which is randomly chosen, for each quantum state to be prepared, among different
values = m,np,m,...)[171-174. The additional values ahto be included in the protocol

are referred as decoy states, while the pulses belonging ta ttiistribution are called signal
states. According to this protocol, after the N rounds of quantum communication, Alice
announces, on the classical channel, the valuatbat was chosen for each round. Hence, if
only the detection events coming from the signal intensitare used to collect the secure key

bits, even if Eve measures the actual photon number of each pulse she can not know which
distribution @m (n); Py (N); Pw(n); ...) is the one related to the useful signal. Therefore,

if she acts differently based only on the valuempfshe ends up introducing alterations

on the experienced distributions at Bob's side, since Bob will observe different channel
loss for the differenmintensities. As a result, Eve has to restrain herself in blocking the
useful single-photon pulses, from which she can acquire information only at the expense of
introducing errors. The decoy state protocol has been experimentally demonstrated in various
QKD systems and has been shown to signi cantly increase the maximum communication
distance[175].

2.7 Motivations for the Thesis

From the previously depicted context of practical QKD implementations, it clearly emerges
that real physical communication devices have to deal with performance errors and im-
perfections, and with the consequent opening to communication channel attacks despite
the information-theoretic security of QKD. While WCP-based sources are the most com-
monly employed ones to date for QKD applications owing to the easiness of implementation
and cost-effectiveness, they as well can not guarantee full security even upon the use of
decoy-state protocols owing to the complexity of the implementation and the inherent proba-
bility of introducing errors. An alternative strategy to this scenario consists in using truly
single-photon states conveyed by deterministic quantum emitters. In this case, the proba-
bility of multi-photon events is indeed inherently suppressed. In this thesis, we propose, as
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single-photon emitter, single organic molecules embedded in crystalline host matrix, which
have given proof of excellent photophysical properties. Furthermore, they offer the unique
advantage of operation at room temperature, as opposed of the majority of other quantum
emitters in the solid state. In Chapter 3, we present the characterization of molecular emitters
at cryogenic temperatures, necessary for suppressing dephasing and achieving coherent
emission, a key aspect for the implementation of more complex QKD protocols. In Chapter

4, we present a testbed QKD experiment employing molecular emitters as single-photon
sources at room temperature, using a BB84 protocol and polarization encoding.

2.8 Formulae Compendium

In this last section of the chapter, we report the main formulae employed in Chapter4 to
evaluate the maximum secret key rate (SKR) which can be achieved by the molecular source
and, for comparison, by a WCP-based protocol and by a decoy-state protocol. The SKR
is indeed the crucial parameter which attests the ability of the QKD system to generate a
secure key against the presence of any potential eavesdropping. A fundamental prerequisite
to its evaluation is the measuring the Quantum Bit Error Rate (QBER) associated to the
communication device, which is the ratio of the committed error rate to the key rate, or
otherwise, the mismatch probability of the signals sent and received between Alice and Bob.
The QBER, quanti es the amount of information Eve can potentially obtained by measuring
the quantum state without being detected by leveraging on the protocol errors. In particular,
if the QBER is higher than 11% the generated key is considered not to be secure for the
too high probability of Eve gaining information. In contrast, a low QBER indicates that the
generated key is secure.

For the extrapolation of the expected SKR as a function of the communication distance, the
QBERs shall be measured for a set of corresponding channel losses, which can be typically
emulated experimentally by inserting a varying set of attenuators in the communication
channel. Then, the signal, the communication channel and detection process shall be
characterized to evaluate the corresponding ef ciencies. In particular, the source ef ciency
(Mnol) is given by the overall detected single-photon count rate normalized to the trigger
excitation rate (the repetition rate of a pulsed laser). The probability of detecting a signal
event is hence expressed Byo = h Mo, Wwhereh = hgophchannes With hpop = hopt:ehdet

being the ef ciency of Bob's side including the optics and the detectorpghne being

the communication channel loss.

From the set of measured values for the QBER as a functidnygafine the following
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expression for the is used to extract the tting parameters corresponding to the detector dark
counts ) and the detection error probabilitge):
_ =2+ egetPma.

BER o = : 211
QBERol Ao+ Py (2.11)

In particular, this same expression can be employed for the WCP case, after replaging
ineq. 2.11 withRycp=1 exp( hmycp), wheremycp is the ef ciency of the WCP,
analogously calculated[176]. The tting expression is hence changed as follows:

_ Po=2+ ege(1 e NMwer)

QBERwcP= 57 ¢ e (2.12)

For the evaluation of the expected SKR as a function of channel losses, the multi-photon
events probability of the single-photon source (SPS) shall be characterized via the second
order correlation function evaluated at zero time dej&d)(0) (see chapter 4.4). The resulting
overall multi-photon probability is given bgm = m2,,0(@(0)[41]. The expected SKR is
hence evaluated using the expression derived in Ref. [43], which reads:

SKRops= Puick[b &(QBERmo)  f(QBERwa) H(QBERm)]; (2.1

where the factod=2 stems from the sifting ratio for symmetric basis encodifggk =
Mnoh + P is the probability of having a click in the detectdr= ( Pyick  Pm)=Pelick 1S
the correction factor for possible multi-photon everisis the standard binary Shannon
information functiona (X) =  log,(1=2+ 2x 2x?) and f (QBERn)) is the error correction
ef ciency [41], where we used(x) " 1:22.

In order to compute the SKR for the WCP with decoy method, we follow the work in

ref. [176 assuming an optimal choice ofjec and decoynyec (Using two values of pulse
intensity - see Chapter 4.5) . The tting expression in this case is the following:

SKRgecoy= % Qi(1 H(ey)) Qmf(QBERyH(QBER) ; (2.14)
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where we evaluate the set of parameters according to the expressions below:

mfe M
Q1 = mn nZKnm
_ m
T g
e = (QBER,Qne" Pp=2)=nY;
Knm = Qn€ OQne€™?=n? Po(nf n?)=nt; (2.15)

In particular,Qm= Pb+1 e "MandQ,= P+ 1 e "N, If the experimental detector
errors are very similar fomandn, the above parameters can be simpli ed to the one photon
error rate ofe; = %ﬁﬁah and the one photon gain @ =(P>+ h)me ™

Finally, the WCP SKR without decoy signal can be obtained from:

1
SKRwcp= Shmype ™PFQ; (2.16)

whereFQ=1 H(2QBER H(QBER) and the optimain,:= hFQ(1 H(2QBER) L






Chapter 3

Experimental Characterization of
Organic Molecule Based SPS

In this chapter, organic Molecule Based SPSs are investigated. Explored Key aspects
include crystal growth, emitter concentration in the host matrices, techniques for protecting
nano-crystals against sublimation, as well as the probing purity, indistinguishability, and
various collection strategies. Additionally, the temporal and spatial stability of two-photon
interference is thoroughly studied to ensure optimal performance of the SPS. It is worth
noting that this SPS has been further developed for optimized application in QKD experiment
at room temperature, which will be the argument of the subsequent chapter.

3.1 Introduction

Ideal quantum sources providing triggered indistinguishable single photons with negligible
spectral diffusion as well as scalability potential are still today a major chall@rigeq4).
Quantum dots]7g[101], Individual cold atoms, color centers in diamori¥f|[ 180[18]]

and moleculed[82, 183 have been extensively investigated till date. Every quantum emitter
comes with advantages and drawbacks for particular applications. Single organic molecules
have shown remarkable quantum optical properties when integrated in an appropriate host
matrix; e.g. single molecules of dibenzoterrylene in anthracene (DBT:Ac) exhibit bright and
photostable emission at roohd4] [40] and cryogenic temperature, with life-time limited
linewidth at 3K[L85 186, 57, 58, 187, 188. These features make organic dye molecule-
based quantum emitters promising candidates as indistinguishable single photon sources
with emission from the lowest pure electronic transition (00-Zero Phonon Line -ZPL). In this
chapter, DBT:Ac NCs are thoroughly presented as SPSs, considering different key aspects
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as sample preparation strategies and photophysics. The system is here characterized at
cryogenic temperatures. In particular, some possible advantages over other SPSs will be
brie y discussed.

3.2 Crystal Growth

The quantum light source on which my work has been focused is based on single organic
molecules of polyaromatic hydrocarbons (PAH). Both the dibenzoterrylene uorophore
(DBT) and the anthracene crystalline host matrix belong to this family. A simple and cost-
effective method has been recently developed in the group to grow anthracene crystals of
sub microns size doped with DBT molecules, in which the concentration of DBT can be
controlled to achieve the single molecule limit. Remarkably, the high quality crystallinity
achieved in these particles determines the preservation of the uorophore optical properties,
which look almost unaffected with respect to the result established in the bulk, a non-trivial
adjustment in sub-micrometric environment according to the liter&@Qy.ef he utilization

of molecular emitters in NCs have gained signi cant interest in recent years.

3.2.1 The Fabrication of Anthracene Doped with Controlled Concen-
tration of DBT

Microcrystal growth by reprecipitation has been studied for several decades and was in-
troduced for the rst time in 1992[89. In Ref. [60] we apply similar techniques to our
guest-host system. Indeed, SPSs based on organic hydrocarbon compounds have proven
to be excellent quantum light sources since the early nineties. However, these results were
generally obtained in extended crystalline environments, hundreds of nm thick and tens
of mm wide, where high crystallinity and proper isolation form oxygen could be granted.
Such geometrical constraints have limited the portability of the source, and hence the the
possibility of integration in photonic structures and more in general the attainable collection
ef ciency and single photon purity. In particular, Ac serves as a host matrix for DBT and
offers various advantages. One of them is its affordability and simple puri cation and han-
dling. Additionally, AC remains stable at room temperature and doesn't experience any phase
transition when cooled. Furthermore, AC can be easily fabricated, enabling the production of
high-quality crystals with a thickness of only a few tens of nanometers. The resulting crystals
are highly pure, highly crystalline, and exhibit excellent optical and electronic properties,
making them suitable for use in a wide range of applications. The whole procedure is
presented below and graphically schematized in the Fig. 3.1.
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» Prepare a solution of DBT in Toluene with concentration 1mg/2mL. Mix the contents
of the vial by means of a sonicator until the DBT has completely dissolved in Toluene.
This solution will be used as a solute for further steps.

» Prepare a solution of Anthracene in Acetone with concentration 9mg/10mL (saturated
solution). Mix the contents of the vial by means of a sonicator until the Anthracene
has completely dissolved in the Acetone.

* Mix 15uL of the DBT in Toluene solution prepared in step 1 with 4mL of the An-
thracene in Acetone solution prepared in step 2. This mixture results in a 10uM solution
of DBT in Acetone. Use sonicator every time until the solution is homogeneous. This
step is crucial to create the desired concentration of DBT impurities in Anthracene. At
this stage solution equals to 1 DBT molecule per 2000 Ac molecules.

* In order to prepare solution of lower concentrations of DBT in Anthracene, repeat the
following steps using the 10uM suspension prepared in these two steps.

— Mix 10uL of the 10uM solution with ImL of the Anthracene in Acetone solution,
hence attaining a 100nm solution of DBT in Acetone.

— Repeat this process until a suspension with a concentration of 10pM or 0.1pM is
obtained. These solutions can be stored for future use

 Finally, to prepare the DBT:AC nanocrystals suspension, mix 100uL of the solution
with the desired concentration (either 10uM, 10pM, or 0.1pM) with 2mL of milli-Q
water under sonication. The mixture should be sonicated for 30 minutes with the lid of
the vial slightly opened. The NCx form by reprecipitation.

The resulting suspension of DBT:Ac nanocrystals in water can be stored for long-term use.
It is recommended to store the vial in the dark, e.g. in a refrigerator at a temperature between
2-8°C to prevent degradation or other changes in the sample. The DBT:Ac suspension can be
stored in the fridge for several months without any signi cant loss of quality or purity.

3.2.2 Sample Preparation and Protection of NC's

The general procedure used to obtain SPS sample form the suspension is based on drop-
casting followed by desiccation of water. The desiccation method is a commonly used
technique for preparing samples for various analytical and imaging applications. The pro-
cedure involves the removal of water from a solution or suspension, leaving behind a dry
and stable sample for further processing or analysis. In the case of DBT:Ac, a small amount
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Fig. 3.1 DBT:AC NCx Preparation: Process start with dissolving 0.75mg of DBT in 1.5mL of
Toluene& 9mg of Anthracene in 10mL of Acetone. The mixture is then carefully prepared
by controlled concentration of DBT. Finally, the solution is mixed with milli-q water and
sonicated for 30 minutes to produce DBT:Ac Suspension of Nanocrystals

Fig. 3.2 Sample Preparation: First of all 15uL of DBT:Ac suspension is drop casted on
gold coated silica substrate with then put it in the vacuum desiccator and wait until water is
evaporated. To protect NCx against matrix sublimation, PVA coating with 200 nm thickness

is done using a Spin coater.
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(15uL) of the DBT:Ac solution is drop-casted onto the selected substrate, which is then placed
into a desiccator as shown in Fig. 3.2. The desiccator is designed to create a low-pressure
environment, which promotes the evaporation of water from the sample. The desiccation
process typically takes up to 30 minutes. Once the water has been completely evaporated,
the resulting DBT:Ac nanocrystals are left. However, to protect the nanocrystals, a layer
of Polyvinyl Alcohol (PVA) is applied on top of the nanocrystals using a spin coating tech-
nique as shown in Fig. 3.2. The PVA layer acts as a protective coating, which prevents
the nanocrystals sublimation. The substrate with the DBT:Ac nanocrystals is placed onto
the spin coater, and a speci c amount of PVA solution in water (generally 5% in weight) is
added on top of the NCx. The spin coater is then activated, and the substrate rotates at high
speed causing the PVA solution to spread uniformly across the surface of the substrate. The
thickness of the resulting layer can be modulated varying the rotation speed. Once the spin
coating process is complete, the sample is ready to use for the experiment. In total, the entire
sample preparation process, which includes desiccation and spin coating, can be completed
in less than one hour. This is an ef cient and timely process, which is essential for obtaining
accurate and reproducible results in a timely manner.

3.3 Experimental Setup

DBT doped anthracene samples are investigated at room and cryogenic temperature using
confocal microscopy. First, we perform wide- eld illumination to nd a bright and isolated
single molecule of DBT. A home-built experimental setup is used to excite single molecule
and then collect uorescence with a single objective lens in the so-called epi uorescence
con guration. The experimental optical setup is shown in Fig. 3.3. It can be divided
into excitation, collection and detection. DBT:Ac's is placed inside a cryostat (Montana
Instrument) which is a closed cycle helium cryostat where the temperature can reach 2.7K.
The excitation line consist of different lasers, galvo mirror, half wave plates, polarization
beam splitters and nally epi- uorescence microscope (Mitutoyo Plan Apo 100x) with 0.7
Numerical Aperture (N.A.). A Longpass lIter (Semrock LP02—785RE) is chosen for its
ability to allow long wavelength light to pass through while blocking shorter wavelengths.
The next step involves separating the zero-phonon line (ZPL) component at 783.5 nm from
the phonon sideband (PSB) by means of a re ective Notch Iter with a width of 0.4 nm
(OptiGrate model BNF-785-OD4-12.5M). The separated ZPL component is then directed
into a single-mode ber. A key aspect of the setup is the possibility to investigate the
indistinguishability between photons that are consecutively emitted. This is achieved by
dividing the photon stream into two paths using a polarizing beam splitter cube (PBS), and
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Fig. 3.3 Experimental Setup: A Picoquant laser operating at central wavelength of 766 nm is
used, which can be operated both in pulsed and CW mode. DBT:Ac NCs are placed inside a
cryostat at 3K. An epi- uorescence microscope (0.7-N.A. objective) is used for excitation
and collection of emission. 0.4-nm wide notch Iter is employed to Iter the ZPL from the
phonon side band (PSB). Delay lines of different lengths and a bered beam splitter (BS)
are used in the interferometer. EMCCD Camera is used to image the uorescence and a
free-space-coupled single photon avalanche diode (SPADs) are employed to analyze the
PSB and ZPL. Fibered SPAD's output is connected to time tagging system to reconstruct the
histogram and arrival times of single photons.
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placing a ber polarization control (FPC, Thorlabs model FPC023) in front. To prevent any
temporal correlations between the photons in the two paths, one of the paths is delayed by 40
ns using an 8 m-long ber. This delay is signi cantly longer than the excited state lifetime

of approximately 4 ns. In this way there is no memory left of temporal correlations and
the two arms operate as if pumped by independent single photon sources. When the FPC
is oriented such as to have the whole intensity on one arm, the setup measures the simple
second order autocorrelation function in the so-called Hanbury Brown Twiss con guration.
In order to measure quantum interference in the train of single photon pulses, an unbalanced
ber-based Mach-Zehnder interferometer (MZI) is utilized and the set up is used in the
Hong-Ou Mandel con guration. Speci cally, another FPC unit is placed on one path to
switch between parallel and orthogonal con gurations before the MZI is closed on a bered
50/50 beam splitter (BS) (Thorlabs model TN785R5A2). The two output ports of the MZI
are ultimately linked to a pair of single photon counting modules (Excelitas model SPCM-
NIR-14, with a quantum ef ciency of 70%). Overall, this experimental setup provides a
robust method for investigating the indistinguishability of consecutively emitted photons and
measuring quantum interference in the train of single photon pulses. By carefully selecting
and implementing various optical Iters, beam splitters, and ber components, this setup is
able to effectively manipulate and measure single photons in a controlled manner, which is
crucial for many applications in quantum optics and quantum information processing.

3.4 Optical Characterization at Cryogenic Temperature

In order to effectively compare the performance of DBT as a quantum emitter to other
cutting-edge quantum emitters, it is essential to conduct a comprehensive benchmarking
analysis of the SPS. Such an analysis is hecessary to evaluate the ef ciency of uorescence
emission from a single DBT molecule at cryogenic temperatures, with particular emphasis
on key gure of merit such as brightness, triggered operation, purity and indistinguishability.
The benchmarking process involves the systematic evaluation of these critical parameters
to provide an accurate assessment of the SPS's performance. Brightness measures the
probability that an excitation event end in the emission in the desired EM mode. Triggered
operation is a crucial gure of merit as it measures the ability of the SPS to produce single
photons when required, as opposed to a continuous stream of photons. Purity, on the other
hand, refers to the probability of multi-photon emission without any additional background
noise or spurious signals. Finally, indistinguishability measures the interference ability
of distinct photons, which is critical for applications such as quantum communication and
cryptography (see Chapter 1 for de nitions and more details). By conducting a comprehensive
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benchmarking analysis of DBT as a quantum emitter, researchers can determine the ef ciency
of the SPS and compare it to other state-of-the-art quantum emitters.

3.4.1 Hanbury Brown-Twiss (HBT) Con guration

The HBT setup with TCSCP is shown in Fig. 3.4a. Single photons impinging on the SPADs
are used to start and stop both inputs of a TCSCP module (PicoHarp300 by PicoQuant),
which registers all the events with high precision. SPADs have high quantum ef ciency with
time jitters less than 100ps. Fig. 3.4b shows such histogram around zero time delay under
CW operation. Anti-bunching dip around zero time delay shows suppression of multi-photon
emission events under CW operation. The histogram is a valid estimationgs(thevithout

further processing until the probability of detecting a photon in the considered time interval
is low (in our case it's always 1%). In a simple model considering weak CW coherent
pumpingg?(t) is given by:

gA(Dt)uer=1 b ell Ditner) (3.1)

wheret ygT accounts for spontaneous emission life time Bhi the delay in the arrival time.
Best t to the data using equation 3.1 givgg0) = 0:03 0:02. This shows the purity of
single DBT molecule emission. In order to have single photon on demand, pulsed excitation

Fig. 3.4 Purity of Single DBT Molecule: (a)HBT Setup: Photons are split by by 50:50 BS and
both photon streams are detected by two bered SPADs are processed through the TCSPC
module to reconstrug?(t) function. (b) Second order correlation functigh{0) for single

DBT emission under CW excitation(no photons in the delay line arm). Best t to data shows
g?(0) = 0:03 0:02.

is necessary. In the Fig. 3.5af(t) for the same DBT molecule is reported for the case of
operation by PicoQuant Laser at central wavelength of 766 nm with 80 MHz repetition rate.
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The resulting histogram of relative arrival time is tted using the following equation 3.2.

jx toj jx (tO 3T)j ix (tO 2T)j
gPMD)Bl=A0e T +ALe T +Ae

(3.2)

ix (tg T)i ix (tg+T)j jx (tg+2T)j jx (tg+3T)j
+A1e t +Ale t +Ale t +A1e t

whereA is the amplitude of the peak around zero time delay/anid the peak amplitude

for the peak corresponding to distinct events. The peak characteristic time is denoted
by the symbolt while “T” represents the repetition period of the laseil is used to
indicate the order number of the lateral peaks. According to best t of the data yielded
9@ (Dn)HBT ;= 0:008 0:008 Spontaneous emission life tirecan be also independently
evaluated by correlating single photon arrival time with laser trigger pulses (see Fig. 3.5a).
From the best t of the data life time = 4:01 0:01 is obtained.

Excitation spectroscopy is used to measure the ZPL linewidth shown in Fig. 3.5b). In
this technique, a CW narrow-band laser is tuned at frequencies close to the ZPL. Then the
emission intensity in the Phonon side band (PSB) is monitored while scanning the laser
frequency across the ZPL. recorded as a function of the excitation laser frequency, scanning
across the ZPL.

Fig. 3.5 Pulsed Excitation of DBB)HBT under pulsed excitation (80MHb) Excitation
spectroscopy: Scanning the frequency of a resonant laser across the ZPL and measuring the
resulting uorescence intensity in the PSB. A Lorentzian tis applied to the data, resulting

in a Full Width at Half Maximum (FWHM) value of 5% 0:5 MHz.

3.4.2 Hong-Ou-Mandel experiment

In this experiment HOM is performed under both CW and pulsed operation.The Fig. 3.6a
shows a prominent non-classical interference effect under CW operation and at zero time
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delay. The dataset for parallel polarization is signi cantly lower than the one for photons
with distinguishable polarization, i.e., orthogonal. Additionally, two dips can be seen away
from the main one, which correspond to the suppressed probability of having two photons
closer than the emitter lifetime. Indeed, the dips corresponds to the delay between the paths
meaning that one of the four combination for two photons to till the detector implies they
entered the interferometer at the same time. This occurs when one photon is transmitted or
re ected while the other is re ected or transmitted. For CW case the measurement can be
tted with the following equation (derived from Ref. [190]

gl (t) = 2iri3iti2g(t) +[jti%at DO+ jri‘gt + D] (1 Vel Ustj)  (3.3)

In the equation 3.§(t) meansgfféT(t). First for the case of distinguishable photons (orthog-
onal case) we dedud& = 40:3 0:2 ns which is due to the 8m long ber introduced in one

of the interferometer paths. The beam splitter used before the detectors is a non-pol. 50/50
(jrj2 = jtjz) splitter, but still it has unbalance between re ectance and transmittance which is
evaluated using laser light at 783.5 nm. The re ecta’mfeis 0.50 0.01 and transmittance

jtj2 is 0.44 0.01 with over all loses of BS and ber connection of 0.06.01. The degree

of coherence is calculated using all these parameters from independent measurements. The
degree of coherence of molecule emission refers to the degree of coherence within each
single-photon wave packet. In other words, it describes how well the wave packets can
interfere. The following equation, de ned as HOM visibility which corresponds to the rst
order auto-correlation function at zero delay, is used to evaluate the degree of coherence.

@) ¢20
40) 2_9% (0 g:(0 (3.4)

2
g57(0)

The best tto the data of equation 3.4, gives HOM visibility of 0.89.06. The estimation of

the rst-order auto-correlation function also estimated from the second-order auto-correlation

function measured in a Hanbury-Brown and Twiss (HBT) con guration using the following

equation.

2
g@©) =1 2g(0) (3.5)

The degree of coherence obtained in equation 3.4 is consistent with the estimation of 0.94
0.04 from equation 3.5. One important aspect of this analysis to be noted is that actually the
visibility obtained for CW HOM experiment (that is the value of the dip) corresponds to the
interference attainable after temporal post selection on the photon arrival time of the order of
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the histogram temporal resolution. This expression is useful to determine for the given system
the maximum achievable HOM visibility as it is valid in the limit of negligible dephasing

i.e. perfectly coherent wave packets. When severe post-selection is applied, suppressed
coincidences at zero time delay are still expected also in the case the sources are detuned or
there is dephasing with spectral uctuations smaller than the overall setup temporal resolution.
Any non-perfect visibility can be attributed solely to two main factors - detector time-jitter

or mismatch between the spatial modes of the two photon stream. In order to clearly
determine the degree of the coherence of the whole photon wave packet, pulsed operation is
required, and this will be the argument of the next section. However, the Hong-Ou-Mandel
(HOM) interference pro le for CW operation still provides useful information regarding

the indistinguishability of the photon stream. The minimum of the dip is associated with

Fig. 3.6 Hong-ou-Mandel experimergt) HOM optical Setugp) HOM under CW Operation:

A histogram of the relative photon arrival times is shown for parallel (red) and orthogonal
(blue) polarizations, with a shifted y-axis scale for clarity. The solid and dashed lines
represent ts to the data using expression 3.3

the suppression of multi-photon emission events and other technical aspects. However, the
characteristic time of the exponential pro le is dependent on the coherence of the emission.
Therefore, by analyzing the shape of the HOM interference pro le, it is possible to gain
insights into the degree of coherence of the emitted photons. It should be noted that although
the HOM interference effect is often used as a measure of photon indistinguishability, it is not
a perfect metric. Other factors, such as spectral distinguishability or frequency correlation,
can also affect the visibility valu&pl, 192. However, the HOM effect remains a useful tool

for characterizing the coherence properties of the emitted photon stream. For the molecule
represented in the Fig. 3.3 and 3.6, the time scale of the dip for parallel con guration is
shorter 2.7 0:2 ng) than that for orthogonaB{(6 0:2 ns) and HBT ones%5 0:2n9).

This estimation of the coherence time € 2t, = 5:4 0:5 n9g) is in agreement with the
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FWHM linewidth measurement obtained from the molecule excitation spectrum (reported in
Fig. 3.5b). Indeed, in the latter case we réelWVHM = 55:1 0:5 MHZ), while from the

HOM interference time scale we can estimg@&VHM = 1=(2pt;) = 51:3 4 MH2). In

order to obtain a precise estimation of the interference ability of the emitted photon wave
packets, pulsed laser is employed. Indeed this methodology allows the investigation of
isolated wave packets giving access to the trend of the coherence throughout the whole
envelope.

3.4.3 Life-time and TPI Visibility Evaluation

As already shown in addition to the histogram of relative photon arrival times, pulsed
operation allows an independent measurement of the excited state lifetime. This is obtained
building the histogram of the uorescence photon arrival time with respect to the laser pulses.
subsequently measuring the uorescence lifetime. A typical dataset is shown in in Fig.
3.7(b). As a general approach, with the aim of maximizing the knowledge on the investigated
emitter, pulsed operation is studied on molecule after characterization under CW operation.
In this line, the measurements reported in the Fig. 3.4, 3.5, 3.6, 3.7 and 4.8 refer to the
same molecule, whose performances are within the reach routinely after the selection of
good emitters. Focusing rst on lifetime @01 0:01ns is determined to be the best t
with a single exponential decay with uncertainty calculated as standard deviation over 10
measurements like the represented Fig. 3.5(b). The discrepancy between this timescale and
the 3.5 ns obtained for anti-bunching pro les under CW operation can be explained by the
fact thatt g IS affected by both the excited state lifetime and pumping rate. The normalized
results for pulsed excitation are presented in the Fig. 3.7a) shows instead the histogram of the
relative arrival time in case of HOM experiment. Red and blue solid lines, results for parallel
and orthogonal polarization are reported respectively. The two data sets are represented by
15 ns for the sake of clarity. The peak amplitude for normalization is calculated by averaging
over more than ten pulses, excluding those occurring at zero &hdlelay. The visibility of
Two-Photon Interference (TPI) can be assessed by comparing the peak area around zero delay
between indistinguishable and distinguishable photons. This comparison can be quanti ed
using the following equation:

A A

V=4 (3.6)

whereA, andA, can be calculated as the sum over the histogram lines corresponding to
the central peak for the two cases. By integrating over a time window of 26 ns, which
corresponds to roughly 96% of the photon wave packet area, we were able to estimate a
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visibility value ofV = 78% 4%. Investigating the interference of photon wave packets
involves carefully controlling the timing between the packets. To further analyze these results,
we used a model based on R&8p], which is extrapolated for a train of in nite pulses. This
model introduced a phenomenological parameter, denoted as "v", that accounts for factors
such as imperfect spatial alignment and polarization control, residual multiphoton probability,
and the emission of distinguishable photons within the Itered range but outside the ZPL.
This parameter represents the visibility value that would be obtained in the limit of negligible
dephasing. In order to reduce the number of free parameters in the model thejfzj\%tors

Fig. 3.7 Hong-ou-Mandet) HOM under Pulsed Operation: A histogram of the relative
photon arrival times is shown for parallel (red) and orthogonal (blue) polarizations, with a
shifted y-axis scale for clarity. The solid and dashed lines represent ts to the data using
expression 3.3. To obtain the results shown in panels (c) and (d), the integrated count rates
for 100 kilo-counts per second (kcps) were collected on each Single Photon Avalanche Diode
(SPAD) for a duration of 10 minutes. The normalization level corresponds to around 250
coincidences with a binning size of 256 9.

andjtj2 of the second beam splitter, the temporal resolution of the electronic system (230
ps), and the delay corresponding to the inverse of the laser's nominal repetition rate (24.79
MHz) are determined independently and kept xed for this analysis. The model has hence
only three free parameters: the excited state lifetimehe pure dephasing , andv. Using

a least squares tting algorithm, we obtain the following parameter values:4.046
0.02nsG =55 10 MHz,andv=0.956 0.02. These values allow for an independent
estimation of the linewidth, which follows as:

FwHM= o= 1 . & 3.7)
P 2pt; p
which gives a value of 55 4 MHz and it is in substantial agreement with the direct
measurement reported in Fig. 3.5b). The fastplays a crucial role in understanding the
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achievable maximum visibility in the system. Interestingly, this factor represents the visibility
that could be achieved by further cooling the system to 1.4 K, where pure dephasing should
be completely suppressed. This highlights the importance of understanding why the value
of vis less than 1. On the one hand, the experimenter may introduce errors in setting the
relative polarization between the two arms, leading to additional distinguishability due to
no-perfectly parallel states. The control on the polarization setting is estimated to hold an
uncertainty around 1/1600. Moreover, the single-photon Fock state may not be perfectly
pure, which is evident from the measurement Ogﬁ]ﬁ(t) in the HBT. This measurement
yieldsgﬁ s7(0) value ofAO=AN = 0.0086 0.0008, indicating the not-perfect purity of the
single-photon Fock state. Using this information and assuming full distinguishability for the
non single photon component of the input sth®d], the mean wave packet overlap of the
single-photon component can be estimateifgs m. Under the assumption of
negligible dephasing, this estimate yields value of approximately 97% for the mean wave
packet overlap of the single photon component. However, this value is affected by the
Itering ef ciency and the presence of a residual component of distinguishable photons
(1-a), given by the portion of the emission in the PSB leaking through the notch lIter. The
uorescence spectrum measured before and after the Iter suggests that roughly 98% of the
light overlaps with the ZPL. In the optimal condition of zero dephasing but with the same
ltering window, the expected maximum visibility would be degraded to a maximumof
Therefore, one can expect a visibility of 96% under optimal conditions, which is consistent
with the estimated value.

3.4.4 Temporal and Spatial stability of TPI

In order for the HOM interference to occur, the two photons have to be exactly in the same
state, included temporal localization. This means that the delay between the two paths of the
MZI has to carefully match the temporal separation between the selected emission events. In
our setup, this can be conveniently obtained operating on the adjustable repetition rate of the
pulsed laser source, which effectively changes the delay between the packets. The resulting
data are then used to plot the HOM visibility versus relative delay, as shown in Fig. 3.8(a)
along with the theoretical curve. In particular, for the given 8m ber length difference, the
best matching (obtained as the delay for which highest HOM visibility is obtained) occurs
for a repetition rate of 24.79 MHz. However, estimating the delay line introduces some
uncertainty, which is found to contribute the most to the uncertainty in visibility, with an
error of around 4%. In the perspective of quantum technology applications an important
aspect is the robustness of the TPI, both in terms of temporal distance between the emission
of the two interfering photons and in terms of uorescence cycles separating them. The
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Fig. 3.8 Temporal and spatial stability of TR}The visibility and v-factor vary with the

laser repetition rate, as the delay is determined by adjusting the repetition rate to achieve
temporal overlap between the photon wave packefslhe coincidence histogram for a
delay line with a length of 25 meters and a delay of 125 ns, with parallel polarizatjon.
This graph shows the optimal HOM visibility and v-factor as a function of delay line length.
The colored dots indicate the visibility of the interference between photons separated by
multiple uorescence cycles, speci cally for the longest delay of 125d)sThe coincidences
showing the interference between photons separated by ve uorescence cycles, obtained
with a 15 ns-long delay line and parallel polarization, using a laser repetition rate of 40 MHz
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gE,OM(t) using parallel polarizations is reported for a delay of 125.0.2 ns (around 25 m)

in Fig. 3.8(b). Interestingly, the visibility only begins to decrease at this time delay, which
corresponds to about 30 times the photon wave packet extension. Moreover, It is noteworthy
that no signi cant drop in TPI is observed even between photons separated by up to 10
uorescence cycles, as reported in the visibility graph in Fig. 3.8(c). To illustrate this, Fig.
3.8(d) shows the coincidences histogram for the interference between photons separated by
ve uorescence cycles, where the same delyof 125 ns as in the Fig. 3.8b) is employed

with a laser repetition rate of 40 MHz. This remarkable spectral stability is in agreement
with the negligible spectral diffusion reported for continuous wave operation in this study
and in literature.

3.5 Conclusion

This experiment demonstrates the triggered generation of highly indistinguishable single pho-
tons from a single organic dye molecule in a cryogenic experiment (3k) under non-resonant
pulsed excitation. This is achieved without the aid of any photonic resonance and using
only a 0.4nm-wide spectral lter to select the emission. The emitters are located in a sub-
micrometric environment, and a HOM interference visibility of over 78% is reported, limited
only by the residual dephasing present at the operating temperature of 3 K. Interestingly, a
visibility of 96% is expected for the same experiment at 1.5 Kelvin operation. Moreover,
the remarkable spectral stability demonstrated in this experiment, where the HOM visibility
remains largely unaffected even for photons separated by up to 125 ns (which is equivalent to
30 times the wave packet duration) and by up to 10 uorescence cycles, holds promising po-
tential for the practical implementation in quantum technologies. The utilization of multiple
photons is crucial for linear optical quantum computing, where the temporal demultiplexing
technique is commonly employed to increase the number of available resources. Hence, the
stable and predictable behavior of the HOM visibility observed in this experiment represents
a signi cant step forward in the quest for reliable and ef cient quantum computing. However,
the brightness of the source at detector is currently limited to around 2%, corresponding
to a brightness at the rstlens (N.A. 0.67) of around 5%. Therefore, the integration of the
emitter with photonic devices becomes essential for implementation in quantum applications.
Employing photonic resonance can modify both the radiation pattern and spectral distribution
of the emission, thereby enhancing the source brightness to the state-of-the-art level. Recent
studies have demonstrated the potential of this type of system to be seamlessly integrated
into hybrid photonic structures.



Chapter 4

Room Temperature Quantum Key
Distribution with molecular emitters

Here, we employ the molecular emitters characterized in the previous chapter as triggered
single-photon sources operating at room temperature for quantum key distribution (QKD)
experiments. We implement a test-bed QKD setup to demonstrate a BB84 protocol based on
polarization encoding of the single-photon states generated by the molecule, in a free-space
laboratory link. After a preliminary characterization of the molecular single-photon source

ef ciency and of the quantum bit error rate (QBER), we estimate the associated secret key
rate (SKR) and compare it to the performances of weak coherent pulses, with and without
decoy. Finally, we evaluate the achievable maximum secret key rate upon the optimization of
the optical setup and of the photonic con guration of the sample.

4.1 Introduction

As introduced in Chapter 2, QKD is a cryptographic technology that exploits the principles
of quantum mechanics to enable secure key exchange between two or more parties. Quantum
key distribution (QKD) is considered the most advanced technology in the eld of quantum
communication, and a fundamental step towards realizing the quantum int&5a96,

158. However, despite the presence of a few companies and startups operating in the global
market, several factors are currently hindering the full adoption of the QKD technology.
These can be divided in four different categories: the maximum link disth@éef99,

the amount of key generatid2{)0, 201], the coexistence of quantum signals with classical
communication channel2(1, 202 and the security parameters of the implemented QKD
systems]5§. In fact, current QKD systems (considering only discrete variable systems) are
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mainly based on so-called weak coherent pulses (WCP), where a coherent quantum state is
prepared with a strongly attenuated laser approaching the single-photon regime to emulate
guantized light emission. Since multi-photon events in coherent states are still possible,
WCP-based QKD protocols involve a signi cant possibility of information leakage to an
eavesdropper. To mitigate this risk, one solution that has gained traction in the quantum
communication community is the use of decoy states, i.e., a random change of the laser
intensity over time35, 171]. Although the decoy state method is well-established and
widespread, owing to the complexity of the protocol implementation and the consequent
possibility of errors, the technique is not immune to security threats through the opening
back doors in the quantum communication sysfj] An alternative solution to weak
coherent pulses consists in using high purity SPS, which can provide several advantages in
terms of both secret key rate (SKR) and security. This is due to the extremely low probability
of multi-photon events associated to deterministic SPS, as they are based on spontaneous
emission processes.

Despite the great advancements achieved by SPSs in the solid-state, the application to
guantum communication remains barely unexplored, with only few experiments showing
the ability to generate quantum keys by exploiting a deterministic SPS. The examples in the
literature involve quantum dotd?2, 43, 204, 64, 44, 41, 45, 50, 48, 49, 47, 46], transition
metal dichalcogenides (TMDC#®] and color centers in diamori)5], where promising
results were obtained in terms of key generation rates as compared to standard QKD sys-
tems.The interest in the eld is also con rmed by recent theoretical studies which explore
the advantage of non-standard excitation schemes for enhanced quantum cryptography per-
formances206. However, the systems used in most of the above mentioned experimental
QKD demonstrations need cryogenic temperatures, which involve high costs and limited
portability. It is hence worth highlighting the experiments employing single-photon sources
working at room temperatur2d5, 207, 55], all exhibiting emission in the red or near-infrared
band. Among these demonstrations, we point out Zeng e®8l/],[who have achieved
the most promising results in terms of secret key rate and link-budget up to about 29dB,
exploiting a passive transmitter source based on hexagonal boron nitride (hBN), and Leifgen
et al. 205, only authors to have implemented a real-time polarization-encoding technique,
achieving an overall link-budget of about 15dB.

In this context, we have tested the performances of DBT:Ac nanocrystals (NCX) as a
triggered SPS for QKD experiments at room temperature. In particular, we have demon-
strated the feasibility of a BB84 protocol in a free-space laboratory link by implementing
polarization encoding of the single-photon states generated by a single molecule under pulsed
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laser excitation. As described in Chapter 3, DBT:Ac NCX at cryogenic temperature excellent
photophysical properties as quantum light sources, emitting bright, pure and highly indistin-
guishable photonSB] (a characteristic which also opens up possibilities for implementing
more complex quantum communication protoc®0s and linear optic processing09.
Furthermore, molecular single-photon sources can be integrated into hybrid photonic struc-
tures with almost 100% collection ef cienc®]0, 211], offering an attractive alternative to
conventional quantum emitters, which suffer from low collection ef ciency. Most impor-
tantly, molecules can be operated also at room-temperature ope2ad@oéf, 37, 103, and
DBT:Ac NCX have shown to preserve excellent emission properties (brightness and purity)
despite the nanostructured environment.

The results of our experiment, in terms of source ef ciency and SKR, are better or at least com-
petitive with state-of-the-art experiments conducted at cryogenic or room temperatiyes|

43, 204, 205 207]. Most importantly, our approach has the added advantage of operating at
room temperature with great photostability, and of involving an easy, fast and cost-effective
sample fabrication, all relevant bene ts to the practical implementation of SPS-based quantum
communication system&(, 214, 215, especially for the installation in satellite quantum-
encrypted networks. Finally, we also provide a comprehensive evaluation of the attainable
secret key rate (SKR) upon the realistic optimization of the optical setup, of the nano-photonic
con guration and of the integrated molecular emitter. The results indicate competitive SKR
even against protocols utilizing decoy states. Considering the maximum expected SKR
of 0.5 Mbps, extrapolated from the experimental measurements, and the room for further
improvements, this technology has the potential to signi cantly enhance the deployment of
single-photon sources for QKD applications, as well as for other guantum communication
protocols.

4.2 Optimization of Sample Fabrication

In the context of QKD applications, the optimization of the collection ef ciency is especially
important since it directly impacts on the overall source ef ciency and hence on the nal
SKR. In this sense, a crucial preliminary part of the work presented in this chapter was aimed
at identifying an optimal photonic con guration in terms of both ease of fabrication and
attained collection ef ciency. We hence investigated several planar geometries inspired by
the successful results previously obtained by the group and published in Checcuczilél.al

In particular, we consider three different planar geometries where molecules are embed-
ded in, for which we compare both the simulated collection ef ciency and experimental
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results. The simulations are run with a Matlab code optimized in the R&f,[which
consists in semi-analytical calculations based on Fresnel laws to calculate the k-vector com-
ponents of the emitted eld after transmission and re ection at the interfaces of a planar
multilayer structure. The DBT:Ac NCX emitter, is modelled as an Hertzian dipole parallel to
the substrate interface and embedded in the middle point of a homogeneous anthracene (Ac)
layer of 100nm thickness. From the work in Checchucci The three investigated con gurations
are sketched in Fig. 4.1 a,b,c:

a: The active layer (DBT:Ac) is deposited on a glass coverslip (thickness = 0.15 mm) and
is protected by a spin-coated polyvinyl alcohol (PVA) layer, which is nally sputter-coated
with a thin gold Im (150 nm -thick). The sample is used in combination with an oil objective
lens (from the glass substrate side), as shown in Fig. 4.1a.

b: In the Fig. 4.1b, The glass coverslip is rstly coated with Im Im of gold (same
thickness), where the active layer is deposited, and nally covered with the spin-coated PVA
layer on top.

c: Inthe Fig. 4.1c, the same con guration of Fig. 4.1b is utilized in combination with an
air objective lens.

In the Fig. 4.2a),b), the simulated collection ef ciency and the radiation patterns are
computed for the con gurations used with the oil objective (‘Oil') and the air objective
(‘Air'), respectively. The three con gurations sketched in the Fig. 4.1, from the point of
view of simulations can indeed be grouped in these two sub-classes if we consider that the
refractive indexes of PVA and Ac are approximately the same (refractive index 1.6). In all
results we show the power density normalized by the maximum value obtained in the case
where the dipole is placed in a homogeneous medium of Ac. In particular, for collection
ef ciency we consider the integration over the azimuthal angle and show the results for
polar angles within the range [0,90], since, experimentally, the objective lens collects only
the mission radiated towards the upper hemisphere. For the radiation patterns, two vertical
phi-cut planes, namely phi = 90 and phi = 0. We conclude from the simulated results, that
despite the Air con guration seems more suitable for coupling into a single mode ber (the
two azimuthal cuts coincide in Fig. 4.2b), giving evidence of a more Gaussian beam), the Oll
con guration brings the best advantage in terms of collection ef ciency. For the numerical
aperture of the employed oil objective (NA=1.4), corresponding to a semi-collection angle of
about 67 degrees, a collection ef ciency of about 80% is achieved.
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Fig. 4.10ptimization of Sample Fabrication: Three investigated con gurations of sample
fabrication, used in combination with an oil immersion leay gndb)) and with an air
objective €)).

Fig. 4.2Simulations: Comparison between the con gurations used in combination with an
oil-immersion objective and with an oil objective, respectivalyCollection ef ciency as a
function of the polar collection anglé) Radiation pattern on two phi-cut planes. For both
gures the the results are normalized to emission in a homogeneous anthracene medium.

Experimentally, the con guration depicted in Fig. 4.1b resulted disadvantageous since the
PVA layer dissolves in about one hour when in contact with the oil, being detrimental for
the DBT emission properties. In conclusion, we chose the con guration in Fig. 4.1a (also
shown in the zoom-in of the experimental setup diagram in Fig. 4.3), which gave proof of
stability for several weeks of continuous measurements. The overall photonic scheme offers
the advantage of a robust and planar geometry obtained with a straightforward fabrication
method which, which in combination with an oil-immersion objective allows for enhanced
collection ef ciency. The full fabrication process is limited to the use of thin- Im deposition
and metal coating technology, resulting in a sample preparation time of approximately one
hour.
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4.3 Test-bed Setup for Room-Temperature QKD

The custom-made optical setup used in this work was optimized targeting compactness,
optical stability and minimization of losses in the detection optical path. The concept scheme
is shown in Figure 4.3. The setup is divided into three main parts, namely the source, the
transmitter (Alice), and the receiver (Bob) sections.

The Source: DBT:Ac nanocrystals are integrated in the planar photonic geometry described
in the previous section. The sample is carefully positioned on a sample holder which lays
on the top of a custom-made epi uorescence confocal microscope. This is based on a
100x oil objective (numerical aperture 1.4) and on a pivot element (beam-splitter 70:30 -
transmission:re ection), which, in combination to a long-pass lIter in detection, allows to

ef ciently separate the uorescence emission from the laser excitation. This latter, consists
on a pulsed laser (PicoQuant) conveying 50-picosecond long pulgésman with variable
repetition rate, also switchable to the CW mode. In this particular experiment, the excitation
laser serves a dual purpose, also functioning as a WCP source for the comparison of the
performances of triggered single-photon source with the decoy state method. The accurate
manipulation of the sample is enabled by a 3D positioning stage connected to a piezo servo
controller (Model: Pl Physik E501), which is combined to a manual 3D stage for coarse
exploration of the sample. In order to select the optimal DBT:Ac nanocrystals for the
experiment, the sample is preliminarily observed under wide- eld illumination by using an
Electron Multiplying Charge-Coupled Device(EMCCD) camera (Model: iXon 897). During
this step, isolated nanocrystals with the highest uorescence intensity are selected for a more
thorough analysis under confocal excitation. Hence, the laser polarization is matched to
the molecular dipole (which is generally parallel to the substrate [Ra@g[for optimal
excitation, and the uorescence emission is characterized in terms of brightness and purity
via the saturation curve measurement and the second-order correlation function (see next
section).

The Transmitter (Alice): At the Alice station, after the uorescence signal is separated
from the pump through the long-pass Iter, an achromatic half-wave plate and a quarter-
wave plate are employed for the preparation of the quantum state, which is encoded in
the polarization of each single-photon pulse. In this proof-of-concept demonstration, the
wave-plates are manually rotated to switch among the horizontal (H), vertical (V), diagonal
(D), and anti-diagonal (A) polarizations, in order to realize a four-state BB84 QKD protocol.

A set of neutral density optical Iters are used to control the photon ux and emulate lossy
channel conditions that would be encountered in real-world QKD scenarios. By adjusting
the overall Iter attenuation, optical loss over a broad dB range can be simulated and tested,
thus mimicking the transmission at long distances. This aspect is crucial for the assessment
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of the performance of the SPS for QKD applications.

The Receiver (Bob): At the Bob station, the photons are analyzed with a passive choice
of measurement basis, where the received photons are split using a beam splitter (BS).
The photons that are re ected by the beam splitter are directed into a free-space channel,
where a combination of a half-wave plate, a polarizing beam-splitter, and a free-space
Single-Photon Avalanche Detector (SPAD, D1) is used for the discrimination bejdeen
andjAi states. The half-wave plate is manually rotated to switch the detection between
the two states. The transmission of the beam splitter is instead coupled to a single-mode
ber polarizing beam-splitter (PBS), where ber polarization controls (PC) are optimized

to discriminate between stagidi andjVi at either of the ber SPADs connected to the
outputs, D2 and D3, respectively. The ber setup is also used in a Hanbury-Brown-and-Twiss
(HBT) con guration for the measurement of the second-order correlation function during the
preliminary SPS characterization. Finally, the detected photon counts and arrival times in
the four channels are recorded via a multi-port time-tagging system. This setup allows for
the accurate measurement of the polarization state of the photons received by Bob, which
is then compared with the polarization state sent by Alice to determine the security of the
transmitted information.

4.4 Characterization of Single-Photon Emission at Room
Temperature

To assess the performance of the DBT SPS, we characterize the uorescence emission in
terms of multi-photon probability and collected photon rate, by analyzing the second-order
correlation functiong®®(t) and the collected photon ux as a function of pump power,
respectively. This is repeated for different molecules to collect a meaningful statistics
associated to the molecular SPS in the planar geometry considered in this experiment. The
results are presented in Fig. 4.4.

Purity

Panel (a) shows the normalized histogram of the inter-photon arrival times, which approxi-
matesgd (t) for small time delays, for the photon streams collected at D2 and D3 in the
HBT con guration, under excitation pulses at a repetition rat8@¥IHz. The suppressed
peak at zero-time delay provides compelling evidence of the extremely low multi-photon
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Fig. 4.3Experimental test-bed for room temperature QKD: Alice) Single dibenzoterry-

lene molecules embedded in anthracene nanocrystals (DBT:Ac) are integrated in a planar
multi-layer photonic structure for collection enhancem@obm-in). An epi uorescence
confocal microscope with oil-immersion objective is used to trigger and collect the emission
of single-photon packets with 50-picosecond long laser pulsé&Grm and80MHz repeti-

tion rate. The pump laser is ltered-out with a long-pass Iter (LP), four quantum states are
encoded in the single-photon polarizatigHi(, jVi, jDi andjAi) by means of a half-wave
(HWP) and a quarter-wave plate (QWP). Variable attenuators (VA) emulate channel losses.
Bob) At the re ection of a beam splitter (BS), a HWP and a polarizing beam splitter (PBS)
are used to discriminate betweg andjAi at the free SPAD D1. At the BS-transmission
port, photons are ber-coupled and a ber polarization control (PC) is optimized to route the
jHi andjVi states at the two outputs of a ber PBS, respectively connected to ber SPADS
D2 and D3.

emission probability. Considering the expression below:

g?(t)= ¢d?(0)exp(j tj=tc)+ & expj t + nTj=to) (4.1)
n

where then-index runs on the order number of the lateral peadkds the dip charac-
teristic time andT the laser repetition period, we retrieve from the best t to the data
tc=(3:6 0:1)nm. For a more precise evaluation of the single-photon emission purity
we t the data measured for the same molecule at half of the laser repetition rate (see in-
set of Fig. 4.4(a)) where the suppressed peak can be clearly distinguished, and we obtain
g'?(0)= 0:02 0:01 This result is compatible with the characterization of the nanocrystal
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source reported in ref. [88].

Saturation Curve

Considering only Bob's side in Fig. 4.3, the overall collected single-photon rate is measured
at D1 by summing the contributions from stajés andjAi and accounting for the BS

re ection and for the losses of Bob free space channel, namely the dpiiegs 80%and
detector ef ciencyhget = (30  2)%. Owing to the broad molecule's emission spectrum at
room temperature ( 50nm), hget is experimentally estimated by calibration against power-
meter measurements for different laser wavelengths and calculating the weighted average,
based on the spectral-intensity distribution. Bob's ef ciency is then given by the product
heob= hopte hget- A typical result for the collected photon rate as a function of laser power

is shown in Fig. 4.4(b). The experimental data follow a characteristic saturation behaviour,
which is well described by the the equation 1.11 given in the Chapter 1.5.3. In particular, the
operational pump poweP] employed for the QKD experiments corresponds to a saturation
parametes= P=ps 2, i.e. is twice the saturation power. In practice, this is chosen during
the preliminary characterization phase in order to optimize the combination of the resulting
single-photon purity, quantum bit error rate and source ef ciency, and is kept constant
along the QKD experiment. The resulting mean photon number is obtained by dividing the
corresponding collection rate by the laser repetition rate, which for the case of the saturation
curve in Fig. 4.4(b) yieldsn, = 0:08 0:01 and is among the best values reported for
solid-state single-photon sources for QKB 205, 204. The maximum collected count

rate instead yieldBy = (10 2) Mcps. Repeating the procedure on 16 molecules in different
nanocrystals leads to the distribution displayed in the inset of Fig. 4.4(b). The inherent
variability is likely due to different factors, such as the different local crystalline environment
at the molecular dipole position (i.e. different distance to the nanocrystal surface and interface
effects), as well as the distance to the gold Im (see inset of Fig. 4.3, which provides optimal
enhancement for a value of 100nm (see also the Discussion section).

4.5 Result and Analysis

The previously characterized single-photon pulses are employed as polarization-encoded
qubits in a four-state BB84 QKD protocol for the key generation.

In this proof-of-concept QKD demonstration, the polarization encoding of the generated
single-photon qubits is prepared manually. The preparation of the four polarization states
jHi, jVi, jDi, andjAi is detailed in the following, and is based on the manual manipulation
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Fig. 4.4Characterization of single-photon emission: aNormalized histogram of photon
coincidences measured in a HBT con guration un8@MHz repetition rate (red dots) and t

to the data (solid black line) for the second-order correlation funefi@iit ). inset) Zoom-in

of the central suppressed peak for data measured 4di&irz repetition rate (purple dots)
and associated t (solid black lineh) Collected single-photon rate as a function of laser
pump power (black dots) and tted saturation function (black solid line). Distribution of
mean photon number values for 16 molecules in different nanocrystaé)(

of a set of a half (HWP) and a quarter (QWP) wave plate in Alice station. The reading of the
states is achieved, in Bob station, via manual setting of the polarization control (PC) in the
ber channel and of the HWP in the free space channel (see Fig. 4.3).

1. First of all, jHi is prepared by acting on the HWP and QWP in Alice station and
on the PC in Bob station as to extinct counts on one of the ber-SPADs (D3). The
corresponding values on both plates are marked.

2. StatejHi is used to nd and mark the zero-angle position of the HWP on the free space
channel of the Bob station, by maximizing counts on the free SPAD after the PBS.

3. ThejHi state is read on both ber-SPADs and on the free SPAD, in this latter case both
by setting the HWP at zero and rotating by22.5 degrees. Counts shall be maxima in
D2 ber-SPAD and minima in D3, while, in the free SPAD, they shall be maxima with
the HWP set at zero, while halved when the HWP is set 2.5 degrees.

4. Vi state is set by rotating by 45 degrees the HWP in Alice station. The reading of the
state shall give maxima counts for D3 and minima for D2. In Bob free space channel,
counts shall be minima when the HWP is set to zero, while halved when the HWP is
setto 22.5degrees.



4.5 Result and Analysis 63

5. jDi andjAi are prepared by rotating the HWP in Alice station b$2.5, respectively.
jDi (JAi) is read on the free SPAD by rotating the HWP in Bob station by +22.5 (-22.5)
degrees from the initial zero angle position, with counts which shall be maxima (they
shall be minima for -22.5 (+22.5) degrees). For both states preparation, counts shall be
evenly split between D2 and D3.

Fig. 4.5 Manual States Encoding: To encode information in the four distinct polarization
states (H, V, D, and AD), it is necessary to use four different combinations of angles for both
WCP and Fluorescence measurements. When changing the state from H to V and D to AD,
the difference in angle on the HWP48°. For non-orthogonal states (H to D and AD, V to

D and AD), the difference in angle is 2.

Following the state preparation @i, jVi, jDi, andjAi, we evaluated the quantum bit

error rate (QBER) for each of the four discrimination channels, as described in the previous
section. In Fig. 4.3, the experimental angles set for each waveplate in Alice and Bob station
are reported, together with the corresponding QBER. The resulting average, QB

found to be3:4 0:2% in the back-to-back con guration, witQBERy = (3:8 0:2)%,

QBER/ =(2:8 0:2)%,QBER, =(6:8 0:1)% andQBER,=(7:2 0:4)%, respectively.

In Fig. 4.6(a), the matrix of the normalized counts using single-photon emission in each
output channel for a given input channel (equivalent to the outcome distribution for the four
set of states) is presented in a 3D colour map for the best case scenario of zero channel
losses, corresponding to having no attenuator in Fig. 4.3. In panel (b), we report the state
preparation matrix using an attenuated laser (i.e., WCP) with a mean photon number per pulse
of niwcp= 0:50 0:03. To quantify the delity of the states and the transmission effects

we resort to the expression of delify(p;r) = ha;(piri)*¥2i[218, wherep; andr; are the
experimental and theoretical elements of the probability distribution for each polarization
state, andh i stands for the average over the four considered states. We note heg, that

is obtained from the matrix shown in Fig. 4.6 (experimental outcome distribution) upon
normalization (probability distribution). Hence, the delity yields, respectivéd@ 1)%
and(99:78 0:03)% for the single-photon state and the WCP withcp= 0:5, respectively.

This result attests to the robustness of the molecule-based proposed test-bed. To determine
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Fig. 4.6 Outcome distribution in the output discrimination channels for the set of four
input stategHi, jVi, jDi andjAi, in the case of zero channel losg@$ for the single-
photon emission - delityk = (99 1)% (b) and for the WCP withmycp= 0:5- delity
F=(9978 0:03)%, respectively.

the expected SKR as a function of the channel loss we can experimentally evaluate the
corresponding QBERSs by inserting a varying set of attenuators (see Fig. 4.3. The weighted
average QBER is shown in Fig. 4.7(a) as a function of the channelgggner We show

the experimental results for a WCP sourcengtp= 0:5 and two different molecules ex-
hibiting differentny,g = 0:08 andmyg = 0:04. Using the total los® = hchannel heob, @and

eg. 2.11, we extract a value for the detector dark coumgsif the ranged:4 4 10 °©

counts per pulse, while the detection error probabéjy = (3:9 0:5)% for a molecule

with mno = 0:08 0:01 counts per pulse (see Chapter 2.8 for more details). In particular, a
relevant contribution t@ye; can be ascribed to the non-optimal ef ciency of the wave-plates
and ber PC over the molecules' broadband emission spectrum at room temperature. This
can be improved by adding a band pass [té01tm — see blue results in Fig. 4.7), which
yieldseget = (2:0 0:2)% but to the detriment o, = 0:04 counts per pulse. Similarly,

for the WCP case we can tthe QBRRp by using eq. 2.12 and taking into account the
Poisson distribution of the photon number per pulséqd. The best t leads to a similafp

as above and teget = (0:8 0:1)%. We are now in the position to evaluate the expected
SKR as a function of channel loss. For the SPS case with molecules, multi-photon events
are strongly suppressed, as characterized by the second order correlation at zero time delay
g@(0)' 0:02(see section 4.4 for more details). TBERspstogether with the experimental

data points obtained with single molecule sources at room temperature are shown in Fig.
4.7(b). (see Chapter 2.8 for more details, eq. 2.13)
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