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Abstract

In the digital era, the widespread propagation of disinformation
presents significant threats to societal, economic, and political stability,
a concern underscored by recent global events such as the COVID-19 pan-
demic. This thesis adopts an integrative approach, combining computer
science, network science, artificial intelligence, and knowledge-informed
methodologies to tackle online disinformation. Recognizing disinforma-
tion as a complex phenomenon, intertwined with human cognition, social
dynamics, and emotional responses, the research focuses on leveraging di-
verse forms of contextual knowledge to combat this challenge.

Focusing on the enduring importance of manual fact-checking pro-
cesses, we introduce an Al-driven system to expedite fact-checking by
utilizing knowledge from previously fact-checked information. Addition-
ally, the thesis also presents KERMIT (Knowledge-EmpoweRed Model In
harmful meme deTection), an innovative methodology that combines in-
ternal meme content with background and cultural knowledge for harmful
meme detection. Furthermore, we explore how simultaneously addressing
various disinformation-related tasks, such as fake news detection and sen-
timent analysis, can bolster overall detection performance and provide a
deeper understanding of disinformation content. Lastly, the thesis investi-
gates how the knowledge of content moderation on a source platform can
inform the moderation strategies of the other social media platforms, en-
hancing the integrity of the overall digital information ecosystem.

All in all, this thesis advances the understanding of online disinforma-
tion and underscores the need for holistic, knowledge-driven approaches to

address this pervasive issue.

Keywords: disinformation mining, content moderation, fact-checking,

knowledge-informed methods






Sintesi in lingua italiana

Nell’attuale epoca digitale, la diffusione della disinformazione rapp-
resenta una minaccia per la stabilitd sociale, economica e politica, una
preoccupazione evidenziata da eventi globali recenti come la pandemia di
COVID-19. Questa tesi adotta un approccio multidisciplinare, unendo
metodologie informatiche, della scienza delle reti, intelligenza artificiale e
approcci basasti sulla conoscenza per affrontare la problematica della dis-
informazione online. Riconoscendo la disinformazione come un fenomeno
complesso, intrecciato con la cognizione umana, le dinamiche sociali e le
risposte emotive, la ricerca si concentra sullo sfruttamento di diverse forme
di conoscenza contestuale per contrastare questa sfida.

Focalizzandosi sull’importanza dei processi di fact-checking, intro-
duciamo un sistema basato su intelligenza artificiale per accelerare il
fact-checking utilizzando la conoscenza derivata da informazioni prece-
dentemente verificate. Inoltre, la tesi presenta KERMIT (Knowledge-
EmpoweRed Model In harmful meme deTection), una metodologia in-
novativa che combina il contenuto interno dei meme con conoscenze di
background e culturale per il riconoscimento di meme offensivi. Inoltre,
esploriamo come l'indirizzo simultaneo di vari task correlati alla disinfor-
mazione possa migliorare le prestazioni complessive di rilevamento e fornire
una maggiore comprensione del contenuto della disinformazione. Infine, la
tesi indaga su come la conoscenza della moderazione dei contenuti su una
piattaforma sorgente possa informare le strategie di moderazione di altri
social media, migliorando l'integrita dell’ecosistema informativo digitale
nel suo complesso. In sintesi, questa tesi contribuisce ad avanzare la com-
prensione della disinformazione online e sottolinea la necessita di approcci

olistici per affrontare questo problema.

Parole chiave: disinformation mining, content moderation, fact-

checking, knowledge-informed methods
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Chapter

Introduction

In the digital age, the rapid dissemination of information through online
platforms has transformed the way we consume and share knowledge. Yet,
this revolution in information exchange is a double-edged sword, culminat-
ing in a surge of disinformation — a phenomenon where false and mislead-
ing narratives are deliberately crafted and disseminated with malevolent
intent. The ramifications of disinformation permeate societal, economic,
and political realms, casting shadows over electoral processes [16], increas-
ing polarization [290], and engendering public health crises [41]. Notably,
the misinformation maelstrom during the COVID-19 outbreak, which ques-
tioned mask efficacy, exacerbated transmission risks [156|, while spurious
vaccine narratives fueled hesitancy [149]. In the geopolitical arena, the
Ukraine-Russia standoff highlighted the potential of online disinformation
campaigns to reshape narratives, either by dubbing the conflict a special
operation against alleged Nazis or attributing it to NATO expansion dy-
namics [92, 197].

Deciphering the drivers of this disinformation epidemic is paramount.
Contemporary digital infrastructures, shaped by an intricate interplay of
technological, societal, and cognitive determinants, serve as conducive en-
vironments for the propagation of disinformation [57]. The ubiquity of
platforms such as social media and instant news portals has rendered global
communication seamless [122]. Yet, this democratization harbors pitfalls
as it allows bypassing traditional journalistic standards with no third-party
verification or editorial oversight for online content [11].



CHAPTER 1. INTRODUCTION

Furthermore, the inherent human cognitive biases such as confirmation
bias [174| and the illusory truth effect [64] result in individuals gravitating
towards, and blindly accepting, information that aligns with their existing
beliefs. Additionally, in our post-truth era, where emotive narratives often
eclipse factual rigor [163|, discerning truth becomes even more challeng-
ing. This complexity, coupled with inadequate media literacy [160], ren-
ders people more vulnerable to unquestioningly embrace disinformation.
Financial incentives further muddy the waters, with click-bait content and
state actors propaganda adding layers of complexity [222, 169, 263, 187].

Last but not least, tackling online disinformation also begets ethical
quandaries associated with content moderation. Striking a balance be-
tween filtering out falsehoods, while preserving free speech and prevent-
ing inadvertent suppression of legitimate discourse, demands scrupulous
judgment [121]. These efforts, whether powered by algorithms or human
intervention, are not immune to unintended biases, thereby eroding trust
in online platforms [89].

This disinformation conundrum explains the latest explosion of interest
around issue of disinformation, misinformation and other forms of harmful
content spreading in digital environment. The research community needs
to confront with multifaceted challenges: not only the sheer volume of
misleading content and the nuanced strategies employed by adversarial
agents to replicate authentic sources, but also the limitations instituted by
primary information platforms. These platforms, in their operations, man-
ifest a notable opacity in content moderation strategies and have recently
imposed stringent data accessibility restrictions, hampering academic re-
search.

Traditionally, the research community has approached the detec-
tion and mitigation of disinformation predominantly through algorithmic
methodologies. These methods, often rooted in traditional machine learn-
ing or more contemporary deep neural networks, predominantly utilize
content-based features, such as textual or visual content, user profiles at-
tributes and source credibility information. Yet, a significant limitation of
these efforts has been their reliance on small, ad-hoc datasets, leading to
models that may not generalize effectively in real-world, dynamic environ-
ments.

Conversely, large-scale analyses have shed light on the disinformation
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dynamics, probing into the distinctive roles of entities such as social bots,
trolls, and public figures. These observational studies further underscore
the amplifying effects of echo chambers in perpetuating both truth and un-
truth and the paradoxical existence of specific digital spaces where harmful
content is intentionally not moderated.

Collectively, this highlights a tangible divergence between developing
state-of-the-art detection methodologies — for identifying either deceptive
news or malicious actors — and grasping the nuanced mechanisms of disin-
formation dissemination in the digital sphere.

1.1 Contributions of the Thesis

This thesis aims to contribute a holistic, scientifically rigorous ap-
proach to combat the pervasive challenge of disinformation by adopting
a multifaceted approach, blending computer science and artificial intel-
ligence methodologies. Within this landscape, the term "disinformation"
encompasses the wide spectrum of false, misleading, and potentially hateful
content proliferating across the digital information ecosystem. In partic-
ular, we integrate several thematic threads, each dedicated to addressing
pivotal issues related to the detection and mitigation of disinformation.
These threads utilize a blend of AI techniques and knowledge-informed
strategies to achieve two complementary objectives: while the develop-
ment of state-of-the-art predictive models remains a cornerstone, the re-
search equally focuses on a holistic comprehension of the disinformation
phenomenon. Our research encompasses the analyses and integration of
several forms of contextual knowledge. This includes (i) databases of fact-
checked information for accurate information verification, (ii) cultural and
common-sense knowledge to understand complex information piece, (iii)
computational patterns from various disinformation-related tasks to im-
prove disinformation detection and (iv) platform-specific interventions to
craft cross-platform moderation strategies.

Our contributions can be categorized and summarised as follows:

Fact-Checking Recognizing the enduring role of manual fact-checking,
our investigation delves into the utility of identifying previously fact-
checked information before embarking on a more in-depth verification pro-
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cess. Specifically, we introduce a novel Al-driven information retrieval
mechanism capable of managing this task across multimodal data, inte-
grating both textual and visual components. Our results underscore the
capability of the system to expedite the fact-checking process, especially
for pivotal and ongoing geopolitical events, as illustrated with a case study
on the Ukraine-Russia conflict.

Harmful Content Detection Modern disinformation detection grap-
ples with the challenge of complex multimodal information objects, such
as internet memes and short videos. These objects ingeniously blend vi-
sual and textual elements, harnessing cultural references and social context
to propagate deceptive narratives or offensive messages. In response, we
propose KERMIT — Knowledge-EmpoweRed Model In harmful meme de-
Tection — a pioneering approach that synergizes common-sense knowledge
with memory-augmented neural networks for comprehensive meme under-
standing. Central to KERMIT is the construction of a knowledge-enriched
information network tailored for each meme, integrating its internal enti-
ties with relevant background knowledge. Our results demonstrate KER-
MIT’s proficiency in detecting harmful memes as well as the assimilated
knowledge further facilitates an assessment of the meme’s congruence with
established facts and logical consistency.

Knowledge Transfer across Disinformation Tasks Disinformation
campaigns deftly harness emotional triggers and prey on cognitive biases.
To combat such sophisticated manipulations, it is imperative to leverage
the inter-relatedness of diverse disinformation-related tasks, such as senti-
ment analysis, stance identification and topic detection. In light of this, we
present an interpretable multi-task learning framework to explore the dy-
namics of inter-task knowledge transfer in disinformation detection. Our
results not only reveal multi-task performance improvements but also un-
derscore that this enhancement is not merely attributed to computational
factors such as data augmentation or data similarity. Instead, our anal-
ysis indicates that the enhancement arises from the absorption of sup-
plementary patterns across tasks, highlighting that deceptive narratives
intricately meld sentiment cues, stance markers, and topical elements.
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Cross-Platform Moderation Disinformation is seldom an isolated
phenomenon; rather, it flourishes within online communities, often exacer-
bated by echo chambers spanning multiple social networks. To break this
cycle, we extend our strategies to encompass cross-platform moderation
interventions. By examining Twitter discussions surrounding harmful and
moderated YouTube content, we unveil the interconnected nature of online
harm and moderation. Notably, we discern that Twitter users disseminat-
ing harmful YouTube content frequently advocate extreme and conspir-
atorial ideologies, culminating in subsequent suspensions from Twitter.
This underscores the potential benefits of sharing moderation interventions
across different social media platforms within the information ecosystem.

Impact and Broader Perspective Together, these contributions of-
fer a broader perspective on the intricacies of disinformation in the digital
age. By weaving computational techniques with nuanced understandings
of human cognition and behavior, our research endeavors to pioneer holistic
strategies that are not only effective in detecting and mitigating disinfor-
mation but also insightful in understanding its multifarious roots. The
implications of these advances reach beyond academia, informing tech-
nology developers, policy-makers, and digital platform designers on best
practices to safeguard information ecosystems.

1.2 Structure of the Thesis

In Chapter 2, we provide the reader with an in-depth analysis of the
disinformation research landscape. We meticulously explore the princi-
pal drivers catalyzing the proliferation of disinformation and elucidate the
inherent challenges of addressing disinformation detection without a com-
prehensive perspective. Subsequently, we present the knowledge-informed
disinformation mining paradigm, advocating for a holistic methodology in
the battle against disinformation. Concluding the chapter, we highlight
the pivotal role of Al in this field, detailing its application in disinforma-
tion identification and mitigation. Additionally, we discuss the potential
risks associated with the deployment of modern Al tools, emphasizing their
ambivalent nature in the context of disinformation.

In Chapter 3, we investigate the optimization of the fact-checking pro-
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cess through the identification of previously fact-checked information. We
commence by formally defining the challenge as an information retrieval
task and subsequently survey pertinent literature in the domain. Then,
state-of-the-art retrieval models are benchmarked, with a focused explo-
ration into the synergistic potential of merging traditional information re-
trieval techniques with advanced deep learning frameworks. Stemming
from this analysis, we introduce a novel multimodal system which achieves
state-of-the-art performance for this task. The chapter concludes by as-
sessing the strategic advantage of recognizing fact-checked data during the
preliminary phases of geopolitical incidents, with the Ukraine-Russia con-
flict serving as a contextual case study. The material presented in the
chapter is mostly based on the following articles:

e Chakraborty Tanmoy, La Gatta Valerio, Moscato Vincenzo, Sperli
Giancarlo; Information retrieval algorithms and neural ranking mod-
els to detect previously fact-checked information; Neurocomputing
2023; DOI: 10.1016/j.neucom.2023.126680

e Formisano Raffaele, La Gatta Valerio, Moscato Vincenzo, Sperli
Giancarlo; Fact-checked Information Retrieval using Multimodal
Machine Learning; under review

e La Gatta, Valerio and Wei, Chiyu and Luceri, Luca and Pierri,
Francesco and Ferrara, Emilio; Retrieving false claims on Twitter
during the Russia-Ukraine conflict; Companion Proceedings of the

ACM Web Conference 2023; DOI: 10.1145/3543873.3587571

In Chapter 4, we pivot towards the domain of multimodal disinforma-
tion detection, with a specific focus on identifying harmful memes. Fol-
lowing a meticulous review of existing literature in this field, we present
KERMIT (Knowledge-EmpoweRed Model In harmful meme deTection), a
pioneering methodology designed to integrate the intrinsic meme entities
with external, common-sense knowledge. We conclude the chapter by pre-
senting quantitative results that substantiates KERMIT’s proficiency in
retrieving contextual knowledge and employing it effectively for classifica-
tion, thereby amplifying predictive performance. The material presented
in the chapter is mostly based on the following article:
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e Grasso Biago, La Gatta Valerio, Vincenzo Moscato, Giancarlo
Sperli; KERMIT: Knowledge-EmpoweRed Model In harmful meme
deTection; under review

In Chapter 5, we embark on a comprehensive examination of knowledge
transfer across an array of disinformation-related tasks. Building upon a
detailed review of recent literature, we introduce a multi-task learning
paradigm, designed to elucidate the intricacies of knowledge interchange
among different tasks, including sentiment analysis, fake news detection,
stance identification, and topic detection. The chapter culminates with
quantitative results, shedding light on the conditions and underlying mech-
anisms fostering positive knowledge transfer. The material presented in the
chapter is mostly based on the following articles:

e La Gatta Valerio, De Cegli Luigi, Vincenzo Moscato, Giancarlo
Sperli; From Single-Task to Multi-Task: Unveiling the Dynamics of
Knowledge Transfers in Disinformation Detection; under review

e La Gatta, Valerio and Moscato, Vincenzo and Postiglione,
Marco and Sperli, Giancarlo; COVID-19 Sentiment Analy-
sis Based on Tweets; IEEE Intelligent Systems 2023; DOL:
10.1109/M1IS.2023.3239180

In Chapter 6, we undertake a rigorous exploration of the cross-platform
propagation of harmful YouTube content. Emphasizing the pressing need
for collaborative moderation interventions across platforms, we subse-
quently elucidate our empirical analyses of Twitter discourses linked to
moderated YouTube videos, specifically contextualized within the 2020
US election period. The material presented in the chapter is mostly based
on the following article, which was nominated for the ACM Hypertext Ted
Nelson Award 2023:

e La Gatta, Valerio and Luceri, Luca and Fabbri, Francesco and
Ferrara, Emilio; The Interconnected Nature of Online Harm and
Moderation: Investigating the Cross-Platform Spread of Harmful
Content between YouTube and Twitter; ACM Hypertext 2023; DOI:
10.1145/3603163.3609058
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Finally, in Chapter 7, we provide a comprehensive synthesis of the
research findings and contributions delineated throughout this thesis. Ad-
ditionally, we elucidate the overarching implications of our work and de-
lineate prospective avenues for further exploration in the realm of disin-
formation studies.




Chapter

Towards Knowledge-Informed
Disinformation Mining

2.1 Terminology

In the past, terms like disinformation, misinformation, fake news, ru-
mor, and propaganda have often been entangled, leading to confusion and
misinterpretation. Different forms of incorrect information were frequently
lumped together, blurring the lines between various types and hindering
effective management strategies.

Recognizing the need for clarity, there have been several concerted ef-
forts across academia, industry, and government bodies to standardize the
definitions of key terms related to disinformation. These efforts aim to
distinguish subtly different types of information that are often erroneously
grouped together. The objective is to create a common language that can
be universally understood and applied, facilitating more effective strate-
gies for identification, analysis, and mitigation of these information-related
threats.

Stakeholders in the field have now largely converged on definitions that
hinge on the purpose and context of the information in question. Notably,
the Cybersecurity and Infrastructure Security Agency (CISA) offers pre-
cise and distinct definitions', foundational to the discourse in knowledge-
informed disinformation mining:

Thttps://www.cisa.gov /sites/default /files /publications/mdm.pdf
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e Misinformation: Defined as false information not intended to cause
harm. Its origins often lie in miscommunication, erroneous interpre-
tation, or dissemination errors. This type of information proliferates
in the digital age, as the rapid circulation of information online fre-
quently bypasses rigorous verification.

e Disinformation: Identified as intentionally fabricated to deceive,
harm, or manipulate. The crafting of disinformation often employs
elaborate strategies to appear credible, posing challenges in detec-
tion and response. Such campaigns, often utilized in cyber warfare
and political propaganda, can have profound socio-political effects.

e Malinformation: This involves fact-based information used out of
context to mislead, harm, or manipulate.

Understanding these definitions is vital in the field of disinformation
mining. Each type presents unique challenges in detection and mitiga-
tion, necessitating tailored approaches. For instance, while misinforma-
tion might be countered through fact-checking and public awareness cam-
paigns, disinformation requires a more complex strategy involving the iden-
tification of malicious intent, often hidden behind sophisticated masking
techniques. Similarly, combating malinformation requires a deep under-
standing of the context and the ability to discern the subtleties in the
presentation of factual information.

2.2 Disinformation Drivers

News Consumption and Social Networks The dissemination of
false information, although rooted in the early days of the free press, has
evolved considerably in the digital era. Marquis de Condorcet’s "Outlines
of an Historical View of the Progress of the Human Mind" [44] references
a critique by U.S. President Adam Smith — "There has been more new
error propagated by the press in the last ten years than in an hundred
years before 1798". Yet, the complexities of false narratives have extended
beyond inaccurate reporting, encompassing financial narratives to coordi-
nated influence campaigns [129].
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Modern social media platforms, including Facebook, Twitter, YouTube,
Instagram, and TikTok, have fundamentally altered news dissemination
and consumption. The accessibility and allure of these platforms, com-
bined with declining barriers to content creation, have democratized in-
formation dissemination. However, this expansion also ushers in concerns
about the quality and accuracy of information [11]. Furthermore, as trust
in traditional media is rapidly declining, there is an increasing spread of
fake news on these online platforms [129].

The complexity is further heightened by digital agents, including social
bots, cyborgs, and trolls. Their coordinated efforts magnify the reach and
penetration of misleading narratives [237]. Additionally, while mainstream
platforms have diversified their multimedia offerings, they exhibit varied
moderation and data access policies [78]. In parallel, the emergence of
fringe low-moderated platforms, such as Gab, Bitchute and 4chan, serves
as echo chambers for extremist ideologies [267, 314, adding another layer
to the intricate tapestry of digital disinformation.

Human Factors The influence of culture and demographics on an in-
dividual’s perception and interaction with information cannot be under-
stated. Distinct cultural backgrounds and demographic attributes con-
tribute to unique cognitive frameworks, which, in turn, affect how both
true, false, and potentially harmful content is received and interpreted
[100, 29].

Central to this discourse is the concept of naive realism, the belief that
individuals perceive the world objectively [296]. Those subscribing to this
notion tend to believe that people with opposing views are either unin-
formed, irrational, or biased. This self-assured perspective often means
that conflicting information is casually dismissed, irrespective of its verac-
ity. Complementing naive realism is the widely acknowledged confirmation
bias, where individuals have a tendency to seek out, interpret, and remem-
ber information that aligns seamlessly with their pre-existing beliefs [188].
Such tendencies can hinder a balanced evaluation of new or contrasting
information.

Beyond individual biases, social dynamics also play a crucial role in in-
formation processing. The normative social influence describes the human
tendency to conform to group expectations in order to be accepted [51].
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Even if individuals internally disagree, the external pressure to align with
group norms might lead them to endorse or disseminate certain viewpoints.
This is further reinforced by the social identity theory, which posits that
individuals categorize themselves into specific social groups [13]|. Invari-
ably, beliefs and attitudes of the in-group are viewed as superior compared
to those of the out-groups [269|. This demarcation can further skew the
consumption and distribution of information.

Another challenge in the modern digital landscape is information over-
load. Individuals are constantly bombarded with an overwhelming volume
of information, making comprehensive processing challenging [59]. Often,
this can result in reliance on shortcuts in decision-making or a preference
for misleading or sensationalized content.

These individual and societal tendencies pave the way for the emer-
gence of echo chambers, environments where homogeneity of opinion reigns
supreme [50, 277]. Within these chambers, similar beliefs and views are
perpetuated, with little to no exposure to alternative perspectives, further
entrenching biases.

Furthermore, the digital tools and platforms of our era introduce ad-
ditional complexities in the form of the algorithmic bias. As social media
platforms aim to enhance user engagement through content personaliza-
tion, they may inadvertently amplify the echo chamber effect [42], further
distorting the information landscape. Pertinently, recent investigations,
particularly focused on YouTube, have delved deeply into the influence of
recommendation algorithms in directing users towards more extreme or
biased content [218, 130, 61|, further complicating the digital information
ecosystem.

2.3 Beyond the Deficit Model

Historically, the challenge of disinformation was interpreted through
the lens of the deficit model in science communication [253]. This model
was grounded in the belief that rectifying misconceptions could be achieved
merely by supplying accurate information [39]. However, this model’s
shortcomings became evident, as it did not sufficiently address the complex
psychological, emotional, and social factors that contribute to the allure
of disinformation [57].
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In response to the multifaceted challenges posed by the proliferation of
disinformation and its societal ramifications, stakeholders across the digi-
tal information ecosystem — including academics, policymakers, technology
platforms, civil society groups, and the media — have collectively gravitated
towards a more holistic paradigm, which we term knowledge-informed dis-
information mining. Rather than viewing disinformation as mere isolated
instances of false or harmful content, this approach aims to understand the
complex drivers underpinning an individual’s or collective’s susceptibility
to misleading narratives. It recognizes that the factors influencing the as-
similation and spread of such narratives often transcend a mere deficit of
accurate knowledge, encapsulating deeper cognitive and sociocultural in-
tricacies.

Furthermore, this broader conception of disinformation mining ac-
knowledges the challenge as extending beyond merely identifying harmful
content, malicious actors or susceptible users. It perceives the issue as em-
bedded within a larger ecosystem where information, motives, platforms,
and stakeholders intermingle. To navigate this challenging terrain requires
a comprehensive strategy. Effectively navigating this complex scenario ne-
cessitates a multifaceted strategy. While the foundation remains solid with
traditional fact-checking, there is an imperative to integrate wider gover-
nance tools, such as the EU Code of Practice? and the US Disinformation
Governance Board®. Moreover, collaborations with platform-specific ini-
tiatives, like the Twitter Moderation Research Consortium? and Meta’s
Integrity and Transparency Reports®, are crucial. This collective endeavor
aims not only to mitigate the reach and impact of disinformation but also
to cultivate a more informed and critical digital populace.

The Role of Knowledge In the paradigm of knowledge-informed dis-
information mining, knowledge emerges as a paramount tool in counter-
ing deceptive content. This framework integrates resources such as fact-
checking databases, which act as vaults of corroborated information, bol-
stering the identification and refutation of erroneous claims [88]. It also

Zhttps://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
3https://www.dhs.gov/publication /disinformation-governance-board

“https:/ /transparency.twitter.com /en /reports/moderation-research.html
Shttps://transparency.fb.com
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employs common-sense reasoning, influenced by cross-cultural nuances,
user-specific background knowledge, and general societal understanding,
to evaluate the logical consistency and veracity of information. This nu-
anced approach acknowledges the varying interpretations of content based
on cultural contexts and individual experiences. By considering these fac-
tors, it crafts a more robust shield against disinformation that deftly ma-
nipulates both textual and graphical elements, potentially mitigating the
risk of harmful or biased content that might otherwise be overlooked in a
singular cultural or knowledge framework.

Moreover, this methodology promotes cross-platform synergies. In-
sights derived from moderation interventions on a particular platform can
be extrapolated to influence strategies on another, enhancing the efficacy
of interventions [127]. It is imperative to understand that information
does not exist in isolation but it is nested within a dense network of con-
text, relationships, and user activities. Consequently, knowledge takes on
a dynamic dimension, materializing as contextual information intricately
intertwined with variables such as temporal factors and user behaviors
[329]. Temporal aspects involve meticulous tracking of when and how in-
formation emerges, evolves, and exerts its influence over time [286, 258|.
User behaviors entail the astute consideration of distinct user archetypes,
including bots or trolls [162], whose coordinated efforts can fuel disinfor-
mation campaigns [191].

Understanding the Emotional Landscape The emotional dimen-
sions of content significantly influence the dynamics of disinformation dis-
semination. Expressions of anger can fuel divisive discourse [184] and in-
tensify social polarization 72|, while content designed to incite excitement
can go viral, rapidly spreading across networks [215]. Knowledge-informed
methodologies delve into these emotional catalysts, furnishing both ana-
lysts and users with the tools to discern and counterbalance the emotive
lures driving the propagation of harmful content |76, 75]. Moreover, in
the context of the post-truth era, the disentanglement of emotional ma-
nipulation from factual information assumes paramount importance as it
is instrumental in enhancing media literacy, particularly within the realm
of social media platforms [133].
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Social Dynamics and Resilience Building The prevalence of disin-
formation is often accentuated within the confines of social networks and
resonant ideological spaces. A key facet of knowledge-informed disinfor-
mation mining is the rigorous examination of societal interconnections,
the dynamics of peer-driven influence, and collective behavioral patterns.
Delving into the mechanisms of peer influence is paramount, elucidating
the modalities by which individuals’ perceptions and beliefs are shaped
by their immediate social connections [56, 232]. Informed by such in-
sights, interventions can be designed to harness constructive peer influ-
ences, thereby enabling individuals to withstand coercive nudges towards
accepting spurious information [328]. In tandem, the knowledge-informed
approach probes the intricacies of collective behavior, discerning how at-
tributes like group cohesion, shared identity, and mutual values can po-
tentiate the reception and propagation of misleading narratives [167, 19].
This understanding guides the creation of strategies aimed at promoting
open discourse, fostering critical thinking, and disrupting echo chambers
[231, 330, 275].

2.4 The Role of Artificial Intelligence

Over the past decade, Artificial Intelligence (AI) and Machine Learning
(ML) have become pivotal in countering disinformation. These technolo-
gies not only enhance automatic detection mechanisms, pinpoint malicious
actors and early radicalization indicators, but they also play a crucial role
in disinformation mitigation strategies. Moreover, they furnish researchers
and regulators with robust tools to quantitatively analyze the mechanisms
behind online disinformation, from the role of social bots and echo cham-
bers to the demographics of users who are more vulnerable to deceptive
content.

2.4.1 Automatic Detection of Online Disinformation

Historically, automated disinformation detection has been conceptual-
ized as a supervised classification challenge. Depending on the nature of
the disinformation, a piece of news can be categorized as true or false [329],
offensive or benign [69], and propagandistic or neutral [181]. The classifica-
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tion scheme could unfold as multi-class to encapsulate a finer granularity
of disinformation (e.g. partial false news) [179, 291|, or multi-label to
capture overlapping disinformation signals (e.g., multiple persuasion tech-
niques) [53, 68]. Annotation processes predominantly harness evaluations
from fact-checking news outlets [256, 247|, whereas the identification of
offensive or discriminatory content often necessitates direct manual anno-
tation by researchers [221, 14].

The data spectrum exploited for crafting classification algorithms and
models includes information pertinent to the scrutinized news article and
its accompanying social media shares. This data landscape prompted the
adoption of two principal detection methodologies [248]: content-based
and context-based techniques.

Content-based methodologies delve into the explicit content of news ar-
ticles, encapsulating elements such as text, imagery, and videos [8], along-
side the linguistic style employed (e.g., emotive, persuasive, reportorial)
and the credibility of the disseminating source or promoting group [248].
Conversely, context-based methodologies are anchored in comprehending
the environment and conditions enveloping content dissemination rather
than the content per se [329]. These methodologies accentuate user in-
teractions like likes, comments, and re-shares [268], and leverage diverse
data structures like news propagation cascades, temporal networks, and
self-defined graphs depicting news propagation in conjunction with user-
related information [329].

Within this realm, the research community has primarily ventured into
representation learning techniques, aspiring to furnish vector representa-
tions, or embeddings, of semantically complex content [248, 168|. Ini-
tially, content-based methodologies predominantly fixated on textual con-
tent, utilizing statistical methodologies for embedding, such as n-grams and
TF-IDF [325, 250]. In contrast, context-based techinques drew inspiration
from observational studies [286, 26| delineating the discrepancies in false
and true news propagation, centering on the extraction of hand-crafted
features [328] from these networks (e.g., user count in a propagation cas-
cade, maximal depth or breadth of the propagation cascade, average time
span between consecutive shares) or crafting graph kernels to ascertain
graph similarity [301].

Upon obtaining the news representation, conventional machine learn-
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ing classifiers like logistic regression, decision trees, and support vector
machines (SVMs) were the preferred options for classification tasks [329].

Nonetheless, the emergence of pre-trained deep neural networks ush-
ered in efficacious and automatic modalities to represent complex infor-
mation |23, 319]. Specifically, these pre-trained networks were engineered
to concurrently refine the (pre-trained) representation and tackle the clas-
sification task in an end-to-end fashion [327, 111, 293|. Content-based
methodologies began to extend their focus beyond text to more complex
entities like images, via convolutional neural networks (CNNs), and videos,
through recurrent neural networks (RNNs) [8]. Similarly, context-based
approaches aimed directly at the news propagation graph, via graph neu-
ral networks (GNNs).

Overall, the experimental evidence suggests that while content-based
methodologies attain superior detection performance, their scope remains
constrained. On the flip side, context-based approaches exhibit broader
generalization capabilities [249, 186]. Consequently, contemporary re-
search is steering towards hybrid methodologies that amalgamate the
merits of both solutions. This fusion is realized through the creation
of increasingly sophisticated data structures (e.g., hypergraphs, spatio-
temporal graphs) encompassing the news content, the user network shar-
ing the news, and the news propagation cascade [258, 266, 102].

Finally, the recent advancements in self-supervised models, pre-trained
on extensive datasets, have redirected research emphasis towards more
nuanced challenges beyond the disinformation classification task. For
content-based techniques, these challenges encompass endeavors such as
detecting inconsistencies between textual and visual elements [242, 327] or
unveiling manipulated media {238, 101]. For context-based techniques,
challenges span areas like estimating unobserved propagation networks
[104] and differentiating between intentional and unintentional disinfor-
mation spreaders [326].

Notably, there is a sustained initiative to discern methods to augment
model generalization across diverse domains (e.g., politics, healthcare, en-
tertainment) [251, 183, 54] and, on a broader scale, tackle disinformation
detection challenges under few-shot settings [320, 132]. The overarching
narrative also showcases a burgeoning interest in the architectural inno-
vation of interpretable detection systems [152, 246, 15, 1]. These systems
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aim not only to execute the classification task adeptly but also to elucidate
the rationale underpinning the classification decisions.

2.4.2 Mitigation of Online Disinformation

In addition to introducing new policies and regulations, efficiently
blocking and mitigating the spread of fake news also demands technical
innovations brought by Al-empowered tools.

Historically, the sphere of online disinformation mitigation pivoted
around the tactic of integrating true news within a social network. In this
context, traditional information diffusion models [310], such as the Inde-
pendent Cascade and Linear Threshold models [109], have been employed
to optimize the spread of factual information and contain the proliferation
of false narratives. The subsequent evolution of this field introduced so-
phisticated models entrenched in multivariate point process theories and
reinforcement learning. These techiniques were tailored to discern the dif-
ferences in the propagation of diverse news [63| as well as to capture the
unique consumption patterns of individual users [6], particularly account-
ing for their varying exposure levels to disinformation [7]. Notably, an
inherent challenge with these methodologies is the prerequisite identifica-
tion and continual monitoring of fake news trajectories across networks,
a task that remains non-trivial. Consequently, the prevalent mitigation
method has thus capitalized on crowd-sourced mechanisms, facilitating
users to actively report false news or potential policy breaches within dig-
ital platforms [115, 279|.

More recently, academic pursuits are converging towards the develop-
ment of custom recommender systems that account for user susceptibility
to disinformation. Proactive measures can be taken by personalizing con-
tent suggestions in accordance with a user’s radicalization level [61, 99].
Conversely, reactive approaches steer users towards high-quality content
subsequent to their engagement with harmful materials [147].

Finally, a burgeoning corpus of research emphasizes the importance of
disinformation correction, where entities (regular users or organizations)
counteract misleading content by underscoring its inaccuracies and citing
fact-validated articles. In this vein, [284] proposed a URL recommendation
algorithm to incentive proactive Twitter users, named "guardians", to dis-
seminate fact-checked data to combat online misinformation. Despite the
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intuitive benefits, empirical studies present mixed results on correction ef-
ficacy. Some research [233, 287, 288| suggests that corrective interventions
can significantly reduce belief in misinformation, while others [176, 105]
indicate potential adverse effects, such as the backfire effect, where correc-
tions inadvertently reinforce misinformation. In particular, the effective-
ness of disinformation correction may depend on factors like the source’s
credibility and the relationship between the disinformation spreader and
the corrector.

2.4.3 The Double-Edged Sword: AI as a Vector for Disin-
formation

In the quest to leverage Al for disinformation detection and counter-
measures, recent technological strides in Generative Al have simultane-
ously cast light on the potential threats brought by these advancements
[66]. This dichotomy is not novel but rather represents a modern man-
ifestation of age-old issues of deception and manipulation. Indeed, the
historical trajectory of Al has always been shadowed by the potential for
its dual use, where technological advancements intended for progress and
enlightenment also open doors to sophisticated forms of deceit. The cur-
rent focal point of this duality lies in the capabilities of deep fakes and
Large Language Models (LLMs) such as GPT [211], LLaMa [278| and
DALL-E [214].

These foundation models, for instance, can be exploited to generate
scam emails [199] or entire (fabricated) news articles® that fuel disinfor-
mation campaigns. These campaigns employ a blend of factual and falla-
cious elements to craft messages that convincingly malign public figures,
potentially undermining public trust in digital communications [18]|. The
persuasive power of LLMs lies in their ability to produce content that
closely mimics human writing, allowing for the propagation of personal-
ized and misleading narratives. Deep fakes further exacerbate this issue
by creating hyper-realistic videos, making individuals appear to say or do
things they have not, thus compromising the integrity of digital content
[185].

In addition, the sophistication of LLMs in imitating writing styles and

Shttps://www.newsguardtech.com/misinformation-monitor /august-2023
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evading detection creates significant hurdles for the verification of infor-
mation. They enable the mass production of varied, misleading content,
rendering traditional fact-checking processes insufficient. Moreover, the
ease of automating fake profiles with these Al technologies raises concerns
about their potential to distort online conversations and societal norms
[308].

On the flip side, even LLMs conceived for constructive purposes may
inadvertently distribute false information [201] due to the limitations of
their training datasets, model biases, or the creation of baseless content
— commonly known as "hallucinations" [103]. This can lead Al-driven
interfaces to produce flawed advice or information, posing risks in domains
where accuracy is paramount, such as finance or healthcare. The real
danger lies in the potential for users to trust, share, and act upon such
Al-generated misinformation, thus amplifying its impact [316].

2.5 Discussion

In this chapter, we have established a foundational understanding of
the disinformation landscape, setting the stage for the deeper analysis that
follows in this thesis.

Our exploration began with a clear definition of key terms in this field,
specifically misinformation, disinformation, and malinformation. We then
provided a historical perspective, tracing how disinformation has evolved
from the early days of free press, as critiqued by figures like U.S. President
Adam Smith, to the complex and pervasive entity it is in the digital age.
The proliferation of global digital platforms has broadened the reach and
sophistication of disinformation campaigns, impacting society at multiple
levels. The rise of social media has granted unprecedented access to in-
formation, yet this has come with the heightened challenge of discerning
truth from falsehood. This dilemma is intensified by the proliferation of
bots and unregulated platforms, which often serve as conduits for extrem-
ist views and misinformation. Additionally, ingrained human biases and
cultural factors contribute to the perpetuation of disinformation, leading
to echo chambers that resist outside scrutiny.

At its core, the chapter highlighted the limitations of the informa-
tion deficit model, which assumed that misinformation can be corrected
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by merely providing accurate information. In its place, the holistic ap-
proach of knowledge-informed disinformation mining has been presented,
which emphasizes understanding the psychological, emotional, and societal
drivers behind susceptibility to disinformation.

Al and ML have surfaced as double-edged swords in this narrative.
They hold the potential to significantly advance the detection and mitiga-
tion of disinformation, yet they also pose new risks. The threat of deep
fakes and the misuse of LLMs illustrate the darker possibilities of these
technologies, highlighting the need for an ethical framework for Al devel-
opment and usage.

As the thesis moves forward, it delves into defining knowledge-informed
methodologies that address knowledge-informed disinformation mining
across various dimensions. It positions Al as a force for good, sharpening
our fact-checking and content analysis capabilities. By avoiding Al’s ma-
licious uses, the thesis advocates for its informed and ethical application,
essential for constructing proactive defenses against the ongoing surge of
digital misinformation.







Chapter

Detecting previously
fact-checked information

3.1 Research Context and Problem Definition

The advent of social media has brought about a transformative shift in
human communication, providing individuals with expedited channels to
express their viewpoints and emotions. This shift is especially pronounced
in the context of the digital information ecosystem, where sharing occurs
swiftly and widely, often facilitated by multimodal content like memes
and short animated frames, which have demonstrated heightened appeal
and perceived credibility [90]. However, the misuse of this freedom of
expression, often referred to as disinformation, has supported fake news
dissemination to mislead people decisions and has encouraged hostility
behaviors in the form of hate speech and cyber-bulling [9].

Whilst representatives of online platforms, leading social networks and
advertising industry, also in accordance to new governmental policies', are
increasingly adapting to mitigate this problems, fact-checking still repre-
sents the leading strategy to debunk false information through domain
experts’ analyses and semi-automatic systems assessing news truthfulness
[88]. Indeed, the Duke Reportes’ Lab? counts more than 400 fact-checking

"https://digital-strategy.ec.europa.eu/en/policies/
code-practice-disinformation
“https://reporterslab.org/fact-checking/
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https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://reporterslab.org/fact-checking/
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world-wide organizations which focus on specific domains (e.g. politi-
fact.com) or social networks (e.g. snopes.com).

In particular, the fact-checking process comprises a four-stages pipeline
[180]: (i) claim detection, i.e. selecting and prioritizing content according
to its importance and relevance; (ii) verified claim retrieval, i.e. detecting
previously fact-checked information; (iii) evidence retrieval, i.e. finding
the evidences which support or refute a claim; (iv) claim verification, i.e.
assessing claim’s veracity (even partially) based on the retrieved evidences.

Considering the proliferation of fact-checked news and the frequent re-
posting of viral claims, the verified claim retrieval task offers a promising
avenue for enhancing the fact-checking process. For example, during the
third presidential debate preceding the 2016 US Presidential Election, Don-
ald Trump stated that “$6 billion went missing at State Department under
Clinton." Politifact’s assessment® not only verified the claim but also ex-
plicitly mentioned that it had been previously debunked on the platform.
Thus, identifying previously fact-checked information can streamline the
manual fact-checkers’ workflow by filtering out content that has already
been verified. This not only enhances efficiency but also ensures the de-
livery of pertinent and trustworthy information, ultimately boosting their
productivity and effectiveness.

Formally, the problem of detecting previously fact-checked information
can be phrased as an information retrieval task, i.e., retrieving and re-
ranking a list of verified documents according to their relevance with an
input claim. Previous work has predominantly tackled this task by focusing
on textual content and re-ranking techniques 235, 244, 285], often employ-
ing intricate models to re-assess a limited set of verified documents. These
efforts typically commence with standard information retrieval algorithms
like BM25 [220] for the initial document retrieval step. Nevertheless, recent
advancements, particularly those harnessing pre-trained language models,
are introducing promising alternatives to traditional sparse representation-
based retrieval and re-ranking approaches.

Furthermore, the majority of prior research pertaining to the verified
claim retrieval task has concentrated on its isolated evaluation using bench-
mark datasets. However, these assessments frequently lack an examination

3https://www.politifact.com/factchecks/2016/0ct/20/donald-trump/
trump-wrongly-says-6-billion-went-missing-state-de/
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of the practical viability of the task in real-world contexts. In such sce-
narios, not only does the volume of verified information undergo dynamic
changes over time, but the task also interfaces with multiple other phases
within the fact-checking pipeline. This necessitates a more comprehensive
evaluation that considers the task’s real-world applicability and its inter-
play with the evolving information landscape.

Given these limitations, our contributions can be summarized as fol-
lows:

e Considering the information retrieval nature of the verified claim re-
trieval task, we conduct an extensive benchmark of the most recent
methods and models from information retrieval and question answer-
ing literature to unveil their practical relevance for the task under
analysis [32].

e We curate a dataset comprising 83 false claims that proliferated on
Twitter during the initial weeks of the Ukraine-Russia conflict. Sub-
sequently, we manually annotate 5,872 original tweets to ascertain
whether they discuss any of these false claims, providing invaluable
data for task evaluation. We then engineer an automated pipeline,
primarily based on the verified claim retrieval task, to identify and
retrieve tweets that engage with any of the 83 false claims within our
dataset [127].

o We propose a simple, yet effective, multimodal retrieval system based
on modern visual-language models to detect previously fact-checked
information. In particular, our design can be deployed seamlessly
under retrieval and re-ranking settings.

e Our empirical findings underscore the practical applicability of tra-
ditional and neural methodologies drawn from pertinent literature
when it comes to detecting previously fact-checked information. Fur-
thermore, our proposed multimodal systems establish themselves as
state-of-the-art performers in both retrieval and re-ranking tasks.
Ultimately, we demonstrate that the verified claim task effectively
identifies already debunked false claims that disseminated on Twit-
ter during the Ukraine-Russia conflict.
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3.2 Related works

3.2.1 Fact-checking Panorama

The fact-checking problem, which involves assessing the truthfulness of
a claim, has been a subject of extensive research across various contexts.
Recently, there has been a growing focus on evidence-aware fact-checking,
a methodology that involves determining the veracity of a given claim by
considering supporting or refuting evidence.

In this domain, the FEVER dataset introduced by [273] stands out,
as it aims to evaluate fact-checking performance on altered claims derived
from Wikipedia articles. Other notable approaches, such as those pre-
sented by [20] and [178], employ web search engines to identify real-time
potential evidence and assess their alignment with the input claim. Ad-
ditionally, [207] utilizes LSTM models and attention mechanisms for doc-
ument retrieval and identifying the most relevant sentences within those
documents. Building upon this foundation, [190] introduces neural seman-
tic matching networks to tackle both document retrieval and evidence se-
lection tasks. Inspired by the remarkable performance of transformer archi-
tectures in various natural language processing (NLP) tasks, [257] adopts
the BERT model to determine the relevance of evidence and evaluate the
veracity of the input claim. Moreover, [34] and [33] employ reasoning tech-
niques over an entity-graph and a hierarchical hypergraph, respectively, to
conduct fine-grained verification using evidential information.

Another avenue of research in fact-checking involves leveraging knowl-
edge bases. [271]| constructs a knowledge graph containing fact-checked
information that can be queried to assess the veracity of a given claim.
Meanwhile, [245] encodes background knowledge in the form of Horn rules
and generates rule-based explanations that support veracity predictions
for claims. In a novel approach, [245] determines claim truthfulness by
treating the knowledge graph as a flow network. Lastly, [202] proposes the
use of language models as a knowledge base, capitalizing on their factual
knowledge acquired during pretraining for improved fact-checking perfor-
mance.
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3.2.2 Verified Claim Retrieval

While identifying check-worthy claims, a.k.a. claim detection, finding
the evidences supporting or refuting a claim, a.k.a. evidence retrieval, and
detecting claim truthfulness, a.k.a. claim verification, have been exten-
sively studied so far [180, 273, there has been a notable gap in exploring
the phenomenon of recurring claims, particularly those that have poten-
tially been previously verified and spread across different contexts or time
periods.

Only recently, the claim retrieval task has been proposed to detect pre-
viously fact-checked information [235]. In essence, this task can be framed
as an information retrieval (IR) problem where a collection of verified docu-
ments must be ranked in relevance to a given input claim. However, unlike
traditional ad-hoc retrieval scenarios, the corpus of documents, represent-
ing verified information, is dynamic, and ideally, it should be updated for
each new assessment of truthfulness.

Building upon this conceptualization, participants in the Check-
That!2021 competition [182] demonstrated that fine-tuning state-of-the-
art transformer models for re-ranking purposes yields significant perfor-
mance enhancements compared to applying standard IR algorithms (e.g.,
BM25 [220]) in isolation. Additionally, MTM [244] improved transformer-
based re-ranking performance by identifying crucial sentences and common
pattern templates within the document corpus. Similarly, [159] achieved
comparable results in the context of multilingual Covid-19 claims, covering
both English and Arabic. Conversely, focusing on a debate scenario, [234]
evaluated the impact of modeling the claim’s global and local contexts on
(re-)ranking performance. Finally, MAN [285] introduced a custom neu-
ral network-based architecture for claim retrieval using multimodal data,
incorporating both textual and image-based information from the claims
and verified documents.

Despite the promising performance exhibited by the aforementioned
methodologies, they primarily address the re-ranking stage, assuming the
presence of a dependable retrieval algorithm, typically BM25, for the ini-
tial document selection process. In contrast, our focus extends to the
comprehensive design of systems capable of excelling in both retrieval and
re-ranking contexts. Furthermore, our evaluation approach delves into the
real-world applicability of the task and its intricate interactions within the
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dynamic information landscape, surpassing the limitations of benchmark
datasets. Moreover, we explore the potential enhancements introduced by
incorporating multimodal elements into the task, but, unlike [285], our
model harnesses state-of-the-art visual-language models, consistently out-
performing baseline methods, even in the re-ranking scenario.

3.3 Background

The task of ranking a list of documents in response to specific queries is
a commonplace challenge encountered in information retrieval endeavors.
This becomes particularly evident when dealing with extensive document
corpora, where the prevailing approach involves the adoption of multi-stage
pipelines, as observed in [30]. In this context, the initial stage, referred
to as the retriever, is responsible for the preliminary selection of the top-k
documents deemed potentially relevant to the query. Subsequently, the
second stage (and potentially subsequent stages) known as the reranker
comes into play, with the objective of reordering this set of candidate
documents using more sophisticated and computationally intensive models.

3.3.1 Retriever

The first-stage retrieval task has long been dominated by the classical
term-based probabilistic models (e.g. BM25 [220]) due to their efficiency
and effectiveness even with million-scale corpus of documents. Neverthe-
less, they still suffer from the vocabulary mismatch problem (|71]) and
do not model the document semantics which is essential when considering
text’s meaning. While in the past decades term dependency and topic
models ([166, 25, 131]) have addressed the former problem, the unprece-
dented performance improvements that transformer architectures and rep-
resentation learning strategies are achieving in NLP, have determined an
explosive growth of works proposing their neural network-based semantic
first-stage retriever. These neural retrievers can be categorized into two
main types [30]: sparse retrieval methods and dense retrieval methods. The
former employ efficient sparse representations for queries and documents,
enhancing the weighting scheme of traditional term-based methods. Ex-
amples of these strategies include DeepCT [47] and docThquery [194].
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In contrast, dense retrieval methods usually employ a dual-encoder ar-
chitecture where queries and documents are independently embedded. The
final relevance score is calculated using a similarity function denoted as f.
These methods can be further categorized into term-level representation
learning and document-level representation learning |30]. In term-level rep-
resentation learning approaches, queries and documents are represented as
sequences of term embeddings, and the similarity function f operates at
the term level, aggregating the results to compute the final score. Exam-
ples of such methods include DC-BERT [189] and ColBERT [110]. Con-
versely, document-level representation learning approaches aim to find a
single global representation for each query and document. Examples of
this approach include Sentence-BERT [217] and DPR [108].

It is worth to note that even if the above-mentioned methods are cate-
gorized as first-stage retriever for their efficiency, they can still be used for
end-to-end retrieval, performing jointly the retrieval and reranking tasks.

3.3.2 Reranker

While certain retriever models have demonstrated discrete ranking
performance [220, 110|, there is an ongoing effort to develop specialized
learning-to-rank systems. Over the past decade, there has been a sig-
nificant surge in the utilization of deep neural networks for constructing
ranking models, commonly referred to as neural ranking models (NRMs).
These NRMs can be broadly categorized into two classes: representation-
based and interaction-based approaches [87].

The former methods employ a similar bi-encoder plus matching layer
architecture as adopted by dense retrieval methods. Notable examples in-
clude DSMN [98] and ESIM [36], which utilize fully-connected networks
and chained LSTMs, respectively, for tasks such as Natural Language In-
ference. In the realm of fact-checking, NSMN [190] combines bidirectional
LSTMs and a pooling strategy to jointly perform evidence retrieval and
fact verification.

Conversely, interaction-based NRMs aim to capture relevant match-
ing signals between a query and a document based on word interactions.
Early works like MatchPyramid [195] and KNRM [305| applied deep neu-
ral networks to represent word interaction matrices. More recently, pre-
trained transformers [333, 52| have achieved state-of-the-art performance
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in ranking-related tasks. In particular, [91] demonstrates the effective-
ness of ensembling different BERT models and combining point-wise, pair-
wise, and list-wise loss functions. Similarly, [193] proposes a two-stages re-
ranking pipeline with point-wise (monoBERT') and pair-wise (duoBERT)
classification models, respectively.

Additionally, hybrid architectures like DUET [171] have been proposed,
combining outputs from models of different categories to produce relevance
scores.

While interaction-based approaches often outperform representation-
based ones in terms of ranking performance, their application for end-to-
end retrieval remains constrained due to their reduced efficiency in online
ranking scenarios [87].

3.4 Benchmarking IR and Q&A Models for Veri-
fied Claim Retrieval

3.4.1 Datasets & Metrics

We utilize a dataset provided by [235], comprising 1000 tweets sourced
from Snopes? fact-checking articles, along with 10396 verified claims from
the ClaimsKG dataset [271]. This dataset covers diverse domains, includ-
ing politics and gossip. Notably, tweets and their corresponding verified
documents sometimes exhibit similar phrasing, facilitating approximate
matching, while in other cases, differing terms necessitate more advanced
semantic matching.

Our data split follows the standard 60%20%20% division provided by
the authors for training, validation, and testing sets. Similar to many
information retrieval tasks, numerous verified claims do not have related
original tweets.

For evaluation, we employ Mean Reciprocal Rank (MRR), Mean Av-
erage Precision truncated at k (MAPQ@E), and the hit ratio [94] truncated
at k (HasPositives@k). While the first two metrics consider ranking or-
der, the latter assesses the system’s ability to retrieve correct matches.
HasPositives@Qk is essentially Recall@k since most tweets have only one
relevant document. We conduct a statistical t-test between top-ranked

“https://www.snopes.com/
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Figure 3.1. Pipeline of our benchmarking architecture.

models to validate our results. From the application perspective, metrics
at lower k values (e.g., k € 1,3,5) can gauge the system’s utility in assisting
manual fact-checkers by quickly identifying relevant results. Conversely,
metrics at higher k values (e.g., k € 10,20) are pertinent in offline settings
or automated fact-checking pipelines, where results serve as evidence for
veracity predictions.

3.4.2 Benchmarking architecture

As highlighted in the preceding section, ranking challenges are per-
vasive in information retrieval, driving extensive exploration of machine
learning methods to devise efficient solutions. To facilitate the integration
and comparative assessment of contemporary neural ranking and retrieval
models alongside conventional information retrieval techniques, we employ
a two-stage learning-to-rank framework, illustrated in Figure 3.1.

The first-stage retriever aims at selecting the subset & of the documents
corpus. Specifically, it operates under the assumption that the input claim
and the most pertinent documents exhibit shared fundamental character-
istics, such as mentioning the same entities, possessing similar statistical
representations (e.g., TF-IDF features), or addressing corresponding con-
cepts and topics. In essence, the retriever’s role is to filter out entirely
unrelated verified information contained within . While we do not an-
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ticipate exceptionally high ranking performance from the retriever, we do
require it to achieve commendable recall scores, ensuring that it does not
adversely impact the reranking process executed in the subsequent stage.
In simpler terms, a pre-selection algorithm that excludes a substantial
number of relevant documents would act as a bottleneck, hindering the
overall system’s performance. Furthermore, given that the retriever op-
erates on extensive document collections, it must exhibit efficiency and
scalability relative to the corpus size. The impact of the algorithm choice
will be assessed in the experimentation section.

The second-stage reranker represents an advanced NRM that delves
into the inherent semantics of both the claim and the (selected subset of)
documents. Its primary objective is to achieve high-performance reranking.
In essence, after the retriever has filtered out documents that exhibit a
significant correlation with the input claim at a broad level, the reranker
engages in semantic matching. Its aim is to determine whether the input
query and document, represented as the (c,d;) pair, convey, even to a
partial extent, the same meaning or concepts.

It is important to underscore that our chosen multi-stage pipeline pro-
vides a means to systematically benchmark both interaction-based and
representation-based rerankers, while imposing minimal computational
overhead. Although the NRM incurs computational demands, its primary
task is to predict the relevance between the input claim and a substan-
tially reduced subset of verified documents pre-selected by the retriever
algorithm. The ramifications of this reranking procedure on both the ef-
fectiveness and computational efficiency of the overall framework needs to
be meticulously assessed through empirical experiments.

Despite recent attempts to construct end-to-end neural retrieval sys-
tems [110, 281], we posit that our multi-stage pipeline, apart from en-
hancing computational efficiency, may yield performance benefits for the
reranker. This hypothesis stems from the relatively simplified problem the
reranker encounters when operating in conjunction with the retriever. To
elaborate, when the ranking model operates in isolation, it must effectively
discriminate between the semantic content of the input claim and the ex-
tensive knowledge encompassed within the document corpus. In contrast,
our experimental setup furnishes a more controlled environment, where
the training process can presuppose a certain degree of semantic relevance
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between the claim and the documents being (re)raked. This controlled
environment may facilitate more efficient learning and potentially lead to
performance improvements.

3.4.3 Experimental Protocol

In our endeavor to synthesize the extensive literature encompassing
retrieval and ranking models for the detection of previously fact-checked
documents, we formulate our research objectives. These objectives aim to
elucidate the most suitable methods for our two-stage pipeline while simul-
taneously scrutinizing both the effectiveness and efficiency of the frame-
work. Specifically, we seek to address the following research questions:

e Which are the best retrievers? Can modern neural semantic tech-
niques replace the standard term-based approaches?

e Which are the best neural (re-)ranking models?

e What is the benefit of combining retrievers and rerankers with re-
spect to the overall performance?

Experimental Setup

In the following subsection we detail which are the retrievers/rerankers
considered in the benchmark, explaining how they have been trained and
configured in order to promote reproducibility.

We select a wide range of retrievers dividing them in four groups.

First, we consider classical probabilistic approaches including BM25
[220], TF-IDF [300] and Language Model with Dirichlet smoothing [317].
These algorithms assign a score to each tweet-claim pair based on exact
matching between the words in the tweet and the words in a target verified
claim. They have been long studied and applied in various information
retrieval tasks, thus representing the baseline for the other retrievers. We
adopted the Elasticsearch® (version 7.10.1) implementation for BM25 and
LM Dirichlet, with default parameters, and used Haystack library® for TF-
IDF.

Shttps://www.elastic.co/
Shttps://github.com/deepset-ai/haystack
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Second, we select docThquery [37] as neural sparse retrieval models be-
cause expanding the documents with auto-generated queries seems prof-
itable in this context because the query, i.e., the (false) information, is
often repeated with a few differences over times. Specifically, we adapted
the official code” and use the provided T5-base model to generate three
queries for each document. We then used BM25 to reindex the expanded
documents.

Third, we choose ColBERT [110] as neural sparse retrieval models. It
is worth noting that ColBERT can be used for reranking as well, due to the
interaction mechanism it performs between query and document terms. In
particular, we used the official repository® and retrained the bert-based-
uncased model using the default hyper-parameters.

Fourth, we picked SentenceBERT [217] and DPR [108] as neural
document-based dense retrieval techniques. The former is the first at-
tempt to leverage transformer-based models to perform text similarity and
thus represents our "neural” baseline. Specifically, we used the sentence-
transformer library”; fine tuning (for 4 epochs and a batch size of 16) the
stsb-distilbert-base model using cosine similarity loss.

On the other hand, the latter adopts the in-batch negative strategy to
reuse negative examples already in the training batch rather than creating
new ones. In particular, we used the Haystack library®, fine tuning (for 10
epochs and a batch size of 16) the bert-base-uncased model.

With the exception of DPR which customizes the batch generation
strategy, the training dataset has always been built considering the positive
query-document pair and 10 random negative ones.

Considering the second stage of the pipeline, we considered 9 rerankers,
divided in the categories mentioned in Section 3.3.2. Specifically, we choose
MatchPyramid [195], KNMR [305], ConvKNMR [48] and BERT mod-
els [333], as interaction-based algorithms; ESIM [36] and HAR [331], as
representation-based algorithms; DUET [171] as hybrid model.

For HAR we used the official implementation'?, and for all others meth-
ods we adopted the Pytorch implementation of the Matchzoo framework

"https://github.com/castorini/docTTTTTquery

8https://github.com/stanford-futuredata/ColBERT

“https://github.com/UKPLab/sentence-transformers
Ohttps://github. com/mingzhu0527 /HAR
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[86]. All hyper-parameters have been set to default with the exception of
the number of kernels in KNRM and ConvKNRM which was set to 11. All
models have been trained until convergence on the validation set. Finally,
for BERT, we adopted the stsb-distilroberta-base cross-encoder provided by
the sentence-transformer library!'!, fine tuning (for 4 epochs and a batch
size of 16) using the cross-entropy loss.

When training rerankers, we need to select k negative samples for each
tweet-claim pair. The choice of £ might be decisive for the performance
of the model: low values might determine poor performance because the
model would see few pairs representing non-matching knowledge. On the
other hand, since there is just one verified claim matching most of the
tweets in our dataset, increasing k too much might lead to imbalanced
training set, making the learning task more difficult. We select 50 ran-
dom negative documents from the top-100 ones retrieved in the first stage.
However, in the experiments we also evaluate the effect of a completely
random choice.

3.4.4 Results
Which are the best retrievers?

Table 3.1 presents the results of the retriever models. It is noteworthy
that we have not included latency performance metrics, as the document
corpus is relatively concise, making it challenging to observe substantial
differences among the chosen models in this regard.

Although they do not attain the level of performance achieved by
BM25, the progress of neural retrievers is unmistakable as they surpass
the TF-IDF baseline and perform on par with the LM Dirichlet model.

The sparse model, docT5Query [37], emerges as the first runner up
among the retriever models, exhibiting significant enhancements in com-
parison to the BM25 baseline it relies upon. Our conjecture is that this no-
table improvement is attributed to the augmentation of fact-checked docu-
ments through artificially generated queries, subsequently indexed through
conventional techniques (in our case, BM25). This approach is evidently
effective as the generation process adeptly extracts subjects, topics, and
events, consequently increasing the likelihood of detecting matching queries
referencing these concepts. Regrettably, it is imperative to acknowledge
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Table 3.1. Performance of retrievers (bold indicates the best results, under-
line the first runner up)

Category Model MRR HasPositivesQk

all k=1 k=3 k=5 k=10 k=20 k=50 k=100

TF-IDF 0.681 0.593 0.739 0.789  0.829 0.869 0.914 0.924

Classical [\ Dirichlet [318]  0.799 0770 0825 0860 0890 0915 095  0.960
BM25 [220] 0.817 0.785 0.865 0.880 0.895 0.915 0.950 0.960

Neural sparse  docT5Hquery [194] 0.786 0.754 0.834 0.844 0.894 0.919 0.945 0.960
Term-based ColBERT [110] 0.765 0.708 0.793 0.819 0.874  0.904 0.944 0.949
SentenceBERT [217]  0.669 0.592  0.713 0.763 0.804 0.834 0.884 0.924

Document-level

DPR [108] 0.624 0.547  0.673 0.718 0.753  0.788  0.859 0.909

that the query generation process, reliant on the T5 transformer [212], is
computationally intensive and may not be practical for online scenarios
that necessitate frequent updates to the document corpus.

Conversely, ColBERT [110]| attains compelling performance without
necessitating any preprocessing steps. Furthermore, its late interaction
mechanism between query and document words appears to be sufficiently
efficient and scalable even with document corpora of substantial magni-
tude.

Lastly, the document-level neural retrievers, namely SentenceBERT
[217] and DPR [108], are one step behind the other approaches. This
discrepancy can likely be attributed to the fact that representing the en-
tire document /query with a single embedding yields a coarse representa-
tion, insufficient to capture the intricate details necessary for inferring the
relationship between the claim and its corresponding verified document.
Specifically, fact-checked documents often comprise extensive texts citing
numerous concepts and entities to assess the veracity of the claim. In such
a context, it becomes challenging to provide an insightful representation
by considering the document as a whole, rather than delving into more
granular information, such as individual terms and sentences within the
text.

To sum up, recent progress in neural information retrieval methods
appears to be narrowing the performance gap with classical retrieval ap-
proaches. However, our findings demonstrate that even the most con-
temporary retrievers cannot entirely supplant the efficacy of traditional
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methods in practical applications. Furthermore, our research underscores
that the amalgamation of these two retrieval paradigms, along with the
development of more efficient interaction functions, represent the most aus-
picious avenues for future investigation in this domain.

Which are the best neural re-ranking models?

Table 3.2 presents the performance of rerankers, specifically focusing
on queries that have at least one relevant article within the top 50 doc-
uments retrieved by BM25 in the initial stage. As expected, interaction-
based approaches generally outperform representation-based ones, given
their explicit search for relevant matching signals within query-document
pairs.

Across reranker categories, it is evident that transformer-based mod-
els, namely BERT [333] and colBERT [110], significantly outperform other
algorithms. Notably, they yield impressive results even when considering
truncated rankings at the top positions, indicating their ability to effec-
tively capture the relationship between fact-checked documents and input
claims. However, it is worth noting that the execution time of these models
has a substantial impact on the number of documents they can practically
rerank, an aspect we will delve into in the subsequent section.

When observing the huge performance difference between transformer-
based systems and other NRMs, we conjecture that it depends on the trans-
formers’ pre-training procedure, which allows these models to acquire not
only language syntax and semantics but also factual and relational knowl-
edge [202]. By contrast, other NRMs (e.g. MatchPyramid [195], KNRM
[305]) are trained from scratch, thus requiring more training (labelled) data
and time to achieve good reranking performance.

Lastly, BERT [333] outperforms colBERT [110] due to its more in-
tricate interaction mechanism, which captures matching signals between
the input claim and verified document more comprehensively. Indeed, al-
though colBERT’s late interaction mechanism prioritizes (computational)
efficiency, it cannot compete with the full self-attention mechanism BERT
relies on.

To sum up, fine-tuning pre-trained language models appears to be
the most effective and straightforward approach for obtaining high-quality
rankings. A more equitable comparison with other neural ranking models
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Table 3.2. Performance of Neural Ranking Models (NRMs) (bold indicates
the best results, underline the first runner up, * statistical significance at
p = 0.001 w.r.t. the second best)

Category Model MRR MAPQk
all k=1 k=3 k=5 k=10 k=20
BERT [333] 0.968* 0.942* 0.968* 0.968* 0.968" 0.968*
Interaction ColBERT [110] 0.903 0.847 0.893 0.901 0.902 0.903
based MAN [285] 0.509 0386 0470 0484 0501  0.509
MatchPyramid [195]  0.495 0.413 0.444 0.462 0.479 0.489
KNRM [305] 0.319 0.212 0.272 0.287 0.298 0.307
ConvKNRM [49] 0.744 0.677 0.721 0.729 0.738 0.742
Representation ESIM [36] 0.507 0.370  0.451  0.482 0498  0.504
-based HAR [331] 0.602 0331  0.508 0557 0.557  0.560
Hybrid-based DUET [171] 0.392 0.233 0.302 0.313 0.323 0.330

may become feasible when a million-scale dataset of fact-checked informa-
tion is made available.

What is the benefit of combining retrievers and rerankers?

As highlighted in the previous section, the two steps within the
retriever-ranker framework capture distinct types of information. There-
fore, it is valuable to explore the combined performance of these steps.
Tables 3.3 and 3.4 present an overview of the overall system’s performance,
measured in terms of HasPositive@k and MAP@QK, respectively. This evalu-
ation considers the integration of two transformer rerankers, namely BERT
and ColBERT, with the top-performing retriever algorithm, BM25. The
system’s configuration involves the selection of the top 100 verified claims
by the latter model from the document corpus.

The results underscore the effectiveness of combining a robust retriever
with a more powerful reranker (BERT). In fact, the overall combination
surpasses the performance of both individual components considered in
isolation. Conversely, when weaker rerankers (ColBERT) or less profi-
cient retrievers are employed, the system’s performance may be compro-
mised, potentially acting as a bottleneck for the entire framework. To
be completely fair, it is worth noting that while the results of the two
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Table 3.3. Performance of the overall pipeline (bold indicates the best results,

underline the first runner up)

Model ‘ HasPositive@Qk

| k=1 k=3 k=5 k=10 k=20
BM25 [220] ‘ 0.785 0.865 0.880 0.895 0.915
BERT [333] 0.865 0.935 0.960 0.970 0.985
ColBERT [110] 0.793 0.819 0.874 0.904 0.944
BM25 (100) + BERT 0.862 0.925 0.935 0.945 0.955
BM25 (100) + ColBERT | 0.779 0.794 0.804  0.804 0.804

Table 3.4. Performance of the overall pipeline (bold indicates the best results,

underline the first runner up)

Model | MRR | MAP@k

| all | k=1 k=3 k=5 k=10 k=20 all
BM25 [220] | 0.817 | 0.816 0.819 0.821 0.822 0817 0.785
BERT |[333] 0.901 | 0.865 0.895 0.901 0.902 0.903  0.903
ColBERT [110] 0.709 | 0.749 0.754 0.762  0.765  0.765  0.708
BM25 (100) + BERT 0.906 | 0.873 0.905 0.908 0.908 0.908 0.909
BM25 (100) + ColBERT | 0.739 | 0.756 0.760 0.761  0.761  0.762  0.738
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top-performing models are statistically indistinguishable, they are still sig-
nificant. Even though these two solutions exhibit comparable performance,
the combination of BM25 and BERT proves to be considerably more effi-
cient than BERT alone, as we will elucidate in the efficiency experiment.

Additionally, Table 3.5 provides compelling evidence that retraining
the reranker on the claims retrieved during the first stage has a positive
impact on ranking performance. This confirms our initial hypothesis that
employing the prefiltering information retrieval algorithm simplifies the
learning task. This simplification occurs because the neural ranking model
no longer needs to align the semantic content of the input tweet with the
entirety of the knowledge encoded within the verified claims.

Lastly, we conduct an evaluation to scrutinize the influence of the num-
ber of documents selected by the first-stage retriever on the efficiency and
effectiveness of the overall system. Table 3.6 presents the runtimes, accom-
panied by their corresponding 95% confidence intervals, for the system re-
sulting from the combination of the BM25 retriever with each transformer
model. We also consider the scenario where no reranker is applied. No-
tably, representation-based models like colBERT exhibit favorable scalabil-
ity characteristics, surpassing even the performance of the BM25 baseline
in terms of runtime efficiency. Conversely, the BERT model experiences
a substantial increase in runtimes, sometimes reaching up to 30 seconds
per query as the number of retrieved documents expands. To contextu-
alize these runtime considerations, we emphasize that for a system aimed
at facilitating manual fact-checkers’ efforts, maintaining a response time
of approximately five seconds is deemed advantageous. Consequently, the
application of the computationally intensive BERT algorithm becomes in-
feasible when dealing with more than 1000 documents that require rerank-
ing. Consequently, the practical use of complex transformers is closely
tied to the adoption of a high-recall retriever, which effectively filters out
a significant portion of the documents in the corpus.

Furthermore, Figure 3.2 presents the MAP metrics while varying the
top-k fact-checked documents retrieved by the BM25 baseline. As ex-
pected, the performance generally increases (or decreases) with the inte-
gration of the BERT (or colBERT) reranker. This behavior arises from
the fact that, as the number of retrieved documents increases, the system
gradually converges toward the performance of the second-stage reranker
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Table 3.5. Effect of negative pairs’ selection during reranker training

Model MAPQk
k=1 k=3 k=5 k=10 k=20

BERT (random negatives) 0.365 0.525 0.556 0.573  0.575
BERT (top-k negatives) 0.865 0.895 0.901 0.902 0.903

Table 3.6. Runtimes (in seconds) varying the number of claims to rerank

Without rerank colBERT BERT

BM25 (10) 0.0170 £0.0017  0.0634 £0.0014  0.0500 £ 0.0100
BM25 (100) 0.0233 £0.0010  0.0703 £0.0014  0.3483 £ 0.0153
BM25 (1000) 0.1156 - 0.0054  0.1688 = 0.0053  3.3851 £ 0.1709
BM25 (10000) | 0.6122+0.0900  0.7225+0.0908 30.8846 £+ 1.5110

— MAP@1 MAP@3 —— MAP@5
0.91
0.78
0771e 0.90
0.76 0.89
0.75 0.88
0.74
0.87
0.73
0.86
0.72
0.85
0.71
10! 102 10 10 10' 102 10 10
Claims to rerank Claims to rerank

Figure 3.2. Performance varying the number of claims retrieved by the first
stage and reranked by ColBERT (left) and BERT (right).
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when applied in isolation. Consequently, the retriever’s role becomes less
prominent. Nevertheless, it is noteworthy that for the BERT model, per-
formance no longer exhibits improvement beyond the retrieval of more
than 100 documents.

In conclusion, the realm of information retrieval literature offers a di-
verse array of methods and models that hold promise for effectively ad-
dressing the challenge of identifying previously fact-checked information.
More precisely, the adoption of a multi-stage ranking pipeline demonstrates
the capability to attain satisfactory quality performance by seamlessly in-
tegrating efficient retrievers with more intricate rerankers. This integration
effectively manages the delicate balance between ranking performance and
computational runtimes.

In the specific context of our benchmark study, we arrive at the deter-
mination that the optimal system configuration comprises the BM25 model
responsible for retrieving up to 100 fact-checked documents, followed by
the BERT model, which excels in high-performance reranking tasks.

3.4.5 Discussion

Fact-checking continues to serve as the primary line of defense against
countering online disinformation. Nevertheless, despite the considerable
intensification of their endeavors, fact-checking organizations confront a
formidable challenge in keeping stride with the vast deluge of false infor-
mation disseminated across social media platforms. In this prevailing mi-
lieu, the identification of previously fact-checked information emerges as a
strategic imperative. Such an endeavor holds the potential to enhance the
verification process, thereby augmenting the productivity of fact-checkers.
Furthermore, it offers a reservoir of more dependable evidence upon which
assessments can be founded.

Conceptually, our study serves as a bridge between recent ad-hoc ini-
tiatives targeting the verified claim retrieval task and the extensive array
of techniques and models introduced in the domains of information re-
trieval and Q&A literature. To facilitate this alignment, we have devised
a retriever-reranking framework geared towards evaluating the efficiency
and effectiveness of the scrutinized methodologies. Diverging from existing
studies, our investigation seeks to uncover the optimal equilibrium between
ranking performance and computational execution times.
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Our findings underscore the promise of amalgamating conventional and
neural methodologies as the most auspicious avenue for enhancing retrieval
performance. Fine-tuned transformer architectures emerge as stalwarts,
capable of delivering high-caliber reranking performance. Furthermore, the
computational efficiency of these sophisticated reranking models remains
feasible in practice, as the necessity to process an extensive volume of
documents for ranking improvement is obviated.

3.5 Owur Multimodal Proposal

3.5.1 Problem Formulation

Let’s assume 4 = {ci1,c2,...,cn} represents the collection of claims
to undergo fact-checking, where each claim ¢; comprises its textual con-
tent crext along with associated images {Cim,, Cimas - - -, Cim, . Similarly,
let 2 = {d1,ds,...,dn} denote a substantial repository of validated doc-
uments, with each document d; consisting of textual content dtext and
accompanying images {dim,, dimy; - - -, dim, }-

Building upon the promising outcomes elucidated from the benchmark
study (Section 3.4), we formalise the task of multimodal verified claim
retrieval under the same retriever-reranker paradigm. In this setting, given
an input claim ¢, the initial-stage retriever endeavors to learn a function
s:(e,d;);];di € 2 — R. This function is devised to impart elevated scores
to (¢, d) pairs that exhibit relevance and conversely, to assign lower scores
to those that manifest irrelevance. Essentially, the retriever’s primary
objective is to distill a subset & = {d1,da,...,dys;|; M < N} consisting
of documents potentially pertinent to c. As a consequence, this operation
results in 2 being a proper subset of 2.

Subsequently, the secondary-stage reranker undertakes the task of
learning a function f : (c,d;);|;d; € 2); — R. This function is respon-
sible for the rearrangement of elements within 2 based on their respective
degrees of similarity to the input claim c.

3.5.2 Our framework

Motivated by the remarkable efficiency demonstrated by two-tower
ranking architectures [30], we have devised a straightforward yet highly
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Figure 3.3. Our framework

effective model with versatility as both a retriever and a reranker. The
schematic representation of our framework is presented in Figure 3.3.

Following the initial stage where the Multimodal Fusion Component
(MFCQ) is responsible for extracting meaningful representations from both
multimodal claims and verified documents, the subsequent phase is man-
aged by the Cross Similarity (CS) module. This module takes charge of
implementing an efficient similarity function that calculates the ultimate
relevance score.

Multimodal Fusion Component (MFC) The integration of various
data modalities represents an open challenge within the realm of machine
learning research, inciting exploration into new avenues of multimodal
tasks such as visual question answering (VQA) [260] and topic learning
[139]. Moreover, the specific nature of our task demands consideration, as
both input claims and documents may contain multiple images.

In response to these demands, we have elected to employ multimodal
transformers as the core of our MFC module. This choice is grounded in
their inherent flexibility to accept inputs encompassing images, achieved by
projecting the image embeddings into the text token space [112]. Further-
more, these multimodal transformers are endowed with common-sense and
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factual knowledge acquired during the pre-training process [202], rendering
them adept at aligning query content with the corresponding document.
This capability is particularly valuable when specific contextual informa-
tion cannot be readily gleaned from the inputs themselves.

Formally, the MFC module implements the function

b {Ztexts [Timy s - - - Timy )} — ha € R™,

n being the latent space’s size and x being either a claim ¢ € € or a
document d € Z. It is important to emphasize that the output vector
is not a mere amalgamation of independently computed text and image
embeddings. Instead, it emerges from a sophisticated and robust compu-
tation involving self-attention and encoder-decoder attention mechanisms,
which capture significant information from individual modalities and their
interactions, respectively.

Cross Similarity (CS) The CS module serves the purpose of gaug-
ing the degree of similarity between an input claim ¢ and a document d,
grounding its analysis in their respective latent representations. Formally,
it embodies the function f : (h. € R", hy € R") — s € R, where s stands
as the ultimate relevance score that quantifies the relationship between the
two inputs.

Assessing the relevance between an input claim and a verified document
extends beyond a mere scrutiny of overlapping words or the computation
of image similarity. In the realm of fact-checking, instances arise where
the claim and its corresponding verified document employ divergent lex-
ical choices to convey identical concepts. Moreover, intricate claims may
amalgamate various verified claims, rendering partial matches relevant for
the task at hand [235]. Furthermore, when considering multimodal con-
tent, the image contained within the input claim typically mirrors that in
its verified document. However, the manner in which the text references
the image can vary contingent on how the image was originally utilized,
including scenarios involving decontextualized images.

The inherent intricacies of these interaction mechanisms have led to the
development of potent yet computationally intensive CS functions, which
capture interaction signals across varying granularities (e.g., word, sen-
tence) or rely on specially extracted keywords from the verified documents
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[285, 244]. However, the computational demands of such intricate similar-
ity functions preclude their adoption in retrieval scenarios, as they are not
scalable to corpora comprising millions of documents.

Conversely, our objective is to devise a system possessing both retrieval
and reranking capabilities. Recent strides in neural semantic retrievers
have demonstrated that even simpler CS functions (e.g., cosine similarity,
dot product) can yield favorable outcomes when complemented by an effec-
tive learning regimen, particularly when the input encoder — represented by
the MFC module — generates highly representative features [30|. In light of
these insights, we leverage these findings to execute our investigative task,
subsequently scrutinizing the impact of various efficient similarity metrics
(i.e., cosine similarity, dot product, negative Euclidean distance) within
our experiments.

3.6 Experimental evaluation

3.6.1 Dataset & Metrics

For all experiments, we leveraged the datasets provided by [285]. The
dataset from Politifact pertains to the political domain and encompasses a
corpus of 2026 queries and 467 documents. Conversely, the Snopes dataset
is oriented towards the realm of social networks, specifically Twitter, en-
compassing a larger volume with 11167 queries and 1703 documents. For
an in-depth view of these datasets, Table 3.7 presents a comprehensive
summary, denoting E|| - |] and vocab| - | as the average length and the
number of unique words, respectively. Additionally, each document, on
average, contains two images, while each query is consistently associated
with a single image. At a fundamental level, these (verified) documents
constitute rather formal textual compositions wherein experts have metic-
ulously assessed the veracity of claims, providing a rationale for their de-
terminations. As a consequence, most claims are substantiated by a single
document. For illustrative purposes, Figure 3.5 provides exemplars from
each dataset.

In our ranking formulation, we employ the Normalized Discounted Cu-
mulative Gain truncated at k& (NDCG@k) and the hit ratio [94] truncated
at k (HITQk) as our primary evaluation metrics. Specifically, when evalu-
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Table 3.7. Datasets statistics

Statistic  Politifact Snopes
€| 2026 11167
| 7 | 467 1703
E|c]] 58 70
E[ld] 1822 7246
| vocab{€} | 1043 4446
| vocab{Z} | 38899 116254

ating retriever performance, we resort to HIT@k with &£ € 50, 100, 200 for
the Politifact dataset and k£ € 50,200,500 for the Snopes dataset. Con-
versely, for the analysis of reranker performance, we consider HIT@k and
NDCG@k with k£ € 1,3,5 for both datasets. This dichotomy arises from
the distinct roles of retrievers, which yield a subset of potentially relevant
documents, necessitating elevated recall scores for larger k values, and
rerankers, tasked with delivering the final ranked output, thus requiring
the maximization of the relevance ranking for claim-document pairs.

Finally, to estimate efficiency, we collected runtimes for 50 random
claims and performed the statistical t-test to assess the reliability of the
results under both retrieval and reranking settings.

3.6.2 Experimental protocol

We conduct an extensive set of experiments to comprehensively address
a set of pivotal research inquiries, namely:

o Modality Fusion Strategies: We seek to ascertain whether there exists
an optimal approach for amalgamating image and text modalities
tailored to our specific use case.

o Reranking Fvaluation: Our focus extends to the performance eval-
uation of our system in a reranking context. This evaluation en-
compasses a comparative analysis encompassing both the efficiency
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and effectiveness of our proposed system concerning contemporary
reranking systems. These systems are either explicitly devised for
the verified claim retrieval task or originate from the ad-hoc infor-
mation retrieval domain.

e Retrieval Evaluation: Our experimental purview ventures into a re-
trieval scenario, an unexplored territory within the domain of detect-
ing previously fact-checked information. We endeavor to evaluate the
performance of our system in this novel context.

o Ablation Study: We strive to dissect the contribution of each modal-
ity to the overall system performance and, concurrently, appraise
how their collaborative integration enhances system efficacy

e [Error Analysis: This qualitative assessment serves to identify areas
where our model encounters challenges in correctly identifying claim-
document matches within authentic scenarios.

Experimental Setup

All experiments have been conducted on a machine equipped with CPU
Intel 19-9900K, RAM 32 GB and one NVIDIA GeForce RTX 2070.

We conduct a comprehensive evaluation of our system’s performance
in both reranking and retrieval tasks. In both scenarios, the training pro-
cess necessitates the selection of k negative samples for each gold claim-
document pair. The choice of the parameter k carries significant weight
as it can substantially impact model performance. Low values of k may
result in diminished performance, as the model encounters too few pairs
representing non-matching knowledge. Conversely, excessively increasing
k can lead to an imbalanced training set, rendering the learning task more
challenging. Our empirical observations indicate that utilizing k = 50 neg-
ative documents yields favorable results.

Specifically, when undertaking the reranking task, we employ the BM25
algorithm as the first-stage retriever, ensuring comparability with compet-
ing methods [285, 244]. In contrast, under retrieval settings, we randomly
select 50 negative documents during our system’s training process.

The dataset division comprises training (60%), validation (20%), and
testing sets (20%) to embark on the training procedure, hyperparameter
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Table 3.8. Effect of similarity functions: NDCG@3 score on the validation
set under reranking settings.

Similarity function Politifact Snopes

Cosine 712 .860
Neg. Euclidean Distance .695 .846
Dot product .692 .857

tuning, and performance evaluation, respectively. In our hyperparame-
ter tuning, we explore different values for hyperparameters, including the
learning rate (a € [1075,107°]), embedding sizes (n € 100,200, 300), and
the loss function (cross-entropy, hinge, and approxXNDCG [87]). We opt
for uniform sampling to select hyperparameter values and conduct a total
of 20 experimental trials. Furthermore, in the construction of our frame-
work’s CS module, we experiment with four similarity functions: cosine
similarity, negative Euclidean distance, and dot product. Notably, Table
3.8 illustrates that the cosine similarity function outperforms the others.

Lastly, in the retrieval task, we employ the Faiss library [107] to index
the embeddings of (verified) documents, thereby enhancing the speed of
similarity searches. The ramifications of this indexing technique will also
be subjected to evaluation.

3.6.3 Results
Modality Fusion Strategy

In our initial experiment, we assess the suitability of various (multi-
modal) architectures for integrating text and image modalities. We com-
pare straightforward multimodal fusion methods, such as ARCNN [213]
(employing late fusion of independent text and image classifiers) and Con-
catBERT [254] (applying early fusion of BERT and ResNet embeddings),
with more recent approaches like SAFE [327], VisualBERT [137], and
MMBT [112]. Our evaluation focuses on the multimodal fake news de-
tection task, using the FakeNewsNet dataset [247], which includes news
articles from political (Politifact, 624 instances) and gossip (GossipCop,
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Table 3.9. Classification results for the preliminary study. (bold indicates
the best result, underline the first runner up)

Politifact GossipCop
Strategy  Method Accuracy F1  Accuracy F1
smple ARCNN 791 .766 .804 713
PP ConcatBERT 794 824 793 .805
SAFE 874 .896 .838 .895
advanced VisualBERT .790 .835 .847 .897
MMBT 744 .836 .863 901

10,259 instances) domains. We assess the models based on their accu-
racy and Fl-score performance metrics. The results, as presented in Table
3.9, consistently demonstrate the superior performance of advanced fu-
sion strategies, particularly pronounced on the larger GossipCop dataset,
whose size is much bigger and thus better suited for a data-driven training
process.

Overall, these findings indicate that advanced fusion strategies for com-
bining image and text modalities and that leveraging the knowledge em-
bedded in pre-trained visual-language models could significantly enhance
the capabilities of contemporary fake news detection systems. Conse-
quently, we chose to implement the Multimodal Fusion Component (MFC)
using the MMBT model [112]. Notably, we employed two distinct MMBT
models, each with untied weights, to represent claims (¢) and documents
(d) due to their distinct lengths [321].

Overall, these results underscore the potential benefits of employing ad-
vanced fusion techniques for integrating image and text modalities and cap-
italizing on the knowledge ingrained in pre-trained visual-language models
to enhance the capabilities of contemporary fake news detection systems.
From our perspective, we have opted to implement the MFC component
using the MMBT model [112]. Notably, we have employed two separate
MMBT models, each with independent weights, to represent claims (c)
and documents (d) due to their varying lengths [321].
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Reranking Evaluation

We select 7 state-of-the-art competitors representing all rerankers cate-
gories mentioned in Section 3.3.2: (1) BM25 algorithm [220] is the standard
baseline; (2) MatchPyramid [195], KNRM [305], BERT [52] and MAN [285]
are interaction-based approaches; (3) NSMN [190] and sentenceBERT [217]
are representation-based approaches.

Table 3.10 provides a comprehensive overview of the reranking per-
formance for both datasets. Notably, the BM25 baseline demonstrates
suboptimal results, which is unsurprising given that the fact-checking do-
main demands more nuanced semantic matching strategies, rather than
relying solely on word-level matching techniques. This distinction is piv-
otal because input claims, particularly those sourced from social media,
often undergo paraphrasing using different terminology and are discussed
in a more formalized manner within corresponding verified documents.

Additionally, a compelling competition emerges between BERT and
MAN for the second-best position in the rankings, despite BERT’s lack
of explicit utilization of multimodal inputs. To elaborate, on the Politi-
fact dataset, BERT outperforms MAN, largely attributable to its ability
to leverage unsupervised pre-trained knowledge. The relatively modest
dataset size poses challenges for MAN, which must train its network from
scratch, ultimately hindering its capacity to extract robust representations,
even with multimodal data. In contrast, the scenario undergoes a rever-
sal when evaluating the Snopes dataset: its larger size empowers MAN to
effectively discern latent and intricate relationships between textual and
visual elements, resulting in superior performance relative to BERT.

Nevertheless, our model outperforms all competitors because it effec-
tively combines the great advantages of the two front-runner methods, i.e.
MAN and BERT. As a matter of fact, it employs both text and images
modalities and leverages the wide knowledge of transformer-based archi-
tectures.

Shifting the focus to efficiency analysis, Table 3.11 shows the average
runtime values, along with their corresponding 95% confidence intervals,
required for reranking the top-k potentially relevant documents within the
Snopes dataset. Specifically, we compare our system with the top-two
reranking performers, namely BERT and MAN. Our method consistently
excels, primarily due to the remarkable efficiency exhibited by the selected
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Table 3.10. Re-ranking performance: BM25 represents our baseline, the
second and third groups refer to interaction-based and representation-based
methods, respectively. The second column highlights multimodal approaches.
(bold indicates the best result, underline the first runner up)

Politifact Snopes

Method ‘ MM ‘ HIT@3 HIT@5 NDCG@l NDCG@3 NDCG@5 ‘ HIT@3 HIT@5 NDCG@l NDCG@3 NDCG@5
BM25 ‘ ‘ 379 433 182 292 313 ‘ 329 395 206 276 .304
MatchPyramid 455 .503 .294 .389 .408 660 733 .481 .585 616
KNRM .636 722 422 549 .585 697 761 .489 .610 639
BERT 786 .856 .505 675 .704 778 .828 588 .699 720
MAN | v .732 .786 .551 654 .676 877 906 .743 .822 .834
NSMN 551 679 379 ATT 531 703 778 458 .601 632
sentence-BERT 139 176 .059 .098 113 123 197 034 .084 114
Ours | v 918 922 701 712 721 .882 .902 851 .860 862

Table 3.11. Re-ranking runtimes per claim. * indicates statistical signifi-
cance, at p = .05, between the best and the second best methods.

Method Politifact Snopes
BERT  .9431 +.0232 9833 +.0176
MAN  .0934 4+ .0005 .0938 4+ .0012
Ours .0606 + .0002* .0603 + .0001*

CS module. However, in complete fairness, we highlight that from the per-
spective of practical applicability within the domain, all reported runtimes
remain well within the bounds of acceptability for the reranking task. This
underscores that MAN and BERT also represent efficient alternatives, even
when tasked with reranking a more modest subset of 50 documents.

Retrieval Evaluation

When studying competitor retrievers, our choice has been driven by
the efficiency requirement of such systems. We selected 4 state-of-the-art
retrievers: BM25 [220], docThquery [194], colBERT [110] and concat BERT
[254].

Figure 3.4 provides a visual representation of the hit ratios observed in
both datasets while varying the number of retrieved documents. Notably,
the performance metrics at k € 50,100,200 are of particular significance
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Figure 3.4. Retrieval hit ratios varying the number of retrieved documents
from 50 to the full document corpus.

as they correspond to operational settings where the retriever operates in
tandem with a robust reranker.

Interestingly, the BM25 baseline outperforms the majority of its com-
petitors, which aligns with observations from other information retrieval
tasks, where classical probabilistic approaches continue to deliver com-
mendable retrieval performance [30]. However, it is noteworthy that our
model distinguishes itself by being the sole approach that consistently
matches or slightly surpasses the baseline’s performance on both datasets.

Conversely, the neural network-based competitors exhibit a compara-
tively less competitive stance, consistently trailing our model by at least
5 HIT-points. Specifically, docThquery performs slightly better on the
Snopes dataset because its claims are less formal, i.e. they refer to Twit-
ter posts, thus making generating artificial query simpler. Finally, con-
sidering multimodal models, the lackluster performance of ConcatBERT
underscores the critical significance of the modality fusion strategy within
this domain.

Shifting the focus to efficiency analysis, Table 3.12 presents the av-
erage runtimes, along with their respective 95% confidence intervals, for
the Snopes dataset, considering the retrieval of k € 50,200 documents per
claim. ConcatBERT’s performance is omitted from the report as the in-
ference process is identical to that of our model.

As anticipated, it is evident that BM25 and docTbhquery exhibit statis-
tically equivalent efficiency, with the latter method essentially employing
the former algorithm with modified documents. In contrast, our model
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Table 3.12. Retrieval runtimes per claim. * indicates statistical significance,
at p = .05, between the best and the second best methods.

Method k=50 k =200
BM25  .0154 £ .0002 .0369 £ .0003
docThHquery  .0155 + .0016 .0296 + .0002
colBERT  .1548 + .0003 .1556 £ .0003
Ours .0613 £ .0001 .1316 £ .0001
Ours (index) .0001 +.0000* .0001 + .0000*

underscores the substantial potential for efficiency gains through indexing
techniques, as evidenced by the two orders of magnitude difference in run-
time between the inference step with and without indexing. However, it
is worth noting that colBERT’s efficiency remains the lowest due to the
higher computational cost associated with its similarity function.

Finally, we assess the memory overhead, noting that the MMBT model
size is 646MB, comprising 6.3 million parameters, and can comfortably ac-
commodate server-side GPUs. The storage overhead depends primarily on
the indexing technique and amounts to 1.2GB for our Faiss index. Nev-
ertheless, we acknowledge that this analysis’s applicability may be limited
by the dataset’s document corpus size.

Ablation Study

In the realm of multimodal systems, it is paramount to discern the
individual contributions of each modality to the ultimate performance. To
address this, we conduct an ablation study focusing on re-ranking set-
tings, wherein we consider exclusively textual inputs, solely image inputs,
and their amalgamation. It is worth emphasizing that the input modality
exclusively affects our framework’s MFC component, necessitating appro-
priate masking of its textual or visual layers.

Table 3.13 shows the results for the Snopes dataset. We omit the
Politifact dataset since its analysis provides similar insights. Firstly, it is
evident that the image modality offers significantly greater informativeness
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Table 3.13. Ablation study: performance of re-ranking when using only text,
only images and their combination. (bold indicates the best result, underline
the first runner up)

Strategy HIT@3 HIT@5 NDCG@3 NDCG@5

only text .242 .251 223 233
only images .635 .639 .618 .627
text + images  .882 902 .860 .862

than the textual modality. This observation likely arises from the fact that
fact-checking articles, while rephrasing and scrutinizing the text of input
claims, frequently incorporate very similar images pertaining to the claims
under examination. Secondly, the combination of both modalities sub-
stantially enhances the model’s effectiveness compared to each modality
in isolation. This outcome is contingent on the premise that multimodal
content becomes consequential primarily when text is coupled with specific
images. In these scenarios, the verified document evaluates the relation-
ship between modalities, rather than assessing the individual modalities in
isolation.

Error Analysis

To gain a qualitative understanding of our model’s behavior, we con-
duct an error analysis. This analysis aims to elucidate the model’s
strengths and limitations, particularly in retrieval scenarios. We com-
pared our results with those of BM25, seeking instances where our system
outperforms BM25 and identifying the types of input claims that might
still yield incorrect results.

Figure 3.5 presents two illustrative examples of such scenarios. In the
left example, sourced from the Snopes dataset, the input claim explicitly
references the attached image, providing no contextual information in its
textual modality. Consequently, the BM25 baseline, along with most tex-
tual approaches, fails to retrieve the correct document within the top-50
positions. In contrast, our model accurately ranks it as the top result with-
out requiring any re-ranking algorithm. In cases like this, the inclusion of
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! victim of a terrorist in MN this n =N at Harvard, she's still trying to get
 weekend. ] ahead with claims of Native American
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On 17 September, nine people were injured (none of them fatally) in a What's True

rampage by a knife-wielding man at the Crossroads Mall in St. Cloud. Elizabeth Warren's home is likely worth more than the average American home, and the senator has

[...] Afterwards, some of the photographs displayed above were often spoken of her Native American ancestry.

circulated on social media as pictures of one of the St. Cloud victims.
What's False

However, these images are much older than that incident. [...] Elizabeth Warren doesn't live in a mansion valued at several million dollars, evidence is contradictory
over whether she used false claims of Native American heritage to gain an edge over other candidates

According to Air Force officials, the photographs are genuine, but they for a job at Harvard or drew a large salary for teaching only one class.

originated in the U.S. and were pictures used by law enforcement
authorities for training purposes. [...] [-1

Figure 3.5. Two examples from Snopes (left) and Politifact (right) datasets.
Each gray box includes the input claim with an extract of its verified document.
Red (yellow) shade refers to a false (mixture) claim, while green one highlights
the documents’ content. The left image has been edited for its violent content.

image modalities proves invaluable in facilitating correct matches. Such
scenarios are commonplace on social networks, where users frequently em-
ploy images to evoke emotional responses.

On the right-hand side, an example from the Politifact dataset illus-
trates a situation in which our model, although still retrieving the correct
document within the top 50 positions, performs less effectively than the
BM25 baseline. We attribute this outcome to two factors. First, the image
modality is somewhat ambiguous, as its content primarily consists of tex-
tual elements, which can pose challenges for the MFC module. Extracting
text from images could potentially enhance the system’s performance, as
suggested by prior research [285]. Second, the verified document is notably
intricate, as it deliberates on the veracity of concepts presented in the in-
put claim. Intuitively, capturing a semantic representation in such cases
demands a more intricate and reasoning-based approach. Conversely, a
simpler probabilistic approach, like BM25, can effectively match the most
significant and frequently occurring words (e.g., "Harvard," "heritage") to
yield optimal results.

3.6.4 Discussion & Limitations

The conducted experiments demonstrate the effectiveness and effi-
ciency of our proposed system in both reranking and retrieval scenarios.
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Specifically, in the reranking case, our system consistently outperforms
all baseline methods. In the retrieval scenario, it stands out as the only
model that achieves a slight improvement over the simplest BM25 algo-
rithm [220]. Moreover, our ablation study underscores the substantial
advantage of leveraging multimodal data to tackle this task. Overall, we
posit that enhancing performance in the examined task hinges not only
on the inclusion of images in the learning process but also on the design
of an effective strategy to combine different modalities. Exploiting the
extensive (pre-trained) knowledge of multimodal transformers proves sig-
nificantly more effective than training a neural network from scratch, as
seen in previous work [285].

While our proposed multimodal system has demonstrated strong per-
formance in the context of detecting previously fact-checked information,
we acknowledge two important limitations: (i) despite being real-world
datasets, their relatively small size raises concerns about the seamless gen-
eralization of our results to operational settings; (ii) our system necessi-
tates an initial (small) set of labeled data to facilitate the training process.
Meeting this requirement may pose challenges in scenarios involving low-
resource languages or evolving topics where verified information is scarce.
However, it is crucial to emphasize that the task under examination consti-
tutes a stage within a broader (multimodal) fact-checking pipeline. Con-
sequently, when an input claim cannot be matched with any document, it
can be flagged for further investigation by human experts.

3.7 Case study: Ukraine-Russia conflict

On February 24, 2022, Russia initiated its ongoing invasion of Ukraine,
a geopolitical event that reverberated globally'!. Subsequently, concerns
arose regarding the presence of Russian disinformation campaigns on online
social media platforms. These campaigns aimed to reframe the invasion
as a "special operation" against alleged Nazis in Ukraine or to lay blame
on NATO’s expansion as the cause for the invasion [198, 205, 93, 204]. It
is important to note that Russian interference in the democratic processes
of other countries is not a recent phenomenon, as extensively documented
in the context of the 2016 U.S. Presidential election |17, 154].

Uhttps://en.wikipedia.org/wiki/2022_Russian_invasion_of _Ukraine



https://en.wikipedia.org/wiki/2022_Russian_invasion_of_Ukraine

58

CHAPTER 3. DETECTING PREVIOUSLY FACT-CHECKED INFORMATION

This case study focuses on utilizing the verified claim retrieval task to
automatically identify false and unsubstantiated claims — verified by news
agencies and fact-checking organizations (e.g., Politifact, Snopes) — that
were shared on Twitter during the initial stages of the Ukraine-Russia con-
flict [127]. To this end, we employ an automated pipeline comprising two
models: (i) the claim detection model determines whether an input tweet
contains a false claim; (ii) assuming the input tweet reports a claim, the
verified claim retrieval model ranks these claims based on their relevance
to the input tweet. To evaluate our system, we collect a dataset consisting
of 83 false claims that were verified in the initial weeks of the invasion and
annotate 5,872 original tweets based on the claim(s) they discuss.

Our results demonstrate the effectiveness of our approach in retrieving
claims referenced in the input tweets. Additionally, we assess how well
our models generalize to new claims that were not part of the training
data, providing insights into their adaptability and robustness. Overall,
our results underscore the practical relevance of the claim retrieval task.
It facilitates the retrieval of previously verified claims, obviating the need
for redundant verification efforts, and offers insights into the dissemination
patterns of these claims across social media platforms.

3.7.1 Case Study Design

In this section, we describe the data collected for the analysis and the
methodology employed to annotate tweets and their corresponding claims.
Then, we present our methodological framework by formally defining the
claim detection and the verified claim retrieval tasks and corresponding
models.

Data Collection To identify false and unsubstantiated claims dissem-
inated online at the beginning of the invasion, we have harnessed the re-
sources provided by the Russia-Ukraine ConflictMisinfo Dashboard!'?. This
repository compiles a comprehensive inventory of verified claims and ru-
mors, both true and false, corroborated by fact-checking authorities such
as USA Today and Snopes. Specifically, we collect 83 English false claims
that underwent verification within the period spanning from February 22nd

2https://conflictmisinfo.org
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to March 1st.

Furthermore, we have tapped into an existing dataset [205] meticu-
lously curated to encompass tweets related to the conflict. This dataset
was constructed through a snowball sampling technique, targeting key-
words in English, Russian, and Ukrainian languages, with data being col-
lected via Twitter’s Filter v1.1 Streaming API'3. Our specific interest lies
in English-language tweets disseminated during the initial weeks of the
invasion, specifically, from February 22nd, 2022, to March 8th, 2022. It is
important to note that we have extended our data collection window to
encompass one week beyond the date when the aforementioned false claims
were officially verified, which was March 1st. This extension allows us to
capture the trajectory of these claims as they proliferate on the Twitter
platform. In totality, during this observation period, our dataset encom-
passes over 2 million English tweets containing original content. To ensure
the exclusion of duplicate content, we have deliberately omitted retweets,
as their textual content is entirely identical.

Data Annotation In light of the amassed fact-checked information, our
objective is to identify tweets that report these verified claims. Given the
impracticality of manually annotating the entire corpus of tweets within
our dataset, we employ a machine learning-driven annotation strategy tai-
lored to maximize the likelihood of discovering tweets relevant to the claims
under scrutiny.

To execute this strategy, we initially leverage the RoBERTa trans-
former [333] to extract vector embeddings for both claims and tweets.
Subsequently, we calculate the cosine similarity between each claim and
tweet in our dataset, retaining the top-100 most similar tweets for each
claim. Consequently, this process yields 8,300 distinct tweet-claim pairs
that underwent a meticulous manual labeling procedure. It is worth high-
lighting that our selection of the RoBERTa transformer is underpinned by
its ability to provide higher similarity scores compared to alternative trans-
formers, such as ms-marco-MiniLM-L-4-v2 and quora-roberta-base. This
choice allows us to maximize the likelihood of uncovering matching pairs.

Subsequently, we annotate these tweet-claim pairs, adhering to a strin-
gent definition of relevance. In this context, a tweet is deemed relevant if it

Bhttps://developer.twitter.com/en/docs/twitter-api/vi
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Table 3.14. Examples of some tweet-claim pairs annotated in the dataset

No. Claim

Tweet

Russian President Vladimir Putin threatened
1 India against getting involved in the Ukraine
crisis.

Putin has warned India that don’t try to interfere in
their matter, otherwise be ready to face the consequences

The President Of Ukraine, Volodymyr Zelenskyy,

2 Is On The Ground With His Fellow Troops

Volodymyr Zelenskyy the president of Ukraine has
decided to stay behind and fight among his people
against the Russian army send to kyiv |...]

The Russian armed forces are not striking at the
3 cities of Ukraine; they are not threatening the
civilian population.

It is clear that the Russian army does not want to harm
civilians, its strikes were directed only at military
targets, [...] life scems almost normal in Kiev.

The Russian armed forces are not striking at the
4 cities of Ukraine; they are not threatening the
civilian population.

Russian forces continue strikes in multiple cities [...].
This is premeditated mass murder and must be responded
to as such.
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Figure 3.6. Distribution of the number of tweets with respect to the number
of claims

explicitly references the same entities and events as those delineated in the
fact-checked information. Some illustrative examples of false claims and
corresponding matched tweets are presented in Table 3.14. These examples
underscore how a matched tweet can discuss a claim without expressing a
stance (examples 1 and 2) or may align with or contradict the claim (ex-
amples 3 and 4). Furthermore, it is noteworthy that the number of unique
tweets differs from the number of pairs, as a single tweet can be associated
with multiple claims. Specifically, we identify 5,872 unique tweets that are
interconnected with the 83 claims.

Our manual annotation process yields 2,359 tweets (out of 5,872 —
40.2%) that are linked to at least one claim. Figure 3.6 elucidates the
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Figure 3.7. Our proposed methodological framework: the claim detection
model detects whether the input tweet reports a fact-checked (false) claim.
If a claim is detected, the claim retrieval model retrieves the most relevant
claims (within the corpus of “Verified Claims”) related to the tweet.

distribution of tweets concerning the number of claims: the majority of
tweets pertain to fewer than five claims, with only 13 tweets engaging with
more than 10 claims. Overall, each claim has at least one corresponding
matching tweet, with the most frequently matched claim featuring 100
associated tweets. Conversely, we ascertain that 3,513 tweets out of 5,872
(59.8%) do not reference any claims.

Our Framework Figure 3.7 depicts the methodological framework un-
derpinning our two-step pipeline. The initial step revolves around a claim
detection model, tasked with determining whether an input tweet engages
with a (false) claim from a predetermined catalog of already verified claims.
Subsequently, if the input tweet is indeed associated with a false claim
within the Verified Claims repository, the verified claim retrieval model
takes on the role of ranking the claims in this repository in accordance
with their relevance to the input tweet.

More specifically, we formulate the claim detection problem as a binary
classification task. Given an input tweet ¢, the primary aim is to ascertain
whether ¢ encompasses a false claim from the compiled corpus of Verified
Claims. To achieve this, we harness BERT-based language models [52].
These models have demonstrated their efficacy in numerous text classi-
fication tasks [142]| by virtue of their comprehensive knowledge garnered
during the pre-training phase.
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In addition, assuming a realistic scenario where only a minority of
tweets report specific factual events related to the war [12] (i.e., 2.3k out of
5.9k tweets identified by our annotation procedure), we evaluate our model
by performing random oversampling of the minority class (i.e., tweets with
a specific claim). In other words, we randomly replicate tweets containing
a claim so as to have the same number of tweets belonging to the positive
and negative classes.

Conversely, the verified claim retrieval model functions within the same
parameters delineated for the detection of previously fact-checked informa-
tion (see Section 3.5.1). In essence, when presented with an input tweet
t containing a (false) claim, it orchestrates the ranking of a cluster of
(already-)verified claims {cj,ca,- - ,c,} contingent on their relevance to
t. To perform the (supervised) training process, we find that random neg-
ative sampling yields good results in our use scenario, i.e., for each tweet
we randomly select 10 unrelated claims. The final model is BERT-based
cross-encoder model, which demonstrated superior ranking performance in
our benchmark study (see Section 3.4.4).

3.7.2 Experimental Protocol

For each task, we perform a 5-fold cross-validation to evaluate the per-
formance of our models. In particular, we consider two evaluation settings:

e Leave Tweet Out (LTO) Assessment: In both the claim detection
and retrieval tasks, we ensure that tweets in the training, validation,
and testing sets are mutually exclusive.

e Leave Claim Out (LCO) Assessment: In the claim detection task,
we guarantee that tweets in the training, validation, and testing sets
pertain to distinct claims. For the claim retrieval task, we ensure
that claims in the tweet-claim pairs across the training, validation,
and testing sets do not overlap.

The LTO assessment aligns with the conventional evaluation method
applied in supervised machine learning contexts and remains consistent
with established experiments in prior research [235, 285, 182]|. Conversely,
the LCO assessment emphasizes the model’s ability to generalize to unseen
claims, mirroring real-world conditions where claim detection and retrieval
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should function effectively on tweets and claims that the models have not
encountered during training.

In the claim detection task evaluation, we compare our BERT-based
model with a TF-IDF baseline [118]. Furthermore, we assess the efficacy of
the oversampling strategy used to balance the annotated dataset. For the
claim retrieval task, we gauge the ranking performance of our BERT-based
cross-encoder against that of Sentence-BERT [217].

Evaluation Data and Metrics For the claim detection task, we lever-
age the annotated tweets described earlier. Our dataset encompasses 2,359
tweets (out of 5,872, constituting 40.2%) that reference at least one (false)
claim, while 3,513 tweets (out of 5,872, accounting for 59.8%) do not con-
tain any claims. Given the classification nature of this task, we gauge our
models’ performance through binary classification metrics, encompassing
precision, recall, F1-score, and accuracy.

Conversely, in the claim retrieval task, we utilize the subset of 2,359
tweets linked to the 83 claims obtained from the Russia-Ukraine Conflict-
Misinfo Dashboard. As previously detailed, we construct a dataset com-
prising 40,007 tweet-claim pairs. This dataset encompasses 3,637 "posi-
tive" tweet-claim pairs (indicating tweets that match claims) and 36,370
"negative" tweet-claim pairs (indicating tweets that do not match any
claims). Consistent with previous studies [285, 235|, we evaluate the claim
retrieval model’s performance using the HitRatioQK metric, which assesses
whether the correct claim (i.e., the claim corresponding to the tweet) is
among the top-k results of the ranking.

Experimental Setup For the claim detection model, fine-tuning has
been performed using the Huggingface library, specifically on the BERT-
base-cased model. The fine-tuning process span five epochs, utilizing the
Adam optimizer, categorical cross-entropy as the loss function, and em-
ploying a batch size of 20 tweets.

Regarding the verified claim retrieval model, fine-tuning is executed
on the stsb-roberta-base cross-encoder available within the SBERT library.
In particular, we train the model for three epochs using categorical cross-
entropy loss and 16 tweet-claim pairs as batch size.

All experiments are conducted on a machine with hardware specifica-
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Table 3.15. Claim detection: performance with and without random over-
sampling

Metric ‘ No Oversampling With Oversampling

Precision 79.90% 81.39%
Recall 80.19% 80.24%
Fl-score 79.35% 80.57%
Accuracy 80.11% 81.59%

tions including an Intel Xeon-4116 CPU, 32 GB of RAM, and a NVIDIA
A100 GPU.

3.7.3 Case Study Results

Claim Detection Table 3.15 presents a comparative analysis of classifi-
cation performance, both with and without the random oversampling strat-
egy. Evidently, the application of oversampling to the minority class con-
sistently enhances the predictive capabilities of the claim detection model,
resulting in improved performance across all classification metrics.

For a more granular perspective, Table 3.16 provides a breakdown of
performance metrics for each class within the claim detection task. No-
tably, our BERT-based model consistently outperforms the TF-IDF base-
line for both classes across all metrics. Interestingly, the model demon-
strates superior performance on the negative class, indicating higher pre-
cision and recall in detecting tweets that do not contain any claims. We
omit the accuracy metric as it is equivalent to the recall computed for the
single class.

Lastly, Table 3.17 offers an aggregated performance assessment under
both LTO and LCO evaluation settings. Remarkably, the LCO evaluation
poses a more challenging scenario, as the model must contend with claims
it has never encountered during its training phase.

Claim Retrieval Table 3.18 provides a comprehensive overview of the
ranking performance of our claim retrieval model, in comparison with
sentence-BERT [217]. In both evaluation settings, our model surpasses
the baseline. This performance differential becomes even more pronounced
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Table 3.16. Claim detection: performance comparison per class, and their
95% confidence interval, between TF-IDF baseline and our approach (bold
indicates best on average, * indicates statistical significance (p < 0.01)

Metric | Claim (Positive class) No Claim (Negative class)
‘ TF-IDF Ours ‘ TF-IDF Ours
Precision | 67.88% + 1.57% 79.75% + 3.05%" | 80.97% +2.92% 83.02% + 1.87%
Recall | 73.01% +4.99%  73.31% + 2.09% | 76.84% +0.81% 87.17% + 3.85%"
Fl-score | 70.33% +3.06% 76.17% + 1.71%"* | 78.84% + 1.40% 84.97% + 1.39%"

Table 3.17. Claim detection: LTO and LCO assessment

‘ Settings
Metric ‘ LTO LCO
Precision | 81.39% +1.14% 78.07% + 1.48%
Recall | 80.24% 4+ 1.36% 77.58% + 1.67%
Fl-score | 80.57% + 1.38%  77.63% + 1.60%
Accuracy | 81.59% 4 1.42% 78.03% = 1.56%

when scrutinizing the top positions in the ranking (k € 1,3). Such results
underscore the potential of our system in simplifying the tasks of fact-
checkers, as it adeptly identifies tweets discussing previously verified false
claims. Furthermore, it is noteworthy that the performance marginally
favors the LTO setting over the LCO setting, albeit the difference is less
pronounced compared to our observations in the claim detection task.

Table 3.18. Claim retrieval: performance comparison, and their 95% confi-
dence interval, between the sentence-BERT baseline and our approach (bold
indicates best on average, * indicates statistical significance (p < 0.01)

HitRatio@k
k=5
97.24% + 0.96%
98.04% + 0.57%"
98.01% + 3.66%
98.26% =+ 1.45%

Setting Model

k=10 k=20
98.77% £ 0.43%1  99.27% + 0.39%
99.27% +0.36% 99.78% + 0.11%"
99.63% £ 0.66%  99.78% =+ 0.00%
99.88% +0.02%  99.96% + 0.00%

k=3
94.87% + 1.69%
96.35% + 0.71%"
95.68% + 6.74%
96.42% + 2.59%

k=1
85.25% + 2.07%
86.05% =+ 0.95%

77.60% + 0.1196
82.25% -+ 10.81%"

LTO Sentence-BERT
Ours

LCO Sentence-BERT
Ours
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Evaluation in the wild We put our claim detection and retrieval mod-
els to the test on the 2M Twitter dataset to gauge their real-world applica-
bility. In this instance, we lack the LTO and LCO annotations, precluding
formal quantitative analysis. Nevertheless, we opt to randomly sample
100 tweets flagged by the claim detection model as reporting a claim,
alongside another 100 designated as not discussing any claims. We then
conduct manual verifications to ascertain the models’ accuracy, determin-
ing whether a tweet indeed engages with a false claim and, if so, which
specific false claim it pertains to.

Out of the 100 tweets identified by the claim detection model as un-
related to any false claims, we uncover 12 misclassifications, signifying in-
stances where the tweets are, in fact, connected to a false claim. This find-
ing reaffirms the claim detection model’s high precision (exceeding 80%)
for the negative class, as expounded in Table 3.16. Conversely, among the
100 tweets predicted by the claim detection model as discussing a false
claim, we encounter 64 false positives. In other words, these tweets do not
delve into any false claims but instead generally disseminate information
concerning the Ukraine-Russia conflict. This outcome validates the ob-
served performance divergence between the positive and negative classes
of the claim detection model, potentially attributable to the imbalanced
dataset.

Furthermore, we apply the claim retrieval model to the 36 tweets gen-
uinely tied to false claims. Our analysis reveals that, among these, the
correct corresponding false claim is retrieved 34 times out of 36. These
results confirm the promising performance of the wverified claim retrieval
model but highlight the limitations of the claim detection model, which
overestimates the number of tweets discussing false claims.

3.8 Conclusions and Future Works

In this chapter, we embarked on a comprehensive exploration of
the multifaceted landscape surrounding the detection of previously fact-
checked information in the vast expanse of social media. Our efforts en-
compassed a rigorous benchmark study, the development of a novel mul-
timodal model, and a real-world case study applied to the context of the
Ukraine-Russia conflict. These endeavors collectively unravel the complex-
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ities of the domain, spotlighting its challenges and showcasing promising
directions for future research.

Our initial contribution materialized through the benchmark study, an
exhaustive examination of how existing methodologies from information
retrieval literature could support the task of detecting previously fact-
checked information. By meticulously evaluating various models under
both re-ranking and retrieval scenarios, we gained vital insights into the
performance landscape showing that neural methodologies as the most
promising auspicious avenues for enhancing performance. This benchmark
not only laid the foundation for our subsequent work but also provides an
invaluable reference point for future research in the field.

In tandem with the benchmark, we introduced a novel framework to
address the multimodal version of the task. The proposed system capital-
izes on the synergy between textual and image-based information, offering
a potent mechanism for enhancing the detection of previously fact-checked
claims. Through a meticulous examination, we demonstrated that our
model outperforms existing state-of-the-art techniques, underscoring the
importance of multimodal fusion strategies in this domain.

Furthermore, we applied our methodological framework to a real-world
scenario investigating false claims circulating on Twitter during the onset
of the Ukraine-Russia conflict. This case study illuminated our models’
practical utility in identifying and retrieving false claims within a dynamic
and evolving information landscape.

Our research opens doors to a multitude of promising avenues. First,
expanding the scope of our multimodal model to cater to a wider range
of languages and social media platforms can significantly enhance its ap-
plicability. Second, exploring more advanced pre-training techniques and
transfer learning strategies could further boost the model’s performance.
Finally, a crucial future endeavor should center on the acquisition of a more
extensive dataset. This dataset should encompass a diverse array of claims
and their corresponding verification documents, sourced from various ori-
gins and encompassing different evolving topics. This broader foundation
will be instrumental in refining and enhancing the model’s performance,
especially in scenarios where knowledge is subject to rapid change.







Chapter

KERMIT:
Knowledge-EmpoweRed
Model In harmful meme
deTection

4.1 Research context and Problem Definition

The utilization of internet memes, initially celebrated for their comedic
qualities, has undergone a transformative evolution beyond their original
intent, manifesting as a conduit for the dissemination of hate speech, nox-
ious content, and disinformation within the realm of social media plat-
forms. A salient exemplar of this phenomenon is the "Pepe The Frog"!
meme, an entity that has undergone a symbolic metamorphosis intricately
interwoven with far-right and white supremacist ideologies [80]. Similarly,
the sharing of a meme by former US President Donald Trump, featuring
two QAnon slogans, is often regarded as one of his most explicit acknowl-
edgments of this conspiracy theory?.

As a consequence, the precise and efficient identification of detrimental
memes has emerged as an imperative endeavor in upholding online safety

Thttps:, /wikipedia/Pepe The Frog.jpg
2https://cnn.com /qanon-fans-donald-trump.html


https://upload.wikimedia.org/wikipedia/en/6/63/Feels_good_man.jpg
https://edition.cnn.com/2022/09/21/politics/qanon-fans-donald-trump/index.html
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and cultivating responsible online behavior. In recent years, this exigency
has attracted attention from scholars and practitioners in diverse research
domains, encompassing natural language processing [239, 53|, computer
vision 114, 68], and social media analysis [315].

Specifically, the detection of harmful memes presents unique challenges
distinct from other forms of hate speech detection, as memes frequently
leverage a fusion of visual and textual elements to convey their mes-
sages. Consequently, prior endeavors have predominantly concentrated on
a meticulous examination of the intrinsic constituents of memes by employ-
ing multimodal representation learning methodologies aimed at scrutiniz-
ing intra- and inter-modality signals between image and text components
[332, 242|. In particular, cutting-edge architectures harness pre-trained
visual-language models (such as VisualBERT [137], CLIP [210], MMBT
[112]) to leverage the amalgamated information stemming from both tex-
tual and visual elements, thereby enabling the capture of the nuanced
meanings embedded within a meme.

However, harmful memes rely on cultural references, shared knowledge,
and social context to convey their intended meaning [119, 141|. In essence,
understanding the message embedded within a meme necessitates a back-
ground of tacit knowledge, which remains implicit within the meme itself,
contingent upon the viewer’s familiarity with specific contextualized facets
of the world. To illustrate this concept, we can examine the meme de-
picted in Figure 4.2 as a case study. On initial inspection, the image of an
attractive woman alongside accompanying text may not inherently appear
offensive. However, upon deeper analysis and contextualization within the
realm of real-world knowledge, it becomes evident that the meme conveys
a contentious and provocative statement regarding beauty and race. It
insinuates that being of white ethnicity intrinsically conveys superiority
or desirability in terms of physical attractiveness, attributing the woman’s
beauty to her racial background.

Prior research has largely overlooked the challenge of incorporating this
contextual knowledge into multimodal models for meme analysis. This
oversight assumes that the pre-training process, which encompasses con-
trastive learning [313], masked-language modeling [270], and image-text
matching [255], has already captured the requisite background knowl-
edge. However, this approach presents limitations, as pre-training data
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may not consistently encompass pertinent contextual information, partic-
ularly when addressing the subtle and nuanced aspects of meme content.
Additionally, exclusive reliance on pre-trained knowledge can result in bi-
ases and inaccurate predictions, including those associated with religion,
gender, and race [252]. Consequently, the integration of external knowl-
edge into the classification process emerges as a pivotal necessity for the
effective detection of harmful memes.

Based on these premises, we introduce a novel approach for the explicit
integration of background knowledge into the process of identifying harm-
ful memes. Our framework, named KERMIT (Knowledge-EmpoweRed
Model In harmful meme deTection), comprises two pivotal steps. Firstly,
KERMIT constructs a knowledge-enriched information network for the
meme by amalgamating internal meme entities with pertinent external
knowledge sourced from ConceptNet [259]. Subsequently, KERMIT em-
ploys a dynamic learning mechanism, harnessing memory-augmented neu-
ral networks and attention mechanisms, to discern the most informative
segment of the knowledge-enriched information network for precise classi-
fication of harmful memes.

To the best of our knowledge, our study represents the first comprehen-
sive endeavor to model meme-related knowledge, encompassing both the
meme’s internal entities and their interrelationships, in conjunction with
external knowledge obtained from ConceptNet [259]. Significantly, while
prior research has explored the inclusion of unstructured knowledge into
the decision-making process, such as web entities detected within image
modality [332] or semantic entities retrieved from ConceptNet [236], our
proposed framework stands as the pioneering end-to-end solution dynam-
ically learning the most pertinent knowledge for the task of hateful meme
classification.

Our assessment is grounded in two benchmark datasets utilized in the
Facebook Hateful Memes Challenge [114] and the Multimedia Automatic
Misogyny Identification (MAMI) Challenge [68]. Notably, our findings sub-
stantiate that KERMIT proficiently retrieves pertinent contextual knowl-
edge from ConceptNet and effectively employs it in the classification pro-
cess, resulting in performance enhancements. Moreover, when compared
with several other multimodal baselines, KERMIT consistently achieves
superior classification performance.
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To sum up, our contributions can be summarised as follows:

e We propose a mnovel approach, namely KERMIT (Knowledge-
EmpoweRed Model In harmful meme deTection), which explicitly
incorporates a comprehensive range of knowledge sources, including
both internal meme entities and their relationships, as well as exter-
nal knowledge from ConceptNet. This holistic knowledge-enriched
information network sets the stage for a more nuanced understand-
ing of memes and their contextual relevance.

e We design a dynamic learning mechanism powered by memory-
augmented neural networks and attention mechanisms. This innova-
tive approach enables KERMIT to autonomously identify and priori-
tize the most pertinent segments of the knowledge-enriched informa-
tion network, enhancing the accuracy of harmful meme classification.

e Our experiments, conducted on benchmark datasets from the Face-
book Hateful Memes Challenge and the Multimedia Automatic
Misogyny Identification (MAMI) Challenge, underscore the effec-
tiveness of KERMIT. It consistently outperforms several multimodal
baselines, demonstrating its prowess in leveraging external knowledge
for improved classification accuracy.

Overall, this work demonstrates the effectiveness of incorporating ex-
ternal knowledge into the classification process and sets a path for future
research in the harmful meme detection, highlighting the significant role
that artificial intelligence and knowledge discovery can play in improving
content moderation.

4.2 Related Works

4.2.1 Harmful Meme Detection

The use of memes as a medium for disseminating harmful content has
escalated in significance, prompting increasing concern within academic
and practitioner circles in recent years [242]. The identification of detri-
mental memes has consequently garnered heightened attention, given the
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distinct challenges posed by the multimodal nature of memes. These chal-
lenges often entail a fusion of textual and visual elements to convey mes-
sages, rendering conventional unimodal approaches that exclusively con-
sider text or images inadequate for accurate detection of hateful content in
memes [114]. Conversely, pre-trained visual-language models such as Vi-
sual BERT [137], CLIP [210], and MMBT [112] have emerged as promising
solutions for detecting harmful memes. These models harness the amalga-
mated information from both textual and visual components to capture the
nuanced meanings and contextual cues embedded within memes. Notably,
participants in the Facebook Hateful Meme Detection challenge [113| have
highlighted the potential performance enhancements achievable through
ensemble approaches employing these multimodal models [332]. Further-
more, research has underscored the profound impact of the source domain
of pre-training datasets on model capabilities [283].

Recent work by Dimitrov et al. [53] extends beyond conventional harm-
ful meme detection by scrutinizing distinct persuasion techniques employed
within memes, including the use of emotive language and derogatory terms.
Similarly, Pramanick et al. [209] broadens the scope of hateful meme de-
tection by introducing a novel classification framework that identifies the
target of the meme, such as a public figure or a political party, through a
blend of local and global contextual information gleaned from the meme’s
backdrop. Complementary investigations have demonstrated the efficacy
of named entity recognition and object detection within these settings
[241, 243]. Conversely, further studies [272, 95| address the interpretabil-
ity limitations inherent in modern multimodal models and underscore the
presence of biases against specific ethnic and gender groups, such as Mus-
lims and women.

Notably, prior research [242, 113] has predominantly focused on the
analysis of visual and textual aspects of memes, largely neglecting the
substantial role that external knowledge plays in comprehending memes,
especially harmful ones. Memes frequently rely on cultural references and
social context to convey their intended meaning [119, 141|. Many stud-
ies presume that vision-language models acquire the requisite background
knowledge during the pre-training phase. However, this approach presents
two significant shortcomings. Firstly, it inherits any biases, including those
related to religion, gender, and race, present in the pre-training dataset.
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Secondly, there is no assurance that the pre-training dataset comprehen-
sively encompasses relevant contextual information.

In light of these limitations, our approach diverges from the prevailing
paradigm by advocating for the direct integration of human commonsense
knowledge into the harmful meme classification process. To our knowl-
edge, KnowMeme [236] currently represents the most pertinent research
endeavor in pursuit of knowledge-informed hateful meme classification.
This system constructs a graph that encapsulates meme content and asso-
ciated knowledge, drawn from ConceptNet, subsequently performing graph
classification to discern whether the meme qualifies as harmful. Nonethe-
less, our framework, KERMIT, distinguishes itself from KnowMeme in
several fundamental aspects. Firstly, KnowMeme constructs the meme
graph without considering relationships, while KERMIT incorporates a
modeling approach that systematically incorporates relational information
within the meme graph. Secondly, KERMIT introduces a dynamic learn-
ing mechanism to identify the most informative segments of the graph for
meme classification. Finally, in contrast to KnowMeme’s sole reliance on
the meme graph for hateful classification, KERMIT embraces a hybrid ap-
proach that amalgamates explicit knowledge from the meme graph with a
pre-trained vision-language model.

4.2.2 Memory-augmented Neural Networks

In the realm of informed decision-making, memory-augmented neural
networks (MANNSs) [298] represent a potent fusion of neural networks’
proficiency in discerning intricate data patterns with the capacity to store
and retrieve information from an external memory source. These models
have showcased their efficacy across a diverse spectrum of tasks, spanning
question answering [157], image captioning [65], and video analysis [196].
Concretely, MANNs extend the conventional neural network framework
by incorporating an external memory block designed to house task-specific
knowledge, encompassing contextual data, factual information, or domain
expertise. Formally, this memory block comprises multiple memory slots,
each serving as a fundamental repository of knowledge. The representation
within each memory bucket is contingent upon the specific task and con-
stitutes a deliberate design choice. Options for this representation range
from unstructured text [225] to tables [84] and even graphs [173].
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In the context of harmful meme detection, the incorporation of external
knowledge assumes pivotal significance, facilitating a deeper comprehen-
sion of memes’ intent, tonality, reliability, cultural references, and social
context [236]. Consequently, our framework, KERMIT, capitalizes on a
MANN framework to house the knowledge-enriched information network,
representing the entities within a meme alongside their associated common-
sense knowledge, drawn from ConceptNet. Specifically, KERMIT’s mem-
ory block encompasses multiple buckets, each dedicated to storing a seg-
ment of the knowledge-enriched information network. Additionally, KER-
MIT leverages an attention mechanism to dynamically identify the most
informative bucket(s) for the precise classification of harmful memes. This
approach empowers our model to seamlessly integrate external knowledge
into the decision-making process, augmenting its capacity to detect perni-
cious content in memes by factoring in contextual information and perti-
nent insights derived from external sources.

4.3 Problem Formulation

In the context of our study, we define an internet meme, denoted as
M , as a composite information entity comprising both an image, #5s, and
an embedded text, ;. Specifically, we characterize the set of entities
within the meme as %)y = {s1,2, -, sr}, where each s; represents a
meaningful concept present either within the image .#3; or the embedded
text Js. These concepts may manifest as facial features within the image
or named entities within the text, among other possibilities. Furthermore,
we consider the relationships between these entities, forming the set &), =
{pi;} = {(si,55)|si,8; € Sm}. For example, in the meme depicted in
Figure 4.2, potential relationships may encompass the woman in the image
smiling at the camera and the meme attributing her beauty to her white
parents. Consequently, we define the meme graph as 9y = {“m, Pas}s
which encapsulates the internal knowledge explicitly conveyed within the
meme itself.

Given the premise that comprehending a meme necessitates back-
ground knowledge, we introduce an external knowledge base # and define
the meme’s background knowledge, denoted as .%;s, as the collection of
knowledge facts within J# that pertain to any entity within .#. Subse-
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quently, we construct E?M as the knowledge-enriched information network
of the meme. In essence, ¥); augments the meme graph ¢»; with relevant
external knowledge drawn from #};.

This formulation leads us to conceptualize the task of knowledge-
informed harmful meme detection as a multimodal classification problem.
Specifically, our objective is to learn a binary decision function denoted as
[l ={Iv, T, %u}t — y € {0,1}. Importantly, this formulation re-
mains agnostic to the specific strategy employed for constructing QM and
can be readily extended to accommodate multi-class scenarios.

4.4 Our Proposal

The architecture of the proposed framework is illustrated in Figure 4.1.
KERMIT comprises three principal modules: the Knowledge Modeling
and Organization Module (KMOM), the Knowledge Embedding Repre-
sentation Module (KERM), and the Knowledge-Augmented Classification
Module (KACM).

The KMOM module assumes responsibility for constructing the
knowledge-enriched information network ng of the meme. This network
amalgamates the meme’s entities with pertinent background knowledge
obtained from the external source J#. The objective here is to capture
salient contextual information from external reservoirs, thereby enhancing
the semantic understanding of the meme and ultimately improving the
performance of hateful meme detection.

Subsequently, the KERM module is tasked with embedding 5!7]\/[ into
a lower-dimensional, continuous latent space. This embedding process re-
tains the topological and semantic attributes of the network’s nodes and
edges while reducing the dimensionality.

Finally, the KACM module integrates information derived from the
input meme . and its knowledge-enriched information network 4yr. This
integration enables the module to execute the hateful meme classification
process, thereby determining whether the meme falls into the category of
harmful content or not.
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Figure 4.1. The high-level architecture of KERMIT: The KMOM module
leverages the input meme .# and an external knowledge base .7 and generates
the meme’s knowledge-enriched information network %y;. Subsequently, the
KERM module embeds ¥y into a lower-dimensional space. Finally, the KACM
module integrates the knowledge stored in ¥, together with the input meme
for hateful classification.

4.4.1 Knowledge Modeling and Organization (KMOM)

This module encompasses a two-stage process aimed at creating the
meme’s knowledge-enriched information network 4. In the initial stage,
we establish the meme graph %) based on the meme’s inherent content.
Subsequently, we augment ¥; to produce ¥, by incorporating supple-
mentary knowledge sourced from ConceptNet [259]. This amalgamation
enriches the meme’s original graph with external contextual information,
fostering a deeper understanding of its semantics and augmenting the ef-
fectiveness of hateful meme detection.

Meme Graph The internal concepts encapsulated within a meme
emerge from the entities and relationships embedded in its multimodal
content. Figure 4.2 depicts the procedure for extracting these concepts
and constructing ¥;.

Initially, we employ OCR techniques to retrieve the meme’s embedded
text, along with modern vision-language models [264] to extract the cap-
tion. Subsequently, drawing inspiration from prior work that concentrates
on constructing knowledge graphs from unstructured text [46, 62, 223|, the
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| am pretty
because my
parents are white
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Figure 4.2. The workflow to build the meme graph ¥,

Graph Extraction block undertakes Part-Of-Speech (POS) tagging. This
process identifies the set of nodes, denoted as ., within ¥y, originating
from both the caption and the embedded text. For instance, in the meme
illustrated in Figure 4.2, we extract the nouns such as woman, camera
(from the caption), and parents, pretty (from the embedded text).

Subsequently, we leverage dependency parsing to extract the set of re-
lationships, designated as &?);, among the aforementioned nodes. More
specifically, we utilize the parsing tree to elucidate the relationships be-
tween words within the input text, be it the meme’s caption or embedded
text. This parsing tree delineates the connections based on the syntactic
structure of the input sentence, including subject-verb or adjective-noun
relationships. Since our primary interest lies in general relationships be-
tween words, rather than specific grammatical dependencies, we opt to
replace the dependency typologies (such as subject modifier or coordina-
tion conjunction) with a more generalized relation, denoted as relatedTo.
This simplification streamlines the representation of relationships within
the meme graph, while preserving the overall dependencies.

Lastly, we merge the dependency trees of the caption and embedded
text by establishing connections between their root nodes and common
words. For example, this involves creating edges linking terms like "pretty"
or terms like "am" and "smiling" in Figure 4.2. The outcome of this process
yields the final meme graph, denoted as ¢;. It is important to note that
this graph is not a strict dependency tree; rather, it represents the soft
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connections between the caption and the embedded text.

In summary, through the utilization of dependency parsing and the
simplification of relationships into a general relatedTo category, we conjec-
ture that ¢, offers an effective means of gaining a more comprehensive
understanding of the concepts embedded within meme content.

Knowledge enrichment To enrich the information contained in the
meme graph )7, we utilize ConceptNet [259] as an external knowledge
base to construct the meme’s knowledge-enriched information network 9ay.

Our choice of ConceptNet over other factual knowledge bases, such
as WikiData [289], is motivated by the belief that ConceptNet’s repos-
itory of common-sense knowledge may be more adept at capturing the
true meaning conveyed by memes. For instance, while WikiData may
factually relate the term "black" to "color", ConceptNet’s inclusion of
common-sense knowledge recognizes that "black" can also be perceived as
an offensive term linked to words like "negro" and "racist". This nuanced
understanding proves invaluable when analyzing memes, given that their
interpretation often hinges on context and connotations.

Figure 4.3 provides an illustration of a subset of knowledge extracted
from the embedded text of the meme shown in Figure 4.2. It also under-
scores the recursive nature of the knowledge retrieval process. For example,
our query to ConceptNet regarding the term pretty reveals its associations
with terms like putty and dolly, synonymy with lovely, and an attribute
of being flower. Furthermore, the term dolly triggers additional informa-
tion retrieval (i.e., truck and frivolous). The depth of recursion, denoted
as the recursion depth, is a parameter governing the knowledge extraction
process, determining the number of nested ConceptNet queries performed.
A higher recursion depth entails a greater infusion of external knowledge
into the final ¢,.

Algorithm 1 formalises the process of knowledge enrichment. It takes
the initial meme graph ¢, and the recursion depth [ as inputs. The
algorithm initializes %y; to mirror % (line 2). For each node s; in %
with a Part-Of-Speech (POS) tag of noun, verb, or adjective (lines 3-
4), ConceptNet is queried to retrieve a set of facts related to s; (line 5).
The retrieved nodes and edges, represented as keptities and Krejationshipss

respectively, are then iteratively incorporated into QM (lines 6-7). For
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Figure 4.3. Knowledge enrichment: common-sense knowledge retrieved from
ConceptNet related to the embedded text of the meme in Figure 4.2.

example, the green region in Figure 4.3 contains a subset of nodes and
edges that enrich the caption of the meme in Figure 4.2.

Furthermore, the GetConceptNet function, as detailed in Algorithm 2,
embodies the recursive querying mechanism. It accepts a general entity e
to be queried and the recursion depth I. For instance, Figure 4.3 illustrates
knowledge retrieved from the embedded text of the meme in Figure 4.2 at
two levels of recursion (I = 2). The algorithm initializes the entities .7k
and relationships &k as empty sets (lines 2-3). If the recursion depth [
has not been reached (lines 4-6), a set of triples related to e is retrieved
(line 7). Each triple consists of a subject s and an object o, connected by
the predicate p (e.g., the triple white, relatedTo, race in Figure 4.3). The
algorithm then recursively constructs sub-graphs for s and o within each
triple (lines 8-16). The (sub-)entities sub .k and (sub-)relationships
sub_ &k returned from each recursive call are incorporated into the %k
and &k sets, respectively. It is important to note that the meaning of
the retrieved predicates encompasses a wide range of relationships (e.g.,
relatedTo, isA, isAntonym), contingent on ConceptNet’s design.
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Algorithm 1 S?M Generation

1:
2
3
4
5:
6
7
8

procedure KNOWLEDGEENRICHMENT(%), depth [)

initialize ¥ = 9\
for each node s; € %y do
if pos_tag(s;) € {noun, adj,verb} then
k_entities, k_relationships < GetConceptNet(s;, 1)
add k__entities to Y
add k_relationships to Grr

return ¥,

Algorithm 2 Querying ConceptNet

1:
2
3
4
5:
6
7
8
9

10:
11:
12:
13:
14:
15:

16:

procedure GETCONCEPTNET (entity e, depth 1)

initialize .k as empty entities’ set
initialize &% as empty relationships’ set
if | =0 then
return .Y, &k
triples < query conceptnet api(e)
for each triple = (s,p,0) € triples do
S — oU Sk
S — sU Sk
Ex + (s,p,0) U &K
if [ >1 then
sub_ Sk, sub_Ex < GetConceptNet(o, [ — 1)
sub_ Sk, sub_Ex + GetConceptNet(s, I — 1)
Sk — sub_ Sk U Sk
Ex — sub_Ex U Ex
return .Y, &k

Observing Figure 4.3, we notice the inclusion of useful entities such as

dolly, racism, and negro, which can aid in classifying the meme as hate-
ful or not. However, the presence of polysemic words like race and dolly
leads to unrelated terms such as truck and contest. Ultimately, the fi-
nal knowledge-enriched information network ¢, emerges as a semantic
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attributed graph, housing potentially informative concepts for meme com-
prehension, interconnected by edges that depict their relationships.

4.4.2 Knowledge Embedding Representation (KERM)

_ After obtaining the meme’s knowledge-enriched information network
Y\, the next objective is to represent this heterogeneous knowledge using
graph embedding techniques. First, we consider two distinct node types
within the graph: (i) Nodes derived from the meme’s caption and em-
bedded text, which are inherently part of the original meme graph; (ii)
Nodes acquired from ConceptNet during the enrichment process. Then,
our approach involves node embedding, where we aim to generate low-
dimensional feature vectors for each node in ¢4j;. These embeddings should
encapsulate both the node’s semantic meaning and the structural context
provided by its neighboring nodes. To achieve this, we employ a two-step
process: we begin by embedding the words associated with each node using
BERT [52]. This step helps capture the semantic information of the node.
Subsequently, we leverage an unsupervised random walk-based algorithm
called HIN2Vec [70] to account for the local connectivity patterns within
the meme graph and the various types of relationships that exist among
nodes. This ensures that the structural context is considered when gener-
ating the embeddings.

It is important to note that our choice to perform node embedding,
rather than embedding the entire graph into a single low-dimensional vec-
tor, is contingent upon the heterogeneity of knowledge within ¢,;. When
embedding the entire graph as a whole, we risk losing the ability to dis-
tinguish between valuable and extraneous information. In contrast, by
obtaining individual embeddings for each node, we retain the granular-
ity required to identify useful information in the subsequent stage of our
framework, namely the Knowledge-Augmented Classification Module.

4.4.3 Knowledge-Augmented Classification (KACM)

Our focus now turns to the integration of the knowledge-enriched in-
formation network into the classification process. The architecture of
the KACM, illustrated in Figure 4.4, draws inspiration from memory-
augmented neural networks [298, 265]. The KACM is designed to harness
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Figure 4.4. The architecture of the KACM module: the vision-language
model encodes the input meme into a vector representation q. The sampling
and pooling components provide the memory buckets b; and their vector rep-
resentations m;, respectively. Next, the memory summarisation component
dynamically learns the most informative knowledge context m for the hateful
classification. Finally, the classification head performs the hateful classification
based on the merged representations of the meme and summarised memory.
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the wealth of knowledge stored in %NM by incorporating it into a memory
block accessible during the classification process. This memory component
consists of several slots, referred to as buckets, each of which stores a subset
of the knowledge contained in QM. The workflow of the system, consider-
ing the input meme and the memory component, unfolds as follows:

(i) The Vision-Language model encodes the input meme into a vector
representation ¢ € ZN.

(ii) The pooling module independently encodes each bucket b; into vector
representations m; € ZM.

(iii) The memory summarization module dynamically learns the most rel-
evant context for the hateful classification task and fuses the memory
units into a final vector representation.

(iv) The classification head performs the ultimate hateful classification
based on the merged representations of the meme ¢ and the (sum-
marized) memory m.

The following paragraphs provide a detailed explanation of each com-
ponent within the KACM.

Vision-Language Model The integration of multiple data modalities,
such as text and image, remains a challenging problem in machine learning
research. This challenge has spurred the development of novel tasks in the
realm of multimodal learning, including visual question answering (VQA)
[260] and topic learning [139]. In response to these demands, researchers
have designed advanced visual-language models capable of capturing intri-
cate relationships between text and images [137, 112, 150].

In our approach, we leverage the Visual Transformer (ViT) architec-
ture, which facilitates the simultaneous encoding of both image and text
components of a meme into a shared representation. Specifically, we em-
ploy the ConcatBERT model [254], which harnesses ResNet-152 to extract
image features and BERT to extract text features. To capture the in-
teractions between these different modalities and learn a cohesive joint
representation, we incorporate a cross-modal attention layer [137]. Impor-
tantly, our choice of model is motivated by the promising results similar
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architectures have demonstrated in various disinformation mining tasks,
including the detection of fake news in news articles [294] and social media
posts [106].

While we acknowledge that newer methods for integrating text and
image modalities have emerged, the primary contribution of our work lies
in how we incorporate external knowledge into the classification process,
rather than solely relying on the internal content of memes. Further-
more, the selection of the Visual-Language model is a parameter within
the KACM architecture, and we plan to assess its impact through experi-
ments.

Sampling strategy As previously mentioned, the knowledge network
%\ can be rich in information. To manage this wealth of information, we
introduce the concept of a "bucket" as the fundamental unit of knowledge
that may or may not be pertinent to the hateful classification task. We
implement this concept by employing a random walk approach on ¥,
which generates a sequence of nodes forming the bucket. This sequence is
denoted as b; = {s1, 892, ,81|s; € Yar}, where [ represents the length of
the random walk. In this context, we opt for the standard random walk
with restart (RWR) algorithm [276|, which has demonstrated its effective-
ness in various classification tasks [85, 324, 323|.

Given the potentially extensive amount of information to be processed,
we incorporate a sampling strategy that selects a predefined number of k
buckets, or random walks, from ¥);. These selected buckets serve as mem-
ory slots during the subsequent classification process. This strategy allows
us to focus on a manageable subset of the available knowledge, reducing
computational complexity while maintaining the potential to capture valu-
able information.

Pooling The pooling component assumes a pivotal role in the creation of
a memory unit, serving as a concise representation of a knowledge bucket.
Specifically, we consider the embeddings of the nodes within the bucket and
apply the mean pooling operation to consolidate them into a single vector.
This operation yields the memory unit m; € Z", which encapsulates the
essential knowledge element or bucket and is subsequently integrated into
the classification process. We posit that the mean pooling operation pre-
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serves a significant amount of information, as the bucket size is relatively
modest compared to the overall scale of 4.

Memory Summarisation The memory units encompass distinct buck-
ets, each carrying varying degrees of significance in the classification pro-
cess. As illustrated in Figure 4.3, the acquired knowledge may also include
superfluous and noisy information that needs to be sifted through before
making a final determination regarding the meme’s hatefulness. However,
we lack prior knowledge regarding which memory unit(s) should be con-
sidered when processing a given input meme. Consequently, we employ
an attention mechanism to dynamically discern the most relevant context,
namely the most pertinent units, for the purpose of hateful classification.

Formally, we consider the group of memory units {mj, ma,---my|m; €
Z™} and leverage the soft attention mechanism proposed in [311]:

i = tanh(Wymg + by) (4.1)

iy = exp (Uit thy) (4.2)

She 1 exp(Uikt)

S; = Z QTG (4.3)
t

That is, the i-th memory unit m;,; is projected to the vector u;; through
a one-layer MLP. Subsequently, a;; is computed representing the normal-
ized similarity between u;; and the (jointly learnt) context vector u,,. Next,
the i-th attention score s; is computed with the dot product of a; and m;
and represents the contextual importance of the i-th memory unit. Finally,
the memory summary m € %" is obtained as a linear combination of the
attention scores and the memory units:

k
=1

Notably, the MLP weights W,,, b,, and the context vector u,, are dy-
namically learnt during the training process, allowing the system to auto-
matically recognize which knowledge buckets are informative for the hate-
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ful classification. In essence, this dynamic learning capability empowers
the system to filter out irrelevant or unhelpful information stored within

G

Classification Head The pivotal role of the classification head lies in
accomplishing the definitive hateful classification task. Specifically, this
process commences by concatenating the embeddings of the input meme
denoted as q and the memory summary m. Subsequently, this concate-
nated feature representation traverses through a succession of fully con-
nected layers, ultimately culminating in the application of a final softmax
layer. These fully connected layers serve the crucial purpose of nonlinearly
mapping the input features into a higher-dimensional space. This trans-
formation empowers the model to discern intricate decision boundaries,
thereby enhancing its capacity to tackle complex classification tasks. Ul-
timately, the final softmax layer plays the role of normalizing the output
probabilities across all potential classes, thereby producing the anticipated
probability distribution concerning the potential classes, such as hateful or
non-hateful, especially in binary classification settings.

4.5 Experimental Evaluation

4.5.1 Datasets & Metrics

We conduct our experiments using two widely recognized benchmark
datasets that are commonly utilized in contemporary literature: the Face-
book Hateful Meme dataset [114] and the Multimedia Automatic Misogyny
Identification (MAMI) dataset [68].

The Facebook Hateful Meme dataset [114] was employed in the
homonym challenge, marking its pioneering effort in the realm of hate-
ful meme detection. Notably, this dataset was designed to detect hate
speech directed towards protected categories, including race and gender.
The dataset’s annotations were meticulously carried out based on specific
guidelines, ensuring both consistency and precision in labeling, with anno-
tations curated by human annotators. The task framed by this dataset is
binary classification, and our focus primarily centered on the dataset subset
utilized during the challenge’s second phase [113|. This subset comprises
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8,500, 540, and 2,000 memes for training, validation, and testing, respec-
tively. In total, this subset consists of 7,071 non-hateful memes out of
11,040 and 3,969 hateful memes out of 11,040. To align with the official
challenge protocol, we adopted the Area Under the ROC Curve (AUC) as
our chosen metric for evaluating classification performance.

The MAMI dataset [68] was employed in task-5 of the SemEval 2022
conference and was explicitly designed to address misogynistic content
present on social media platforms. This dataset comprises 11,000 memes
collected from Twitter and Reddit, with annotations generated through
crowdsourcing platforms using two distinct annotation schemes. The first
scheme involves binary classification, distinguishing between misogynous
and non-misogynous memes. The second scheme employs a 5-class ap-
proach to discern various types of misogyny, including shaming, stereo-
types, objectification, and violence, in addition to general misogyny. How-
ever, the multi-class scheme is somewhat constrained by the subjectivity
observed in annotations, indicated by low inter-annotator agreement and
the multi-label nature of the data [68]. Therefore, we opt to focus on
the binary classification scheme within the dataset, which features a more
balanced distribution with 5,500 memes per class. Finally, our choice of
metric for assessing classification performance in this case is the macro
average Fl-score, consistent with the SemEval task’s evaluation protocol.

4.5.2 Experimental Protocol

Our experimental protocol encompasses the following key objectives:

e Performance Evaluation: In this phase, we aim to comprehensively
assess KERMIT’s performance by benchmarking it against various
multimodal baseline models.

o Knowledge Contribution: This experiment takes a deep dive into
the impact of integrating external knowledge into the classification
process, shedding light on how such knowledge enhances or influences
the model’s performance.

o Ablation Study: We conduct a systematic evaluation to discern the
individual efficacy of each component within KERMIT’s architec-
tural framework.
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In the context of the first experiment, our primary aim is to maximize
performance on both datasets. To achieve this, we consider the inherent
task hierarchy within the datasets. Specifically, while a misogynistic meme
is inherently offensive, not all offensive memes necessarily exhibit misogyny.
Therefore, when evaluating performance on the Hateful Meme dataset,
we strategically choose to augment the training set of the Hateful Meme
dataset with (training) data from the MAMI dataset.

On the other hand, our focus shifts towards a meticulous examination
of the contributions of various knowledge types and an in-depth analysis of
different components within KERMIT. To ensure that any observed differ-
ences in performance are primarily attributed to architectural changes or
knowledge incorporation, rather than the collective effect of modifications
and an expanded training dataset, we maintain a clear separation between
the training sets.

Experimental Setup

All experiments have been conducted on Google Colab, utilizing a com-
putational setup equipped with a single core hyper-threaded Xeon Proces-
sor running at 2.2 GHz, 12 GB of RAM, and a Tesla K80 GPU.

To construct the meme’s knowledge-enriched information network, QM,
we harness a suite of tools and libraries. For image captioning, we rely on
the "ydshieh /vit-gpt2-coco-en" model available within the HuggingFace li-
brary®. Extracting text from the meme’s image is accomplished using the
easyOCR library®. Subsequently, both the embedded text and the cap-
tion undergo preprocessing steps to eliminate punctuation and stopwords.
The Spacy dependency parser® is employed to extract the dependency tree
structures from the meme’s caption and embedded text. Lastly, for retriev-
ing pertinent information from ConceptNet, we utilize the official Python
package®.

Moving to the KERM module, we employ the "bert-base-uncased"
model available through the HuggingFace library for text embedding. In

3https://huggingface.co/ydshieh/vit-gpt2-coco-en
‘https://pypi.org/project/easyocr/
Shttps://spacy.io/api/dependencyparser
Shttps://pypi.org/project/ConceptNet/
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the case of the meme’s knowledge-enriched information network, we utilize
the HIN2Vec implementation as proposed by [306] for network embedding,.

Finally, regarding theKACM module, we adopt the ConcatBERT
model from the MMF library” as the foundational vision-language model.
Subsequently, the classification head is implemented using the PyTorch li-
brary, configured as a feed-forward neural network. This network consists
of four linear layers, one dropout layer, and employed the softmax activa-
tion function for the final binary classification task.

4.5.3 Results
Performance Evaluation

We have chosen several multimodal baselines, categorizing them into
two groups: (i) multimodal models pretrained on a single modality, i.e.,
VIIBERT [151], Visual BERT [136] and SEER |[83]; (ii) multimodal models
pretrained on a multimodal objective [126], i.e., ViLT [116], VisualBERT
COCO, OSCAR |[138|, CLIP [210], Ernie-Vil [312]. Notably, the latter
model explicitly uses some knowledge to improve the learning process,
even if that knowledge is internal to the content rather than external.

It is worth to note that we have deliberately omitted ensemble learning
approaches, which have demonstrated state-of-the-art performance on the
evaluated datasets.

Table 4.1 presents a detailed comparison between KERMIT and the
aforementioned baseline models. The results reveal that models leveraging
multimodal pre-training generally outperform those relying on unimodal
pre-training. This underscores the significance of considering the intri-
cate interactions between text and images when comprehending harmful
memes. These findings align with prior research [292] in multimodal ma-
chine learning, emphasizing the need to account for cross-modal interac-
tions to enhance performance in downstream tasks.

Remarkably, KERMIT and Ernie-ViL. emerge as the top-performing
models. This suggests that the incorporation of external knowledge can
indeed yield improvements in classification outcomes. However, KERMIT
exhibits a notable advantage, surpassing Ernie-ViL by 4.3% on the Hate-
ful Meme dataset and 4.9% on the MAMI dataset. These results under-

"https://github.com/facebookresearch/mmf



https://github.com/facebookresearch/mmf

4.5. EXPERIMENTAL EvALUATION

91

Table 4.1. Comparison with state-of-the-art baselines

Dataset
Category Model Hateful Meme MAMI
. ViIIBERT [151] 0.734 0.725
(Umngfmz_‘iimm | VisualBERT [136] 0.732 0.723
P & SEER [83| 0.708 0.718
ViLT [116] 0.725 0.744
dfimodal VisualBERT COCO [136] 0.752 0.742
(Multimodal pre-training) OSCAR [138] 0.793 0.684
p 8 cLIp [210] 0.803 0.765
Ernie-Vil [312] 0.816 0.793
KERMIT (Ours) 0.853 0.834
Axermrr (%) 4.3% 4.9%

score the substantial benefits of explicitly modeling and integrating exter-
nal knowledge into the classification process.

Overall, our experimental findings underscore KERMIT’s promise as
an effective approach for classifying harmful memes, irrespective of the
specific typology of harm, such as racism, hate, or misogyny. Specifically,
the incorporation of external knowledge into the model architecture en-
ables KERMIT to outperform several models on both benchmark datasets,
highlighting that incorporating additional knowledge could be a valuable
direction for future research in multimodal disinformation detection.

Knowledge Contribution

The central hypothesis of this study revolves around the idea that com-
prehending harmful memes necessitates a backdrop of background knowl-
edge that encapsulates the meme’s context, including cultural references
and societal issues. Therefore, our first investigative step is to assess the
impact of integrating such knowledge into the classification process. To
this end, we explore four distinct scenarios: (i) no knowledge, i.e., this
scenario represents the absence of any external knowledge. Here, the eval-
uation solely involves the vision-language model and the classification head
within the KACM module; (ii) raw knowledge, i.e., in this scenario, raw
knowledge is incorporated, where the meme’s caption and embedded text
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Figure 4.5. The contribution of external knowledge: (a) comparison between
structured knowledge from ConceptNet, structured knoweldge from WikiData,
unstructured knowledge and no knowledge; (b), (¢) performance by varying
the recursion depth on Hateful Meme and MAMI datsets, respectively.

are amalgamated with the unprocessed terms extracted from ConceptNet.
This combined data is then fed to both the vision-language model and the
classification head; (iii) ConceptNet, i.e., this scenario leverages Concept-
Net [259] to construct the meme’s knowledge-enriched information network
(“nr), as detailed in Section 4.4.1; (iv) Wikidata, i.e., similar to the previ-
ous scenario, this setting utilizes WikiData [289] instead of ConceptNet to
build ¥4y.

The histogram in Figure 4.5(a) illustrates that classification perfor-
mance notably improves under both the ConceptNet and WikiData set-
tings when compared to the no knowledge scenario. This result underscores
our hypothesis that the incorporation of external knowledge enhances the
classification process, regardless of the specific characteristics of the knowl-
edge source or the entities it encompasses. Furthermore, it is worth high-
lighting that the ConceptNet setting exhibits slightly superior performance
relative to the WikiData setting, suggesting that the common-sense knowl-
edge embedded in ConceptNet may be more beneficial than the purely
factual knowledge contained in WikiData.

However, we also observe that incorporating raw knowledge into the
classification process yields counterproductive results, leading to a decline
in performance. This outcome empirically validates the efficacy of the
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knowledge modeling strategy described in Section 4.4.1. In essence, merely
adding unstructured knowledge does not necessarily enhance performance.
Instead, structuring the knowledge in a manner that facilitates the model’s
extraction of relevant background information for identifying harmful sig-
nals in memes is crucial.

To delve deeper into the advantages of incorporating external knowl-
edge, we explore the "quantity" of knowledge required to enhance classifi-
cation performance. Specifically, we investigate the recursive nature of our
knowledge-enrichment strategy by varying the depth of recursion [ when
querying ConceptNet or WikiData.

Figures 4.5(b) and (c) depict the changes in classification performance
for the Hateful Meme and Misogyny datasets, respectively. Interestingly,
we find that the optimal classification performance is consistently achieved
at a recursion depth of one, regardless of the dataset or knowledge base
used. This outcome is likely due to the knowledge hierarchy, where the
relevance of knowledge to the meme diminishes as the recursion depth
increases. In essence, there is an increased risk of introducing irrelevant
or noisy information into ¢, with higher recursion depths. Additionally,
we emphasize that increasing the recursion depth significantly raises the
computational challenge, as the number of API queries to ConceptNet or

WikiData grows exponentially, resulting in unfeasible construction times
for 4.

Overall, our findings underscore the advantages of incorporating exter-
nal knowledge into the classification process of harmful memes. Further-
more, the results highlight that KERMIT’s "knowledge-enriched informa-
tion network" effectively captures essential information about the input
meme, demonstrating its potential in enhancing classification outcomes.

Ablation Study

After establishing the advantages of integrating external knowledge,
our focus shifts towards evaluating various components within the KER-
MIT framework, i.e., the vision-language model in the KACM module, the
node embedding algorithm in the KERM module, the knowledge injection
strategy in the KACM module.
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Table 4.2. Ablation study: performance by varying the vision-language
model in the KACM module, the node embedding algorithm in the KERM
module, the knowledge injection strategy in the KACM module.

Dataset
Module Parameter Hateful Meme MAMI
ConcatBERT 0.721 0.815
Visual-Language + Gy 0.739 0.834
Model MMBT 0.718 0.815
+ G 0.729 0.817
FeatherNode 0.708 0.806
KERM Hin2Vec 0.739 0.834
Concatenation 0.725 0.825
KACM Attention 0.739 0.834

Vision-language model We investigate the vision-language model in-
tegrated within the KACM module, recognizing its pivotal role in repre-
senting the meme’s internal information and capturing the interplay be-
tween its visual and textual elements. In our pursuit to gauge the ef-
fectiveness of different vision-language models, we conducted a series of
experiments employing ConcatBERT [254] and MMBT [112]|. The results
of these experiments, as presented in Table 4.2, reveal that both models
exhibit relatively similar performance, with ConcatBERT demonstrating
a slight edge in performance, particularly on the Hateful Meme dataset.

However, a striking revelation emerges from our analysis: the integra-
tion of the meme’s knowledge-enriched information network ¢p; confers a
substantial boost to the classification performance for both ConcatBERT
and MMBT. This finding underscores that ¢); encapsulates additional
contextual information that extends beyond the pre-trained knowledge in-
grained in any vision-language model.

This revelation accentuates the inherent synergy between these two
components and emphasizes the importance of their collaborative integra-
tion within the KERMIT framework.
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Graph embedding We investigate the impact of the node embedding
algorithm used in the KERM module. Specifically, we compare the per-
formance of HIN2Vec [70] and FeatherNode [224] algorithms, as shown in
Table 4.2.

Our results unveil that HIN2Vec outperforms FeatherNode, potentially
owing to its superior representational capacity. This distinction arises from
the contrasting approaches adopted by these algorithms. FeatherNode
treats ¢y as a homogeneous graph and overlooks the nuanced semantics
embedded within relationships between nodes. Conversely, HIN2Vec is
expressly designed for heterogeneous networks, capitalizing on the mul-
tifaceted nature of relationships among nodes. Consequently, HIN2Vec’s
embeddings account for critical factors, including node types (i.e., whether
a node represents a meme’s entity or a concept retrieved from ConceptNet)
and relationship types, thereby facilitating a more comprehensive under-
standing of the knowledge-enriched network’s structural intricacies.

Knowledge injection Our investigation delves into the evaluation of
two pivotal design choices embedded within the KERMIT model: the con-
figuration of knowledge buckets denoted as b;, and the memory summa-
rization strategy.

To scrutinize the former parameter, we meticulously examine the num-
ber of knowledge buckets and their individual sizes. In precise terms, we
control these parameters via the manipulation of the number of random
walks and the length of each random walk, respectively. The results of
these experiments, presented in Figure 4.6, reveal that these parameters
wield a relatively modest influence on the model’s performance. Intrigu-
ingly, optimal outcomes for both datasets materialize when employing a
configuration of 15 knowledge buckets. Furthermore, we observe a de-
creasing trend for the length of random walks. This result is possibly
attributed to the system placing too much importance on a few highly
connected nodes, such as those belonging to the meme’s embedded text
and caption. As increasing the length of random walks also increases com-
putational costs, we choose to use 11 nodes for each random walk, which
results in the best classification performance.

Turning our attention to the memory summarization strategy within
the KACM module, we conduct a comparative analysis between the at-
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Figure 4.6. Ablation study: performance by varying the size of the knowledge
buckets.

tention mechanism outlined in Section 4.4.3 and a more straightforward
approach based on averaging the embeddings of each memory unit. The
results, as presented in Table 4.2, unequivocally endorse the superiority of
the attention-based method. This finding underscores our initial hypoth-
esis that memory units do not possess uniform significance in the context
of hateful classification. It further highlights the model’s capacity to au-
tonomously discern the most informative buckets without any external
guidance or supervision.

4.6 Conclusions and Future Works

In this chapter, we introduced KERMIT (Knowledge-EmpoweRed
Model In harmful meme deTection), a novel framework meticulously
crafted for the purpose of knowledge-informed harmful meme detec-
tion. The fundamental essence of our approach revolves around the cre-
ation of a knowledge-enriched information network tailored explicitly for
memes. This network harmoniously interweaves the intrinsic elements of
a meme with pertinent external knowledge sourced from ConceptNet. No-
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tably, KERMIT harnesses the power of dynamic learning, underpinned by
memory-augmented neural networks and an attention mechanism, to as-
tutely discern and exploit the most salient knowledge facets. These, in
turn, enable precise and accurate classification of harmful memes.

Empirical validation of our proposed framework was meticulously car-
ried out through a series of experiments conducted on two benchmark
datasets: the Hateful Meme dataset and the Multimedia Automatic Misog-
yny Identification dataset. The results underscored KERMIT’s prowess in
sourcing and adeptly deploying contextual knowledge to bolster predictive
performance. Moreover, when pitted against an array of multimodal base-
line models, KERMIT consistently emerged as the torchbearer, achieving
superior classification performance.

From a broader perspective, our study casts a spotlight on the profound
efficacy of amalgamating external knowledge into the classification process,
opening up a compelling vista for further exploration within the domain of
harmful meme detection. These findings underscore the pivotal role played
by artificial intelligence and knowledge discovery in the ongoing evolution
of content moderation.

Our research lays a foundation for several promising avenues of future
investigation. First, we envisage a foray into the realm of multimodal
knowledge bases, notably the utilization of visual knowledge bases such as
VisualGenome [123]|. This extension would enable us to harness not only
textual but also visual knowledge, potentially augmenting the discrimina-
tory capabilities of KERMIT in identifying harmful memes. Second, we
aspire to leverage the meme’s knowledge-enriched information network as
a vehicle for interpretability. In this context, we anticipate that the ex-
tracted knowledge can provide crucial insights into the rationale behind
the classification of a particular meme as harmful or benign. Such inter-
pretability could inject greater transparency into the classification process,
aligning with the imperatives of content moderation. Finally, we remain
acutely mindful of the ethical dimensions surrounding the use of KERMIT.
Specifically, we are committed to exploring the ethical implications of our
framework, particularly in regard to the potential amplification of biases or
prejudices that may arise from the infusion of external knowledge sources.







Chapter

Knowledge Transfers across
Disinformation Detection

5.1 Research Context and Contributions

In recent years, the rampant spread of misinformation and fake news
across the internet and social media platforms carries profound societal,
economic, and political repercussions. These consequences include election
interference [16], polarization [290], and public health crises [41]. The ori-
gins of fake news, however, cannot be attributed solely to individuals’ lack
of access to accurate information or knowledge [57]. In the era of "post-
truth" [181], psychological and sociological factors play a pivotal role in
guiding individuals towards news that resonates with their emotions and
beliefs. An illustrative example lies in the examination of Italian public
emotions regarding the COVID-19 pandemic. It has been observed that
while the initial wave of the pandemic saw a gradual decline in fear, the
emotion of anger remained relatively constant but underwent a transfor-
mation, giving rise to diverse narratives, including polical countermeasure
and vaccine hesitancy [74]|. Additionally, the realm of fake news frequently
exploits emotional appeals, moral emotions, and sensationalism to seize
the attention of the masses [286] and expand its reach to a broader audi-
ence [200, 124].

Consequently, contemporary computational approaches [329, 240]
aimed at disinformation detection are adopting a holistic approach by rec-
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ognizing the interplay between various aspects of disinformation. For in-
stance, understanding the stances expressed towards a news article can aid
in debunking a rumor, while verifying the veracity of the news can inform
the assessment of stances in associated posts [158]. Similarly, different top-
ics exhibit distinct credibility distributions, suggesting that knowledge of
the news topic could enhance predictions of its authenticity [140]. To oper-
ationalize these intuitions, Multi-Task Learning (MTL) has emerged as a
promising solution. By simultaneously training on multiple tasks, such as
stance detection and rumor verification [117] or emotion recognition and
fake news detection [124], these approaches aim to learn a shared, more
informative representation that enhances overall performance.

However, the process of information exchange between tasks is not al-
ways straightforward, and the application of MTL strategies can introduce
features that lead to misguided predictions [303]. In other words, the incor-
poration of multiple tasks does not guarantee performance improvement
(positive transfer) but may result in performance degradation (negative
transfer) due to feature interference and limited model capacity [134].

In the domain of disinformation detection, mitigating the risk of nega-
tive transfer between tasks is addressed through a model-centric approach.
This approach involves designing intricate (multi-task) architectures that
facilitate the model’s learning while minimizing the influence of irrelevant
shared information [302, 280, 140]. A limited set of disinformation-related
tasks, such as stance detection and rumor verification [302] or topic detec-
tion and fake news detection [140], is selected for analysis. Classification
performance is subsequently evaluated in both single-task and multi-task
settings to gain insights into the presence of positive and negative transfers.
However, the underlying mechanisms governing the beneficial or detrimen-
tal information sharing in these contexts remain unclear.

Given these premises, we undertake a direct investigation into the
phenomena of positive and negative transfers, aiming to uncover the dis-
tinctions and commonalities between models trained in single-task and
multi-task scenarios. Our focus centers on a comprehensive array of
disinformation-related tasks: Sentiment Analysis (SA), Fake News De-
tection (FND), Stance Detection (SD), and Topic Detection (TD). We
formulate the following research questions (RQs):

RQ1 What advantages does multi-task learning offer compared to single-




5.1. REsSEARCH CONTEXT AND CONTRIBUTIONS

101

task learning?

RQ2 How does the knowledge acquired by multi-task models differ from
that of their single-task counterparts? Do the explanations provided
by multi-task models reveal these differences?

To address these questions, we propose a versatile multi-task frame-
work, built upon the architectural foundations of MT-DNN [144]. This
adaptable framework stands capable of accommodating a variable number
of disinformation-related tasks, thereby enabling a systematic exploration
of the presence of positive and negative transfers across every combina-
tion of the aforementioned disinformation-related tasks. Additionally, our
proposed system harnesses feature importance explanations proffered by
both single-task and multi-task models. These explanations serve a dual
purpose: they unveil shared knowledge within the models and, perhaps
more critically, cast a revealing light upon the intricate dynamics govern-
ing positive and negative transfers. This study represents the first known
attempt to investigate MTL within the context of multiple disinformation-
related tasks and to explore the dynamics of positive and negative transfers
through the lens of models’ explanations, thus extending the examination
beyond predictive performance metrics alone.

Our findings bring to light instances of positive transfer in several task
combinations. Notably, we observe that the proposed system leads to
substantial performance enhancements in SA, FND, and TD tasks, with
improvements of up to 3.26%, 6.57%, and 0.62%, respectively, when com-
paring the performance of single-task models to their optimal multi-task
counterparts. However, it is noteworthy that we do not identify any sta-
tistically significant improvement in the SD task. Furthermore, the oc-
currence of positive or negative transfers cannot be solely attributed to
the number of training tasks or the effects of data augmentation, nor is it
solely contingent on the similarity between tasks. Upon comparing the ex-
planations provided by single-task and multi-task models, we discern that
positive transfer does not revolutionize the fundamental knowledge of any
model. Instead, it refines what the model could already learn in single-
task settings by incorporating additional patterns gleaned from other tasks.
Conversely, negative transfer significantly diminishes the model’s knowl-
edge, to the extent that the explanations furnished by multi-task models
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are akin to random perturbations of the explanations generated by their
single-task counterparts.

Overall, our research illuminates the intricate interplay among vari-
ous disinformation-related tasks, offering valuable insights for the design
of more effective (multi-task) strategies to combat disinformation within
dynamic information landscapes.

5.2 Related Works

5.2.1 Multi-task learning

MTL is a valuable technique used to address data sparsity by capital-
izing on shared characteristics among diverse datasets [31]. One variant
of MTL, known as the private shared model, combines task-specific and
shared representations [45]. Within this framework, the shared component
captures common information across tasks, while each task retains its pri-
vate component for task-specific knowledge. In the realm of disinformation
detection, prior work [302, 280, 140] has adopted the private shared model
due to the observed positive interactions between disinformation-related
tasks, such as stance detection and rumor verification [117], or emotion
recognition and fake news detection [124].

Despite its advantages, MTL can encounter performance degradation,
referred to as megative transfer, when datasets exhibit distinct structures
or objectives [322], or when tasks lack sufficient relatedness |22, 21, 164].
Previous research (302, 158] in multi-task disinformation mining has at-
tempted to mitigate this issue by devising complex architectures capable
of dynamically learning which features to share. Nevertheless, the un-
derlying mechanisms and determinants of positive and negative transfers
remain unclear.

Given these premises, we take a significant step toward elucidating
this phenomenon by investigating the contributing factors across a com-
prehensive array of disinformation-related tasks. Our approach involves a
comparative analysis of the knowledge acquired by models trained in both
single-task and multi-task settings, thereby shedding light on the tangible
benefits of positive transfer and the detrimental consequences of negative
transfer.
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5.2.2 Explainable Disinformation Detection

Modern predictive models, such as deep neural networks, excel at learn-
ing intricate patterns from extensive datasets but often lack transparency
in their decision-making processes [274]. Fortunately, recent advancements
in explainable artificial intelligence have opened doors to comprehending
the inner workings of these models [227]. One notably potent approach
within this domain is the use of local explanations, particularly those re-
liant on feature importance, which offer valuable insights into the factors
influencing model predictions. These explanations have proven invaluable
for domain experts, aiding in the identification of biases embedded within
predictive models [24, 43, 146]. In the context of disinformation mining,
prior research [2, 120] has routinely integrated these interpretability tech-
niques to decipher the reasoning behind specific predictions. This often
involves highlighting critical terms within fabricated news articles [246],
emphasizing pivotal elements in the news propagation process [152], or
unveiling malicious spreading behaviors [128].

However, the utility of these explanations in the context of multiple
disinformation-related tasks remains unexplored. Our work pioneers this
domain by leveraging feature importance explanations to elucidate the
mechanisms governing the emergence of both positive and negative trans-
fers between these tasks. This research not only advances the field of
explainable disinformation analysis but also contributes to a comprehen-
sive understanding of how diverse tasks can collectively enhance efforts to
combat disinformation.

5.3 Material and methods

5.3.1 Datasets

We employ four publicly available textual datasets in our study: the
EyeMovement Database [170] for the SA task, RumorEval [82] for the
FND task, PHEME [335] for the SD task, and LIAR [291] for the TD
task. Notably, SA, FND, and TD tasks are conventional text classification
tasks, whereas SD involves pairwise text classification to predict a target
text’s stance in relation to a given statement.

The SA dataset involves binary sentiment classification of 979 textual
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Figure 5.1. Datasets’ statistics

statements, distinguishing between positive and megative sentiment. In
contrast, the FND dataset categorizes 2,537 claims as false, real, or unver-
ified. SD is a pairwise-classification task with 10,658 instances, classifying
a target text’s stance as support, refute, query, or comment on a particular
statement. For the TD dataset, we select the top-5 most common topics:
healthcare, tazes, election, immigration, and education, resulting in 1,743
instances. SA and TD tasks exhibit balanced classification problems, while
the FND and SD tasks are more unbalanced, with a higher number of true
claims and instances supporting the statement.

Figure 5.1 shows additional statistics. In particular, Figure 5.1a illus-
trates the sentence length distributions for each task. All tasks predom-
inantly feature relatively short texts spanning 20 to 30 words, with the
SA dataset containing some outliers with instances exceeding 50 words.
In addition, Figure 5.1b displays the vocabulary overlap matrix. Notably,
SA and SD exhibit the highest overlap, while other combinations show less
than 20% word overlap, likely due to diverse data sources contributing to
these datasets.

Finally, we compute semantic similarity between tasks using sentence
embeddings generated with SentenceBERT [217]. This method involves
calculating cosine similarity scores between each sentence in each dataset
and all examples in each other dataset, then averaging the scores to obtain
similarity scores. Figure 5.1c shows the semantic similarity matrix. TD
demonstrates the most heterogeneous dataset, as evidenced by the low
self-similarity score, likely due to encompassing multiple unrelated topics,
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Figure 5.2. Overview of the MT-DNN architecture applied to our study.

while FND and SD display a similar degree of semantic similarity due to
overlapping instances.

5.3.2 Methodology

Our methodology comprises two essential components: the utilization
of the MT-DNN framework [144] to train models for various task combi-
nations and the incorporation of the SHAP framework [155] to capture the
knowledge within these models through local explanations. It is notewor-
thy that our methodology is adaptable and can be applied seamlessly to
different multi-task and explanations frameworks.

Multi-task Component We employ the Multi-Task Deep Neural Net-
work (MT-DNN) introduced by Liu et al. [144], and its architecture is
illustrated in Figure 5.2. For task .77, the textual input is represented as
a sequence of words, denoted as 7 = {[CLS], 1, ...,z }, where m is the
sentence length. The Lexicon Encoder maps each token x; to its corre-
sponding input embedding vector, which is derived by summing the word,
segment, and positional embeddings. Subsequently, the pre-trained Trans-
former Encoder transforms the inputs into contextual vectors X , creating
a shared representation across all tasks. In our experiments, we explore
the influence of different pre-trained models as the backbone of this multi-
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task framework. Finally, the Task-specific layers function as classification
models that use the embeddings of the [CLS| token. Specifically, the clas-
sification heads for the SA, FND, and TD tasks are simple feed-forward
networks. In contrast, for the SD task, the pairwise classification layer
utilizes the [CLS| embeddings of the target text and statement, employing
multi-step reasoning for classification [145].

Explanation Component Our goal is to extract the knowledge ac-
quired by models under both single-task and multi-task scenarios. To
achieve this, we employ local explanations based on feature-importance
scores, utilizing the SHAP framework [155]. It is worth emphasizing that
we chose SHAP due to its model-agnostic nature, allowing it to be compat-
ible with any predictive model. In our context, these explanations provide
a ranked list of words, reflecting their contribution to the model’s predic-
tion for a given instance (see Figure 5.6 for examples). By analyzing these
explanations for all instances in a specific task, we can characterize the
knowledge acquired by the model for that task.

Formally, the local explanation for a target instance z7 and a classifi-
cation model .Z;(-) can be represented as a ranked list

ei(z7) = {(wi,p1), (w2, p2), -+, (Winy )},

where w; represents a word in 7 and pj € Z indicates its importance for
the classification outcome. Notably, the words are ordered based on their
importance scores, with higher scores indicating greater importance.

Consequently, our primary objective of evaluating models’ knowledge
in single-task and multi-task scenarios can be rephrased as a comparison of
SHAP explanations for these models. Specifically, for two models .#}, and
Mj,, we compare the explanations ep, (7 ) and ej(z7) for all instances =7
belonging to task .7. Depending on the evaluation setup and metrics, we
compare explanations provided by single-task models to their correspond-
ing multi-task counterparts, thereby revealing the effects of positive and
negative transfers.
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5.4 Results

5.4.1 Implementation Details

All experiments have been performed on Google Colab equipped with
one single core hyper threaded Xeon Processor @2.2Ghz, 12 GB of RAM
and a Tesla T4 GPU.

For the MT-DNN framework, we have employed the official implemen-
tation!. The model is trained for 50 epochs with a batch size of 16. To
establish optimal hyperparameters, we have followed a specific strategy:
initially, we have conducted preliminary experiments, including a random
search to explore various hyperparameters such as learning rate, weight
decay, and optimizer settings. Subsequently, we perform a greedy search
around default values using a subset of the training data, following the
common practice in the literature [309, 175]. Ultimately, we have settled
on the following hyperparameters: an Adamax optimizer with a learning
rate of be-b, weight decay of 0.01, and an adam epsilon of 1e-7. To pre-
vent gradient explosion, we set the grad clipping parameter to 1.0, and for
regularization purposes, we used a dropout rate of 0.3.

In our experiments, we consider three pre-trained backbone networks:
bert-base-uncased for BERT [52], roberta-base for RoBERTa [333|, and
distilbert-base-uncased for DistilBERT [229].

For the SHAP method, we have employed the official implementation?
and utilized KernelSHAP with default hyperparameters. Specifically, when
generating explanations for each model, we construct the explainer using
the entire training set of the dataset for which we sought explanations.
Through empirical analysis, we have observed consistent stability in expla-
nations across different iterations. Although the absolute values of feature
importance may exhibit variation due to SHAP’s sampling strategy, the
overall order of feature importance remains invariant.

"https://github.com /namisan/mt-dnn
Zhttps://github.com/slundberg/shap
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5.4.2 Benefits of multi-task learning (RQ1)

Experimental Protocol

To assess the impact of multi-task learning, we employ the proposed
framework to explore all possible task combinations within our set of four
target tasks. In detail, we conduct Montecarlo cross-validation, utilizing
five different random seeds to partition the datasets into training (60%),
validation (20%), and testing (20%) sets. In the following experiments, our
chosen classification metrics are accuracy and (macro) Fl-score, and we
present the averaged performance results across various seeds. To validate
the observed improvements, we employ statistical t-tests.

Our experimental design comprises three primary investigations.
Firstly, we scrutinize the presence of both positive and negative transfer
effects as we vary the number of concurrently trained tasks. Secondly, we
introduce a pairwise training approach to delve deeper into these trans-
fer dynamics, considering all possible combinations of tasks. Lastly, we
compare our MT-DNN models against three distinct sets of baselines, en-
compassing both single-task and multi-task models.

Positive and negative transfers

Table 5.1 provides a comprehensive overview of the optimal multi-task
configurations for each task, with variations in the number of training
tasks. Our findings consistently underscore the efficacy of multi-task learn-
ing, as denoted by notable F1-score improvements of 3.26%, 6.57%, 3.01%,
and 0.62% across the SA, FND, SD, and TD tasks, respectively, when
compared to single-task models. However, it is imperative to note that
the improvement in the SD task does not attain statistical significance (p-
value > 0.05), suggesting that the single-task model performs equivalently
to the best-performing multi-task model.

Remarkably, Table 5.1 also underscores the critical role of task selec-
tion, with certain task combinations outperforming both single-task models
and alternative multi-task setups. For instance, in the FND task, simulta-
neous training with both the SD and SA tasks yields statistically superior
results in terms of Fl-score compared to exclusive training on the SD task.
Nevertheless, it is noteworthy that including all tasks does not lead to the
highest overall performance. Instead, optimal performance is predomi-
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Table 5.1. Performance by varying the number of training tasks. We report
the average across the folds of the cross-validation. (bold indicates the best
result, underline the first runner up, * indicates statistical significance, at p =
.05, with the single-task model, ** indicates statistical significance, at p = .05,
between the best and runner up models. )

Task Configuration Accuracy Fl-score
SA 0.859 0.861
n SA + SD 0.890*  0.890**
SA + SD + TD 0.889* 0.882*
All 0.848 0.851
FND 0.762 0.768
FND FND + SD 0.822* 0.815*
FND + SD + SA  0.826** 0.822**
All 0.772* 0.772*
SD 0.766 0.728
D SD + TD 0.749 0.751
SD + TD + SA 0.720 0.708
All 0.738 0.712
TD 0.971 0.971
™ TD + SA 0.972 0.972
TD + SA + FND 0977 0977
All 0.960 0.961
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nantly achieved with two tasks (for SA) or three tasks (for FND and TD)
in combination. This underscores that the dynamics of positive or nega-
tive transfers cannot be solely attributed to data augmentation effects but
instead hinge on intricate relationships between the tasks. Moreover, this
complexity extends beyond mere task similarity. For instance, multi-task
training involving SA, FND, and TD yields significant benefits for the TD
task, despite its dissimilarity from these datasets (as illustrated in Figure
5.1). In contrast, the SD task fails to capitalize on its combination with
the FND task, despite their higher degree of apparent similarity.

Pairwise training

To delve deeper into the effects of multi-task learning, we adopt a pair-
wise training strategy [261]. Figure 5.3 presents the Fl-scores obtained
when the row-indexed dataset is incorporated into multi-task settings with
the column-indexed dataset; single-task performance is reported on the di-
agonal. This experiment considers various backbone networks for the MT-
DNN’s shared layer, including roBERTa |333|, BERT [52|, and distilBERT
[229]. The results unveil a notable asymmetry in the knowledge transfer
process. For example, when concurrently training the SD and FND tasks,
we consistently observe a decline in SD’s performance compared to the
single-task model. In contrast, this same combination consistently im-
proves FND’s performance.

Furthermore, it is evident that the occurrence of positive and negative
transfers is significantly influenced by the choice of the pre-trained back-
bone. Specifically, the roBERTa model tends to exhibit positive transfer
effects, while the BERT backbone seldom benefits from MTL. For instance,
when the SA task is trained alongside the SD task, we observe a 3.26%
performance improvement with roBERTa on the former task, whereas the
same combination leads to a 12.2% performance degradation with BERT.
This divergence may be attributed to variations in the pre-training objec-
tives, which impact how the models encode and represent information. No-
tably, previous studies [96] have demonstrated that roBERTa’s training on
a denoising objective generates more robust representations compared to
BERT. Conversely, BERT’s masked language modeling objective focuses
on local context, encouraging the learning of more task-specific represen-
tations [216, 165]. Lastly, models trained with the distiiBERT backbone
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Figure 5.3. Results (in terms of F1-score) of the pairwise training by varying
the MT-DNN’s backbone. Single-task results are reported on the diagonal and
pair-wise multi-task results obtained on the row-indexed dataset are reported
when it is used in a multi-task setting with the column-indexed dataset.

exhibit worse performance than BERT and roBERTa, but intriguingly,
a higher number of combinations lead to positive transfer. This result
likely stems from the distillation process employed in distilBERT, which
enhances the model’s generalizability across different tasks [229].

Comparison with baselines

To further validate the performance of our proposed system and as-
sess the impact of multi-task learning, we compare our approach with two
multi-task baselines: (i) AdversarialMTL [143|, which employs adversarial
training to mitigate interference between shared and private latent feature
spaces, and (ii) MaChAmp [282], sharing the same MT-DNN backbone but
using a distinct fine-tuning strategy based on customized task weighting.
We also introduce the foundational model GPT3.5 [27] into our evaluation,
focusing particularly on its performance in zero-shot settings [208]. This
choice is influenced by recent findings indicating that such models have
demonstrated human-level performance in various text annotation tasks
[77, 334], including those relevant to disinformation, such as toxic content
classification [135].

Table 5.2 shows the Fl-scores for each task under both single-task
and multi-task settings. Our approach consistently achieves the best per-




112

CHAPTER 5. KNOWLEDGE TRANSFERS ACROSS DISINFORMATION DETECTION

Table 5.2. Comparison, in terms of Fl-score, with baselines, under both
single-task (ST) and multi-task (MT) settings. GPT3.5 is configured under
0-shot settings. (bold indicates the best result, underline the first runner up)

Method Configuration  SA FND SD TD

GPT3.5 0-shot 0.844 0312 0.156 0.870
ST 0.627 0487 0.195 0.305

AdverMTL MT 0.648 0527 0.190  0.320
ST 0.859 0.814 0.682 0.960

MaChAmp MT 0.879 0.834 0.729 0.937
Ours ST 0.861 0.768 0.728 0.971
MT 0.890 0.822 0.751 0.977

formance across tasks, with the exception of the FND task, where it
ranks as the top performer, closely behind MaChAmp. This highlights
the effectiveness of our method in optimizing performance across diverse
disinformation-related tasks. Furthermore, it is noteworthy that both
MaChAmp and our approach significantly outperform AdversarialMTL in
all tasks. This performance gap can be attributed to AdversarialMTL’s
practice of training sequence models from scratch, without leveraging pre-
trained language models.

Furthermore, our evaluation sheds light on the specific challenges faced
by GPT3.5. In tasks related to factuality, the model exhibits notably
poor performance, often categorizing news articles as unverified in the
FND task and misinterpreting input sentences in the SD task. However,
GPT3.5 performs reasonably well in general text tasks, such as the SA
and TD tasks, although it still falls short of multi-task models. While
acknowledging that the comparison may not be entirely fair due to the
additional fine-tuning required for multi-task models, these findings serve
as a cautionary note against the indiscriminate use of foundation models
in disinformation detection tasks.

Overall, our experiments consistently highlight the merits of MTL, as
most multi-task models outperform their single-task counterparts across
the majority of tasks and baselines. This underscores the value of a multi-
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task approach in gaining a comprehensive understanding of various aspects
of information.

Findings & Remarks Addressing RQ)1, we observed that multi-task
learning generally enhances task performance in the context of disinforma-
tion detection. However, we found that the underlying transfer dynamics
driving these improvements are intricate and extend beyond conventional
performance evaluation. Indeed, these dynamics are not solely determined
by the number of training task or datasets’ similarity as well as they can be
asymmetric as one task can benefit the others but not vice-versa. Overall,
this highlights that the dynamics of positive and negative transfers mani-
fest as a complex interplay of factors that defy simplistic characterization
but rather require a more in-depth analysis of what the models actually
learn during the (multi-task) training process.

5.4.3 Single- and multi-task explanations (RQ2)

Experimental protocol

We now shift our focus towards investigating the similarities and dis-
parities between single-task and multi-task models by leveraging SHAP
explanations for all tasks and models.

To facilitate our objective and make this investigation feasible, we con-
sider three distinct models for each task .7: .7, ///I;ZS, and //l;zg. These
models represent the single-task model, the multi-task model with the high-
est degree of positive transfer, and the multi-task model with the highest
degree of negative transfer, respectively. Specifically, for a target instance
x7 ) we extract the explanations es (7)), €pos(”), and epey(r”) from
M ///p‘zs, and ///gg, respectively. As detailed in Section 5.3.2, e;(z7)
represents a ranked list of words ordered by their importance in determin-
ing the classification outcome of the i-th model. Hereafter, we omit the
z7 dependence to streamline the notation.

Our experimental protocol comprises two main experiments. Firstly,
we assess the similarity of explanations to ascertain the extent to which
multi-task learning models diverge from their single-task counterparts.
Secondly, we compare the rankings of explanations in terms of hypothesis
verification to investigate whether the observed differences are attributable
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to the treatment (i.e., multi-task training) rather than random variation
stemming from unobserved variables. Finally, we conduct a qualitative
analysis to illustrate the distinctions in explanations across the models

M, M and AT

pos» neg:*

Explanations’ similarity

Experimental Setup We gauge the distinctions between SHAP expla-
nations using both the Kendall correlation coefficient 7 3] and the RBO
metric [297]. It is noteworthy that these chosen metrics do not rely on the
absolute values of feature importance but solely on their relative order.
This characteristic bolsters the robustness of our analysis, mitigating the
effects of randomness introduced by SHAP’s sampling technique.

In particular, 7 : e;,e; — [—1, 1] quantifies the correlation between the
rankings of explanations derived from models ¢ and j for the same target
instance 7. Similarly, RBO : ei,ej,p — [0,1] measures the similarity
between the two rankings but employs the parameter p to control the
emphasis placed on higher positions in the rankings. We set p = 0.9 to
attribute 86% of the contribution in the final score to the top-10 features
in the explanation [297].

Concretely, we consider the explanations from ../ as the reference
and evaluate their similarity to the explanations extracted from //lpzs and
///,;Zg. Additionally, we introduce a null model .#,.,4, generating expla-
nations by randomly shuffling the reference explanation. Consequently,
for each instance 7 belonging to task .7, we compute RBO(est, €pos),
RBO(est, €neg), RBO(€st, €rnd), and similarly for the 7 metric. Given that
the reference explanations remain consistent, we omit the dependence on
est to simplify the notation.

Finally, we employ the Kolmogorov-Smirnov test to compare the dis-
tributions of RBOygs, RBOpegy, and RBO,pq (1€SP. Tpos, Tnegs and Trpd)
calculated for all instances within task 7.

Results Figure 5.4 shows the distributions of RBOpss, RBOjey, and
RBO,,4 for each task. A compelling trend emerges as we consistently
observe that, on average, RBO,,s surpasses RBO,., for all tasks. For
instance, in the context of the FND task, the average values of RBOp,s
and RBOpey stand at 0.613 and 0.542, respectively. This observation im-
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Figure 5.4. The distribution of RBOpss, RBOyeq, and RBO,,q for each
task. (* indicates statistical difference, at p = .05, with respect to RBOyq)

plies that the explanations furnished by .#,,s exhibit a higher degree of
similarity with those from .#; compared to the explanations generated by
Mneq. This trend is likely attributed to positive transfer, which does not
fundamentally transform the model’s knowledge but instead hones what
the model could already discern in single-task scenarios, incorporating ad-
ditional patterns derived from other tasks.

Furthermore, we delve into the entire distribution rather than focusing
solely on average values. We discern that, except for the SD task, the distri-
bution of RBO,s consistently differs from that of RBOyeq (p-value> .05).
This outcome substantiates our prior hypothesis that multi-task positive
transfer serves to refine the model’s knowledge rather than undergoing a
revolutionary transformation. It is noteworthy to mention that the SD task
exception aligns with our previous discovery that multi-task learning does
not enhance this specific task, as the performance of single-task and multi-
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Figure 5.5. The distribution of Tpes, Theg, and 7,4 for each task. (* indicates
statistical difference, at p = .05, with respect to Tpeg)

task models remains comparable. In contrast, the distribution of RBOje4
never deviates from the distribution of RBO,4 (p-value > .05), signifying
that negative transfer diminishes the model’s knowledge to such an extent
that the explanations provided by multi-task models can be regarded as
random perturbations of the explanations produced by single-task models.

Lastly, Figure 5.5 illustrates the distributions of 75, Theg, and 7,pq for
each task. In essence, this reaffirms the insights gleaned from the RBO
analysis, as 7,0s is always greater than 7., across all tasks. Addition-
ally, Tpeq is statistically equivalent to 7,,4 for all tasks, underscoring the
influence of negative transfer in rendering the explanations provided by
multi-task models akin to random perturbations of those generated by
single-task models.
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Explanations’ hypothesis test

Experimental Setup We perform a revised version of the test proposed
by [230] to quantify the difference between two performed rankings (a.k.a.
treatments) in terms of hypothesis verification. Specifically, for each task
Z , we compare the explanation rankings ep,s and eyeq generated by ///];Zs
and ///ﬁz(p respectively, with the reference explanation rankings ey pro-
vided by ;] .

In particular, we consider the explanation provided by the single-
task model ey (27) as the ground-truth ordering, ie., L! = ey(z”) =
{wy,wa, -+ ,wy}, n being the number of words of z7. Each word in the
ordering has also associated a measure of relevance S(w;, es(z7)) (here-
after S(w;)) dependent on its position in L!. Formally, S(w;) € [0, 1] and
is such that Vi € [1, (n — 1)], we have S(w;) > S(wit1). We set S(w;) =1
for the top-5 positions, S(w;) = 0.5 from the fifth to the tenth positions,
and S(w;) = 0.05 for all other positions in the ranking.

Then, L' is compared with an experimental ordering L? =
{Wry, ..., wr, } where {m1,...,m,} is a permutation of 1,...,n. As a re-
sult, the displacement of wj is defined as d(w;) = |i — m;|, while the relative
displacement of L% is computed as follows:

» i )d(w;
Q
0= L%QJ being a normalization factor.

Under these settings, the null hypothesis Hy is that all relative dis-
placements measured for different instances are the same, and we test its
acceptance with the F' ratio [161]. In particular, we have m = 2 treat-
ments, i.e., the training process to obtain .#,,s and ey, and k = 50
measurements of ©,,s and ©,,y. These measurements are derived by ex-
plaining 50 randomly selected instances from task .7. Let ©;; be the
weighted displacement of the j-th experiment on the i-th treatment. We
define p; = %Z?:l ©;; as the average result for the i-th treatment,
po= =3 p; as the total average, o2 = %2111 (i — p)? as the
variance between treatments and o3, = ﬁ > 25:1 (wij — pi)? as

0.2

the variance within treatments. Then, the F' ratio is computed as F' = ot
w
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Table 5.3. Hypothesis test: weighted displacements average (1) and variance

o?. (* indicates statistical validity, at p = .05)

Task Treatment I o? F
SA pos 0.194 0.009 9.97*
neg 0.257 0.015
FND pos 0.220 0.008 93 3+
neg 0.317 0.009
D pos 0.381 0.027 0.260
neg 0.391 0.027
™ pos 0.201  0.005 10.8*

neg 0.268 0.009

Results Table 5.3 presents compelling evidence as it consistently reveals
the rejection of the null hypothesis for all tasks, except in the case of the
SD task. This unequivocally suggests that the observed disparities in the
explanations can largely be ascribed to the specific treatments applied, i.e.,
the multi-task training process.

Moreover, the rejection in favor of .#),s, represented as pipos < fineg,
lends further support to our earlier deduction. It corroborates the notion
that the explanations stemming from positive transfer showcase a higher
degree of resemblance to single-task explanations in comparison to those
originating from negative transfer.

Explanations’ qualitative analysis

We embark on a qualitative comparison of the explanations furnished
by Msi, Mpos, and Mpey across diverse tasks. In a comprehensive
overview, it becomes evident that MTL exerts a regulatory influence on fea-
ture importance. Multi-task models tend to distribute importance across
a wider spectrum of words when contrasted with their single-task coun-
terparts. This phenomenon can be attributed to the nature of positive
transfer, which redistributes importance based on knowledge gained from




5.4. REsuLTs

119

ihave
taken
this.
medication
for

many
years
and
have
had

no 5.5+
problems -+ EEEG—

-6 -4 -2 0
SHAP value

(a)

cymbalta —1.86 N
worked > <2 IEEG—
well -1.96 .
for -0.04.|
my §+013
depression ~0.04 ‘
as ~osa
well ! +0.03
as W o64
for _ +08
my ~0.02
fibromyalgia ~oso
pain, ~054 !
-0
but — 7
sort ~o1f
of - 102
aggravated o8
my o2
anxiety - 067
( 1 +018
also ¥ +o31
having 010
stressful W +o4s
times) {+00s

-50 -25 00 25
SHAP value

(d)

Figure 5.6. Qualitative analysis:
and Ay (right) for two samples

ihave . o098
taken - +08
this -2
medication -> —
for i*”z
many ~0.76 -
years 22—
and B
have ~259 I
had —0:54 -:
no>>
problems - E—
-4 -2 0
SHAP value

(b)

cymbalta 307 IEE——

worked 357 INEE—————

well ~2.71
for o5
my —0.01
depression —012§
as — 136
well 0.83 W
as ~0.62
for 054l
my 1+017
fibromyalgia ~oss m
pain, ~062
| +0.08
but [— 154
sort - 074
of . o065
aggravated — 247
my —
anxiety -1.03 -
( — 251
also o1 mml
having - ost
stressful — 2 63
times) 162 N
1+018
-4 -2 0 2
SHAP value

(e

ihave I 177
taken i +0.06
this oo
medication —0.03 \‘
for |t
many i +0.22
years 078 —
and1 0> I
have i +0.05
had 08
no —0.08: i
problems ~0.35 -;
-1 0 1 2
SHAP value

(©)

cymbalta -0.02
worked 1+016
well 063 Wl
for _— 138
my I
depression
as
well
as
for
my W +053
fibromyalgia REEY |
pain, — 163
W +031
but - 001
sort 045 W
of 0.03
aggravated - 090
my . 07a
anxiety SUEY |
( ~0.85 W
also -0
having | +0.02
stressful 047
times)6.33 —
~0.16 1
-6 -4 -2 0 2
SHAP value

(f)

explanations of #, (left), .#,0s (center),
in the SA dataset. Blue (resp. red) bars

refers to features positively (resp. negatively) contributing to the chosen class

(“positive” sentiment).




120 CHAPTER 5. KNOWLEDGE TRANSFERS ACROSS DISINFORMATION DETECTION

other tasks, while negative transfer leads to a haphazard redistribution of
feature importance.

Figure 5.6 offers a tangible representation of this phenomenon within
the context of the SA task. In particular, Figures 5.6a, 5.6b, and 5.6¢
showcase the explanations produced by .#s, M pos, and My for the in-
put instance "I have taken this medication for many years and have had no
problems". Intriguingly, both .# and .#,,s correctly predict a "positive"
sentiment for this input, whereas .#,., misclassifies it. A closer examina-
tion of these explanations reveals distinct patterns. .# primarily focuses
on the sub-sentence "had no problem", whereas .#,,,s assigns importance
to the entire sentence. This reallocation of importance can be attributed
to the influence of stance detection, as .#), is trained on both the SA and
SD tasks. Consequently, the explanation from .#),s encapsulates not only
the sentiment but also the subject’s stance towards the medication.

Additionally, Figures 5.6(d-e) showcase an additional instance with
"positive" sentiment, i.e., "Cymbalta worked well for my depression as well
as for my fibromyalgia pain, but sort of aggravated my anziety (also having
stressful times)". In this scenario, .#s and .#,e, misclassify the input,
while .#),s correctly predicts the "positive" sentiment. Upon examining
the explanations from .#; and .#,,s (Figures 5.6d and 5.6e, respectively),
a shared proficiency emerges in identifying the positive sentiment conveyed
in the initial segment, "Cymbalta worked well"”. Moreover, both models ef-
fectively comprehend the subsequent revelation about increased anxiety as
a side effect of the medication. However, upon closer scrutiny, a subtle yet
pivotal nuance surfaces. The inclusion of the phrase "(also having stress-
ful times)" introduces a contextual layer wherein the escalation of anxiety
is intricately linked to the user’s psychological state - specifically, stress
stemming from factors unrelated to the medication. Remarkably, .#;; fal-
ters in recognizing the contextual significance of this phrase. It overlooks
the weight carried by this segment of the text and fails to attribute it any
substantial importance. In contrast, .#,,s adeptly comprehends that the
user’s experience is not exclusively tied to the medication’s impact; rather,
it is substantially influenced by their emotional state. We conjecture that
this capability may arise from .#},s’s training on the SD task, enabling it
to adeptly gauge the overall stance in support of the medication’s usage
while concurrently isolating external factors.
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Finally, we corroborate our prior quantitative results by scrutinizing
the explanations produced by .., (depicted in Figures 5.6c and 5.6f).
These explanations starkly highlight the adverse consequences of negative
transfer, vividly illustrating the disorderly reshuffling of feature importance
in contrast to their single-task model counterparts.

Findings & Remarks In response to RQ2, we found that positive
transfer does not fundamentally alter the knowledge base of any model
but rather refines the model’s existing capabilities by incorporating ad-
ditional patterns derived from other tasks. In contrast, negative transfer
has a detrimental effect on the model’s knowledge, to the extent that the
explanations provided by multi-task models are akin to random pertur-
bations when compared to their single-task counterparts. Specifically, our
qualitative findings suggest that positive transfer enriches the explanations
generated by the models. These enriched explanations are not only suitable
for the target task for which they are generated but also exhibit suitability
for all other tasks involved in the multi-task training process.

5.5 Discussion

5.5.1 Contributions

In this chapter, we delved into the realm of disinformation detection,
with a specific focus on sentiment analysis, fake news detection, stance
detection, and topic detection tasks. We proposed a framework based on
the MT-DNN framework [144] and harnessed SHAP explanations [155]
to facilitate a meticulous comparative analysis of knowledge acquisition
within single-task and multi-task paradigms.

Our investigation unfolded several noteworthy insights. Across the
spectrum of disinformation detection tasks, the proposed (multi-task) sys-
tem generally exhibited a propensity for augmenting task performance,
with the notable exception of the stance detection task. However, these
performance enhancements were underpinned by intricate transfer dynam-
ics that transcended conventional performance evaluation metrics. In this
intricate landscape, the concept of positive transfer revealed itself as a
multifaceted phenomenon, influenced not merely by the number of train-
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ing tasks or the degree of similarity between datasets. Instead, it exhibited
intriguing asymmetry, where one task could bestow benefits upon others
without commensurate reciprocity.

Moreover, our deep dive into the explanations generated by models
trained under multi-task settings unveiled compelling insights into the
mechanisms of knowledge transfer. Specifically, positive transfer emerged
as a force of refinement, fine-tuning existing knowledge by incorporating
additional patterns gleaned from other tasks. In stark contrast, negative
transfer cast a shadow of disruption, severely undermining the integrity of
models’ knowledge, ultimately yielding explanations that bore a striking
resemblance to randomness. These revelations underscore the multifaceted
nature of multi-task learning in disinformation detection, challenging con-
ventional wisdom and paving the way for more nuanced and insightful
approaches in the domain.

5.5.2 Limitations

Our study is subject to several limitations that warrant acknowledg-
ment. Firstly, despite the additional validation from various MTL base-
lines, it is important to recognize that our analyses may exhibit a certain
degree of bias due to our choice of the SHAP explanation tool [155] and
the MT-DNN architecture [144] as building blocks of our framework.

Secondly, our comparative examination of explanations predominantly
relies on the absolute rankings of features and does not account for their
weighted importance. Although we indirectly address this limitation by
incorporating the RBO metric, which assigns higher significance to features
with superior rankings, the inherent focus on rankings remains.

Thirdly, while our dataset collection encompasses diverse sources, en-
compassing both similar and dissimilar data, we are aware that our study
may bear the imprint of these specific base datasets. This influence is a
potential limitation to the generalizability of our findings.

Finally, we acknowledge that the domain of disinformation detection is
multifaceted, encompassing a wide spectrum of challenges beyond the spe-
cific tasks scrutinized in our study. For instance, the detection of fake news
spreaders represents a critical facet that remains unexplored within our
current research scope. Our future endeavors aim to expand the purview
of our investigation to encompass these vital tasks.
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5.5.3 Conclusions and Future Works

Our study yields two pivotal insights. Firstly, multi-task learning
demonstrates considerable potential in the domain of disinformation detec-
tion, as it generally enhances performance across a spectrum of sub-tasks.
Nevertheless, it is essential to underscore that the degree of effectiveness in
this approach can vary, with certain tasks reaping more substantial bene-
fits than others.

Secondly, our findings emphasize the significance of holistic system
optimization in designing effective multi-task systems for disinformation
detection. This optimization should transcend the conventional focus on
performance metrics and encompass a comprehensive evaluation of the
intricate transfer dynamics at play within the system.

As we navigate the path forward in our research, we intend to extend
the applicability of our findings to encompass a broader range of multi-
task frameworks and explanation mechanisms. Furthermore, our future
endeavors will delve into leveraging explanations to proactively identify
task groups that stand to gain the most from multi-task settings. Fi-
nally, we aspire to harness the insights gleaned from our study to craft an
explanation-driven learning mechanism that enhances the seamless trans-
fer of information across disparate tasks, thereby advancing the field of
disinformation detection.
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6.1 Research Context and Contributions

Social media platforms play a pivotal role in shaping the contemporary
digital information landscape, providing users with the means to engage in
discussions across a diverse spectrum of topics encompassing public health,
information technology, and socio-political issues. Nonetheless, the open
nature of these platforms, coupled with relatively lenient content mod-
eration policies, poses a potential threat to the integrity of these digital
ecosystems when harmful content, such as fake news, propaganda, and in-
appropriate or violent materials, is disseminated and proliferates through-
out the online population.

Prominent social media platforms like Facebook and Twitter endeavor
to preserve the integrity of their virtual realms by enforcing conduct guide-
lines and implementing a variety of moderation interventions that target
both harmful content and the users responsible for its dissemination. These
interventions encompass actions such as content flagging, demotion, or re-
moval, as well as the temporary or permanent suspension of offending
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users.

However, these moderation endeavors are often implemented in isola-
tion, without sufficient regard for interventions carried out on other plat-
forms regarding harmful content that has found its way into their domain.
This unilateral approach presents risks, as content originating on a source
platform can migrate to other target platforms, where it may garner at-
tention within specific communities and reach a broader audience. For
instance, the cross-platform dissemination of anti-vaccine content across
platforms like YouTube and Twitter has led to extensive amplification and
virality across multiple online spaces |79, 40|. Furthermore, recent research
has revealed that moderation efforts on a source platform can inadvertently
foster the proliferation of harmful content on target platforms [226]. For
instance, the removal of anti-vaccine groups on Facebook has been found
to boost engagement with anti-vaccine content on Twitter [172]. Similarly,
when YouTube decided to demote conspiratorial content, certain Reddit
communities actively promoted these demoted videos on their platform,
leading to their viral spread and undermining YouTube’s moderation strat-
egy [28]. Additionally, from the users’ perspective, accounts banned from
platforms like Twitter or Reddit tend to exhibit increased levels of toxic
behavior when they migrate to low-moderated spaces like Gab or Bitchute
[10].

Overall, this underscores the necessity for cross-platform moderation
strategies that acknowledge the interconnected nature of the digital in-
formation ecosystem. A mere content removal or user suspension on one
platform may fall short in mitigating the dissemination of inappropriate
content across various platforms. Therefore, fostering collaboration among
social media platforms becomes not only advisable but also practically ad-
vantageous. Being aware of content deemed inappropriate on other plat-
forms can inform moderation strategies and aid in the early detection of
similarly harmful or related content. Recent studies have demonstrated
how cross-platform strategies can be instrumental in moderating radical
content [219, 61] or identifying inauthentic activities by tracking users’ be-
havior across multiple platforms [10, 172, 40].

Our research [73| delves into a distinctive perspective, focusing on
YouTube (YT) as the source platform and Twitter as the target platform.
Specifically, we investigate the prevalence of moderated YT videos on Twit-
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ter, i.e., videos initially shared on Twitter but subsequently removed from
YouTube. Additionally, we characterize the Twitter users responsible for
sharing these YT videos, whom we refer to as YouTube mobilizers [38|,
taking into account various dimensions, including their political affilia-
tions and potential involvement with "fringe" platforms.

In particular, we aim to answer the following research questions (RQs):

RQ1 What is the prevalence, lifespan, and reach of moderated YT videos
that are shared on Twitter?

RQ2 What are the characteristics of the mobilizers of moderated YT
videos? And, are there any differences with the mobilizers of non-
moderated YT videos?

RQ3 Do the mobilizers of moderated YT videos receive significant engage-
ment from the Twitter population?

Leveraging a large-scale dataset related to the 2020 U.S. election [35],
we observed that YouTube is the most shared mainstream social media
platform on Twitter. Through the use of the YouTube API to retrieve video
metadata, we identified that 24.7% of the videos shared in the election dis-
course were subject to moderation on YouTube. Furthermore, we found
that these moderated videos exhibited notably higher levels of dissemina-
tion compared to non-moderated ones, and they received more shares than
content from other mainstream and fringe social media platforms, such as
Gab and 4chan.

An examination of Twitter users sharing YT videos revealed distinct
patterns. Users sharing moderated videos predominantly engaged with YT
content through retweets, while users sharing non-moderated videos ac-
tively disseminated Y'T content via their original tweets or replies. Intrigu-
ingly, more than half of the users in the former group had been suspended
by Twitter. Surprisingly, there was a higher incidence of accounts involved
in information operations, as identified by Twitter, within the latter group.
Additionally, users sharing moderated Y'T' videos predominantly expressed
support for Trump and propagated claims of election fraud, whereas users
sharing non-moderated videos collectively exhibited less extreme political
leaning, encompassing supporters of both Biden and Republican repre-
sentatives who did not endorse Trump’s political campaign. Finally, we
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observed that users sharing moderated and non-moderated YT videos tend
to interact within their respective groups and display analogous interac-
tion patterns, primarily through retweets. This phenomenon implies the
formation of segmented communities akin to echo chambers.

Overall, our findings shed light on the intricate dynamics of cross-
platform information diffusion and underscore the necessity for a more
comprehensive approach to content moderation.

6.2 Related Work

6.2.1 Cross-platform moderation

In a concerted effort to safeguard the integrity of their respective digi-
tal domains, mainstream social media platforms employ a variety of inter-
vention strategies. These strategies encompass actions targeted at both
inappropriate content (comprising measures like flagging, demotion, or
deletion) and the users responsible for its dissemination (encompassing
temporary or permanent suspensions). Nevertheless, the effectiveness of
these interventions is under increasing scrutiny, with researchers and poli-
cymakers advocating a proactive and comprehensive approach, as opposed
to the prevailing isolated and reactive solutions [299, 55, 204]. Indeed, even
if moderation interventions prove effective within the confines of an indi-
vidual platform, their consequences may transcend platform boundaries,
giving rise to unintended detrimental activities.

For instance, [10] demonstrated that following the suspension of radi-
cal communities on Reddit, users migrated to alternative platforms, where
they became more active and shared content of a more toxic nature. A
comparable pattern emerged after the de-platforming of Parler, as users
shifted to other fringe social media platforms like Gab and Rumble [97].
Furthermore, [226] revealed that the antisocial behaviors of migrated users
could have repercussions on mainstream platforms through interactions
with non-radical users active across multiple platforms. In this context,
[172] discovered that when Facebook banned certain anti-vaccine groups,
the toxic content propagated by these groups resonated on Twitter. Addi-
tionally, during the 2020 U.S. election, videos removed from mainstream
platforms were subsequently re-uploaded on the less-moderated BitChute
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platform [262].

The above-mentioned studies underscore the imperative for proactive
and collaborative moderation approaches to ensure the overall integrity of
the digital information ecosystem. In this study, we delve into the poten-
tial advantages of social media platforms openly sharing information per-
taining to their moderation interventions. This investigation takes shape
through the examination of users posting moderated YouTube (YT) videos
on Twitter.

6.2.2 Cross-platform spread of YouTube content

The dissemination of multimodal information across various platforms,
incorporating images and videos, carries substantial implications due to
the heightened appeal and perceived credibility of multimedia content
compared to textual posts alone [90|. Particularly, the cross-posting of
videos, including potentially harmful content, across multiple social me-
dia platforms constitutes a well-documented concern within the realm of
scientific literature [299, 81]. To exemplify, a notable volume of dubious
YouTube (YT) videos was shared on Twitter with the aim of sowing doubt
concerning the COVID-19 vaccination campaign [203]. Additionally, [40]
underscored that anti-vaccine YT videos shared on Twitter experienced
heightened visibility and propagation on YouTube. Similarly, [192] iden-
tified YouTube as one of the primary channels utilized by the infamous
"Disinformation Dozen" to disseminate Covid-19-related conspiracy theo-
ries on Twitter. Furthermore, [81] revealed the Internet Research Agency’s
(IRA) use of YouTube content in their 2016 Twitter propaganda campaign,
and more recently, [299] reported the incorporation of YT content to sup-
port anti-White Helmet operations in 2020.

Collectively, the studies mentioned above illustrate that harmful YT
content is not confined solely to the source platform but often thrives in
other target platforms, particularly with the intention of influencing vul-
nerable and fringe communities. In this context, the actors responsible for
mobilizing and disseminating such detrimental content can assume various
identities, including bots, sockpuppets, influential figures, or even individ-
uals susceptible to misinformation and conspiracy theories. This study
delves into the characterization of these entities, focusing on Twitter users
who share moderated YT videos, and investigates their commonalities and
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disparities compared to users sharing non-moderated YT content.

6.3 Methodology

In this section, we describe the data used in the analysis and detail the
methodology used to understand the prevalence of YT moderated content
on Twitter (RQI) and to characterize users who share moderated YT
videos (RQ2 and RQ3).

6.3.1 Data Collection

Our dataset comprises election-related tweets, gathered via Twitter’s
streaming API service, during the lead-up to the 2020 US election [35].
This specific data collection spans six months, ranging from June 2020 to
December 2020, encompassing the latter part of the electoral campaign and
the subsequent aftermath characterized by the widespread dissemination
of misleading claims and election integrity conspiracies [267, 67]. Over this
observation period, we collected a vast repository of more than 600 million
tweets, originating from 7.5 million distinct users. Of particular interest are
tweets featuring YouTube (YT) videos, constituting approximately 0.65%
of the entire dataset, which amounts to 3.9 million messages. Notably,
it is important to clarify that our consideration of YT videos does not
encompass URLs to YT channels.

Figure 6.1 illustrates the prevalence of tweets and users sharing YT
content, consistently surpassing those directing their attention to other
mainstream social media platforms. This trend aligns with prior findings
[38, 4]. Moreover, both categories exhibit an upward trajectory during the
second half of 2020, likely due to the impending election on November 3rd,
2020.

A total of 527,000 YT videos were disseminated on Twitter by 830,000
users. Leveraging the YouTube API, we were able to retrieve diverse video
metadata, including the crucial capability to identify whether a specific
video had been removed from the platform. Intriguingly, among all YT
videos shared, approximately 24.7% (130,000 out of 527,000) were sub-
jected to moderation. Prior to the moderation intervention, these videos
were shared on Twitter by 34.5% of users, equating to 287,000 out of
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Figure 6.1. The monthly percentage of tweets (left) and users (right) who
shared a link to a mainstream social media platforms in 2020

830,000. Furthermore, we collected YT video metadata for non-moderated
videos, encompassing details such as video titles, descriptions, tags, and
the channel responsible for publishing the video. It’s worth noting that
gathering metadata for moderated videos, including information on the
intervention date and the specific reason(s) for moderation, is not feasible
due to restrictions imposed by YouTube. However, a reasonable assump-
tion can be made that a video remains accessible when shared in an original
tweet, as this necessitates the user to include the video URL in the Twitter
post.

6.3.2 Identifying mobilizers of moderated YouTube videos

To identify the mobilizers of moderated YT videos, we first consider
the most active YT mobilizers, as our objective is to investigate the charac-
teristics and behaviors of users who repeatedly (rather than occasionally)
post YT content. For this reason, we consider users who shared at least 5
YT videos on Twitter, which results in a set of 113k Twitter users.

Subsequently, we subdivide this cohort of YT mobilizers into two dis-
tinct groups based on the quantity of shared moderated YT videos.

For each user denoted as w, we introduce the concept of the ratio of
moderated videos (rmv(u)), defined as the proportion of moderated YT
videos out of the total number of YT videos shared by user u during
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our observation period. Using this metric, we define the group of users
sharing non-moderated YT videos (NMYT) as individuals possessing an
rmu(u) = 0. This classification results in a subset of 25,400 Twitter ac-
counts. Then, by examining the distribution of the ratio of moderated
videos (see Fig. 6.2a), we identify the users categorized as mobilizers of
moderated YT videos (MYT). These are individuals whose rmv(u) is
equal to or exceeds 0.5, encompassing all users with an rmwv(u) higher
than the 75th percentile of the distribution. This selection criterion allows
us to focus specifically on users with a pronounced inclination toward shar-
ing moderated videos, thereby excluding those who sporadically engage in
disseminating moderated YT content.

To validate this selection criteria, we assess whether the accounts shar-
ing moderated videos remain active on Twitter or have been subject to
suspension. Figure 6.2b depicts the percentage of suspended users as a
function of rmw(u). It is noteworthy that the percentage of suspended
users does not exhibit a significant increase beyond the point where users
share more than 50% of moderated videos. Additionally, there exists a
positive correlation between the probability of suspension by Twitter and
the rmu(u) value, as indicated by a Spearman correlation coefficient of
0.451.
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6.4 Case Study Results

6.4.1 Prevalence of moderated YouTube videos on Twitter
(RQ1)

To answer RQ1, we perform an analysis of the consumption of YT
videos on Twitter comparing moderated vs. nonmoderated YT videos. It
is worth noting that moderated videos typically have a shorter duration of
sharing on Twitter, averaging around 20 days, while non-moderated videos
enjoy a more extended lifespan, with an average of approximately 50 days.
This discrepancy can be attributed to Y'T’s moderation interventions. To
ensure a fair comparison between the two, we examine the number of tweets
containing YT videos during the initial week after their first appearance
on Twitter.

Figure 6.3a illustrates the distributions of the tweet count for both non-
moderated and moderated videos. Notably, the distribution for moderated
videos exhibits a right heavy-tail, indicating that when initially posted on
Twitter, moderated videos stimulate a higher volume of sharing activity
compared to non-moderated videos. This observation is corroborated by
the results of a Mann—Whitney test (p-value< 0.01). This finding aligns
with prior research [148], which investigated COVID-19-related YT videos
and similarly noted that moderated videos tend to elicit more active en-
gagement from viewers.

To gain further insights into the prevalence of moderated YT content on
Twitter, we compare the interaction levels with content originating from
other social media platforms. Specifically, Figures 6.3b and 6.3c¢c show
the volume of tweets and retweets involving moderated Y'T videos, URLSs
directing to mainstream online social networks, and URLs redirecting to
fringe platforms [295].

We observe that the volume of tweets linking moderated Y'T videos
alone is greater than the volume of tweets pointing to any other social
media platform. According to [38], we find that fringe content supplied
by Parler and BitChute is outnumbered by the content provided by main-
stream platforms.

Findings and Remarks Addressing RQI, we discovered that moder-
ated YouTube videos were widely shared on Twitter during the run-up and
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share; (b) Number of original tweets containing a link to each social media
platform (Log-scale); (¢) Number of retweets containing a link to each social
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aftermath of the 2020 US election. In addition, moderated videos received
a higher volume of interactions in the early days of their lifespan. Ad-
ditionally, moderated YT content alone received more engagement than
whole content from other mainstream platforms.

6.4.2 YouTube Mobilizers (RQ2)

To address RQ2, we characterize YT mobilizers that share moderated
(MYT) and non-moderated videos (NMYT) and investigate whether these
users show significantly different behaviors and characteristics across three
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dimensions:

e (ross-Posting Activity: We delve into users’ sharing behaviors on
Twitter, specifically their engagement in cross-posting content from
various sources, including both mainstream and fringe platforms.

o Trustworthiness of the account: We investigate whether MYT and
NMYT users differ in terms of account verification status and the
presence of automated bot accounts. We also examine their potential
involvement in information operations.

o User Interests: Our analysis extends to the political leanings and
areas of interest exhibited by mobilizers, both within the Twitter
and YT platforms.

Cross-Posting

We consider all possible user activities on Twitter, including posting
original tweets, engaging in replies, and sharing tweets via retweets or
quotes.

Figure 6.4 reveals that while both MYT and NMYT users exhibit sim-
ilar behaviors in posting original tweets, MYT users tend to engage more
in retweeting and less in replying compared to NMYT users. This be-
havior discrepancy regarding retweets is further characterized by assessing
the proportion of retweets that contain external web domain links, ex-
cluding YouTube. Notably, MYT users frequently retweet content with
external links, with approximately 50% of their retweets containing URLs,
compared to 28% for NMYT mobilizers. This suggests that NMYT users
demonstrate more diversified activity on Twitter, whereas MY'T users ex-
hibit a tendency to passively consume and disseminate content, especially
when it directs to external resources.

To delve deeper into understanding the two groups of mobilizers, we
examine their interaction with YT videos on Twitter. Specifically, we
categorize users as either producers or consumers of a YT video, depending
on whether their initial share of the video is in the form of an original
tweet or reply (producers) or a retweet (consumers). We then introduce
the prod_ratio metric, representing the proportion of YT videos that a
user produces out of the total videos they engage with. It is worth to note
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Figure 6.4. The distribution of original tweets, replies, retweets and quotes
for NMYT and MYT mobilizers

that being a "video producer" does not imply that the user is the actual
publisher of the video on YT.

Interestingly, we find that in both MYT and NMY'T groups, mobilizers
predominantly fall into either the producers category (prod_ ratio > 80%)
or the consumers category (prod_ratio < 20%). In the NMYT group,
there are 15,761 (62.1%) producers and 4,439 (17.4%) consumers, while
the MYT group consists of 4,630 (31.9%) producers and 3,742 (25.8%)
consumers. Figure 6.5a illustrates the distribution of the prod ratio for
both groups, demonstrating that NMYT mobilizers primarily take on the
role of producers. In contrast, the MYT group comprises an equal number
of producer and consumer accounts. This supports the earlier finding,
confirming that MYT users are more inclined to passively retweet content,
while NMYT users actively engage through replies and quotes.

Furthermore, we investigate how mobilizers interact with content from
various social media platforms, including mainstream platforms like Face-
book, Instagram, and Reddit, as well as the fringe platforms highlighted in
Fig. 6.3b. We introduce the extreme ratio, which represents the fraction
of tweets that contain extreme URLs out of the total number of tweets
shared by each user.

While Figure 6.5¢ shows similar distributions in terms of mainstream
ratio for MYT and NMYT mobilizers (p-value > 0.01), with both groups
sharing approximately 3.3% of mainstream content on average, the re-
sults differ for fringe platforms. Specifically, Figure 6.5b indicates that
MYT users engage more frequently with fringe platforms compared to
NMYT mobilizers, despite both groups having similar mean values (0.5%
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Figure 6.5. The distribution of prod_ratio, extreme ratio and mainstream
ratio for NMYT and MYT mobilizers

and 0.7% for NMYT and MYT mobilizers, respectively). This analysis
suggests that while the two groups do not significantly differ in their inter-
actions with mainstream platforms, MYT mobilizers share more content
from less-moderated online spaces than NMYT users. This implies a de-
gree of endorsement of extreme ideas promoted on fringe platforms [295].

Trustworthiness

Here, we delve into the characteristics and account statuses of the
two mobilizer groups. Recognizing the influential roles played by polit-
ical elites, bot accounts, and state-backed trolls in orchestrated campaigns
and (mis)information operations [154, 60, 81, 304, 192], we seek to iden-
tify the entities responsible for propagating moderated or non-moderated
YT videos on Twitter. To achieve this, we employ Botometer [307] and
the Twitter API to assess whether our mobilizers consist of automated
or verified accounts, respectively. As revealed in Figure 6.6, both groups
comprise a meager number of verified accounts (268 in the NMYT group
and 19 in the MYT group) and bot accounts (2,234 in the NMYT group
and 586 in the MYT group).

Subsequently, we explore whether users in the two mobilizer groups
have been suspended as a result of Twitter’s moderation interventions.
Indeed, during the 2020 US election, the platform made heightened efforts
to safeguard the integrity of discussions, which included labeling suspicious
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Total Total Verified Bot Suspended InfoOps
Accounts  Videos Accounts Accounts Accounts Accounts
NMYT Mobilizers 25396 88451 268 2234 7984 569

MYT Mobilizers .81 - |19 Iae Iss |30

Figure 6.6. The number of accounts in each mobilizer group that were ver-
ified, bots or suspended. The columns are as follows: “Total Accounts” is
the total number of accounts in each group. “Total Videos” is the number of
unique YT videos shared by each group. “Verified Accounts” is the number
of verified accounts in each group. “Bot Accounts” is the number of accounts
labeled as a bot by the Botometer API in each group. “Suspended Accounts”
is the number of accounts in each group that were later suspended by Twitter.
“InfoOps Accounts” is the number of (suspended) accounts involved in infor-
mation operation in each group

or misleading content and suspending accounts involved in information
operations [153, 228]. In our analysis, we are keen on understanding the
extent to which MYT and NMYT mobilizer accounts were affected by these
measures. Our findings indicate that both groups encompass suspended
accounts, although in varying proportions. As illustrated in Figure 6.6,
approximately 53.8% of MYT mobilizers (totaling 7,793 accounts) have
faced moderation by Twitter. In contrast, around 31.4% of NMYT users
(equivalent to 7,984 accounts) have been suspended. Furthermore, we
extend our inquiry to ascertain whether these suspended accounts were
involved in state-backed information operations (InfoOps) on Twitter. As
presented in Figure 6.6, we identify a minority of mobilizers, accounting
for a total of 599 accounts, who have participated in these campaigns.
Intriguingly, NMYT users exhibit a higher level of involvement compared
to MYT users, with 2.2% of MYT mobilizers implicated, as opposed to
just 0.2% of NMYT mobilizers.

Overall, this analysis suggests that even though MYT mobilizers con-
travened Twitter policies, they were not actively engaged in state-backed
orchestrated campaigns during the election.
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User Interests

We now shift our focus to the content disseminated by MYT and
NMYT mobilizers. Given that our dataset pertains to the U.S. 2020 Pres-
idential election, we anticipate a prominent presence of political topics, es-
pecially related to the candidates’ electoral campaigns and the contentious
discussions surrounding alleged election fraud. We also place emphasis on
the political inclinations of the users under examination and their poten-
tial associations with conspiratorial and fringe ideologies.

To probe the general interests of MYT and NMY'T mobilizers, we un-
dertake a comparative analysis of the hashtags present in their tweets and
the descriptions of YT videos they share on Twitter. To this end, we em-
ploy SAGE [58] to identify the most distinctive hashtags and keywords
in tweets and video descriptions, respectively. It is noteworthy that for
MYT users, we only consider non-moderated videos, as the YouTube API
does not provide metadata for moderated content. Table 6.1 presents the
keywords and hashtags extracted by SAGE.

Our findings reveal that MY'T users are supporters of former President
Trump, as indicated by hashtags such as #bestpresidentever4d and #de-
monrats. They also align with Trump’s claims of voter fraud post-election,
as evidenced by hashtags like #krakenteam and #trumpwon. In contrast,
NMYT mobilizers express explicit disdain for Trump, with hashtags like
#trumpuirus and #traitorinchief. However, their political orientation is
not as unequivocal as that of MYT users, with #gojoe being the sole pro-
Biden hashtag among NMYT’s top-50 hashtags.

Overall, the keywords extracted from YT video descriptions correspond
with the Twitter hashtags of both groups. However, these keywords do not
convey positive or negative sentiments but generally refer to individuals or
groups openly expressing their political preferences. For example, NMYT
Mobilizers shared several videos related to the Lincoln Project, which in-
cludes an ad featuring Barkhuff Dan, who explicitly criticizes Trump. It
is worth noting that the Lincoln Project is comprised of Republicans op-
posing Trump, supporting the idea that NMY'T users are not exclusively
Biden supporters. On the contrary, MYT mobilizers demonstrate a clear
backing for Trump, with shared videos mentioning Christina Bobb, who
was closely associated with Trump’s legal team during the election result
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Table 6.1. Most shared hashtags and YT video keywords by NMYT and
MYT mobilizers

NMYT Mobilizers

MYT Mobilizers

#putinspuppet #krakenteam
#trumpvirus #chinebitchbiden
#resignnowtrump #demonrats
Twitter #trumplies #evidenceoffraud
hashtags #traitorinchief #bestpresidentever4db
#gojoe #arrestfauci
#trumpkillus #trumpwon
#weirdotrump #trumppatriots
barkhuff dan
bernie sander bobulinski
lincoln
YouTube rainbow christina bobb
keywords
loyalty
cnn
incompetence tucker carlson

nytimes.
cnn
washingtonpost
nbcnews
politico
theguardian
thehill
businessinsider
forbes

rawstory

yahoo
newsweek

NMYT Users

200 400 600

# of occurrences

(a)

breitbart
pscp.tv
thegatewaypundit
foxnews

nypost

rumble
theepochtimes
thefederalist
whitehouse.gov
donaldjtrump
washingtonexaminer
ow.ly

[ NMYT Users

MYT Users

250 so0 750

# of occurrences

[ MYT Users

Figure 6.7. (a) The news outlet shared by each group of mobilizers (we omit
the .com extension for brevity) ; (b) the distribution of the political leaning
within the two groups of mobilizers
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dispute, and Tucker Carlson, often likened to Trump’s successor!.

To further dissect users’ political orientations, we utilize MediaBias-
FactCheck’s political leaning scores for various news outlets. Following
previous research [67, 206, we gauge user political orientation by averag-
ing the scores of the domains they share on Twitter during the observation
period. Figures 6.7a and 6.7b display the top-10 domains shared by YT
mobilizers and the political leaning distribution of MYT and NMYT users.

The former group encompasses several far-right users, with a median
political leaning score of 0.47, who predominantly share news from bre-
itbart.com and thegatewaypundit.com, known for propagating conspiracy
theories and publishing extremely conservative content [127, 177]. In con-
trast, the latter group comprises users with less extreme and more lib-
eral political leanings. However, the political leaning distribution of the
NMYT group exhibits a bimodal pattern, with the larger mode at —0.27
and the smaller one at 0.41. A subset of these mobilizers demonstrates
an extremely conservative ideology. This observation is further substanti-
ated by examining the top-10 domains of MYT mobilizers, which include
foxnews.com (frequently shared by the NMYT group) and forbes.com, a
center-right news outlet.

Findings and Remarks In response to RQ2, we found that MYT users
tend to passively retweet what they see on Twitter rather than actively
posting original tweets or replies. In addition, they are usually suspended
on Twitter but are not involved in information operations. Finally, when
assessing the (political) interests, we found that MYT are far-right sup-
porters and backed Trump during the 2020 US election, while the political
leaning of NMYT users is less extreme and more diverse.

6.4.3 Engagement towards mobilizers of moderated
YouTube videos (RQ3)

To address RQ3, we delve into the interaction dynamics exhibited
by MYT and NMYT mobilizers, scrutinizing the intra- and intergroup
retweets they engage in. We also consider the larger category of other

"https://www.theguardian.com/media/2020/jul /12 /tucker-carlson-trump-fox-news-
republicans
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users, comprising 750,000 Twitter accounts that shared at least one YT
video and do not fit into the YT mobilizer classification.

As the group sizes differ, a direct comparison of absolute numbers for
intragroup and intergroup retweets is unwarranted. To address this, we
normalize the interactions by source (i.e., the total number of retweets each
group generates, see Figure 6.8a) and by target (i.e., the total number of
retweets each group receives, see Figure 6.8b).

We observe that both MYT and NMYT mobilizers exhibit similar pro-
portions of intragroup retweets, with figures of 13.2% and 11.7%, respec-
tively, and intergroup retweets, with 3.4% and 2.9%, respectively. How-
ever, Figure 6.8b unveils a distinction in their engagement when it comes
to the proportion of retweets they receive. Specifically, 28.3% of retweets
received by MYT users originate from within their group, with only 2.1%
coming from NMYT mobilizers. In contrast, NMYT mobilizers tend to
retweet both groups at nearly the same rate, with 11.9% for NMYT to
NMYT and 10.5% for MYT to NMYT. This suggests that MYT users are
more inclined to retweet and be retweeted within their group than across
groups. Additionally, users in the others category exhibit a nearly equal
tendency to retweet MYT and NMYT mobilizers. This underscores that
the level of user activity is not a distinguishing factor in characterizing
interactions between NMY'T users and the rest.

To bolster our findings, we compare the observed number of retweets
with a null model that assumes interactions occur randomly. Specifically,
we permute the users’ group assignments (i.e., NMYT, MYT, and Others)
and calculate the mean and standard deviation of intergroup interactions
for 100 iterations. Subsequently, we compute z-scores to compare observed
retweets with the expected number of retweets from the null model. Fig-
ure 6.8c illustrates that the observed retweet patterns among mobilizers
align with the principle of homophily. In particular, both mobilizer groups
exhibit a higher number of intragroup retweets and a lower number of in-
tergroup retweets than expected by chance, with z > 2.5 and z < —1.5,
respectively.

Findings and Remarks As for RQ3, we found that the MYT and
NMYT groups exhibit strong group cohesion and are equally engaged by
the Twitter audience. However, MY'T users are not reciprocated by NMYT
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Figure 6.8. Interaction patterns enacted by NMYT and MYT accounts:
(a) Proportion of interactions between YouTube mobilizers normalized by the
source; (b) Proportion of interactions between YouTube mobilizers normalized
by the destination; (c¢) Z-scores of observed retweets between YouTube mobi-
lizers (p-value < 0.01)

users.

6.5 Discussion

6.5.1 Contributions

In this chapter, we studied the Twitter discussion around (video) con-
tent that is deemed harmful on YouTube. Leveraging an unprecedented
large-scale dataset of 600M tweets shared by more than 7.5M users, we
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discovered an unexpectedly high number of moderated YT videos shared
on Twitter during the 2020 US election. Overall, moderated videos were
shared more than nonmoderated ones and received far more attention than
content from fringe social media platforms. Moving beyond previous work,
we investigated the characteristics of the Twitter users responsible for shar-
ing both moderated and non-moderated YT videos. On the one hand, we
found that users sharing moderated content tend to passively retweet what
they see on Twitter rather than actively posting original tweets or replies.
On the other hand, the mobilizers of non-moderated videos actively share
YT videos in their original tweets. Overall, most of the users were regular
Twitter accounts rather than bots or state-sponsored actors, and, even if
we did not find any involvement in information operations, Twitter sus-
pended more than half of the moderated video mobilizers. Furthermore,
we found that the mobilizers of moderated YT videos are far-right support-
ers and sustained Trump during the 2020 US election. By contrast, the
political preference of the mobilizers of non-moderated YT videos is more
diverse since users in this group range from Biden supporters to other Re-
publican representatives who did not endorse Trump’s political campaign.
Finally, we studied the interactions between the mobilizers of moderated
and non-moderated videos and discovered that both groups exhibit strong
group cohesion and are engaged similarly to the general Twitter audience.

6.5.2 Limitations

There are a number of limitations to our study. First, neither Twitter
nor YouTube provides any additional information on account suspension
and video moderation, and the timing of their interventions is also un-
known. Therefore, there is no guarantee that YT videos were still online
when reshared through retweets on Twitter, but we can confidently as-
sume they were not moderated yet when shared in an original tweet. Fur-
thermore, we acknowledge that our analyzes, as in several previous works
[148, 125], could be biased towards moderated YT content that includes not
only videos that violate YouTube policies but also those removed by their
publishers for any reason. Second, we overlooked the YT channels shared
on Twitter to safeguard our analysis from Twitter users who just advertise
their own (or others) YouTube channel [5]. However, this choice might pre-
vent us from considering another potential source of harmful YT content
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on Twitter. Third, the partition strategy to define the two groups of mo-
bilizers is quite conservative, since we considered Twitter users who never
share moderated videos and those who mostly share moderated videos.

6.5.3 Conclusions and Future Works

Our study has two major takeaways: first, moderated YT videos are
widely shared on Twitter, and users who (passively) share those endorse
extreme and conspiratorial ideas. From a broader perspective, we have
shown how harmful content originating in a source platform significantly
pollutes discussion on a target platform. Although more research is still
needed, we conjecture that sharing information about the interventions
taken would improve our understanding of cross-platform harmful content
diffusion and benefit all entities within the information ecosystem. For
instance, in the YouTube-Twitter cross-posting scenario considered in this
paper, YouTube moderation activity can benefit both parties of the coop-
eration: on the one hand, Twitter has the opportunity to (early-)detect
intra-platform harmful activities; on the other hand, YouTube can fur-
ther improve its moderation based on the cross-platform signals tied with
harmful YT content diffusion on Twitter.

Second, the mobilizers of the moderated YT videos appeared to be
regular Twitter users who do not necessarily share content from fringe
platforms. This suggests that cross-posting (harmful) cross-platform con-
tent is participatory [153| and research in this field should not only target
bots and trolls but instead consider the role of online crowds and more
complex social structures on different social media platforms.

Future work might build upon our findings to design algorithms to
automatically identify or predict whether a YT video will be moderated
based on the engagement it receives on Twitter, as well as to detect early
signals of radicalization. In addition, we aim to investigate whether our
results generalize to other topics beyond political elections or other highly-
moderated social media (e.g. Facebook, Instagram).







Chapter

Epilogue

Disinformation, while not new, has become a pressing concern in the
era of the Internet and social media. In this digital age, with easy access to
social media channels and growing distrust in traditional media, misleading
narratives find fertile ground to flourish.

To tackle this challenge, the field has seen a shift towards knowledge-
informed disinformation mining. This approach understands disinforma-
tion as more than just false information - it considers the intricate in-
terplay of human psychology, societal dynamics, and emotional triggers.
Consequently, the research community has increasingly focused on com-
prehending the intricate role of each one of these aspects by studying (dis-
)information propagation and users behavior on social media platforms.

A significant portion of these efforts has focused on rapidly identifying
harmful content using various techniques. However, the vast amount of
data on social media makes it challenging to develop a comprehensive
automated system for detecting any problematic content. As a result,
many platforms still depend on human fact-checkers and crowd-sourced
efforts to identify and address harmful content.

In parallel, some studies has aimed to uncover the various players in-
volved in spreading harmful content on digital platforms. These investiga-
tions have unveiled the pivotal roles played by both human and algorithmic
factors, while shedding light on the deployment of malicious agents such as
bots, cyborgs, and trolls, which are employed to manipulate and influence
public opinion.
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Overall, much remains unknown regarding the susceptibility of indi-
viduals, institutions, and broader society to the pernicious effects of on-
line disinformation and its real-world repercussions. There seems to be
a noticeable gap between crafting state-of-the-art detection systems and
truly understanding the intricate dynamics of disinformation spread online.
Recognizing this, the research community is increasingly championing in-
terdisciplinary approaches, seeking to tackle the issue from a multitude of
angles.

7.1 Summary of the Contributions

In drawing the curtains on this research journey, it becomes essential
to reiterate and encapsulate the contributions made through this thesis.
Throughout this exploration, the prevailing theme has been the holistic un-
derstanding and management of the challenge of disinformation, especially
in the age of digitization. By adeptly fusing insights from artificial intelli-
gence with knowledge-driven techniques, this research has illuminated how
diverse forms of contextual knowledge can enrich our comprehension of on-
line disinformation and bolster the creation of more robust detection and
counteraction mechanisms.

A significant hallmark of this research was the exploration of leveraging
pre-verified information to enhance the fact-checking process. Recognizing
the exponential growth of online content, the inherent challenges of com-
prehensive verification, and the recurrent nature of specific falsehoods, we
proposed an innovative Al-based multimodal information retrieval system.
This system not only achieved state-of-the-art performance on benchmark
datasets but also demonstrated its efficacy in real-world scenarios, exem-
plified by a case-study on the Ukraine-Russia conflict. This underscored
the merits of not only identifying but also preemptively curating factual
content in a sea of information.

The dynamic evolution of online content, underscored by the rising
prominence of Internet memes and short videos as mediums of expression,
constituted another primary focus of this research. In response to the chal-
lenge of detecting harmful memes, we introduced KERMIT, an innovative
approach that seamlessly fuses meme content with real-world knowledge,
represented through a dynamic knowledge graph. KERMIT consistently
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exhibited robust efficacy in discerning harmful memes and assessing the
logical coherence within each meme.

Pivoting to the deeper cognitive and emotional layers of disinformation,
the research ventured into the world of sentiment, stance, and topic detec-
tion. Through the avant-garde multi-task learning framework, the inter-
laced dynamics of various facets of disinformation were unraveled. These
insights transcended mere computational triumphs; they illuminated the
nuanced tapestry of disinformation, where emotions, stances, and topics
converge to influence perceptions. Furthermore, they set the foundation
for the development of more proficient disinformation detection systems.

Lastly, in recognizing that the challenge of disinformation is not con-
fined to silos but is an intricate web across platforms, the research made
strides in the realm of cross-platform moderation. The insights gleaned
from Twitter discussions linked to harmful YouTube content brought to
light the symbiotic nature of online harm, emphasizing the pressing need
for a unified front in moderation strategies.

To conclude, this thesis, while firmly rooted in academic rigor, serves
as a lighthouse for the broader digital realm. It showcases that the bat-
tle against disinformation is not just about advanced algorithms but also
about understanding human behavior, community culture, and the inter-
play of various digital platforms. The findings and methodologies eluci-
dated within provide a roadmap not only for future researchers but also
for technologists, platform designers, and policymakers, accentuating the
collaborative ethos required to ensure the integrity of our digital informa-
tion landscapes.

7.2 Outlook

The findings presented in this dissertation underscore the advantages
of incorporating external and contextual knowledge in the field of disin-
formation mining. However, while these contributions address challenges
that are somewhat distinct from mainstream disinformation issues, they
do not advocate for a structured approach that standardizes where, which,
and how such knowledge can be most effectively utilized. Our analysis
suggests that assimilating cultural and common-sense knowledge enhances
the nuanced understanding of deleterious content, facilitating its detection.
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Furthermore, insights into emotional appeals and user susceptibilities can
effectively neutralize disinformation campaigns. Nevertheless, we concede
the inherent limitations of exclusively relying on static knowledge sources.
The adaptability of these methodologies in environments with fluid and
dynamically evolving knowledge remains an area for further exploration.

From the perspective of characterizing disinformation on social me-
dia platforms, our study primarily examined mainstream platforms like
Twitter, Facebook, and YouTube, reflecting the focus of much existing
research. Recent academic endeavors are diversifying, probing niche plat-
forms like Bitchute and Parler, as well as decentralized ones like Mastodon
and Minds. One of the overarching challenges impeding progress in this
direction pertains to data accessibility, with specific impediments arising
from limited visibility into moderation actions. This concern is magnify-
ing, as even mainstream platforms are increasingly restricting data access,
exemplified by Twitter’s new, expensive API usage plans.

In conclusion, this thesis fervently champions the responsible applica-
tion of artificial intelligence tools as powerful weapons to combat disin-
formation. However, emerging developments, particularly in foundational
models, spotlight the potential hazards associated with such tools. Chal-
lenges encompass content veracity, the fabrication of convincing counterfeit
profiles, systemic biases, and the synthesis of misleading multimedia that
targets public figures. Projecting forward, we foresee a surge in research
efforts addressing these concerns.
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