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Introduction

INTRODUCTION

The restrictions associated with the current SARS-Cov-2 pandemic are having a major
impact on nearly all human activities and interactions. In this context, both educational
practices and industrial processes have faced substantial challenges. This thesis work
is structured in two distinct yet interconnected sections each addressing specific

domains within the technological landscape.

Section I: IoT Device To Remotely Control System

This section is focused on revolutionizing didactic approaches in response to the
restrictions imposed by the pandemic, particularly in laboratory-based educational
settings. In the face of lockdowns and reduced physical access to facilities, the
proposed solution leverages the Internet of Things (IoT) and the fourth industrial
revolution. By utilizing remotely controlled instruments displayed in augmented
reality on consumer devices, students can access, operate, and learn from laboratory
instruments with realism and effectiveness.

This theme has been expanded to the the realm of Cyber-Physical Systems (CPS) and
digital twins. It introduces an innovative approach that employs Augmented Reality
(AR) as a Digital Twin for measurement instruments. This not only bridges the gap
between physical and digital worlds but also showcases the practicality of the proposed
method through an application involving a digital storage oscilloscope.

Then the framework adopted previously has been used to address safety concerns in
laboratory experiences, especially in disciplines such as Sciences, Technology,
Engineering, and Mathematics (STEM). By introducing a mixed-reality solution with
augmented reality on the student side and actual instrumentation on the laboratory side,
this approach ensures a secure and enriching educational experience. The study
demonstrates its applicability to experiments involving remote control of measurement
instruments and addresses generic risk conditions through an illustrative case study on

gamma radiation measurements.
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Section 11: IoT For Localization And Monitoring

This section shift the focus to innovations within industrial systems, exploring
technologies such as Bluetooth Low-Energy (BLE), Micro-Electro-Mechanical
Systems (MEMS), and predictive maintenance algorithms.

In the automotive field, the use of smartphones and BLE Fingerprinting for a Passive
Entry Passive Start (PEPS) system. By overcoming spatial orientation challenges and
implementing data filtering techniques, the study showcases the reliability of the
proposed method in determining the driver's position within or outside the vehicle.
Moving to structural health monitoring (SHM), a method combining redundant
MEMS accelerometers with a Kalman Filter approach. This approach compensates for
inherent errors in MEMS-based sensors and establishes a real-time monitoring sensor
node using LoRaWAN and NFC protocols.

The final part explores the application of Long Short-Term Memory (LSTM) deep
learning algorithms for predictive maintenance in the railway domain. The study,
conducted within an academic-industrial partnership, showcases the methodology's
efficacy in forecasting failures of railway rolling stock equipment with remarkable

accuracy.
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SECTION 1 - IloT DEVICE TO REMOTELY CONTROL
SYSTEM

The first Section focuses on distance learning activities, unfortunately became mostly
important during the recent COVID-19 pandemic; in particular, the so-called “Remote
laboratories” are taken into account. More specifically, the aim was to define and
prototipally implement, in particular it will be explored a hardware/software
framework to remotely control laboratories instrument without losing contact the idea
of “hand” interaction with the instruments. To this aim, the crucial aspect of instrument
scanning and 3D reconstruction, which plays a fundamental role in facilitating the
remote laboratory experience, will be first discussed. Subsequently, it will be delved
into the technologies that enable users and laboratories to communicate effectively and
securely through remote instrument control.

To fully assess the reliability and efficacy of the proposed framework, a case study
and user experiences will be presented analyzed.

Subsequently, it will be explored the concept of a "Cyber-Physical System" and
demonstrated that a similar framework can play a concrete example of the relevat role
in the definition and implementation of an Augmented Reality-based cyber-physical
system.

Lastly, the extension of the considered framework to the remote instrument control for
conducting experiments safely will be addressed; in particular, a solution involving
the measurement of gamma ray energy spectra will be presented and discussed to
assess its feasibility. The involved hardware and software architectures will be

analyzed and the obtained experimental results will be shown.
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Chapter 1 - Remote Laboratories

Remote laboratories, often referred to as remote labs, are specialized facilities where
measurement instruments are operated and controlled remotely through an internet
connection [1], [2]. These remote laboratories have emerged as invaluable tools,
particularly in the context of teaching technical subjects.

Below are listed the strengths of a remote laboratory:

1. Overcoming the Challenge of Student Numbers: In traditional university
settings, the number of students attending technical courses can often be
substantial, making it logistically challenging to provide hands-on laboratory
experiences for all learners. Physical labs may be limited in capacity and
availability, leading to scheduling conflicts and restricted access. Remote
laboratories offer a solution to this problem by allowing students to access lab
equipment and perform experiments from remote locations. This not only
ensures that every student has an opportunity to engage with the material but
also provides flexibility in terms of when and how experiments are conducted.

2. Mitigating Resource Constraints: Educational institutions, especially in
resource-constrained environments, may face difficulties in acquiring and
maintaining a diverse range of expensive laboratory equipment. Even well-
funded institutions can struggle to keep up with the rapid advancements in
technology. Remote labs address this challenge by centralizing expensive
equipment and making it accessible to multiple students. This efficient
resource allocation ensures that students can access cutting-edge equipment
and technology without the burden of heavy institutional investments [3]-[5].

3. Enhancing Accessibility and Inclusivity: Remote laboratories extend
accessibility to a wider audience, including students with physical disabilities,
geographical constraints, or other limitations that may hinder their ability to
attend in-person lab sessions. This inclusivity promotes equal educational
opportunities and ensures that no student is left behind due to circumstances
beyond their control.

4. Facilitating Collaborative Learning: Remote laboratories can facilitate

collaborative learning experiences where students from different institutions or
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even different countries can work together on experiments and projects. This
global collaboration not only enriches the educational experience but also
exposes students to diverse perspectives and approaches.

5. Encouraging Experimentation and Exploration: With remote laboratories,
students have the freedom to experiment and explore without the fear of
damaging expensive equipment. This promotes a culture of curiosity and
innovation, allowing students to learn from their mistakes and develop
problem-solving skills.

6. Preparing Students for the Digital Age: Operating remote labs via the
Internet closely mirrors the technology-driven work environments that students
are likely to encounter in their future careers. By familiarizing students with
remote experimentation, these laboratories equip them with skills and

competencies that are highly relevant in the digital age.

So, it is possible to say that remote laboratories address critical challenges related to
student numbers and resource constraints while promoting inclusivity, collaboration,
and hands-on learning; they will play a pivotal role in shaping the future of technical
education by ensuring that students have access to high-quality, practical learning

experiences regardless of their location or the size of their classes.

1.1 State of Art

Regarding the hardware and software architecture of remote laboratories, there are
various proposals in literature [1]-[10]. Some solutions prioritize ease of use or
flexibility, to the detriment of a greater burden on implementation, while others
optimize concurrent request queuing [11]-[13]. Nevertheless, all these solutions share
a common feature: the utilization of user interfaces designed for conducting specific
measurements as requested by the lecturer. However, these interfaces cannot exactly
replicate the appearance of the actual laboratory instrumentation [14], [15].

This approach poses a potential challenge in that it may disconnect students from the
physical reality of the laboratory. In such cases, the students' interaction is limited to

receiving measurement results from the instruments, and they may miss out on the
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hands-on experience of operating the equipment themselves. As a result, the current
concept of remote laboratories is primarily tailored for a teaching approach that
complements traditional in-person lessons and exercises conducted in a physical
laboratory setting. During these in-person sessions, students have the opportunity to
become familiar with the front panel of the instruments and their various
configurations for optimal measurements.

However, this approach has limitations, particularly when access to physical
laboratories in schools and universities is restricted for compelling reasons, such as
public health concerns during a pandemic. In such situations, students are denied the
crucial hands-on experience that would enable them to develop the expertise needed
to tackle more complex measurement problems. This limitation underscores the need
to continually innovate and improve remote laboratory solutions to bridge the gap
between virtual and physical laboratory experiences, ensuring that students can receive
comprehensive education regardless of the circumstances.

To address this limitation, a novel approach has been introduced that not only
overcomes the constraints of traditional laboratory settings but also enhances the
learning experience. This solution focuses on the integration of Augmented Reality
(AR) technology into the sphere of remote laboratories.

AR has garnered increasing attention in various domains due to its unique ability to
augment the physical world with digital information, making it an invaluable tool for
several applications. The solution harnesses the power of AR to transform the way
students engage with laboratory experiments and educational activities.

In recent years, AR has demonstrated its utility in different contexts. For instance, AR
systems have been used to support workers during training sessions, where it overlays
essential contextual information onto real-world scenarios (as illustrated in [16]).
Similarly, building projects have benefited from AR's ability to simulate spatial and
temporal constraints, enabling the superimposition of Building Information Modeling
(BIM) elements onto real-time site videos [17]. AR has also found application in
maintenance tasks, such as assisting in the servicing of electrical equipment [18] and
enhancing users' awareness of their energy consumption [19].

In the Education context, AR has emerged as a potent teaching aid. Numerous

educational proposals in the literature have leveraged AR technology to enrich the
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learning experience by adding contextual information to real-world settings [20].
Examples range from the use of AR in primary schools to aid learning [21]-[24] to
more specialized applications like supporting mechanical engineering education with
a Web3D and AR-based system [25].

In contrast to existing solutions that depend heavily on simulations [26], [27], the AR-
based remote laboratory, implemented in our laboratories, has been developed with a
revolutionary approach. It empowers students to conduct laboratory experiments using
everyday devices such as smartphones, tablets, or personal computers. With this
system, students can interact with faithful reproductions of laboratory instruments as
if they were physically present in the laboratory.

What sets our approach apart is the seamless translation of students' actions on the AR
instrument's front panel into commands sent to real instruments. These instruments are
configured according to the student's input and provide the desired measurement
results. This tangible interaction with actual equipment ensures that students gain
practical experience and a deep understanding of the experimental process.
Operationally, students are equipped with markers or paper simulacra representing the
necessary instruments for their experiments. When viewed through their device's
camera, these markers trigger the appearance of lifelike instrument reproductions on
their screens. The reconstruction is meticulously crafted to be as realistic as possible,
including the faithful emulation of button presses and other seemingly minor details.
This level of realism enables students to fully immerse themselves in the laboratory
experience, just as they would in a physical setting.

In summary, the proposed AR-based remote laboratory represents a paradigm shift in
education and practical training. By seamlessly merging the physical and digital
worlds, we provide students with a unique learning experience that combines the
convenience of remote access with the authenticity of hands-on experimentation. This
innovation has the potential to revolutionize the approach of laboratory for the
education and opens up exciting possibilities for future educational technology

developments.
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1.2 Proposed Framework

The primary goal is to empower students with the capability to engage in laboratory
activities prescribed by their college curriculum, even when access to physical
laboratories is impeded due to unforeseen circumstances or overcrowded class sizes.
This innovative approach not only addresses practical challenges but also ensures that
students have an educational experience that closely simulates what they would
encounter in a physical laboratory setting.

The following are listed as the main aspects of the AR-based remote laboratory:

¢ Enhancing Accessibility: One key motivation behind our research is to make
laboratory education more accessible. There are instances, such as during cases
of force majeure, when students cannot physically access laboratories.
Additionally, in highly populated classes, providing each student with the
required training time can be economically and operationally burdensome,
necessitating the replication of measurement stations or laboratory lectures. By
introducing remote laboratories in augmented reality (AR), it mitigates these
challenges and provides a flexible solution that promotes equal access to
quality education,;

e Realistic Instrument Replicas: An essential aspect of this type of laboratory
is to create digital replicas of laboratory instruments that closely resemble their
physical counterparts. These digital instruments should not be perceived as
abstract or simulated entities but must be connected to the actual laboratory
equipment. The objective here is to enhance students' knowledge, skills, and
expertise by offering them a lifelike laboratory experience. This immersion is
essential for students to gain a deep understanding of instrument appearance
and functionality;

e Framework for AR Remote Laboratories: A crucial aspect is to establish a
comprehensive framework for the development of AR remote laboratories. The
framework's purpose is to make it easy to add instruments while utilizing
cutting-edge technologies associated with the Internet of Things and the fourth

industrial revolution. By leveraging these technologies, we can ensure

12
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integration and interoperability with other contemporary tools and platforms,
enhancing the overall educational experience;

e Applicability Across Disciplines: It's worth highlighting that the proposed
framework is not limited to a specific educational domain but can be applied
across various fields where students interact with laboratory equipment.
Regarding the introductory courses in basic electrical and electronic
measurements, students often encounter laboratory instruments for the first
time and need to learn how to operate them through the instrument's front panel

to perform measurements in both time and amplitude domains [28].

3D Model -
Physical AR Object
Instrument \ P
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=
LabVIEW
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Remote Station AR Instrument

Figure 1. Graphical scheme of the developed framework.

As illustrated in Figure 1, the framework consists of several key steps. The initial step
involves scanning and 3-D reconstructing the instrument image. This process typically
employs reverse engineering techniques, combining data acquisition methods such as
3-D scanners with 3-D image analysis methodologies. These techniques allow us to
transform point cloud data into a precise geometric reconstruction of the instrument.
The subsequent step involves associating the obtained 3-D instrument model with a
specific marker, pattern, image, or object to enable rendering. However, this
representation remains empty without further functionalization. To address this, it has

been integrated software module responsible for replicating the functionality of
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various buttons and controls found on the instrument's front panel. This operation is
executed within a 3-D development platform that manages image rendering and user
interaction through scripts responding to user inputs.

Moreover, the actions performed on the front panel are converted into messages
compliant with the Message Queue Telemetry Transport (MQTT) protocol [29]. These
messages are exchanged with a remote station situated in the physical laboratory. To
complete the process, students are provided with an application to install on their
devices. This application enables them to recreate the laboratory instruments by
framing the relevant marker with their device's camera.

MQTT is a lightweight communication protocol utilizing a publish-subscribe model
and TCP/IP for transport [30]. It is particularly suited for scenarios with limited
bandwidth and low impact. In contrast to traditional client-server systems, MQTT
employs a broker that dispatches messages published under specific topics to all
devices subscribed to those topics, facilitating efficient and reliable communication

among connected devices.

1.2.1 Instrument Scan and 3-D Reconstruction

The initial phase of the proposed framework involves the creation of 3-D models for
the desired laboratory instruments using techniques typical of reverse engineering.
Reverse engineering encompasses the utilization of specialized instruments to capture
3-D geometric data and dedicated software to manipulate and interpret this data into
usable information. This versatile approach can serve various purposes, ranging from
inspecting fabricated parts and functional devices to generating 3-D models for objects
that do not currently exist [31]-[34].

The reverse engineering process is broadly divided into two fundamental steps: (i)
measurements and (ii) subsequent processing. Measurements are conducted using
suitable systems, with considerations given to data accuracy, density, part features,
and surface properties, all tailored to the specific task at hand [34]. There are three
primary methods for data collection: touch probe, surface scanning, and volume
scanning, each chosen based on factors such as feature-based data or dense point cloud

data, depending on the application requirements [34].
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In this context, it has been employed the reverse engineering approach to create virtual
models of laboratory instruments. For clarity, let's illustrate these steps using a digital
multimeter (DMM) as an example. It has been integrated image acquisition techniques
and systems with image analysis methods. Since internal features were not a primary
concern, it has been chosen a non-contact FARO Laser ScanArm among various
measurement systems to capture images, thereby obtaining information about the

instrument's shape and size (Fig. 2).

Figure 2. Measurement phase: image acquisition using noncontact FARO Laser

The collected datasets have been processed using dedicated software and procedures.

15
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To define mathematical representations for reconstructing the instrument's geometry,
it has been implemented computer-aided design (CAD) systems and methodologies.
The measurement phase involved data collection, while the processing phase centered
on interpreting these measurements into meaningful information. The scanning
process generated point clouds, which are sets of data points in three-dimensional
space, used to create 3-D CAD models. Depending on the complexity of the part and
the surface characteristics, point clouds can range from a series of points collected by
a probe swept across a part to an extensive scan of a part's surface, comprised of
millions of measured points. Such dense point clouds are employed when the
complexity of the part requires more data for surface characterization [34].

Handling dense point clouds effectively is essential; the management has begun with

the utilization of Geomagic Wrap software (as depicted in Fig. 3).

Figure 3. Point clouds: (a) multimeter front and (b) rear panels.

This software facilitates the transformation of point cloud data, probe data, and
imported 3-D formats (e.g., OBJ, STL) into 3-D polygon meshes for use in analysis
and design applications. This step involved preliminary cleaning, point selection, point
number reduction, and noise reduction operations.

Subsequently, the 3-D image reconstruction process commenced, involving blending
operations and the creation of surfaces from tessellated models. These operations were
conducted using the SolidWorks 2018 CAD system, where the ScanTo3D add-in
played a crucial role in generating 3-D CAD models from scanned data. The final CAD
model was constructed by assembling four primary parts (case, front panel, rear panel,
and support system/height adjustment) (as shown in Fig. 4). All buttons were designed

individually and placed in specific positions to create the assembled model, and they
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functioned independently. The choice of colors for different parts of the model aimed

to replicate the appearance of the real instrument.

Figure 4. 3-D reconstruction and multimeter CAD models: different views

1.2.2 User-Side Enabling Technologies

The output of the scanning operations produces a file with the OBJ extension,
containing a 3-D digital replica of the physical object. The subsequent step involves
transforming this raw 3-D virtual object into an interactive 3-D Augmented Reality
graphic interface. This interface allows students, to operate on the corresponding
physical instrument located in a remote laboratory. To ensure user-friendliness and
accessibility, it has been developed an application, referred to as APP-AR, which can
run on mobile phones or tablets — devices that are readily available to students. To
implement this app, it has been used the 3-D graphic development platform Unity [35],
[36] and the integrated Vuforia software development kit [37]-[39] into the 3-D engine
to enable the use of AR content.

Developing the AR APP and ensuring its functionality involved several essential steps.
The first step was selecting an appropriate target image. In AR applications, the target
image is crucial for placing the 3-D virtual object in the scene. The APP-AR activates
the device's camera and displays what it records on the screen. A software module
continuously processes the image to locate the target. When the target enters the

camera's field of view, the APP-AR superimposes the 3-D digital replicas of the
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instruments (Fig 5.a) on the marker in the scene captured by the device's camera,

creating the AR effect (Fig 5.b).

b.

Figure 5. Rendering of the instrumentation due to (a) AR approach and (b) user display screenshot after target
identification.

Target images in AR applications are typically high-contrast squares or rectangles
composed of black and white geometric shapes, making them easily recognizable.
Creating the target image involves two phases: image generation and training the AR
software to identify it. The complexity of the target pattern influences the stability of
rendering the corresponding instrument. Different patterns can be used to distinguish
between different instruments or laboratory experiences. Vuforia simplifies the
development of essential components in an AR app, including recognition, tracking,
and rendering of AR content [40], [41]. The marker recognition training phase is
managed by Vuforia's target manager module [42]. If the chosen image is suitable as
a target image (Fig 6.a), the module identifies several characteristic points on the

image, marking them with yellow crosses (Fig 6.b).
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Figure 6. Training result in target. (a) Recognition with Vuforia. (b) Yellow crosses are image characteristic
points that make it possible both target recognition and orientation in the space.

Once the software has been trained to identify the target image, the image target can
be loaded and positioned in the scene within a Unity 3-D project (Fig 7.a). The target
is then associated with the graphic elements to be rendered in AR, represented by 3-D
virtual instruments in the application (Fig 7.b), and the relative position with respect
to the target (Fig. 7.c). Additionally, a software module has been developed to
recognize button presses on the AR instrument [43]. This module, written in C#
language and based on event programming (Fig 7.d), interprets the sequence of actions
performed by the user, corresponding to instrument configurations, parameter settings,

or measurement requests.
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Figure 7. a) Target and (b) instrument imported in the Unity 3-D environment and associated for (c) rendering
after recognition. (d) Buttons of the reconstructed

Valid key combinations trigger software events that update a finite state machine
(FSM). When a valid command is recognized, it generates a command string
compliant with the IEEE488 protocol [44], [45] and sends it to the instruments in the
laboratory for execution viaan MQTT client integrated into the APP-AR. If a response
from the instrument is expected, such as a measurement result, the MQTT client
receives the response, and the APP-AR updates the displays of the AR instruments
with the received information. In essence, the implemented app allows users to interact
with AR interactive 3-D models, providing the sensation of directly manipulating
physical instruments in the laboratory, even from different locations, such as in
distance learning scenarios.

To enhance the user experience and make the 3-D AR instrument more realistic,
additional graphic functions and effects have been implemented in UNITY. These
include emulating button movements when pressed and adding backlighting effects.
Finally, all these software modules are integrated and compiled into the Unity 3-D
project to produce installation packages (APK and IPA) for the distribution of the
developed APP-AR on Android and i0S devices, respectively.

20
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1.2.3 Laboratory-Side Enabling Technologies

To enable communication between students' devices and laboratory instrumentation,
it is essential to modernize the physical laboratory using IoT technologies.
Specifically, a measurement station has been established within the laboratory to
receive user requests. This station receives messages from users via Ethernet and
connects to the instrumentation using the IEEE488 protocol. The framework described
here is versatile and can be easily adapted to any communication interface used by the
laboratory equipment.

Furthermore, this framework demonstrates that it is possible to upgrade and "loTtify"
laboratory instruments with outdated ICT technologies without the need to purchase
modern devices. This approach reduces costs and minimizes electronic waste.

The measurement station can connect to various instruments, either independently for
exercises aimed at familiarizing students with specific instrument functions or
electrically interconnected for more complex experiments requiring multiple
instruments to analyze the same signal. To reduce waiting times for laboratory access,
multiple stations can be replicated.

From a software perspective, the station application was developed using the National
Instruments LabVIEW environment, which facilitates communication with other
devices via the IEEE488 protocol through its libraries. The station software translates
user requests into messages sent to the instrumentation and vice versa. As described
in the previous section the user communication is accomplished through MQTT
messages. Therefore, the station program must convert MQTT messages into IEEE488
command strings for the instrumentation and vice versa, translating responses from
the instrumentation into MQTT messages to relay back to the user.

In terms of message encoding, the traditional Standard Commands for Programmable
Instruments (SCPI) was chosen in this case study, but the framework is not limited to
this option, as the command language is entirely transparent from the MQTT
messaging perspective. The choice of SCPI is associated with the instruments already
available in the lab, and other languages or libraries may be considered if the
instruments' control server has the necessary drivers. Similarly, for the framework's
implementation on the laboratory side, any programming language or environment

capable of interacting with IEEE 488.2 or similar interface drivers could have been
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used. In this case, LabVIEW was selected for compatibility with existing measurement
stations in the laboratories.
Concerning MQTT communication, the public broker HiveMQ (available at

https://www.mgqtt-dashboard.com/) was utilized. For each laboratory instrument, a

corresponding topic was created, with the topic name following the template
ARRemlLab/Station-number/Device-number. The station number specifies a particular
measurement station, while the device number identifies the instrument to be
connected to. Both the user application and the station software must subscribe to the
same topic to receive messages from the broker. The user application publishes
commands to be sent to the instrument identified by the device number on this topic.
A lookup table stored in the station software associates the general-purpose interface
bus (GPIB) address of the corresponding instrument with each topic, allowing the
software to forward user message command strings to the addressed instrument using
the LabVIEW GPIB Write function.

The same topic is also used to transmit replies received from the instrument identified
by the device number. In this case, the LabVIEW software acts as the publisher and
posts the response received from the instrument to which a query has been sent. Any
user subscribed to the topic (not just the one sending the command and queries) will
receive the instrument's replies (i.e., the measurement results). Subsequently, the user
software integrates the received information into the AR object shown to the student.
Access control and management of concurrent accesses are handled through MQTT
messaging. To ensure students' understanding of the laboratory experience, each
student is granted exclusive control of a station for a maximum of 30 minutes. MQTT's
inherent features facilitate this exclusivity, ensuring that the authorized user is the only
one capable of sending commands to the station's instruments. Other students can
subscribe to the topic of any instrument to receive measurement results, but they
cannot publish on that topic, i.e., they cannot send commands.

MQTT messaging offers the advantage of facilitating information exchange between
a measurement instrument and any number of users. For example, synchronous online
experiments can be conducted where the lecturer controls the instrument's operations,
and all students in the class view the measurement results on their AR instruments.

Alternatively, if a user is solely interested in collecting measurement results, they can
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subscribe to the topic and receive them, eliminating the need for laboratory
reservations and corresponding waiting times.

Regarding authentication and authorization, the lecturer has preassigned students to
laboratory shifts and scheduled their remote laboratory access. Each remote
measurement station has a reservation file associating a unique identification number
(e.g., university ID number) with a defined time slot for a student's use. Access
concurrency is also managed through MQTT topics. Specifically, a topic,
ARRemLab/Station-number/Connection-Status, with the retain property set to true,
provides information about the station's occupation status to prevent unauthorized
access when a student is already using the instruments. If the station is available, and
the user ID matches the current time slot, the student gains access to the lab resources.
A timer displaying the remaining access time is then shown in AR on the user's display.
Authentication is performed using the topic ARRemLab/Station-number/User, where
the user is the publisher, and the station subscribes to receive the user ID and verify
the user's eligibility for the current time slot. The user ID also aids the server in logging
information related to user operations. All actions performed by the authorized user
are recorded in a text file associated with their user ID, allowing the lecturer to assess
the student's level of preparation.

In Figure 8, an architecture diagram of the laboratory is presented. In the example,
three users have subscribed to the topic related to the first instrument of station 1.
However, only one user has exclusive access to station 1 during the designated time
slot and is authorized to send commands to device 1. All users, including those without
exclusive access, receive messages posted on the topic. This framework's scalability
is very useful, as adding a new instrument to the measurement station simply involves
connecting the instrument to one of the laboratory stations and updating the station's

lookup table with the corresponding topic.
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Figure 8. Block diagram of the remote laboratory access and exploitation.

1.3 Case Study and User Experience

To illustrate the practical application of this framework and provide insight into the
user experience, it will be described a real-life laboratory activity commonly
undertaken by students in basic metrology courses. This activity involves the
measurement of the root mean square (rms) voltage of an alternating current (AC)
signal. The detailed description is provided to emphasize the high level of technical
realism achieved in representing these activities through Augmented Reality
instruments.

Upon launching the AR application (APP-AR), the user is prompted to enter their
academic registration number. By clicking the "AR START" button, the user gains
access to the measurement station, which is equipped with an Arbitrary Waveform
Generator (AWG) model 33220A and a Digital Multimeter (DMM) model 34401A,
both manufactured by Agilent Technologies. As previously mentioned, the user is
granted exclusive publishing access to the station for a 30-minute period. However, an
additional "AR STOP" button is available, allowing the student to release the station

before the reservation period expires (refer to Figure 9).
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Figure 9. APP-AR menu.

The laboratory activities can be divided into two sequential steps:

1. Setting the Generator Parameters: in this initial step, the user configures the
AWG to produce the desired sine waveform. This involves specifying
parameters such as frequency, amplitude, and waveform shape to generate an
AC signal that matches the requirements of the experiment;

2. Taking Measurements with the Multimeter: in the second step, the user
interacts with the front panel of the digital multimeter. They perform the
necessary operations to obtain accurate measurements of the AC signal's root
mean square (rms) voltage. This may include selecting the appropriate
measurement function, configuring measurement settings, and interpreting the

displayed results.
In this way, the student has a realistic and hands-on laboratory experience facilitated

by AR instruments and he can engage in metrology experiments, learn measurement

techniques, and gain a deeper understanding of AC signal analysis.
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1.3.1 Waveform Generator Setup

As is well known, multimeters typically have high input impedance when configured
for AC voltage measurements. On the contrary, the adopted waveform generator
defaults to being connected with a 50-Q load. To prevent any discrepancies between
the required and measured voltages, it is imperative to provide the generator with
accurate information about the electrical load, a configuration known as "HIGHZ."

To achieve this configuration in the Augmented Reality environment, the following
sequence of actions is performed by the user on the AR front panel of the generator

within the APP-AR:

1. The user selects the "Utility" softkey to access the configuration menu;

2. The user then chooses the "Output Setup" softkey to access the menu for
configuring the generator's output stage;

3. Next, the user selects the "Load/HighZ" softkey to update the output
configuration;

4. Finally, the user confirms their selections by pressing the "DONE" softkey.

When these operations are executed on the AR front panel of the generator, they trigger
software events to update the states of a dedicated Finite State Machine (FSM) (see
Figure 10). These events also generate an IEEE488 string “OUTP:LOAD INF” to be

sent to the generator, instructing it to set the desired "High Z" configuration.

string OUTP:LOAD INF is published

Figure 10. Example of FSM exploited for waveform generator setting; for the sake of the conciseness, other
functions implemented but not exploited in the example are shaded.
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This string, denoted as the payload, is encapsulated within an MQTT message
published by the APP-AR on the topic ARRemLab/Stationl/Devicel2. The MQTT
client running on the server station receives this message from the broker as soon as it
is published. Subsequently, the command string contained within the message is
transmitted to the instrument using the IEEE488 protocol through the GPIB/USB
interface. Upon receiving the command, the signal generator adjusts its output to the
"High Z" configuration.

To ensure that no messages are lost between the user and the measurement station, a
Quality-of-Service (QoS) level of 2 1is selected, despite the potential for
communication delays [46]. Upon receiving confirmation of the message, the MQTT
client of APP-AR automatically sends a query (corresponding to the string
OUTPut:LOAD?) to the instrument to verify that the configuration change was
successfully executed. If the response from the instrument differs from the expected
value, it indicates a problem or error occurred during the configuration operation. In
the case of a successful operation, the instrument responds with the string "9.9E+37."
as specified in the instrument's program manual [47].

While sending a query after each configuration may seem redundant, it is essential for
maintaining continuous correspondence between the internal state of the FSM within
APP-AR and the actual setting of the instrument. This redundancy ensures the
reliability of the entire system efficiently and effectively.

The essential functions of the AWG include generating five standard waveforms (sine,
square, ramp, pulse, and noise) and direct current (DC) voltage, as well as configuring
their key parameters (amplitude, frequency, and offset). By default, the function
generator is set to generate a sine waveform upon power-up. In such cases, students
can directly proceed to configuring the waveform parameters. However, if a different
waveform is required, the student must first press the "SINE" key on the front panel of
the augmented instrument to select the sine waveform generation mode.

Upon pressing the "SINE" key, the string "FUNC SIN" is transmitted to the instrument
to set the sine waveform. Once the confirmation of the MQTT message delivery is
received, an automatic query ("FUNC?") is sent to verify that the configuration change

was successful. If the instrument responds with the string "SIN" (indicating that the
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setting was correctly executed), no error messages are displayed on the student's
display, and the virtual "SINE" key remains illuminated, matching its corresponding
button on the actual instrument.

To set the frequency of the signal, the student presses the "FREQ" softkey, inputs the
desired numeric value using the numeric keypad (e.g., 2), and selects the desired unit
of measurement (e.g., kHz) by pressing the corresponding softkey. Particularly, the
AWG display updates in real-time to reflect the selected unit of measurement. The
user's input generates the command string "FREQ 5 kHz," which is sent to the server
to configure the desired signal frequency. If the configuration is successfully accepted,
the instrument responds to the "FREQ?" query with the selected frequency value.
Similarly, the student can configure the values of amplitude and offset voltage (e.g.,
70 mVrms and OV, respectively). Once the generator configuration is complete,
pressing the "OUTPUT" button activates the voltage waveform at the generator's
output terminals. This operation results in the sequential transmission of the command
string "OUTP ON" and the query "OUT?" will return either "1" (indicating the output
is enabled) or "0" (indicating the output is disabled). Based on the received value, the
"OUTPUT" button on the student's mobile display will either be illuminated or not.
For the sake of completeness, the interaction diagram of an MQTT transmission
between the authorized user and the measurement station is given in Fig. 11; in
particular, in addition to the considered output load configuration, also the messages

associated with waveform selection and frequency setting are reported.
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Figure 11. Interaction diagram among MQTT clients (at user and station sides) and broker. For the sake of the
clarity, messages associated with QoS management are not reported.
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1.3.2 DMM Setup and AC Voltage Measurement

In the context of the Digital Multimeter (DMM), they will be described two key
operations that shed light on specific features of the Augmented Reality interaction
and the underlying communication with the remote laboratory. The DMM's front panel
includes two rows of keys for function and setting selection. Like most instruments,
certain keys offer secondary functions, printed in blue above them on the front panel.
To access these secondary functions, the user must press the "SHIFT" key followed by
the key corresponding to the desired secondary function.

To enhance the user experience, the AR multimeter faithfully replicates the behavior
of the real instrument, including the use of secondary functions. Two crucial
parameters influencing measurement results are the range and resolution. Upon
powering on the instrument, it automatically selects the appropriate range. However,
users can manually choose their desired range by toggling between automatic and
manual mode using the "Auto/Man" key and adjusting the range with the up and down
arrow keys on the AR instrument's front panel (see Figure 12).

For instance, when measuring AC voltage, selectable range values typically span from
100 mV to 750 V. The chosen range value is consistently maintained as one of the
state variables within the APP-AR, updated with each arrow keystroke, and
communicated to the instrument. Selecting the AC range of 100 mV would result in
the string sent to the instrument being "VOLT:AC:RANG 0.1" (indicated by the green
path in Figure 12). Similar to the AWG, the APP-AR verifies the multimeter's correct

configuration after receiving confirmation from MQTT by sending an appropriate

query.
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Figure 12. Example of FSM exploited for DMM setting in the presence of secondary functions. Green path refers
to normal configuration (ac voltage range selection), while blue path points out the secondary function (ac
voltage resolution). The corresponding portion of the APP-AR display is also represented

SHIFT key
was pressed

Resolution in DMMs is often expressed in terms of the number of digits used to display
measurement results. The instrument used here offers three resolution settings ranging
from 474 to 6’2 digits, with a default setting of 5% digits at power-up. Higher resolution
yields more precise results but at the cost of slower measurements, while lower
resolution allows for faster measurements with potentially lower accuracy. Resolution
selection shares keys with the range and is accessible as a secondary function. To select
the desired resolution, the user must first press the "SHIFT" button (indicated by the
green path in Figure 12).

In the example, the user sets a 5% digits resolution, which, coupled with the 100 mV
range, corresponds to a resolution of 1 pV. Consequently, the MQTT client integrated
into the APP-AR transmits the configuration string "VOLT:AC:RES 0.000001" to the
measurement station.

To execute the root mean square (rms) voltage measurement in this application, the
user presses the "4ACV" key on the AR front panel. For the remote station to carry out
this measurement, the following sequence of commands must be sent to the
instrument: "CONF:VOLT:AC" followed by "INIT" and the query "FETCH?". These
commands and the query are concatenated into a single string separated by the pipe (|)

character, such as "CONF:VOLT:AC|INIT\FETCH?". The server handles the
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separation of these strings and sends them in the correct order to the instrument to
manage the measurement operation effectively.

Once the measurement is completed, the instrument returns a string containing the
measurement result. This result is then sent from the server to the APP through MQTT
and displayed on the virtual instrument's screen according to the selected range and
resolution.

Figure 13. and 13.b illustrate the AR laboratory and the corresponding remote
laboratory, respectively. It's important to note that the settings and measurements
displayed by the AR instruments accurately mirror those of the real instruments
located in the remote laboratory. This fidelity ensures that students have a realistic and

educational experience when using the AR instruments for metrology experiments.

Figure 13. Comparison between (a) AR experience and (b) actual remote laboratory.
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Chapter 2 - Cyber-Physical System

The concept of Cyber-Physical Systems (CPS) was initially introduced in 2006 by
Helen Gill of the National Science Foundation in the United States [48]. Gill's concept
aimed to describe a new dimension where the physical world and virtual control and
observation capabilities are intricately connected. CPS represents an evolution beyond
traditional embedded systems, where computational capabilities permeate every
physical component and even the materials themselves [49].

Since its inception, the concept of CPS has evolved significantly, making it
challenging to provide a definitive and unambiguous definition. The commonly
accepted definition of CPS involves the integration of computational resources and
physical processes, but this description has become overly simplistic as CPS has
expanded to include elements like large-scale network connectivity.

In its current most common definition, CPS represents the integration of diverse
systems with the primary goal of controlling a physical process and dynamically
adapting to changing conditions in real-time. This integration combines physical
objects and processes, computational platforms, and telecommunications networks
[50], [51].

The term "physical" in CPS refers to tangible objects perceivable by human senses,
while "cyber" relates to the virtual representations of these objects, often enriched with
additional layers of information. In literature there are several examples that have aptly
referred to the relationship between physical objects and their virtual counterparts as

the "social network of objects" [52].

2.1 State of Art

CPS systems are built on interconnected objects equipped with sensors, actuators, and
network connections. These components generate and collect various types of data,
reducing distances and information disparities within the system [53]. Sensors enable
CPS to autonomously assess its current operational state and the relationships among
its constituent objects. Actuators execute planned actions and implement corrective

measures, optimizing processes and solving problems [54].
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Intelligence plays a pivotal role in CPS, as it evaluates internal information within the
system and, in certain scenarios, considers information from other CPSs [55]-[57].
Interactions with measurement systems, including sensors, sensor networks, and actual
measurement instruments, are crucial within CPS. The objective is to seamlessly
integrate measurement systems into CPS, effectively creating digital twins of these
systems. This integration enables users to interact with and understand measurement
systems as an integral and prioritized part of the CPS, enhancing the overall user
experience [58].

It is possible to use the framework and the solution proposed in the previous paragraph
to realize a CPS system that provides the creation of a digital twin of the measuring
instrument, which can be controlled and operated remotely. To achieve this goal,
various enabling technologies drawn from the paradigms of Industry 4.0 and the
Internet of Things (IoT) are leveraged. As seen before two key technologies in this
context are augmented reality and MQTT communication protocols.

Augmented reality technology is harnessed to construct a digital replica of the
measuring instrument, providing users with a visual and interactive representation.
This digital twin aims to faithfully emulate the physical instrument, offering a rich and
immersive experience for remote operators.

Additionally, the utilization of MQTT communication protocols enhances the
connectivity and data exchange between the remote operator and the instrument.

This approach seeks to bridge the physical gap between operators and instruments,

opening up new possibilities for education and industry alike.

2.2 Application Example of the Implemented Ar-Based Cyber-Physical
System

This section explores into a case study that showcases a practical application,
specifically in the context of basic metrology courses where students typically work
with a digital oscilloscope. To evaluate the effectiveness and reliability of this solution,
a dedicated mobile application has been developed.

Students engage with a rendered 3D digital oscilloscope through the mobile
application, simulating the actions they would perform on an actual instrument. The

first step is to power on the oscilloscope, mirroring the real-world procedure. Upon
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pressing the power button in the Augmented Reality application, a query is sent to the
physical oscilloscope to retrieve the waveforms currently displayed and its
configuration parameters, such as horizontal (s/div) and vertical (V/div) resolution (as

illustrated in Figure 14).
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Figure 14. Waveform and resolution information on the AR display after turning on.

In this way students gain a comprehensive understanding of the signal currently
captured and displayed on the physical oscilloscope. Consequently, they can modify
parameters, such as V/div and s/div, by manipulating the corresponding knobs on the
AR interface, aligning them with the specific tasks they need to accomplish.

Furthermore, students can access information about signal coupling, copying the
process on an actual oscilloscope. Clicking the "CHI MENU" button in the AR
application reveals relevant information on the display's right-hand side (as shown in

Figure 15).
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For instance, the coupling type may be "DC." By turning the knobs associated with

the "CHI MENU" button, students can adjust the signal level (as depicted in Figure

16), shifting the signal vertically on the axis. This feature is particularly useful when

students wish to display multiple signals on the screen without overlap.
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Additionally, the students have the capability to modify the trigger level and utilize

cursors for measuring signal properties, mirroring the actions possible on a physical

35



Section 1. IoT Device to Remotely Control System

oscilloscope. Figure 17.a exemplifies the use of cursors to measure peak-to-peak
amplitude, while Figure 17.b demonstrates how to measure the signal's period.
Notably, there is a striking resemblance between the display within the AR application
and that of the physical instrument in the laboratory.
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Figure 17. Evaluation of a) peak-peak amplitude and b) period of the signal.

Expanding upon the case study, a typical student exercise involves measuring
amplitude and phase variation in the output signal of an RC filter circuit, specifically
one with a cut-off frequency of 1.7 kHz. Figure 18 provides an overview of the setup
in the physical laboratory, where channel 1 of the oscilloscope captures the input

signal, and channel 2 displays the output signal from the filter.
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Figure 18. Laboratory setup in experiments with RC Filter.

Figure 19 further illustrates the results as the input signal's frequency varies. Figure
19.a exhibits nearly superimposed waveforms of both channels when a 200 Hz input
sine wave is applied. As the input frequency goes up to 1 kHz (Figure 19.b), the output
waveform is subjected to attenuation and delay compared to the input. Finally, at 5
kHz (Figure 19.c), the filter's effects are prominently evident, with significant

attenuation and phase shift in the output waveform.
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Figure 19. Evolution of signal output of RC filter: a) signal frequency input equal to 200 Hz, b) signal frequency input equal to 1 kHz, c) signal
frequency input equal to 5 kHz.

Similar to the physical laboratory experience, students can employ cursors to measure
the filter's gain and phase shift, as demonstrated in Figure 17.

In essence, this case study showcases how it’s possible to mirror the real-world
laboratory experiences, enabling students to gain practical knowledge and skills in a
virtual environment that closely simulates their physical learning environment.

This example shows how a CPS for the measuring instruments can be realized,
highlighting that instrument as Digital Twin acts in the same way as those in the real

world.
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Chapter 3 - Remote Control of Instruments for Safe Experiments

The solution proposed in paragraph 1.1 can be used in different contexts where remote
control of an instrument is envisaged. In this section it shows how it’s possible to apply
the method for physics experiments involving radioactive materials, sources of
dangerous radiations.

A fundamental aspect of STEM (Science, Technology, Engineering, and Mathematics)
laboratory activities is fostering students' problem-solving skills. These laboratory
sessions serve as a platform for students to engage with STEM materials, conduct
experiments, explore concepts, and make their own discoveries. In the context of
physics, conducting experiments plays a pivotal role in comprehending the underlying
physical phenomena [59].

However, it's important to recognize that certain experiments can carry a level of risk,
particularly those involving potentially hazardous phenomena like radioactivity. In
such cases, students must adhere to strict safety protocols and employ personal
protective equipment to mitigate risks. Additionally, the presence of qualified
personnel is often necessary to supervise and ensure the safe execution of these
laboratory activities.

It's worth emphasizing that while these safety measures and requirements can be
effectively implemented at the university level, they pose significant challenges when
applied to high schools or primary schools [60]. The constraints and limitations faced
by educational institutions at these levels make it considerably more difficult to
provide the same level of safety assurance as universities can offer. This highlights the
need for specialized resources, training, and a heightened level of vigilance to manage
and mitigate risks effectively.

Leveraging the distinctive features and protocols inherent to the Internet of Things
(IoT) paradigm offers a practical solution to create a clear demarcation between the
student's laboratory setting and the actual experiment's physical environment. loT
technology proves to be an invaluable educational tool, as it enables seamless
communication over the Internet or other networks/protocols among objects situated

in disparate locations [61].
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3.1 State of Arte

IoT essentially functions as a network of interconnected devices of diverse types and
sizes, ranging from industrial systems and medical instruments to smartphones and
sensors. These devices collaboratively share information, fostering real-time online
control and monitoring [62], [63]. This capability holds immense potential for
enhancing the educational experience within STEM (Science, Technology,
Engineering, and Mathematics) laboratories and beyond.

By integrating IoT into the educational landscape, students can remotely access and
interact with experimental setups located in separate physical spaces. This innovation
not only enhances the flexibility of learning but also promotes collaborative and
remote problem-solving. It allows students to perform experiments, gather data, and
analyze results without being physically present at the experiment site. This is
particularly beneficial in scenarios where experiments involve hazardous materials or
complex equipment, as it ensures the safety of the students while providing them with
hands-on learning experiences.

Furthermore, IoT enables real-time data sharing and feedback, making it possible for
educators to monitor student progress and provide guidance in real-time. It also
encourages collaboration among students, promoting a more dynamic and interactive
learning environment.

Besides the things interconnection, other technologies supportive of [oT can be
considered, such as Augmented Reality (AR). Ar involves an alteration of reality,
thanks to virtual information overlapped on the reality felt by senses. As described in
[64], this technology is beginning to increase its exploitation and impact in STEM
learning.

Thanks to the technologies discussed earlier and it has been implemented a mixed-
reality solution that combines Augmented Reality (AR) with IoT communication
protocols. This innovative approach serves as a means to conduct laboratory activities
with a potential risk factor safely.

The core components of this solution comprise an AR mobile application and a
microcontroller-based mock detector. Together, these elements enable students in a

classroom setting to manipulate a detector in real-time, relative to a radioactive source
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located in a remote laboratory. The detector captures the corresponding gamma-ray
energy spectrum, which is then transmitted using an IoT protocol. Subsequently, the
spectrum data is displayed on the students' mobile phones.

Notably, the versatility of this proposed solution extends beyond radioactive spectrum
measurements. It can be effectively employed in various application domains
involving hazardous materials or unsafe environments. For instance, it is adaptable for
handling nuclear waste, where physical proximity to the materials is a concern.
Similarly, this technology can be employed in healthcare settings, particularly in the
use of diagnostic tools based on X-rays in hospitals.

This mixed-reality solution offers several advantages. Firstly, it ensures the safety of
students by allowing them to engage in experiments with potentially hazardous
materials while being physically separated from the source of risk. Secondly, it
enhances the learning experience by providing real-time data acquisition and analysis,
promoting active student participation. Additionally, it facilitates remote
collaborations and knowledge sharing, enabling educators and students to work
together seamlessly, regardless of their physical location.

In summary this solution, which integrates AR and IoT technologies, represents an
innovative approach to conducting laboratory activities in a safe and engaging manner.
Its adaptability to various domains with safety concerns, coupled with its potential for
remote learning and collaboration, positions it as a valuable tool in modern education
and scientific research.

In literature there is no existing example of Augmented Reality (AR) utilization that
enables students to reenact a laboratory experience by directly manipulating real
instruments and conducting real-time, non-simulated experiments. A noteworthy AR
application in chemistry education is presented in [65], allowing students to visualize
molecules from various perspectives, observe atomic structures within matter, and
grasp abstract chemical concepts. However, this solution lacks interaction with actual
chemical substances, compounds, or laboratory equipment. The outcomes are derived
from approximated models, and certain aspects of real experiments remain

unattainable through simulation, regardless of model accuracy.
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While remote-controlled instruments and tools are notably employed in surgery,
exemplified by the Da Vinci robot [66], [67] the associated technological requirements

hinder their widespread adoption for educational purposes.

3.2 Proposed Solution

The primary focus revolves around addressing the challenge of enabling students to
safely engage in experiments that involve potentially hazardous conditions, such as
those using radiation sources. These experiments typically necessitate the supervision
of qualified personnel and specific laboratory conditions to ensure the students' safety.
Unfortunately, these requirements might not always be met, especially in non-
university educational settings, which can deprive students of valuable learning
experiences. While the proposed solution can be adapted to various physics
experiments and other STEM subjects.

To ensure the safe execution of experiments in this context (Fig. 20), the first crucial
step involves creating a clear separation between two environments: the "Safe
Environment" where students and teachers are located, and the "Real Environment"
housing the actual measurement instruments, dangerous materials, and laboratory
equipment. Effective communication between these environments is paramount to
ensure the alignment of actions in the safe environment with those occurring in the
remote laboratory. This approach enables students to virtually experience the

laboratory activity as if they were physically present in the real environment.

41



Section 1. IoT Device to Remotely Control System

REAL ENVIRONMENT

G o o ‘

B

6Yc

¢ ¢ -
H & =
i .'_!' e

Figure 20. Proposed solution for safe physics experiments: the environment where students can carry out safe AR
experiments is specially separated from actual laboratory with hazard condition. Communication between the
environments is assured by means of loT protocol

e Safe Environment: this environment comprises the classroom where students
and teachers are located. To safely manipulate actual detectors and radioactive
sources, all interactions are mediated through a specialized mobile app based
on Augmented Reality. This app renders a faithful representation of the
experimental equipment when the fake detector and radioactive source (both
represented by specific targets) are framed through the mobile phone's camera.
The detector target incorporates an embedded system that measures its distance
and inclination concerning the fake source. These measurements are
transmitted to the laboratory to adjust the actual source and detector positions.
Within the app, students can request and view the measured values, such as the
energy spectrum of the radioactive source.

¢ Real Environment: in this environment, the remote laboratory houses the
actual measurement instrument (the detector), radioactive source, and a motion
system for safe positioning. The motion system can utilize stepper motors, a
robotic arm, or any suitable mechanism to move the measurement instrument
concerning the radioactive source. Additionally, another motion system can be
employed to switch between different radioactive sources, such as a rotating

flange supporting various materials, selected based on the specific angular
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position corresponding to the framed fake source. In the real environment, the
required measurements are conducted, and the results are transmitted back to
the safe environment for display on students' mobile phones.

e Communication: The seamless connection between the safe and real
environments is established through communication protocols typical of the
Internet of Things (IoT) paradigm, ensuring scalability and integration within

the broader network of interconnected devices, and specifically MQTT.

3.3 Case Study

To evaluate the practicality of the proposed approach, it has been successfully
implemented a prototype of a mixed-reality solution designed for the secure execution
of gamma-ray energy spectrum measurements. However, before delving into the case
study, it's essential to provide some context regarding the type and level of ionizing
radiation involved. Even within school premises, students are exposed to various
sources of ionizing radiation, including X-rays, gamma rays, and electron radiation
from materials like concrete walls, as well as alpha radiation originating from radon
in the ground and cellars. These sources typically emit radiation at levels that are not
harmful during normal living or measurements.

From an educational perspective, it would be both fascinating and instructive to allow
students to conduct measurements involving such low levels of radiation. This hands-
on experience would not only familiarize students with the instruments but also engage
them with the underlying scientific principles. However, equipping schools with the
necessary equipment to perform these operations, such as a gamma-ray detector
similar to the one used in the case study (which costs approximately 3500 €), could be
cost-prohibitive.

In contrast, the prototype implementation of the mixed-reality solution comes at a
considerably lower cost, totaling around 300 €. The hardware components for the safe
environment are even more affordable, amounting to only 60 €. This makes it a cost-
effective option for all schools and opens the door to rental contracts for the
measurement service, further reducing the financial burden. Furthermore, the solution

allows for the exclusion of any radiation sources that pose significant health risks.
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While harmful radiation sources are fortunately uncommon in everyday life, their
associated risks can pique students' interest, much like in other educational areas. This
engagement and real-world relevance can enhance the learning experience and foster
a deeper understanding of radiation and its effects [68], [69].

In the next subsection it will be provided detailed descriptions of the hardware and
software architectures of both the safe and real environments, along with an overview
of the conducted experiments and the detector used. This context sets the stage for a
comprehensive understanding of the prototype's implementation and its potential

impact on education in STEM fields.

3.3.1 Gamma Ray Energy Spectrum Measurements

Gamma rays represent the highest energy segment of the electromagnetic spectrum.
While they share fundamental characteristics with other forms of electromagnetic
radiation like X-rays, visible light, infrared, and radio waves, they are distinct due to
their exceptionally short wavelength, which results in their high energy levels. Gamma
rays are frequently emitted by radioactive nuclei, falling within the energy range of a
few keV to about 10 MeV, aligning with the typical energy levels of atomic nuclei
[70].

The interaction of gamma rays with matter differs fundamentally from that of charged
particles such as electrons or alpha particles. Charged particles continuously deposit
their energy into the absorbing medium, following well-defined paths through various
substances. In contrast, gamma rays act sporadically, and their intensity is never
reduced to zero, even when passing through progressively thicker layers of material
[71]. Handling a gamma-ray source without the necessary precautions can be
hazardous.

The measurement of gamma rays is typically conducted using a detector, which is
essentially an instrumental system designed to determine the energy distribution of
gamma photons in differential form. The data generated by a gamma ray detector is
commonly represented as a two-dimensional plot, showing pulse frequency against the
energy of the gamma radiation, commonly referred to as the gamma spectrum. The

interpretation and analysis of this spectrum provide the essential information required
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for the qualitative and quantitative identification of gamma-emitting radionuclides
[72].

A gamma spectrometer comprises three primary components [73]:

1. Detection system: this includes the detector and a shield. When incident
gamma photons interact with the detector, they turn down a portion or all of
their energy, depending on the type of interaction. The detector's role is to
convert this energy into a proportional electric charge. The shield serves to
minimize structural background noise caused by environmental gamma
radiation. Additionally, it influences the spectrum's shape due to the
backscattering of detector photons.

2. Pulse analysis system: a gamma ray detector not only records a certain number
of pulses but also categorizes them based on the amplitude of their energy
levels. To achieve this, the electrical pulses leaving the detector must be
amplified and directed to an amplitude analyzer. The number of pulses within
each energy range is then stored in a dedicated memory unit.

3. Data recording and processing system: the data stored in the memory unit
are subsequently extracted using specialized recording, printing, or display
units. Moreover, the memory unit can be linked to a computer for

comprehensive data analysis and processing.

In theory, when a monochromatic gamma-ray beam interacts with a detector, it should
yield an electron distribution characterized by one or more monoenergetic groups and
a continuous distribution, commonly referred to as the "ideal spectrum." However,
real-world spectra deviate significantly from this ideal shape due to various factors
[74].

A crucial aspect of a gamma spectrometer is its efficiency, which can be adversely
affected by changes in the distance and orientation of the detector relative to the
radiation source. Thus, it is advisable for educational purposes to allow students to

assess how these factors impact the spectrometer's performance [75]-[77].
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3.3.2 Hardware Architecture

The hardware architecture consists of two distinct environments: the safe environment
and the real environment, each serving specific purposes and functions.

In the Safe Environment, the hardware components are primarily aimed at enabling
distance and orientation measurements concerning radioactive sources. These
measurements are essential for maintaining safety standards. To accomplish this, two
commercial electronic boards manufactured by STMicroelectronics were selected for
the task: the X NUCLEO 53L0A1 [78] and the X NUCLEO IKS01A2 [79].

The first board is equipped with a VL53L0X Time of Flight (ToF) sensor [80], which
offers precise distance measurements. This sensor is known for its cost-effectiveness
and boasts a measurement accuracy of less than 3% in high-accuracy configurations,
with a maximum range of 2 m. Additionally, it utilizes a 940 nm VCSEL emitter,
allowing it to cover long distances while maintaining immunity to ambient light and
robustness against optical crosstalk [80].

For inclination measurements relative to the vertical direction, the X NUCLEO
IKS01A2 board employs an LSM6DSL triaxial acceleration sensor [81]. It calculates
the desired angle by analyzing gravity acceleration projections onto the sensor's
reference frame. The LSM6DSL combines a 3D digital accelerometer and a 3D digital
gyroscope, known for low power consumption and resistance to mechanical shock.
The LSM6DSL has full-scale acceleration ranges of +2/+4/+8/=16 g and angular rate
ranges of £125/+250/£500/+1000/£2000 dps [81].

Both boards are connected to a NUCLEO L152RE board from STMicroelectronics
[82], which hosts an STM32L152RE microcontroller. This microcontroller manages
the measurement operations, communicates with the sensors via the Inter-Integrated
Circuit (I2C) protocol, processes the collected data to derive inclination information,
and sends the results through Universal Synchronous-Asynchronous
Receiver/Transmitter (USART) to an ESP32 microcontroller from Espressif Systems
[83] mandated to the implementation of MQTT protocol. The ESP32 is mounted on
an ESP32-DevKITC-V4 board, which is commonly used for IoT applications. It
features integrated Wi-Fi connectivity, enabling direct internet access through a Wi-

Fi router. This microcontroller is chosen for its low current dissipation, making it
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suitable for battery-powered and wearable electronics applications. The Wi-Fi module
on the ESP32 supports data rates of up to 150 Mbps and provides 20 dBm output power
at the antenna, ensuring a wide physical range [83].

Figure 21.a shows a block diagram of the hardware architecture of the devices
involved in the Safe Environment, while Figure 21.b shows the target for the

reproduction of the gamma ray detector with the embedded system inside.

NUCLEO L152RE

X NUCLEO IKSD1A2

Figure 21. Hardware architecture for the safe environment, composed by a microcontroller, an inertial sensor, a
time of flight sensor, a Wi-Fi module (a) and target for AR app (b).

In the Real Environment, aside from the radiation sources, the main components
include a gamma-ray detector and a motion system. The selected gamma-ray detector
is the i-Spector Digital, developed by Caen S.p.A [84]. It offers an integrated multi-
channel analyzer (MCA) and optional wireless connectivity based on the LoORaWAN
protocol. This compact unit can be configured with different silicon photo-multiplier
(SiPM) areas and features a preamplifier stage, integrated power supply for SiPM
biasing with temperature feedback, a shaper, and a full-featured MCA based on an 80
MSps, 12-bit ADC, and digital charge integration algorithm. The i-Spector Digital can
be controlled through Ethernet and provides both an analog amplified signal and the

measured 4k channels energy spectrum [84].
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The real environment also incorporates two motor drivers, XNUCLEO IHM0I1A1 by
STMicroelectronics, which are based on L6474 current control and used to drive two
stepper motors for angular and linear movement, respectively. These controllers
operate the motors through an H-bridge circuit. In this circuit, the appropriate
activation of two pairs of electronic switches allows to select the direction of the
current flowing in the load placed on the output terminals (the topology is called
bridged because the load is located between two branches of the circuit) and,
consequently, the rotation direction of the motor [84]. Moreover, the switching period
and duty cycle allow to modulate the current flowing through the motors thus allowing
to select their rotation speed. For inclination movement, a MotionKing 17HS4401
motor is used, featuring an angular step of 1.8 degrees, nominal current of 1.7 A, and
a step accuracy of 5% [85]. For linear movement, a S00mm linear guide with a Icm
step is chosen, equipped with the same motor mentioned earlier. The motor drivers are
managed by a NUCLEO L152RE board, connected to the motor control shields via
the Serial Peripheral Interface (SPI) protocol. It's worth noting that the standard
configuration of the IHMO1A1 motor drivers doesn't allow the simultaneous control
of multiple motor drivers from a single microcontroller. Therefore, an alternative
configuration with resistors placed on the shields has been adopted [86].

The NUCLEO LI152RE board is connected via USART protocol to an additional
ESP32 microcontroller. This ESP32 receives distance and angular data transmitted
from the Safe Environment and utilizes this information to control the motors in the
Real Environment effectively.

Figure 22 shows a block diagram of the hardware architecture of the devices involved

in the Real Environment.
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Power Supply

Stepper motor
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F Stepper motor

(linear)
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ESP32-DevKitC-V4

NUCLEO L152RE

Figure 22. Hardware architecture for the real environment, composed by a power supply, two motor drivers, a
microcontroller, Wi-Fi module and two stepper motors, for linear and angular movements, respectively.

3.3.3 Software Architecture

The firmware implemented on the management boards as well as the main integrated
development environments exploited for the realization of the proposed case study are
presented and described in the following. As for the Safe Environment, the main goal
has been the implementation of a mobile app capable of making the students relive the
laboratory experience as they were using the actual detector. As for Real Environment,
the attention has been focused on the movement of actual detector and the transmission

of the measured gamma ray energy spectrum.

3.3.3.1. Safe Environment

An Android application has been developed using the Unity 3D environment, designed
to provide students with a realistic visualization of a gamma-ray detector and

radioactive sources. The goal was to create a virtual representation that closely
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resembles their real-world counterparts. To achieve this, the app relies on the
placement of specific markers within the virtual environment.

The app also offers the functionality to request and view the energy spectrum of the
radioactive source. This spectrum is updated at regular intervals of 10 seconds through
a dedicated menu. Furthermore, users have the option to clear the spectrum samples,
effectively resetting the graph, and to exit the application.

One important feature of the app is its ability to reset the energy graph whenever a new
source, different from the previous one, is framed. This ensures that each measurement
starts fresh and is not influenced by previous data.

In the case of the gamma-ray detector, a meticulous process was undertaken to capture
its 3D representation. This was achieved, as mentioned in 1.1.1.1 paragraph, using a
non-contact Laser ScanArm by FARO, a sophisticated measurement system capable
of capturing the object's shape and size.

The scanning operation involved capturing each internal and external component of
the detector. Once all components were scanned, they were integrated into a cohesive
whole using the SolidWorks CAD system. The resulting 3D object was then imported
into the Unity environment. Within Unity, an algorithm was developed to enable users
to access an exploded view of the detector. This functionality is accessible through a

dedicated button on the display (as depicted in Figure 23).

b)

Figure 23. Results of the gamma ray detector scan through Laser ScanArm (a) and exploded view allowing
students and teacher to visualize the internal components of the detector (b).
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This exploded view is a crucial aspect of the app as it allows students to gain a deeper
understanding of the detector's operating principles. By dissecting the object into its
electronic components, students can explore and comprehend the concepts they have
learned in their theoretical lectures.

In order to effectively integrate the detection and recognition of markers for detectors
and sources within the app, it has been employed an open-source tool called "Vuforia
Object Scanner," provided by Vuforia. This tool is instrumental in defining and
identifying the corresponding markers. Essentially, the markers need to be observed
from various perspectives to facilitate the training of a software component responsible
for their recognition. To visually assess the quality of this training, we've utilized a
graphical representation in the form of a dome. Different parts of this dome are filled

with a green color to indicate successful viewpoint recognition (as depicted in Figure
24).

Figure 24. Training stage of detector marker recognition by means of Vuforia object scanner: on the top is
represented the marker to scan while on the bottom the result of the scanning.

This process has significantly enhanced the recognition capabilities of the gamma-ray
detector marker. It's now capable of accurate recognition even when the marker's
inclination varies. This ability is crucial for users who need to assess changes in the

spectrum and, therefore, may need to manipulate the marker's orientation.

51



Section 1. IoT Device to Remotely Control System

As mentioned earlier, the detector marker serves the purpose of measuring both
distance and inclination concerning the representation of the radioactive source. These
measured parameters are subsequently transmitted to the Real Environment. To obtain
these values, we've leveraged the hardware architecture outlined in the previous
paragraph. The algorithm responsible for extracting angle and distance data from the
radioactive source has been implemented on the STM32L152RE microcontroller.

The algorithm, as shown in Figure 25, initially involves the initialization of the X
NUCLEO 53L0A1 and X NUCLEO IKS01A2 boards, including the configuration of
parameters like baudrate and data format used for USART communication. Assuming
no errors occur during the initialization phase, data related to distance and the
components of gravity acceleration are collected from the sensors. The inclination
angle 1s subsequently computed based on the acceleration data across all three axes,

utilizing the following equation:

19=tan‘1< A, >*180 (1)
T

Obtained results are, finally, sent via USART to the ESP32 microcontroller, on which
the MQTT communication protocol is implemented to send such data to the Real

Environment.
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1: Initialize X NUCLEO 53L0A1 and X NUCLEO
IKSO1 A2 boards;
. Setting parameters for USART communication.
LOOP Process
3: if X NUCLEO 53L0A1 board status and X NUCLEO
IKSO1A2 is ok? then
while true do
Receive distance and accelerometer data from
shields;
6: Evaluate angle from acceleration projections on the
three axes;
T Send data via USART to ESP32 microcontroller
8:  end while
9: else
10:  stop the execution
11: end if

r2

Figure 25. Algorithm for distance and inclination Measurements in Safe Environment

This comprehensive approach ensures that our app can effectively interact with the
markers, measure the necessary parameters, and provide users with the crucial

information they need to evaluate changes in the spectrum.

3.3.3.2. Real Environment

Within this operational environment, data originating from the Safe Environment
needs to be replicated accurately. To achieve this, it has been employed two stepper
motors for specific functions. The first motor is responsible for driving a linear guide,
enabling precise distance adjustments from the radiation source. Meanwhile, the

second motor facilitates tilt movements (as illustrated in Figure 26).
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Figure 26. Real environment: the gamma ray detector placed on a system of stepper motor remotely controlled
by user that allows the movements towards the radiation source.

The control of these two stepper motors is entrusted to the drivers defined in the
previous section.

The values corresponding to the desired distance and inclination parameters are
received by the ESP32 microcontroller, which is situated within this environment.
Subsequently, these values are transmitted to the STM32L152RE microcontroller via
the USART protocol. The microcontroller, in turn, converts these received values into
specific motor steps. These steps are then sent to the two drivers utilizing the 12C
protocol, effectively translating them into physical motor movements. It's important to
note that the step values are calculated in accordance with the dimensions of the guides
and the maximum current capacity supported by the drivers.

Upon system initialization, the algorithm outlined in Figure 27, embedded within the
STM32L-152RE microcontroller's firmware, is responsible for returning the gamma-
ray detector to its initial position in terms of both distance and inclination. To achieve
this, the last recorded values for distance and inclination are written into the
microcontroller's EEPROM memory. This action effectively restores the two guides

to their starting positions.
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1: Initialize the two X NUCLEO [HMOI A1 boards.
LOOP Process

2: if boards status ok? then

3:  Read the stored values from EEPROM Memory to take
the gamma ray detector to its initial position (minimum
distance and inclination respect to the source)

4: while true do

5 Read data sent by ESP32 microcontroller.

6: if Difference between actual and prior value is

greater than or equal to 1 cm then

7: Actuate received value;

8: Save values to EEPROM memory.

9: end if

10:  end while

11: else

12:  stop the execution

13: end if

Figure 27. Algorithm to Actuate Angle and Distance Sent by Safe Environment

Subsequent control over the detector's position and rotation is executed by utilizing
values received by the ESP32 microcontroller. Furthermore, to prevent flickering or
erratic movements due to imperfect marker handling, adjustments are only made when
the difference between two consecutive distance values equals or exceeds 1 cm. This
measure ensures smoother and more stable movements while maintaining the desired

accuracy in the replication of data from the Safe Environment.

3.3.3.3. Remote Communication

In this section, it will be described the process of displaying the spectrum data
generated by the gamma-ray detector within the Android app. The gamma-ray detector
transmits its data using the HTTP protocol, necessitating the development of an
algorithm to convert these HTTP messages into MQTT format before dispatching
them to the Safe Environment. The algorithm was designed and implemented within
the Node-Red environment, as illustrated in Figure 28.

For every request, whether for accessing available spectrum data or resetting the

system by students, an associated HTTP command is issued. The workflow,
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Figure 28. The developed node-red flowchart that converts MQTT message in HTTP message to allow communication between the gamma ray

detector and AR application.

embodied by the Node-Red algorithm, then waits for the instrument's response. Once

the response is received, it undergoes a meticulous processing phase using a dedicated

function. The processed data is subsequently forwarded to the AR application.

The implementation of this function is indispensable due to the format of the data

provided by the gamma-ray detector, which includes alphabetic characters preceding

the numerical samples. To ensure compatibility with further analysis, these alphabetic

characters are discarded, leaving only the numerical data array intact, as illustrated in

Figure 29.

{ "command" : "GET_SPECTRUM", "Result": "ok", "ErrorCode":0, "Reason":"", "data" : [0,0,0,0,0,0,0.0,0,0,0,0,0,0,0,0.0,0.0,0,0.0.0,0,0.0, ...,

65.82.72.101,77.76,97.98,32,115.117,99,97,97.97...........76,101,111.112.111,108,100,111,32,65,110,103,114,105,115.97,110.105.32,118,117.111
108,101,32,102,97,114,32,98,97,110,100,105,114,101,32,117,110,32,112,111,115,116,111,32,100,97,32,97,115,115,111,99.105,97,116,111,32,105
110,32,73,78,71,45.73,78,68,47,49,50,32,112,101.114,32,108,97,32.109,111,103,108,105,101,32.65,110,110.97,114,105.,116,97,32.84,101,100,101
1599111, ,0.1,1,0,0,0,0,0,0.0,0,0,0,1,0,1,0,0,0,1,0,0,0,0,0,0,0,0,0,0,0,0,1.1,0,0,1,0,2,1,0.0,0,1,0,1,0,0,0,0,1,0,0,0,0,1,0,0,0,1,2.2,.1,0,0.1.2,

0,0,0.0,1,0.750] }

Figure 29. Example of message provides by gamma ray detector as http answer.

Regarding the use of the MQTT protocol, a private broker was selected to facilitate

communication. This decision was informed by several advantages, including

immunity to issues such as high data traffic, loss of connection, and service

suspension. To facilitate this, the Eclipse Mosquitto Software was employed to operate

a local broker on a personal computer.

While it may appear simpler to transmit data directly to the Safe Environment via the

HTTP protocol since the measurement instrument communicates using this protocol,

adopting MQTT introduces a significant advantage. MQTT's "one-to-many"

communication capability ensures that all students subscribing to the relevant fopic

can simultaneously receive data from the instrument, all without adding any

unnecessary network overhead.
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It is possible to say that the transition from HTTP to MQTT within the Node-Red
environment allows for efficient and synchronized data distribution to multiple
recipients, such as students using the AR application, thereby enhancing the overall

experience and utility of the system.

3.3.4 Experimental Results

The performance evaluation of the proposed solution involved a comprehensive series
of tests conducted within the context of the chosen case study. Initially, a primary set
of tests focused on assessing the delay and stability of communication between the
Safe and Real Environments through the MQTT protocol. The implementation of a
private broker dedicated exclusively to managing messages for the specific application
ensured that message delays never exceeded 70 milliseconds. This was consistent
across messages related to distance and inclination control, regardless of the network's
load conditions.

Furthermore, the evaluation encompassed a meticulous examination of the disparities
between nominal, measured (in the Safe environment), and actuated (in the Real
environment) distances and angles. To achieve this, both marker and actual detectors
were affixed to rulers and protractors. Nominal distances ranged between 10 and 40
cm, corresponding to the linear track's stroke, while angle values spanned from -30°
to 30°. For each value, 30 measurements were conducted, and the results, expressed in
terms of both the average (A) and experimental standard deviation (o), were

documented in Table 1 for distances and Table 2 for inclination.

Table 1. Average and experimental standard deviation among either measured or actuated and nominal

distances.

Nominal distance [cm] 10 20 30 40
A -0,8 -04 0,1 09

Safe
o 0,7 14 1,5 1,0
A 1,2 -14 1,6 1,1

Real
o 2,0 1,2 24 24

57



Section 1. IoT Device to Remotely Control System

Table 2. Average and experimental standard deviation among either measured or actuated and nominal angles.

Nominal angle [°] -30 -20 -10 0 10 20 30

A -0,4 0,2 -02 -0,3 0,2 03 -0,1
Safe
o 1,2 14 09 1,1 1,3 0,8 1,6

A 09 1,2 -0,7 -0,8 0,6 -1,0 14
Real
) 1,8 22 1,5 1,6 1,8 19 1,7

The table 1 presents the average (A) and standard deviation (o) for distance

measurements at different nominal distances (10 cm, 20 cm, 30 cm, and 40 cm):

I.

In the “Safe” Environment, the average values demonstrate a slight
underestimation at 10 cm and 20 cm, followed by a slight overestimation at 30
cm and 40 cm.

The standard deviation values in the “Safe” Environment show variability in
the measurements, with higher variability observed at 30 cm and 40 cm.

In the “Real” Environment, the mean error values indicate an overestimation
across all nominal distances, with larger deviations seen at 30 cm and 40 cm.
The standard deviation values in the “Real” Environment demonstrate varied

levels of variability, peaking at 40 cm.

The table 2 illustrates average (A) and standard deviation (o) for angle measurements

at different nominal angles (-30° to 30°).

1.

In the “Safe” Environment, the average values suggest a slight underestimation
for most angles, with deviations close to zero, except for -20° and 20°.

The standard deviation values in the “Safe” Environment show consistent
variability across all nominal angles.

In the “Real” Environment, the mean error values indicate an overestimation
for most angles, with larger deviations observed at -10°, 0°, and 30°.

The standard deviation values in the “Real” Environment exhibit varying levels

of variability, peaking at 20°.

The average and standard deviation values do not affect the laboratory experience, as

the signal spectrum of the radioactive source was found to be consistent with that is

expected.
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Finally, the functionality of the proposed case study was rigorously assessed. To
enhance clarity, a compilation of illustrative images depicting a typical application

scenario is presented in Figure 30.

Figure 30. The implemented prototype of the proposed solution where in a) it's shown the safe experimental
operation, while in b) the real environment that is remotely controlled and finally in c) the interface of the
suitable application developed for the measurements of gamma ray energy spectrum.

Specifically, Figure 30.a showcases the targets that users must align with their
smartphone cameras to replicate the detector and radioactive sources in the Safe
environment. In opposition, Figure 30.b illustrates the corresponding configuration of
stepper motors and the actual gamma-ray detector in the Real environment. In Figure
30.c, the mobile app's interface is featured, complete with a button menu enabling
users to request the energy spectrum, which is seamlessly displayed within the same
interface. Importantly, the typical delays observed between requesting the spectrum
and its representation were consistently below 200 milliseconds, ensuring an

uninterrupted and satisfying user experience.
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SECTION 2 - IoT FOR LOCALIZATION AND MONITORING

The second Section deals with the definition and implementation of methods
exploiting the enabling technologies of Internet of Things for localization and
monitoring applications; to this aim, the attention is focused on smart sensors, low-
power communication protocols and artificial intelligence . A first solution explores
Bluetooth Low-Energy Fingerprinting, a cutting-edge approach, to implement a
Passive Entry/Passive Start (PEPS) system for terrestrial vehicles; a suitable
measurement method, comprising a positioning algorithm, filtering algorithms, and
classification using K-NN, has been defined and implemented. The study meticulously
addresses challenges, such as spatial orientation, data filtering techniques, and network
topology, ensuring remarkable accuracy. Through this method, the system achieves a
global accuracy of 98.5%, distinguishing whether the driver is inside or outside the
vehicle with remarkable precision.

Subsequently, a Structural Health Monitoring (SHM) systems, based on Micro-
Electro-Mechanical Systems (MEMS) technology, will be presented. The proposed
solution represents a novel approach employing redundant configurations of cost-
effective MEMS accelerometers and Kalman Filter techniques. Through rigorous
testing, the method compensates for sensor errors, offering reliable data. The
development of a sensor node utilizing LoORaWAN and NFC protocols enhances real-
time monitoring capabilities, providing a comprehensive solution for SHM systems.
Lastly, the attention will be focused on the importance of predictive maintenance to
minimize train unavailability and reduce operational costs. By accurately capturing
long-term dependencies in gradually changing data, the system predicts and forecasts
failures in rolling stock equipment and in particular on the traction converter cooling
system. The methodology, featuring data exploration, data pre-processing, and fault

analysis, will be detailed.
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Chapter 4 - Bluetooth Low-Energy Fingerprinting for the
Implementation of PEPS System

Location tracking plays a pivotal role in both industrial and academic domains due to
its diverse applications. While the Global Positioning System (GPS) has been a
fundamental tool, it faces limitations, especially in indoor or -challenging
environments, necessitating the development of alternative technologies. Among
these, Bluetooth Low Energy (BLE) has emerged as a promising medium-range
wireless communication technology with the potential to address issues related to
energy consumption, costs, bandwidth, and power usage. This technology has gained
significant traction, particularly in Internet of Things (IoT) applications, with a focus

on human-to-machine interaction.

4.1 State of Art

Several research efforts in the literature have leveraged BLE to implement indoor
localization methods. For instance, in [87] researchers have proposed fingerprint-
based indoor localization methods using techniques like Principle Component
Analysis (PCA) or Autoencoder (AE) to extract fingerprint features. In [88], the BLE
transmitter’s position was estimated through a Deep Neural Network-based indoor
localization by the signal received from several Anchor Points. To train and test the
proposed Convolutional Neural Network (CNN) a large dataset was obtained by means
of a simulated environment. Additionally, simultaneous indoor pedestrian localization
and house mapping have been explored by combining data from Inertial Measurement
Units and Bluetooth Low-Energy beacons placed indoors [89]. Real-time location and
guidance applications have also been developed, utilizing BLE signals and Building
Information Modeling (BIM) data.

In [90], a system that locates and guides a user inside a building in real-time is
presented. This smartphone application captures the Bluetooth Low-Energy signal
from the beacons and displays the location of the user’s smartphone on a map that is
obtained from Building Information Modeling (BIM), guiding the user to the desired

destination.
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In [91], BLE protocol is used to define the position of a user and multi-users in indoor
environments; as the first scenario, the authors propose a localization server, client and
user application based on a trilateration and Center of Gravity (COG) calculation; a
second research element was an algorithm to improve the localization performance by
means of a range-average algorithm exploiting the inertial sensors.

In the automotive field, human-to-machine interaction is critical, particularly in
Passive Entry Passive Start (PEPS) systems. These systems often rely on RF ranging
algorithms, which estimate distances based on signal strength. The estimation of
distance in radio wave propagation relies on the principle that radio waves follow the
inverse-square law [92]. This law stipulates that the strength of a signal decreases
proportionally to the square of the distance from the source. Therefore, distance
estimation can be inferred from the transmitted and received signal strengths,
assuming there are no other factors introducing errors into the calculation. However,
in indoor environments, the accuracy of distance estimation is significantly affected
by the presence of signal interference. This interference results from various
phenomena, such as signal reflection and absorption, which are characteristic of indoor
structures [93]. These factors cause signal strength to fluctuate and become highly
unreliable for distance calculations. Consequently, indoor localization algorithms must
contend with these sources of noise to provide accurate position estimates.

In [94], the advantages of adopting Bluetooth Low Energy (BLE) over Wi-Fi are
emphasized within an indoor application. This emphasis arises from the critical
relationship between Received Signal Strength Indicator (RSSI) measurements and
distance, a key factor in evaluating the positions of nodes. Indeed, the distance between
transmitting and receiving nodes significantly impacts the strength of the RSSI signal.
To address this challenge, various radio frequency-based positioning algorithms have

been explored, including:

e Time of Arrival (ToA): ToA calculates the distance between the transmitter
and the receiver by considering the time taken for the signal to travel between
them. It relies on knowing the speed of signal propagation in the medium and
measuring the time it takes for the signal to travel from one point to another

(often referred to as Time of Flight or ToF);

62



Section 2. ot for Localization and Monitoring

e Time Difference of Arrival (TDoA): similar to ToA, TDoA calculates
distance based on the time it takes for a signal to reach the receiver. However,
TDoA relies on the difference in time of flight between multiple receivers to
estimate the distance to a reference node with known coordinates;

e Angle of Arrival (AoA): AoA determines the position of a mobile device by
measuring the angle at which the signal reaches two sensors with known
coordinates. Using triangulation techniques, this information is then used to
calculate the coordinates of the transmitter's location, which is where the signal

intersected the two directions.

Another approach to localization is RF Fingerprinting [95]. This technique leverages
existing access points within an environment to determine the position of a device by
matching observed signal patterns to a database of pre-recorded fingerprints.

In [96], BLE is introduced for the purpose of creating PEPS system. The primary focus
of this work is on reducing the power consumption of BLE, rather than optimizing
localization accuracy. In contrast, [97] proposes an adaptive BLE-based PEPS system.
This system employs six BLE beacons for localization and nine additional BLE
scanners for environment prediction. Data collected from these devices is consolidated
through a smartphone acting as a concentrator.

In general, other indoor localization techniques are based on Ultra-WideBand (UWB)
technology, which is typically used in complex, multi-environment scenarios. UWB
operates at higher frequencies than BLE but consumes more power. For example, [98]
achieved a remarkable 95% accuracy in identifying rooms within indoor environments
using UWB. However, this approach required a significant infrastructure of sixteen
anchors and distances to predefined landmarks, which served as input parameters for
a neural network.

The solution that will be described it will focus on enhancing the accuracy of driver
localization within a vehicle. It utilizes BLE to establish a connection between the
driver (via a smartphone) and the vehicle, effectively creating a PEPS system. This
connection is facilitated by six ESP32s, 32-bit micro-controllers equipped with
integrated antennae, strategically positioned within the passenger compartment. These

ESP32s function as BLE scanners and are arranged according to a network topology
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known as a Y network, which has been specifically designed and tested to improve the
overall performance of the localization method. In contrast, the driver's smartphone
acts as a BLE advertiser. One of the six ESP32s is responsible for classifying the
smartphone's location using the k-Nearest Neighbor (k-NN) classifier [99]. The BLE
Fingerprinting positioning technique relies on RSSI [99] acquisition, which is
subsequently refined using a Kalman Filter to further enhance the accuracy of
fingerprinting and classifier performance [100]. Particular attention is given to
optimizing the spatial orientation of each BLE scanner to maximize the received signal

strength (RSSI).

4.2 Proposed Method

In this section, we will present the solution employed for the implementation of the
Position Entry and Position Start (PEPS) system, as illustrated in Figure 31. Initially,
it will be described the hardware specifications of the chosen microcontroller.
Subsequently, it will be outlined the methodologies and techniques applied to address

the challenges that have been highlighted in existing literature.

User Positioning Network topology

|:> |:> Kalman Filter |:> K-NN Classificator

Figure 31. Proposed architecture for the implementation of a PEPS system.

Given the inherent limitations of GPS in scenarios involving enclosed environments
or structures, the selection of suitable alternatives becomes crucial. Two prominent
options that have been considered are Wi-Fi and Bluetooth Low Energy (BLE). Prior
research has shed light on the drawbacks of each technology:

o Wi-Fi Limitations: Wi-Fi localization is often hindered by its reliance on

routers. It necessitates the presence of Wi-Fi routers in the environment, which

may not always be feasible or practical. Furthermore, signal attenuation occurs
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as the user moves farther away from the router, affecting the accuracy of
localization.

e BLE Advantages: In contrast, BLE offers distinct advantages. The
establishment of a BLE connection relies primarily on the distance between the
reference point and the user, regardless of the specific environment. This
attribute makes BLE a promising choice for overcoming localization

challenges in a variety of scenarios.

In the next sections it will be explored how these considerations have influenced the

approach to implementing the PEPS system.

4.2.1 Positioning Algorithm

Indoor positioning presents a host of challenges due to the particulars of indoor
environments. These challenges include the multipath effect [101], signal attenuation,
and dispersion caused by obstacles, as well as the issue of Non-Line of Sight (NLoS)
signal transmission. To address these challenges, various ranging methods are
employed to determine the location of a transmitter relative to a set of known reference
points. These methods vary in terms of accuracy, hardware requirements, and
operational logic.

To calculate the emitter's coordinates, information such as the time elapsed between
signal emission and reception, and the direction from which the signal originates can
be utilized. One common technique for obtaining distance information is RSSI, which
relies on the relationship between signal attenuation and the distance it travels.
Achieving accurate localization necessitates a prior analysis of the environment to
gather reference data, which will be compared with real-time data during position
detection. The Fingerprinting technique is often applied for this purpose.

Once distance information is acquired through ranging methods, it is essential to
process this data to convert distances, time measurements, and signal strength into
coordinates and, consequently, determine the precise position. The Fingerprinting
technique is commonly employed for position determination, typically using RSSI
measurements as input. This technique involves detecting BLE signals within a

defined area to create a "Fingerprint" that can be used for localization by one or more
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devices. The position is then determined using a cluster-matching algorithm. This
algorithm entails identifying, among all the previously recorded detections, the one
that best matches the real-time detection made by the device.

The adopted Fingerprinting algorithm [99] typically involves two distinct phases
(Figure 32):

1. Offline Phase: during this phase, the environment is systematically analyzed
using a grid of reference points. Groups of RSSI values are associated with
each reference point, effectively creating a database of potential signal patterns
associated with specific positions;

2. Online Phase: in this phase, the real-time RSSI values acquired by the device
are compared with the groups of RSSI values established in the offline phase.
This comparison leads to the determination of the most accurate and reliable

position for the device at runtime.

) " RSSIA_1| RSSIB_1 |
T RSSIA_2 | RSSIB_2
W T ‘

RSSIA_N| RSSIB_N 7
= -~ Online

i RSSIA_1| RSSIB_1 ] l
RSSIA 2| RSSIB_2
— — K-NN =  Position
} Classifier

" RSSIA_N| RSSIB_N
Offline = =

Figure 32. Localization system using BLE Fingerprinting.

While this Fingerprinting approach demands more time for implementation and incurs
a higher computational cost, it has demonstrated its ability to deliver exceptional
localization accuracy, making it a preferred choice in many indoor positioning

scenarios.
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4.2.2 Filtering Algorithms

Due to the aforementioned effects, the RSSI values demonstrate casual and unstable
behavior, resulting in noise even when both the reference and target remain stationary.
To mitigate these uncertainties, various filtering algorithms were considered for both

pre-processing and post-processing stages:

o  Moving Average Filter (MA)[102]: this filter involves collecting 'n' RSSI
samples and computing their average to obtain a smoothed value.

e Median Filter: this filter calculates the median of 'n' RSSI samples by dividing
the ordered sequence into two equal-length subsequences. One subsequence
contains values lower than the median, while the other contains values higher
than the median. This filter is effective in eliminating outliers in the measured
data.

o Kalman Filter (KF): the Kalman Filter employs a prediction and correction
approach. In the prediction phase, it provides an a priori estimate of the state
vector based on the previous step. The estimate is then refined in the update

phase using measurements, resulting in a posteriori estimate for the next cycle.

Among these filtering methods, the Kalman Filter demonstrated the best performance.
The operational steps of the Kalman Filter can be described using the following

expressions:
Prediction:
= Prediction of the current state:

X = A XXy (2)

= Prediction of the covariance of the error:

P.=AXP._{xAT +Q (3)

Update:
» Calculation of the Kalman gain:
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K=P,xH' X (Hx P, xHT +R)™! 4)

»  Calculation of the new state:
X = Xp—1 + K X (Z (5)

— H" X x_1)

= Calculation of the new covariance of the error:

Py =Py — (K X H X Py) (6)

In these equations:
o xi: Estimate of the current state.
o A: State transition matrix.
o Py: Average error estimate for the current state.
o Q: Estimated covariance of process errors.
o K:Kalman gain.
o H: Observation matrix.
o R: Estimated covariance of the measurement error.

o Zy: Measurement vector for the current state.

For the proposed meyhod, the identity matrix was chosen for both matrices H and A.
Additionally, Z; corresponds to the k-th sample of the measured RSSI signal. These
settings were selected due to the limited dynamic range of the parameter being

observed.

4.2.3 Classification: K-NN

The k-Nearest Neighbor (k-NN) algorithm classifies an unknown sample by
considering the class of the k nearest samples from the training set. To construct a
classifier based on the k-NN approach, it is essential to compute the distances between
the sample to be classified and all the training samples. This allows us to identify the
k closest training samples along with their corresponding labels. Subsequently, the

algorithm evaluates the labels of these k nearest points in relation to our sample. The
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destination class assigned to the new sample is determined by the label with the highest
frequency among these k nearest points. This classifier is particularly well-suited for
the BLE Fingerprinting technique, where online phase samples are compared in
likelihood with the training samples, represented by the radio map of points obtained
during the offline phase.

This method offers several key advantages. Firstly, it does not necessitate the process
of learning or constructing a model, making it adaptable with arbitrary decision
boundaries and resulting in a highly flexible model representation. Furthermore, it
ensures the potential for expanding the training set, enhancing its adaptability and

accuracy.

4.2.4 Network Topology

The exploration of network topologies involves defining the spatial arrangement of all
nodes within the network and their interconnections, encompassing both physical and
logical links. Employing principles from graph theory, critical parameters such as node
count, transmission channels, and redundancy are considered, all while maintaining
fault tolerance [103]. In the chase of accurately determining the smartphone's location
concerning various vehicle zones, various network topologies were experimented
with.

Specifically, attention was directed towards star and tree networks; however, the
outcomes from these investigations proved to be highly unreliable and failed to
distinguish among most of the distinct vehicle zones. To improve performance, the
decision was made to implement a hybrid network known as the ¥ network (Figure
33). This network retains the same structural layout as the tree network but functions
akin to the star network, with the top central node serving as the hub responsible for
receiving, acquiring, and processing data. The adoption of this hybrid network affords
a notably dependable means of pinpointing the smartphone's location relative to the

diverse vehicle zones.
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Figure 33. ¥ network topology.

4.3 Results

As mentioned previously, the Kalman Filter served as the chosen algorithm for
enhancing RSSI estimations, while Fingerprinting was employed as the method for
determining the driver's precise location. The execution and evaluation of the proposed

approach involved a series of five key stages:

1. Spatial Orientation of ESP32: initially, an investigation was conducted to
determine the most effective ESP32 spatial configuration that would best
distinguish the smartphone's location [104].

2. System Implementation: the complete system was built, involving six ESP32
devices responsible for monitoring both the external and internal positions of
the smartphone. This was done to generate and store a comprehensive radio
map of reference points.

3. Real-time Smartphone Position Acquisition: the system continuously acquired
and categorized the real-time position of the smartphone.

4. Data Processing: the data gathered during the third phase were subjected to
statistical analysis, including techniques such as ANOVA (Analysis of
Variance) and the Siegel-Tukey Test.

5. Classifier Accuracy Evaluation: the accuracy of the classifier was assessed
using the Classification Learner application within the Matlab environment.
This evaluation involved training, validating, and testing the classifier on the

collected data.

These five steps constituted the core components of the method's implementation and

assessment.
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4.3.1 ESP32 Microcontroller

The ESP32 microcontroller, developed by Espressif Systems [83], is equipped with a
built-in antenna that supports both Wi-Fi and Bluetooth operations at the 2.4 GHz
frequency. It boasts 48 GPIO pins and is categorized as a cost-effective device. This
microcontroller is capable of implementing various protocols including TCP/IP, MAC
WLAN, Wi-Fi, and Bluetooth. Additionally, it provides interfaces like UART, SPI,
12C, 128, and Capacitive Touch.

The ESP32 is highly regarded for its exceptional performance, durability, and
versatility, making it an excellent choice for a wide array of applications, including
wearables and the Internet of Things (IoT). Its dynamic power scaling feature,
influenced by the low duty cycle, allows for the minimization of energy consumption
while maintaining a balanced trade-off between communication range and data
transfer speed.

One notable feature of the ESP32 is its state-of-the-art digital calibration, which
enables it to deliver an average power of +20.5 dBm.

In the proposed hardware system, which comprises six ESP32 microcontrollers, an
important advantage is realized. This system surpasses the inherent limitations of
beacons, which are typically restricted to functioning solely in Advertiser mode

without the capability for low energy consumption and data processing.

4.3.2 ESP32 Orientations

The initial step in the process involves determining the most suitable orientation for
the ESP32. This was accomplished through two separate measurement campaigns
designed to assess whether it would be more advantageous to configure the ESP32 as
a scanner and the smartphone as an advertiser, or vice versa.

Furthermore, during these campaigns, the ESP32 was rotated along its z- and y-axes
(as shown in Figure 34

Both campaigns were conducted under the following sub-configurations:

1. ESP32 positioned inside the vehicle on the driver's side, with the smartphone

placed either externally in four positions (i.e., driver's side or left - LoS,
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passenger side or right - NLoS, front side - NLoS, and backside - NLoS), or
internally in two positions (both NLoS), specifically, the driver's seat and the
passenger's seat (as illustrated in Figure 35a).

2. ESP32 located inside the vehicle on the driver's side, with the smartphone
positioned internally in two positions (both NLoS), namely, the driver's seat

and the passenger's seat (as depicted in Figure 35b).
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Figure 34. ESP32 orientation: (a) Rotation with respect to the z-axis. (b) Rotation with respect to the y-axis.

FRONT ZONE FRONT ZONE

RIGHT
ZONE

RICHT LEFT
LONE ZONE

BACK FONE BACK ZONE

a b.
Figure 35. LoS and NLoS for different zones: (a) Configuration 1. (b) Configuration 2.

In both scenarios, the RSSI values obtained were subjected to processing and filtering
using a Kalman Filter, which effectively reduces noise in RSSI measurements. To

determine the optimal ESP32 orientation, a loss function was assessed. This loss
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function aimed to establish a connection between the average and standard deviation
of RSSI value distributions and to identify the maximum separation between

distribution centers with small standard deviations. Here's how it was calculated:

ﬁOSS (7)

Usx — Hax — Hant — Hpos

2 2 2 2
\/st + de + Uant + Upos

Harv — Upass (8)

/ 2 2
Udrv + Upass

Usx> Hax> Hants Hpos» Harv> Hpass (dB): these represent the average values of

fioss =

where:

RSSI for different zones, calculated from the respective arrays of RSSI values.
- Osxs Odxs Oant> Opos» Odrvs Opass (AB): these denote the standard deviations of
RSSI values in different zones, calculated from the respective arrays of RSSI

values.

The most favorable outcomes were associated with configuration 1, specifically, the
orientation at 180°-90°. This orientation exhibited a significant loss function value
and proved to be more manageable in terms of software implementation and overall
system realization. Although some orientations in Table 3 had loss function values
greater than the chosen orientation, they were characterized by unfavorable features
such as non-Gaussian data distribution, overlapping averages in different zones, and
high standard deviations, which did not meet the selection criteria.

Table 3. Loss function results for ESP32 orientation referring to the two different configurations evaluated as
scanner and smartphone as advertiser.

Configuration 1 Configuration 2
Orientation Raw Values Smoothed Values Raw Values  Smoothed Values
0°- 0° 13,0633 26,1039 1,0604 2,9444
0° - 90° 12,5879 23,8130 0,0562 -0,1474
0° - 180° 12,4053 22,6049 1,1373 1,2806
0° - 270° 11,7701 17,4743 -0,2721 -2,1425
90° - 0° 8,9414 16,4160 0,2833 0,2847
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90° - 90° 10,4545 17,5767 0,6223 1,5775
90° - 180° 13,5501 23,3651 -0,8943 -1,0363
90° - 270° 10,7310 19,9310 0,5055 3,4045
180° - 0° 11,7475 32,4822 0,8637 1,3109
180° - 90° 12,2626 27,5023 0,1383 0,2263
180° - 180° 14,7112 27,5250 1,2878 4,2162
180° - 270° 13,8268 25,4591 0,7454 2,3117
270° - 0° 9,6949 18,2563 -0,0980 -0,3246
270° - 90° 12,6398 22,4502 0,5281 0,7525
270° - 180° 12,5429 20,6201 -0,2232 -1,7390
270° - 270° 11,9059 19,7627 0,2115 1,8816

4.3.3 System and Radio Map Realization

After the ESP32's orientation was established, the PEPS-BLE system was evaluated
for its localization performance. This evaluation was conducted using a Suzuki Swift
as the test vehicle and a Huawei P10 Lite smartphone simulating the smart key. The
test environment, including both the vehicle and its surroundings, measured 4.0 meters
by 6.0 meters.

For the offline phase of the BLE-Fingerprinting model, a radio map was meticulously
constructed. This radio map consisted of 90 reference points, with a 50-centimeter
spacing for external areas and a 15-centimeter spacing for internal areas. The

coordinates of the test environment were categorized into six distinct areas:

Left area
Front area
Right area
Rear area

Driver's area

S N e

Passenger's area

Each of these areas was subdivided into fifteen points, marked at the intersections of

the rectangle sides, as illustrated in Figure 36.
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FRONT ZONE

RIGHT ZONE

BACK ZONE

Figure 36. Radio Map

Once the radio map has been established, the entire system was assembled in
accordance with the layout determined by the selected network topology (as depicted
in Figure 37). During the offline phase, the RSSI values collected by each ESP32 were
transmitted using the Universal Asynchronous Receiver-Transmitter (UART)

protocol, as illustrated in Figure 38. In particular:

o [ESP32-E, ESP32-F, and ESP32-D served as transmitters, sending their
acquired data to ESP32-A, ESP32-C, and ESP32-B, respectively.

e [ESP32-4 and ESP32-C acted as receiver-transmitters, relaying the data
received from the leaf nodes and simultaneously transmitting their own RSSI
measurements to ESP32-B.

e [ESP32-B operated as a concentrator, receiving and processing its own

measured RSSI values along with those received from other nodes.
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Figure 37. Layout of network topology with ESP32.

ESP32-E

ESP32-D ESP32-C

Figure 38. Definition of roles for every ESP32.

4.3.4 Offline and Online Data Acquisition

During the offline phase, numerous RSSI measurements were gathered and subjected
to filtering for each distinct grid position as depicted in Figure 36. Specifically, 130

samples were collected at each grid point, with a sampling rate of 1 Hz. These collected
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samples were subsequently averaged and organized into a 15x6 matrix, representing
the mean RSSI values for each grid position within each zone.

These computed average values were then utilized in the training phase of the &~-NN
classifier. In the online phase, the data acquisition process for each zone occurred

within a time interval ranging from 360 seconds to 420 seconds.

4.3.5 Statistical Inferences

The significance of the differences experienced in RSSI measures has been assessed
by means of statistical analysis such as One-Way ANOVA and the Siegel-Tukey Test.

In both analyses, the zones are associated as described in the following:

1. The Left zone;
The Front zone;
The Right zone;
The Rear zone;

The Driver zone;

A

The Passenger zone.

4.3.5.1 One-Way ANOVA

The outcomes of the ANOVA test are presented, showcasing results both for the radio
map (depicted in Figure 39) and for the data derived from the classifier during the
online phase (illustrated in Figure 40). The results are visually represented using box
plots, where the rectangular box spans from the first quartile to the third quartile,
divided by the median. The outer segments of the box correspond to the minimum and
maximum values encountered within the dataset. This graphical representation
effectively divides the data into four equally populated intervals corresponding to the

quartiles.
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Figure 40. ANOVA Box Plot for classifier output

As evident from Figures 39 and 40, these box plots clearly demonstrate significant
distinctions in the different positions of the driver, whether they are located inside or

outside the vehicle.
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4.3.5.2 Siegel-Tukey Test

After determining the significance of RSSI values through ANOVA, the Siegel-Tukey
Test was used to determine the correlation of RSSI values in each zone where the
ESP32s are positioned. To evaluate the classifier's performance, the Siegel-Tukey Test
was utilized. The outcome of the Siegel-Tukey Test for the radio map, prior to
processing, is showed in Figure 41. In this representation, certain zones, namely Lef?,
Right, and Rear, exhibit overlapping regions, indicating that distinguishing between
different positions was challenging.

However, after the filtering and classification process (as depicted in Figure 42), the
Siegel-Tukey results clearly delineate the different zones, enabling the accurate
identification of each specific zone.

The Tukey test for the radio map, both visually and statistically, illustrates that the
group averages for internal and external zones are significantly different in terms of
significance a (equal to 0.05). This highlights the system's capability to discern
whether the smartphone is inside or outside the vehicle. Nevertheless, it is worth noting

that the averages for the external and internal zones do not exhibit significant

differences.
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Figure 41. Siegel-Tukey Test for Radio Map.
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Figure 42. Siegel-Tukey Test for classifier output.

4.3.6 Classification Learner

The Classification Learner played a crucial role in training the models used for data
classification. The dataset comprised columns representing values collected by the six
ESP32s, the relative classification by ESP32-B (responsible for classifying), and the
expected classifications related to their respective zones. This dataset, sized at 2208
rows by 8 columns, was imported and randomly reorganized to ensure unbiased data
representation. It was then split into 70% for the training phase and 30% for the testing

phase. The results revealed the following:

e The Scatter Plot (Figure 43) aided in assessing which features to include or
exclude, visualizing training data, and identifying incorrectly classified points.
The plot indicated some data dispersion, particularly in areas where occasional
sample overlap led to challenges. Figure 43 demonstrated that the classifier
achieved an accuracy of 98.7% in identifying RSSI values for each zone, with

incorrect predictions occurring primarily between Zones 1 and 4.
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Figure 43. Dataset scatter plot

The Confusion Matrix (Figure 44) pinpointed the areas where the classifier

achieved accuracy. It helped calculate metrics like Positive Predictive Value

(PPV), False Discovery Rate (FDR), True Positive Rate (TPR), and False

Negative Rate (FNR), each of which assessed different aspects of classification

performance (as shown in Figure 45 and Figure 46).
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Figure 44. Confusion Matrix: Number of observations
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Figure 46. Confusion Matrix: True Positive Rate vs. False Negative Rate
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Comparing true classes with predicted classes, it became evident that the predictive
positive rates exceeded false negatives and false detection rates. This indicates that the
adopted classifier method reliably identifies user positions in the different tested zones.
To quantify the agreement between measured and true values, accuracy was evaluated

according to [105]:

ACCURACY (9)

TP + TN
" TP+TN+FP+FN

Here, TP stands for true positives, TN for true negatives, FP for false positives, and
FN for false negatives. The overall accuracy achieved by the proposed method, aided
by filtering and the chosen network topology, reached 98.5%. This accuracy surpassed

that of similar solutions presented in the literature [97].
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Chapter 5 - Implementation of Smart Oscillation Monitoring
System

Detecting the stress state of structures is a critical concern in structural engineering,
offering essential insights into their well-being and the identification of damage
development and propagation. Structural Health Monitoring (SHM), a field
encompassing various techniques and technologies, has been developed to address this
challenge and is extensively applied in aerospace and civil engineering [106]-[112].
In recent decades, the scope of SHM has expanded to encompass infrastructure and
civil engineering, including historical and modern buildings, bridges, tunnels,
industrial facilities, manufacturing plants, offshore platforms, port structures,
foundations, and excavations [113]-[116].

Existing bridge structures are continually exposed to environmental and operational
stresses throughout their lifespan, potentially accelerating structural deterioration.
Additionally, unforeseen events like earthquakes can occur, underscoring the
importance of promptly assessing a structure's condition to ensure safety. Although
visual inspections have traditionally played a key role in detecting surface defects and
assessing structural health, this method is labor-intensive, time-consuming, and
subject to subjectivity. To mitigate these shortcomings, SHM techniques have been
proposed and are increasingly applied to long-span bridges [117]-[119]. SHM is
defined as the utilization of sensing techniques and structural feature analysis to
identify structural damage or deterioration; it is recommended that SHM be considered
within the framework of condition assessment and as a damage detection technique
[120]. In essence, SHM primarily serves the objectives of damage detection and
condition assessment.

SHM techniques have been employed in bridges for nearly four decades through the
installation of Structural Health Monitoring Systems (SHMS) and have found
increasing application in long-span bridges globally. In summary, SHM techniques,
particularly those rooted in vibration measurements, hold immense potential in the
monitoring and maintenance of bridges to ensure their safety and longevity [121]-

[125].
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5.1 State of Art

Among the myriad sensor techniques in SHM, the vibration-based approach utilizing
accelerometers and data acquisition systems is one of the most extensively researched
and applied methods. In this approach, the structure's response is measured under
specific excitation, and its modal characteristics, including natural frequencies,
damping ratios, mode shapes, and modal scaling factors, are determined [126]-[128].
The accelerometer's performance significantly impacts the data quality and result
accuracy. Therefore, selecting an appropriate accelerometer must strike a balance
between cost and overall SHM system performance [129], [130].

In recent years, the use of micro-electromechanical systems (MEMS) sensors in SHM
systems has garnered significant attention. MEMS sensors are miniature devices
capable of measuring a wide range of physical parameters, including acceleration,
strain, pressure, and temperature, with remarkable precision and accuracy [131]. They
are also compact, energy-efficient, and cost-effective, making them ideal for
extensive, long-term structural monitoring. The integration of MEMS sensors into
SHM systems brings several advantages, such as enhanced accuracy and reliability,
reduced power consumption, and improved data acquisition and processing
capabilities. MEMS sensors enable real-time monitoring of a structure's stress state,
facilitating early detection of damage or deterioration and cost-effective maintenance
and repair. Moreover, they can identify potential failure modes and predict the
remaining useful life of the structure. In the context of bridges, MEMS sensors in SHM
systems offer comprehensive, continuous monitoring capabilities capable of detecting
even subtle changes in structural conditions due to external loads, traffic, or
environmental factors [129]-[132]. This data aids in optimizing the bridge's
performance, extending its service life, reducing maintenance and repair expenses, and
ensuring user safety.

Overall, the incorporation of MEMS sensors into SHM systems holds great promise
for monitoring and maintaining structures, particularly for large-scale, critical

infrastructure such as bridges [133]. With ongoing advances in MEMS technology and
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data analytics, SHM systems are anticipated to become even more efficient, accurate,
and cost-effective, offering greater benefits to both engineers and end-users.

Despite their numerous advantages, MEMS inertial sensors do have drawbacks that
need consideration. Their small size renders them highly sensitive to environmental
fluctuations, and random noise can complicate error compensation procedures and
restrict their applicability [134], [135]. Notably, an increasing bias drift with non-
linear characteristics is a significant concern, indicating that while MEMS Inertial
Measurement Units (IMUs) can offer exceptional accuracy at high rates, angular
velocity and acceleration data may degrade over extended periods. Consequently,
particular attention is required when using these sensors, typically classified based on
their bias instability and random walk parameters, both of which define their
performance and suitability for specific applications [136], [137]. For instance,
accelerometers with a bias instability below 0.01 mg are considered "marine-grade",
while more economical "consumer-grade" sensors exhibit lower performance
alongside reduced power consumption [138]-[140].

To address these MEMS limitations, various studies have explored the implementation
of Kalman filters (KFs) for error compensation. Particularly in SHM applications,
high-frequency noise can significantly affect accurate structural acceleration
estimation. Therefore, the Kalman Filter algorithm can be employed to reduce noise
in data obtained from MEMS accelerometers. It functions by estimating a system's
state based on a series of noisy measurements. In the case of MEMS accelerometer
data, the Kalman filter aids in estimating an object's true acceleration by filtering out
high-frequency noise [141]-[144].

In the next sections, a redundant prototype of low-cost accelerometers utilizing a
Kalman Filter algorithm for filtering purposes will be described. The performance of
this solution is assessed through a comparison with a high-performance accelerometer
sensor, utilizing a controlled oscillation generator specifically designed to produce
oscillations with known frequency and amplitude. Then, a sensor node suitable for

SHM applications will be presented.

5.2 Proposed Methods and Smart Monitoring Architecture
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The assessment of a platform centered around the Internet of Things (IoT) and utilizing
redundant low-cost MEMS accelerometers for monitoring extensive structures like
bridges and tunnels has been conducted. The redundant prototype for this platform was
previously introduced in [145]. The research efforts have primarily concentrated on

two principal aspects:

e Evaluation of a redundant prototype of low-cost MEMS accelerometers for
measuring oscillations, employing the Kalman filter for data refinement. The
performance assessment involved the use of a customized testing setup
designed for controlled oscillation measurements, along with a comparative
analysis against a high-performance accelerometer sensor, serving as a
reference system.

e Development of an [oT solution for a real-time system responsible for data
acquisition and visualization. This system is based on the adoption of the

redundant prototype and follows the standard IoT protocols.

5.2.1 Proposed Method

As for the first objective, the primary aim was to exploit a redundant configuration of
accelerometers to mitigate the inherent errors associated with low-cost MEMS
accelerometer sensors. These errors encompass factors such as bias instability, in-run
bias instability, and velocity random walk. By leveraging the redundancy inherent in
the prototype, it became feasible to employ it for precise oscillation measurements. To
achieve this goal, it has been introduced an initialization procedure founded on the
utilization of a Zero-Velocity Update (ZVU) filter. This filter facilitates the estimation
of initial error values and initial alignment parameters. Consequently, the acceleration
measurements can be effectively compensated for the estimated noise values.
Subsequently, these compensated measurements undergo processing through a
Kalman Filter, serving as a mechanism for high-frequency noise reduction. Finally, a
Fast Fourier Transform (FFT) is applied to determine the oscillation frequency and

amplitude, as illustrated in Figure 47.
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Figure 47. Proposed method based on the adoption of a Zero Velocity Update filter.

The validation of the proposed methodology's performance is conducted through a
meticulously controlled oscillation generator, based on a crank-rod system capable of
emulating a spectrum of oscillation frequencies. Furthermore, for the purpose of
assessment and performance comparison, a marine-grade MEMS sensor has been

incorporated as a reference system.

5.2.1.1 Zero-Velocity Update filter and initial alignment

The Kalman filter stands as a recursive algorithm designed to estimate the state of a
dynamic system, leveraging a series of noisy measurements. Its operation involves two
fundamental steps: prediction and update. In the prediction phase, the algorithm
forecasts the state of the system at the subsequent time step, drawing upon a model
describing the system's dynamics. Subsequently, this prediction is refined in the update
step, incorporating actual measurements. Notably, the Kalman filter encompasses the
adjustment of both the state estimate and the error covariance matrix based on these
measurements and the measurement noise covariance matrix [137].

The Zero-Velocity Update (ZVU) filter builds upon the principles of an Error-State
Kalman Filter (ESKF). Its methodology is based on the assumption that the system is
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in a stationary state, specifically, with a velocity of zero. The ZVU filter

implementation unfolds through the following key steps:

1. The position vector is derived from a Global Navigation Satellite System
(GNSS) source.

2. The velocity vector is initialized to zero, aligning with the stationary
assumption.

3. Roll and pitch angles are computed via a coarse leveling procedure, as

expressed in equations (10) and (11):

(™
ib
[/

¢ = arctan2 (—fl-?,y, —fi?,z) (11)

0 = arctan

where 0 represents the pitch angle, ® denotes the roll angle, and f2 signifies the raw
acceleration measurements along the x, y, and z axes, as referenced to the body frame.
The predict/correct phases follow the ESKF implementation [145]. This approach
entails the estimation of noise terms during the correction of the state vector and their
subsequent utilization in the subsequent prediction phases. The residual error values
obtained are then applied to refine the acceleration measurements, leading to enhanced
accuracy in oscillation frequency and amplitude measurements.

For the sake of clarity, in this particular application, the GNSS position is evaluated
only once. This is due to the accelerometers' installation on a structure where GNSS
position variations are either insignificant or unobservable by most GNSS modules.
Nevertheless, knowledge of the position remains crucial to effectively compensate for

the gravity vector.

5.2.1.2 Kalman Filter approach

Once the initial noise parameters have been acquired through the application of the

ZVU filter, a subsequent Kalman Filter is employed to further refine the acquired
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acceleration samples, with the primary objective of filtering out high-frequency noise.
To optimize computational efficiency, the update matrix is simplified to the identity
matrix. This means that, in the prediction stage, the so-called a-priori estimated value
(denoted as X7) is equal to the corrected value obtained in the previous iteration.

The correction stage is executed according to the following equations:

K=P/(P+R) (12)
FF =32+ K(x—%) (13)
P=(-KP+ & —2)Q (14)

where:
- K represents the Kalman gain.
- P signifies the error covariance matrix.
- R stands for the noise covariance matrix.
- X and X~ refer to the state vector and the estimated state vector, respectively,
which in this context represent the acceleration measurements.
- I denotes the identity matrix.

- Q is the system noise covariance matrix.

5.2.1.3 Controlled oscillation system and measurement setup

The measurement setup comprises a controlled stepper motor mechanism responsible
for the rotation of a cylinder, which is connected to the beam through a linkage system
designed to convert the stepper motor's rotary motion into linear motion. Sensor
modules are strategically positioned on a plate that is rigidly secured to the beam. This
setup allows for the creation of harmonic motion. The nominal acceleration values
(a(?)) can be determined from the maximum prescribed displacement and frequency

using the following equation:

a(t) = —w?Asin(wt) (15)
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Here, A4 represents the vertical displacement amplitude, and w = 2mf denotes the
angular frequency.

The geometric dimensions of the constructed system are detailed in Table 4, which
also highlights the maximum displacement, calculated as the difference between the

highest and lowest points of the plate along the Z-Axis.

Table 4. Geometrical dimension of the controlled oscillating system

System Dimension (cm)
Beam 225 x1x1(LxW xH)
Linkage 9.5 x0.2 x0.5(LxWxH)
Cylinder radius 5,5
Max displacement 0,5

Figure 48 visually portrays the controlled oscillation generator and the measurement
setup. Notably, the mechanical components, depicted in black color, are fabricated
using the 3D printing process [146], [147], while the stepper motor and motor driver
are highlighted in orange. The measurement setup primarily consists of sensor
modules, including the proposed redundant low-cost accelerometers (in red),
alongside the STIM318 by SensoNor™, a marine-grade accelerometer (in green)
employed as a comparative reference. Both modules are interfaced with a
microcontroller, specifically the STM32F446RE from STMicroelectronics™,
positioned under the plate. It acquires data via the 12C (Inter Integrated Circuit) and
RS422 protocols, respectively. To enable seamless communication between the
RS422 and UART protocols, an interface utilizing dual differential drivers and
receivers (SN75C1167 from Texas Instruments) was used. For synchronization
purposes, the microcontroller triggers the marine-grade accelerometer data sampling.
The STIM318 samples data at a rate of 2 kHz and is triggered at 125 Hz, resulting in
an average delay of 250 ps between the request and the sampling of measured
parameters. Ultimately, the acquired data is transmitted to a personal computer via a
Bluetooth module connected to the microcontroller through the UART interface for

subsequent processing.
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Figure 48. Realized oscillating system and measurement setup for performance assessment; thanks to the stepper
motor oscillations with known frequency and amplitude can be applied to the low-cost redundant accelerometers

5.2.2 Proposed Smart Monitoring Architecture

Regarding the second aspect, the prototype device is equipped with an integrated
wireless communication system that operates on the LoRaWAN protocol, as well as a
Near Field Communication (NFC) module designed for remote and in-situ monitoring,
as depicted in Figure 49. After performing the necessary computations to determine
the quantities of interest locally, the microcontroller employs the LoRaWAN protocol
to transmit the results. These results are transmitted to a gateway equipped with a node-
red-flow, which subsequently relays the measured data via MOTT to a cloud-based
dashboard established on the Thingsboard platform. Furthermore, the acquired data
can also be accessed through the NFC protocol. Specifically, by using a mobile phone
as an NFC reader, the node's identity is detected and employed to access the IoT

platform, enabling the display of measured data on the mobile application.
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Figure 49. Sensor node and proposed smart monitoring architecture

The proposed architecture is designed to transmit only the maximum amplitude value
of the signal, a value determined by the microcontroller as the peak within the
frequency domain. Subsequently, the microcontroller transmits both the frequency and
amplitude values, effectively minimizing the number of samples transmitted. This
approach facilitates real-time monitoring and ensures that only pertinent information
is conveyed, leading to a more efficient system protocol with fewer transmitted
packets. This optimization streamlines the transmission of measured data via the LoRa

and NFC protocols, thereby expediting NFC and Dashboard communications.



Section 2. ot for Localization and Monitoring

5.3 System Architecture

The hardware components, utilized for performance evaluation and the development
of wireless sensor nodes for real-time monitoring, are presented in table 5 and table 6.

Meanwhile, figures 50.a and 50.b illustrate the corresponding operation flow-chart.

Table 5. Performance evaluation equipment

Hardware Part Number Manufacturer
Redundant LSM6DSM (Six iNemos) STMicroelectronics
accelerometers
Marine-grade STIM318 SensoNor
accelerometers
Microcontroller Nucleo-F466RE STMicroelectronics
Motor StepSyn SANYO DENKI
Motor Driver board X-NUCLEO-IHMO04A1 STMicroelectronics
Bluetooth module RN41 Roving
RS422-UART SN75C1167 Texas Instruments

Table 6. Sensor node realization hardware

Hardware Part Number Manufacturer
Microcontroller Nucleo-F466RE
Sensor board X-NUCLEO-IKS02A1 STMicroelectronics
NFC Module X-NUCLEO-NFCO04A1
LoRA Module [-NUCLEO-LRWAN
SPI-micro SD-Card 410-380 Diligent Inc.
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To ensure clarity, the redundant prototype consists of six iNemos from
STMicroelectronics™ arranged in a cubic configuration. The communication between
the microcontroller and the PC employs Bluetooth protocol (as depicted in Figure
50.a). This facilitates control over the beginning of data acquisition and collection.
Once the start signal is transmitted, the microcontroller generates a trigger for the
sensor modules and starts data collection from both modules. During testing, precise
synchronization of measurements is crucial.

Therefore, data processing is conducted offline to prevent delays stemming from data
acquisition in both systems. The software architecture prioritizes synchronization
between both systems, aiming for comparable measurements with the reference
system. This approach guarantees the reliability and accuracy of the results for
meaningful comparisons.

Regarding the wireless sensor node, its software architecture is designed for real-time
processing of acceleration measurements, as shown in Figure 50.b. In this setup, the
microcontroller acquires and processes data following a specific method to evaluate
the maximum frequency peak value. This value, along with associated amplitude
values, is transmitted using the LoRaWAN protocol and NFC.

This solution relies on the ZVU filter for initial alignment and noise term evaluation.
To enhance parameter estimations, it leverages GNSS position information.
Consequently, the [oT architecture facilitates configuring these parameters, which can
be stored on the Sd-Card. This configuration can be accomplished when the sensor
node is affixed to a stationary structure. The ZVU and initial alignment, a 60 s process,

is activated under two conditions:

1) Whenever the device is powered on to rectify random bias values.
2) Whenever the internal temperature of the accelerometer fluctuates by +3°C,

correcting bias value shifts due to temperature changes.
After estimating error values, the microcontroller filters out high-frequency noise from

the raw acceleration measurements using the Kalman Filter. Subsequently, it processes

the data with an FFT algorithm to determine the maximum frequency peak value and
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associated amplitude values. These results are then transmitted via [oT protocols, i.e.

LoRAWAN and NFC.

5.4 Results

The proposed solution underwent evaluation using the measurement setup detailed in
Section 5.1.1. In this assessment, oscillation measurements, specifically oscillation
amplitudes, were compared across both systems at controlled frequencies ranging
from 1 Hz to 5 Hz.

The performance of the proposed method was determined by contrasting the
measurement outcomes obtained from the implemented system with those assured by
a marine-grade MEMS sensor, the STIM318. The raw acceleration data were gathered
by the concentrator and transmitted to a PC, where they were collected and processed
using a Matlab code.

The advantages of the proposed method, which leverages the ZVU filter and initial
alignment for calibration purposes-specifically, compensating for accelerometer bias
drift values-were evident in the results. As illustrated in Figure 51, a comparison of
the signal spectra from both systems revealed amplitude differences at 1 Hz between
the proposed method (Aes) and the reference (Arf) of 0.021 m/s?, whereas the
amplitude differences between the best sensor (i.e., one cube face, Aoe) and the

reference system were 0.137 m/s?.
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Figure 51. Acceleration amplitude comparison at 1Hz: reference system (red), proposed method (blue) and one
sensor measures (orange)
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While a comparison at a 1 Hz oscillation frequency is shown for clarity, similar results
were obtained and are presented in Table 7. Additionally, theoretical amplitude values

calculated according to equation 15 were reported.

Table 7. Acceleration amplitude results from 1Hz to SHz

Oscillation Frequency (Hz)

Amplit
mplitude 1 2 3 4 5
Reference

0.173 0767 1754 3.123 4914
System
Proposed 15 0744 1733 3.101 4.891
Method ' : : : :
One Sensor 031 1243 2254 463 6.823
Theoretical

: 0.197 0.789 1.776 3.158 4.934
acceleration

Table 8 highlights the benefits of the proposed method, reporting the differences
between the reference system and estimated values (AAcst) as well as the reference

system and the single sensor value (AAone).

Table 8. Amplitude differences between the reference system and (i) the proposed method, (ii) one accelerometer
sensor measures

Amplitude Oscillation Frequency (Hz)
differences (m/sz) 1 2 3 4 5
AAest 0.021 0.023 0.021 0.022 0.022
AAone 0.137 0476 0.5 1.507 1.909

These results are further depicted in Figure 52, where the differences between the
reference system and uncompensated measurements increase with frequency due to
typical low-cost accelerometer errors. Conversely, the proposed method, with its ZVU
calibration, compensates for bias drift and bias stability, resulting in stable

performance as the frequency increases.
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Finally, Figure 53 demonstrates a second-order polynomial fit used to evaluate the
quadratic trend of acceleration amplitude as frequency increases. The comparison
reveals that the reference system and estimated acceleration amplitude values exhibit
a similar trend to the ideal one, while uncompensated values exhibit significant drift

with increasing frequency.
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With the performance verified, an example of sensor node operation, described in
Section 5.1.2, is presented in figure 54. The monitoring dashboard is accessible from
both smartphones and PCs, providing information on oscillation amplitude in g and

about frequency. The complete dashboard also displays data from all sensor axes for
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Chapter 6 - Failure Prediction for Railway Rolling Stock
Equipment

In the railway domain, rolling stock maintenance is a critical factor that affects service
operation time and efficiency. To minimize train unavailability and reduce capital loss
and operational costs, it is essential to predict failures of rolling stock equipment and
proactively trigger proper maintenance activities. Predictive maintenance is an
excellent example of digital transformation within Industry 4.0, which has
revolutionized several engineering processes in the railway domain.

The huge data collected from (smart) sensors and sent to diagnostic systems, either on-
board or in a control room, can be utilized through appropriate methods to reveal
degradation patterns of components and predict failures in a timely manner for optimal
maintenance decisions. Railway transport operators typically depend on planned

maintenance, which can lead to unnecessary actions and increased operating costs.

6.1 State of Art

Condition-based maintenance (CBM) is a relatively new extension that estimates the
actual conditions of equipment through direct measurements; it enhances planned
maintenance by being proactive, repairing or replacing degraded devices when certain
conditions are met. Predictive Maintenance takes CBM a step further by using
monitoring data and effective predictive techniques to determine when a fault is likely
to occur. This allows companies to schedule maintenance operations when actually
needed, resulting in cost reduction, reduced mean time to failures, repair stop
reduction, and overall profit [148], [149]. The clear advantage is that maintenance is
performed at the right time, i.e., before a fault occurs (preventing long downtime) but
not unnecessarily too early, ultimately reducing the unavailability of rolling stock as
well as infrastructure equipment.

Machine Learning (ML) algorithms are increasingly becoming essential tools for
maintenance in various domains as they support predictive techniques. ML has been
used to predict light bulb failure time [150], early detection of machine failures [151],
rotating machinery failure prediction [ 152], remaining lifetime prediction of hard disks

in computing clusters [153], [154] and Remaining Useful Life (RUL) of wind turbines
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[155]. ML techniques have also been applied to evaluate the degradation of aircraft
engine [156], [157] thanks to data made available by the NASA Prognostics Center of
Excellence. ML handles high-dimensional and multivariate data and helps extract
hidden relationships within data in complex and dynamic environments. ML is gaining
popularity in improving operations and reliability in the railway domain as well.
However, the performance of ML algorithms strongly depends on the appropriate
choice of the ML technique [158]. Generally, rail systems deteriorate gradually over
time or fail directly [159], leading to data that vary extremely slowly. Indeed, an ML
approach for predictive maintenance should consider this type of data to accurately
predict and forecast failures.

In the context of the railway domain, the focus has been on the following questions in

the context of failure prediction for rolling stock equipment:

1. How to properly learn long-term dependencies for gradually changing data?
(R1)
2. How to predict with high accuracy failures and their severity levels? (R2)

3. How to forecast with high accuracy failures? (R3)

To outline the questions above, a deep learning-based approach has been adopted.
Specifically, the proposed approach enables the prediction and forecasting of failures
in an ensemble to plan maintenance interventions before they occur, optimizing the
overall cost and duration of maintenance interventions. It utilizes Long Short-Term
Memory (LSTM) networks, an extension of recurrent neural networks (RNN),
specifically designed to learn long-term dependencies for gradually changing data
[160]. The proposed approach analyzes data from numerous sensors connected to
various subsystems of a railway vehicle. The experimentation focuses on the train
traction converter cooling subsystem, one of the most critical on-board systems.

They have been examined operational data from a train fleet over several months. The
framework allows for classic statistical data analysis, such as trend estimation and
correlation, to identify coarse-grained relationships between dataset features and
failure characterization. It then uses LSTM networks to both predict and forecast

failures, providing valuable insights to maintainers of rolling stock equipment.
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This solution achieves over 99% accuracy for both prediction and forecasting tasks,
outperforming other ML models and techniques in the predictive maintenance
literature. Furthermore, when comparing the error in prediction and forecasting tasks,
it has been achieved a false alarm rate of approximately ~0.4% and a mean absolute
error on the order of 107, respectively, which are very promising compared to existing
studies. This methodology has been validated by an industry partner against the real
target system, acknowledging the proper assumptions and approaches.

This solution is the first attempt at leveraging LSTM machine learning models to both
predict and forecast failures of a critical train traction subsystem. The proposed
methodology combines LSTM models with an advanced data pre-processing
algorithm, with the final aim of supporting the optimization of maintenance activities
and reducing train unavailability. It has experimented on real train operational data
provided by the industry partner, producing remarkable results acknowledged by the

domain experts.

6.2 Background

In this section, it will be exposed the foundational concepts necessary to comprehend
the proposed methodology. The first subsection provides an insight into the cooling
system of the traction converter, which serves as the central focus in the experimental
section. This understanding is pivotal in delineating the essential factors that need
consideration for the optimal functioning of rail vehicle traction and the detection of
any potential failures. Given the gradual and evolving nature of these critical factors,
it has been harnessed the capabilities of the LSTM machine learning model, which
adeptly accommodates such dynamic behaviors. The second subsection it will be
explored the fundamental principles of LSTM networks, which constitute a

cornerstone within the framework of the proposed methodology.

6.2.1 Traction Converter Cooling System

This section provides an overview of the traction converter cooling system, which

serves as the focal point for the application of the methodology detailed in Section 6.2.
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Within the railway domain, the efficient cooling of electronic equipment plays a
critical role in maintaining proper control over the temperature of semiconductor
junctions. To facilitate effective heat transfer, a mixture of water and glycol was
chosen as the medium due to its high thermal conductivity. The cooling system
primarily comprises several components, including a liquid tank/expansion tank, a
pump, a heat exchanger housing the modules to be cooled, and various measuring and
control equipment. In the specific system, the hydraulic circuit is responsible for
cooling two main power inverter modules and one auxiliary module. This hydraulic
circuit efficiently cools the Insulated Gate Bipolar Transistors (IGBT) and resistors
on each of these three modules, utilizing high thermal efficiency plates. Subsequently,
the heated liquid undergoes cooling through a heat exchanger with forced ventilation
air.

Positioned above the train, within a converter box, the cooling system draws in air
from the front of the carriage (in the direction of the train) and expels it to the sides
after passing through a sealed compartment that houses transformers and inductors.
Figure 55 illustrates the hydraulic circuit's block diagram, along with its components

and measuring equipment:

e The WT control unit tank serves as both a filling and compensation tank,
accommodating variations in fluid volume due to temperature fluctuations. The
safety valve (VS) is employed to release excess pressure if abnormal
overpressures occur.

e TLI and TL2 switches are responsible for monitoring the cooling liquid level.
TL1 triggers a pre-alarm for liquid refilling when volume reduction is detected,
while TL2 indicates that the minimum admissible level has been reached,
leading to system shutdown (excluding the converter).

e The PMI centrifugal pump ensures proper liquid circulation at the required
flow rate.

e The PS pressure switch, located on the delivery pipe, is set to a minimum
pressure value. Crossing this threshold can indicate malfunctions in the pump
or improper valve positioning, leading to a system shutdown.

e The PI pressure gauge displays the pressure value within the system.

104



Section 2. ot for Localization and Monitoring

e On the return line, the flow sensor (SF), connected to the Flow Control Board
FLI (Coflu/4 Assembly), monitors and regulates the liquid flow rate. The
board is configured with a minimum flow rate, below which adequate cooling
cannot be guaranteed, resulting in a system shutdown.

e During operation, the filter basket (F) traps particles larger than a specified
threshold. The filter is disregarded in the nominal operating position.

e Within each module (external to the control unit), PT/00 RTDs are present, set
to temperature limits suitable for semiconductor functionality. These

thermometers enable continuous temperature monitoring.
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Figure 55. Hydraulic circuit, converters unit

All components are subject to continuous monitoring, and data are collected in datasets
provided by the industrial partner. These datasets can be analyzed to uncover long-
term dependencies among measurements of critical physical dimensions within the
traction system. The experimentation focuses on measurements related to the cooling
liquid level (i.e., Status Level (7L1/TL2)) and the flow sensor within the flow control
board (i.e., Assembly FTF (FLI)). These components significantly impact the
operation of traction systems, as it will be showed in section 6.2.

Figure 56 illustrates a trend of the cooling liquid flow rate in a traction control unit,

specifically the TACUI H2OFlow feature in a dataset. This trend exhibits gradual
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changes, with intermittent periods of signal drop to zero, indicating operational
failures. Recognizing these pattern characteristics, it has been employed a machine
learning model capable of identifying such trends. It has been harnessed the LSTM
model to address research question R1, which centers on the proper learning of long-

term dependencies in gradually changing data.
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Figure 56. An example of the TACU H2O flow feature signal trend over time

6.2.2 Long Short-Term Memory Networks

Due to the sequential and gradually changing nature of the features within our dataset,
it is crucial to capture their dependencies over time in the model. To achieve this, it
has been employed a LSTM networks, an extension of Recurrent Neural Networks
(RNNs) designed to address the issues of gradient vanishing and explosion [160],
[161]. LSTM networks are able to retain memory of temporal dependencies among
inputs for extended periods.

Figure 57 provides an insight into the internal structure of an LSTM cell, comprising

three gates: the input gate, the forget gate, and the exit gate.
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Figure 57. Internal structure of an LSTM cell

These gates are governed by the following equations:

fo = 0g(Wrx, + Ushy_y + bf)
iy = 0g(Wix, + Uiy + by)

¢t = o (Wexy + Uche_q + b)
¢t = f:Oc-1 01 OC
Ot = O'g(Woxt + Uphi_1 + b,)

he = 0,00y (cy)

Here:

(16)

(17)

(18)

(19)

(20)

21)

e f., i, 0, represent the forget gate, input gate, and output gate, respectively.

o W, W, W, W, are the weight matrices corresponding to the gates.

e U, U, U, U, denote the recurrent connections to the gates.

* 0y, 0., and gy, refer to the sigmoid function, hyperbolic tangent function, and

hyperbolic tangent function, respectively.

e (O denotes the Hadamard product (element-wise product).
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The initial step in the LSTM cell processes incoming data by determining what
information to retain, as regulated by Eq. (16). The x; data array, containing feature
values at time ¢, is input alongside the previous output h;_;. The result undergoes an
activation function (sigmoid g), yielding values between 0 and 1 for each element of
the cell state c;_,, indicating whether to disregard or store the element over time. The
subsequent step involves the input gate, determining which new information to store,
as per Egs. (17) and (18). The LSTM cell state is then updated through Eq. (19). Lastly,
the LSTM output is generated through Egs. (20) and (21), selecting the portion of the

new state to be outputted.

6.3 Methodology

Given the sequential and gradually changing nature of the features in our dataset, it is
essential to capture dependencies among these features over time. The methodology,
which relies on LSTM networks, is depicted in Fig. 58 and encompasses the following

key steps:

1. Data Exploration: In this initial phase, data collected from various sensors in
the system are meticulously analyzed. The objective is to uncover relationships
between the current characteristics and establish trends over time. The insights
gained during this exploration are invaluable for detecting faults within the
system.

2. Data Pre-processing: This step involves preparing the dataset for the
subsequent prediction phase. It encompasses various data manipulation tasks,
including data cleaning, spike filtering, route extraction, and sequence

extraction.
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3. Fault Analysis: After completing the pre-processing steps, the methodology
proceeds to the core of the analysis. Here, we conduct both failure prediction
(classification) and forecasting tasks using LSTM networks. These tasks are
performed individually for each temporal sequence, taking into account the
data transformations and enhancements carried out during the pre-processing

step.
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Figure 58. The proposed failure prediction methodology

By following these steps, the methodology leverages LSTM networks to analyze the
dataset, identify trends, and make predictions related to failures in the system. This
approach allows us to effectively capture the time-dependent dependencies among the

features, which is crucial for accurate fault detection and forecasting.

6.3.1 Data Exploration

The available dataset comprises data collected from sensors and control units within
the traction converter cooling system. This dataset also encompasses additional
information, such as the train identifier, GPS coordinates denoting train location,
current train speed, and timestamps for each measurement. In total, the dataset
comprises 79.861 samples, encompassing 131 distinct features. These features
represent time series data related to a fleet of 10 different trains in operation during a
specific time period. This specific time frame was chosen as it was identified by our

industry partner as the most critical period for their train fleet.

109



Section 2. ot for Localization and Monitoring

The available dataset has an incoherent data sampling rate: for the majority of the
dataset, the sampling time is 60 s, while for a portion of the dataset, the sampling time
has dropped to 1 s.

To ensure consistency, a data pre-processing step was undertaken, specifically in the
data cleaning phase, to standardize the sampling interval to 60 s.

Additionally, alongside the traction converter cooling system dataset, our industry
partner provided another dataset containing diagnostic information about failures that
occurred during train operations within the same time frame. This dataset includes
details about diagnostic events, brief descriptions of these events, their durations, and
the specific train involved in each event. This dataset plays a crucial role in gaining
insights into maintenance and predicting faults within the system.

All raw data in these datasets were collected by our industry partner using their
proprietary network of Internet of Things (IoT) sensors installed on-board the trains.
These sensors have a direct connection to a centralized database system capable of
storing a substantial volume of timestamped data. After a train completes its daily
operation, an operator triggers the process of storing the recorded data in this
centralized database. This database can be accessed for further analysis. However,
specific details regarding the monitoring architecture cannot be disclosed due to a non-
disclosure agreement.

To gain deeper insights into the dataset's features, the initial step involves conducting
statistical tests to uncover potential trends within the dataset and to identify possible
correlations between features. The Mann—Kendall test was employed to detect trends
[162], while covariance and correlation analyses were conducted to explore feature
relationships [163].

In the case study, this initial step revealed an unexpected correlation between the IGBT
sensor (TACUI ThiGbt2 feature) and the temperature of the cooling circuit
(TACU3_ThH20 feature). Additionally, an interesting finding emerged when both the
Mann—Kendall and covariance tests failed to identify an anomaly. This discovery was
later corroborated by comparing the results with the available diagnostic data.
Specifically, the anomalies identified were related to events involving the flow rate
(particularly low or below the minimum) and the level (low or very low) of the cooling

liquid. Our industry partner confirmed that diagnostic events associated with low flow
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rates (e.g., TACU FLI with low severity) and low cooling liquid levels (e.g.,
TACU _TL1 with low severity) are precursors to train traction failures.
Given the dataset's size and complexity, it was decided to partition it into different

routes traveled by the trains for more focused analysis and prediction tasks.

6.3.2 Data Pre-Processing

During this step, a series of essential operations are carried out to prepare the dataset

for training the LSTM algorithm.

6.3.2.1. Data Cleaning

When dealing with data collected from physical sensors, data cleaning is a crucial

initial step in their analysis. This process involves:

e Removing Missing or Incomplete Data: Values within the dataset that are blank
or represented as special values (e.g., Not a Number or Null) are eliminated.

o Eliminating Unusual Values: Any values that deviate significantly from the
normal distribution of the dataset are removed.

e (Correcting Data Formatting: The dataset is reviewed to ensure that all data are
correctly formatted, particularly concerning decimal values represented with a
point (.) instead of a comma (,).

o Identifying and Combining Redundant Values: Duplicate or redundant data

entries that convey the same information are identified and combined.

Additionally, the dataset initially had data sampled at varying time intervals. To ensure
consistency, a simple algorithm was used to standardize the data sampling to 60 s
intervals. This involved analyzing data sampled every second and averaging them over

one-minute intervals.
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6.3.2.2. Routes Extraction

To facilitate further analysis for the deep learning model, a specialized strategy was
employed to extract train routes from the dataset. The algorithm used does not rely
solely on GPS coordinates for determining train positions, as this information can be
unreliable for inferring train routes. Instead, the algorithm leverages the stop times of
trains at stations to identify the start of new train routes. A threshold of approximately
10 minutes was determined to be effective in recognizing route changes, resulting in

the identification of 63 unique train routes.

6.3.2.3. Spike Filtering

For fault prediction using LSTM networks, it is essential to assign error labels to each
sample in the dataset. To achieve this, diagnostic data related to failures were
integrated into the traction converter cooling system dataset. However, a preliminary
analysis of the enhanced dataset revealed several spikes that could potentially disrupt
LSTM predictions due to significant signal fluctuations.

For example (Figure 59), the aggregate signal for diagnostic events like TACU TL1,
TACU TL2 (indicating low and very low levels of cooling liquid) and TACU FLI,
TACU FL2 (indicating low or below the minimum flow rate) displayed numerous
spikes of varying durations. In these signals, a 0-signal indicated the absence of
failures, while a 1-signal indicated a failure of specific duration over time, according

to the analyzed route.
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Figure 59. Aggregate signal of diagnostic events TACU _TLI, TACU TL2, TACU FLI, TACU _FL?2 series over
time for a specific train route,

To address this spike issue, an algorithm (Figure 60) was developed to evaluate the
duration of each spike for each route and determine whether it should be filtered out

as noise or retained as a significant event. The filtering process follows several rules:

= Spikes with durations less than or equal to a defined threshold (low_thr, set at
240 s) are filtered out as non-significant diagnostic events.

= Spikes forming a consecutive sequence (spikes' train) with a count of less than
a specified limit (max_spike count, set at 3) are filtered out.

= For spikes' trains with a count greater than max spike count, the algorithm
merges the diagnostic event samples into a single high signal.

= In cases where a current diagnostic event sample's duration is greater than or
equal to high_thr (set at 800 s), the algorithm identifies the next significant
diagnostic event sample and computes the spikes' train between these two
samples. Only the first spike in that train is retained as high, and the remaining

spikes are filtered out.
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Input: Traction converter cooling system dataset enhanced with
failure events. low_thr = 240s, high_thr = 800s,
max_spike_count = 3

Output: Traction converter cooling system dataset with spikes filtered

1 while Route is available in the route list do
2 while Diagnostic event is available in the route do
3 Compute the duration of the event;
4 if Duration < low_thr then
5 Count the number of consecutive spikes (spikes’ train);
6 if spikes’ train size is < maz_spike_count then
7 | Filter the current event and the related spike’s train;
8 else
9 Merge all the spikes within the spikes’ train as one
high signal;
10 end
11 else if Duration > low_thr and < high_thr then
12 ‘ Ignore the event;
13 else if Duration > high_thr then
14 Find the first next significant failure (duration >
high_thr);
15 Count the number of spikes (signal with duration <
low_thr) between the two signals;
16 Keep high only the first spike and filter out the
remaining spikes in the spikes’ train;
17 end
18 end
19 end

Figure 60. Algorithm pseudo-code for spike filtering

After applying this spike filtering algorithm, the aggregate signal for the targeted

diagnostic events exhibited smoother behavior (Figure 61).
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Figure 61. Aggregate signal of diagnostic events after application of spike filtering algorithm.

6.3.2.4. Sequence Extraction

To explore the time dependencies within the periodically collected sensor data,
characteristic sequences are extracted using specific time windows (7W). For each
time window of size w and the set of features (fi, f5,... f,) at time t, the goal is to
predict the health status at time t + 1 (Hs(¢+1)). This is done by considering the
sequence (at™"*1, ... a7l ab).

Each health status Hs(?) is defined for each a®, and the feature sequence at time ¢ is
extracted, considering the w-/ previous samples. This process results in sequences that
consist of bi-dimensional arrays of size w x n, where n is the number of considered
features. The outcome of this step is a dataset organized based on sequences, with each
sequence representing the health condition of the traction converter cooling system
between two consecutive samples (i.e., at and at*?).

This sequence-based dataset is now suitable for further analysis and the training of the

LSTM algorithm, as it preserves the temporal dependencies within the features.
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6.3.3 Fault Analysis

This phase involves the execution of both a multiclass classification task and a
forecasting task. To provide more detail, it has been defined three severity levels, as
suggested by our industry partner, to categorize the components under analysis based
on their severity. In the classification task, each feature sequence is assigned to one of
the following classes: "Good," "Minor," or "Major." Specifically, these classes

represent:

1. Good: This class denotes a normal state of the component, indicating that
everything is operating within expected parameters.

2. Minor: This class serves as a warning, signaling issues related to the flow rate
of the cooling liquid, which could be either low or below the minimum
acceptable level.

3. Major: This class signifies a severe issue, indicating a very low level of the

cooling liquid, which poses a significant risk or problem.

In the forecasting task, each feature sequence, which has been extracted with a specific
time window (7W), is labeled based on the trend of the features in the subsequent
sequence, which represents the prediction window.

The input format for each LSTM layer is a three-dimensional data structure with

dimensions zXw Xn, where:

= zrepresents the total number of sequences (or the batch size in each iteration).
= w corresponds to the size of each sequence, essentially representing the length
of a time window in terms of time steps.

= n signifies the total number of features describing each time step.
The network architecture consists of two stacked LSTM layers, each containing 256

units, followed by a single dense layer. This neural network configuration is designed

to handle the classification and forecasting tasks effectively, leveraging the temporal
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dependencies within the dataset to make accurate predictions and classifications based

on the specified severity levels.
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CONCLUSIONS

In this thesis work has been explored the multifaceted applications of the Internet of
Things and its transformative impact on various domains. It is possible to conclude
that it is evident that IoT is not just a technological advancement; it represents a

paradigm shift in how we interact with and leverage technology to enhance our lives.

Section 1 - IoT Device to Remotely Control System:

In Section 1, has been presented a framework to remotely control laboratory
instruments. It has been explored case studies and user experiences, revealing the
seamless integration of remote instrument control. The application of a Cyber-Physical
System, with a focus on Augmented Reality, showcased the potential of connecting
the physical world with digital applications. Additionally, it has been examined a
solution for remote instrument control in safe experiments, accompanied by a case
study on gamma ray energy spectrum measurements. The hardware and software
architecture, together with experimental results, demonstrated the efficacy of this

approach.

Section 2 - IoT for Localization and Monitoring:

Bluetooth Low-Energy Fingerprinting has offered an innovative approach for
implementing a Passive Entry/Passive Start (PEPS) system. Results highlighted the
potential of this technology, aided by the ESP32 microcontroller and radio map
realization. The statistical inferences and classification learner models highlighted the
analytical depth of this system.

Then has been showed a smart system to monitor oscillation for bridges. Proprietary
methods, including zero-velocity update filters and Kalman filter techniques, were
detailed. The proposed smart monitoring architecture and system design contributed
to a holistic understanding of this innovation. Furthermore, the results indicated the
potential for smarter, more efficient monitoring solutions.

Finally has been showed a the importance to predict failure for railway rolling stock

equipment. The methodology, encompassing data exploration, pre-processing, and
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fault analysis, emphasized the significance of data-driven insights in ensuring the

safety and reliability of railway systems.

In conclusion, IoT has become an integral part of our modern world, transcending
boundaries and reshaping industries. It empowers us to remotely control instruments,
track and monitor objects with precision, and harness the capabilities of artificial
intelligence to predict and improve performance. In the future, IoT will continue to
drive innovation, offering new opportunities to enhance our lives and address the
challenges of an increasingly interconnected world. The arguments explored are just
the beginning, and the future holds even more remarkable possibilities for IoT's role

in shaping our world.
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