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Abstract

Synthetic media generation has improved enormously in the previous
years and is now available to everyday users. Powered by large language
models, these new generators allow users to create incredibly detailed con-
tent starting from a simple text description. These are incredible resources
for all types of creative works. However, they provide extraordinarily pow-
erful tools for malicious actors to spread disinformation. As such, Multi-
media Forensics is more relevant than ever with the need for general and
robust detectors to distinguish real from generated content. This thesis
aims first to conduct a systematic study of a large number of genera-
tors to discover the most relevant characteristics for forensics applications.
This initial analysis has shown that all generators leave artifacts in the
generated content and that there are some major discrepancies in the mid-
high frequencies between real and synthetic images. Then, the power of
large pre-trained Vision-Language Model has been exploited to design a
lightweight synthetic image detector based on CLIP. Such models have also
been used to develop a robust strategy for the task of fully synthetic video
detection. To this end, a novel forensic-oriented data augmentation strat-
egy based on the wavelet decomposition is introduced, in which specific
frequency-related bands are replaced to drive the model to exploit more
relevant forensic cues. In fact, a well-designed forensic classifier should
focus on identifying intrinsic low-level artifacts introduced by a generative
architecture rather than relying on high-level semantic flaws that charac-
terize a specific model. This approach improves the generalizability of the
detectors, without the need for complex algorithms. Despite its simplicity,
the method achieves a significant accuracy improvement over SoTA detec-

tors and obtains excellent results even on very recent generative models.

Keywords: Image Forensics, Deepfakes, Synthetic Image Detection, Syn-
thetic Video Detection






Sintesi in lingua italiana

La generazione di media sintetici & migliorata significativamente negli
ultimi anni, ed ¢ oramai disponibile per gli utenti di tutti i giorni. I
generatori piul recenti permettono di creare contenuti dettagliati a partire
da una semplice descrizione testuale. Da un lato questi stumenti sono
straordinari per qualsiasi applicazione creativa. Tuttavia, permettono ad
agenti malevoli enormi potenzialita per diffondere disinformazione. Di con-
seguenza, il "Multimedia Forensics" é diventato sempre piul importante
con la necessita di detector che siano robusti e possano distinguere i con-
tenuti reali dai generati. Nella tesi viene condotta una analisi di svariati
generatori per identificare le caratteristiche forensi piu rilevanti per dis-
tinguere tra immagini reali e sintetiche. Questa analisi ha mostrato che
tutti i generatori lasciano artefatti nelle immagini e che le immagini reali e
sintetiche presentano delle discrepanze alle frequenze medio-alte. E stata
poi sfruttata la forza di un grande Vision-Language Model preadderstrato
per progettare un semplice detector di immagini sintetiche basato su CLIP.
Questi modelli sono stati poi utilizzati per sviluppare una strategia robusta
per la detection di video sintetici. E stata sviluppata una nuova data aug-
mentation per scopi forensi basata sulla decomposizione wavelet, in cui
specifiche bande sono sostituite per spingere il modello a concentrarsi sugli
artefatti di basso livello. Infatti, un classificatore forense ben progettato
dovrebbe concentrarsi sulle tracce intrinsiche di basso livello introdotte dal
generatore e non su difetti di alto livello dello specifico modello. Questo
approccio migliora la generalizzazione del modello senza la necessita di
complessi algoritmi. Nonostante la semplicita, il metodo ottiene significa-
tivi miglioramenti rispetto i SOTA detector e ottiene ottimi risultati anche

su generatori recenti.

Parole chiave: Deepfake, Rilevamento di Immagini Sintetiche, Rile-

vamento di Video Sintetici, Analisi forense di contenuti multimediali
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Chapter

Introduction

Man is condemned to be free; because
once thrown into the world, he is
responsible for everything he does.

Jean-Paul Sartre

Over the past decade, there has been tremendous progress in the cre-
ation of synthetic media, primarily due to the development of powerful
methods based on generative adversarial networks (GAN). The past few
years, methods based on diffusion models (DM) have gained the spotlight.
Originally, they were able to create only a very limited number of contents
with each generator capable of creating only one subject, with many ap-
proaches focusing on faces. Another class of generators, instead, aimed at
converting images between two types for example from summer to winter
and vice versa. Although impressive, these early models were limited in
their usability due to the lack of user control. However, these tools, which
where once limited, have evolved significantly, allowing for incredible con-
trol in the generation process. In addition to providing surprising levels
of detail, they enable the creation of impressively realistic visual content
starting from a simple textual description. Powered by the advancements
in large language models, they now provide the possibility of generating
with ease and with fine-grained control, allowing to determine the stile
and subject of what the user wants to generate. Commercial tools such as
Midjourney, Adobe Firefly, and Flux have made them widely accessible by
providing easy to use Uls and ease of access. This has allowed for infinite
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creative possibilities, stimulating users to explore their imagination freely,
and share their creations online on social media. They are not only meant
for individuals to use, but are nowadays widely utilized in many industries
from marketing and video-game production to individuals for their day to
day activities, like creating visuals for their presentations. However, these
incredibly powerful technologies have also given to malicious actors new op-
tions when spreading disinformation online. The dangers that these tools
can pose in the wrong hands are clear, the power to create fully synthetic
images or videos can be used for propaganda, to influence the public opin-
ion or elections, and damaging reputations. Especially, combined with the
widespread influence of social media, the reach of these networks spreading
fake news is tremendous. This threat is further amplified by the general
carelessness of users who do not question the truthfulness of the content.
In fields like journalism, politics, and the judiciary, verifying the authentic-
ity of the content becomes of paramount importance. Various governments
around the world have started to address the serious issue posed by these
threats, on one hand by passing new laws to combat these dangers, on the
other by founding research projects aimed at developing tools capable of
detecting such attacks. One such initiative funded by the European Union
is the Verification Assisted by Artificial Intelligence (Vera.ai) project. Its
aim is to build trustworthy solutions based on Artifical Intelligence to fight
disinformation. Alongside these public initiatives, various companies have
started to develop their own tools to protect their users. The Coalition
for Content Provenance and Authenticity (C2PA) was founded as a way
to provide a common standard for publishers, creators and consumers to
determine the origin of and the editing history of the data. With members
such as Adobe, Amazon, Google, Meta, Microsoft, OpenAl and Sony, the
objective of the standard is to track both the real and the synthetic con-
tent. While not aimed directly at detecting the synthetic content, these
initiative can aid the fact-checkers in determining the truth behind a con-
tent or aid them in finding the necessary proof that the content is fake.

With the advent of such powerful tools, multimedia forensics and related
fields have seen a drastic increase in activity to develop new tools to face
these new threats. Among these, many have been proposed for the detec-
tion of synthetic images and more recently for the detection of synthetic
videos. Although these images are nowadays indistinguishable from real
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ones, the generators leave imperceptible traces, invisible to the naked eye
but that can be used to detect whether the content is real or synthetic.
These traces, which are specific to each generator, are tied to their archi-
tecture and are related to the up-sampling step of the model. While many
advancements have been done so far, the SoTA detectors are still strug-
gling in the wild. These deficiencies are tied mainly to two key factors:

i) limited generalization;
ii) limited robustness;

One major issue is the speed with which modern generators are be-
ing developed. Despite the fact that all synthetic content contains some
traces, these depend on the specific generator, and can vary a lot from
generator to generator. As such, it is quite difficult to develop techniques
which, despite being trained on one or a limited number of generators,
can learn features capable of generalizing to many types of generators in-
cluding those that are yet to come. Furthermore, the traces left by the
generators used by the detectors, are quite susceptible to image pertur-
bations which are commonly done on images posted on social networks,
such as JPEG compression, blurring and resizing. Although not performed
with malicious intention, these operations can hamper the traces making
the detection more challenging.

1.1 Contributions

The aim of this thesis is to tackle these challenges and develop robust
and general methods for the detection of synthetic content. A crucial step
in developing increasingly effective detectors is understanding which im-
age features can help distinguish fake images from real ones. While some
work have analyzed the generation traces present in the synthetic images
working in the Fourier Domain, these works were only focused on artifacts
caused by GAN models, such as those due to the up-sampling steps used
to achieve the desired spatial resolution [44, 165]. Little attention was
paid to the more recent architectures like the Diffusion Models (DM) and
the autoregressive models based on transformers. Hence, one main con-
tribution has been the analysis of such traces in the frequency domain for
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these recent models. More specifically, we conducted a study of the radial
and angular spectra that showed how synthetic generators are not able to
reproduce the spectra of real images especially at the middle frequencies
along the diagonal directions.

Another contribution has been an extensive evaluation of SOTA meth-
ods designed for the detection of GAN images for new types of generators.
To evaluate their performance in a more realistic scenario, we also consider
what happens after they have undergone post-processing operations. We
further extended this analysis to the attribution task both in a closed set
and in an open set scenario. This analysis highlighted the major challenges
in the field and identified the areas where further research is needed.

We then tackled the issue of generalization. Generalizing to Out of
Distribution data is one of the major issues of deep-learning and a topic of
intense research in recent years. Large pretrained vision-language models
have brought a number of new and exciting solutions due to their capabil-
ity of being excellent zero-shot and few-shot learners across many different
type of applications. As such, alongside other methods which have pro-
posed this idea, we explored the potential of CLIP for the detection of
synthetic images and conducted and extensive experimental evaluation in
a real world scenario involving a large number of generative models. The
developed approach shows impressive generalization and very good robust-
ness, resulting in strong performance improvements when compared with
the state of the art. We obtain these results by leveraging the descrip-
tive power of the CLIP features without relying on intensive training or
domain-specific data. To train the detector, we used a small number of
paired real /fake images coming from just one generator where the caption
of the real images are used to create the synthetic ones. Despite only a
single method being used to generate the training data, the performance
is equally good across many different data sources.

To further push the field, in the period spent at the Centre for Research
and Technology Hellas (CERTH), we organized the MediaEval 2025 chal-
lenge as part of the Vera.Al project. The challenge was comprised of two
tasks. The first focused on evaluating the submissions in an in-the-wild
scenario, evaluating them using also a dataset of real and fake images
downloaded from social media. The second task focused on the objective
of detecting and localizing forgeries done through text-guided artificial in-
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telligence methods. The test dataset contained both spliced images, where
the manipulation is put back in the original image, and fully regenerated
images, where the image is recreated with the only difference being the de-
sired manipulations. The latter scenario is particularly challenging, since
the image is fully synthetic and the aim is to find the manipulation which
is only semantically local.

For the final contribution, we worked on synthetic video generation.
Few approaches have been proposed to tackle this problem, but they often
exhibit poor generalization, which limits their use in the wild. To this end,
we developed a new data augmentation which proposes a forensic-oriented
strategy based on wavelet decomposition. We propose to replace specific
frequency-related bands to push the model to rely more on the cues that
we have found previously and that are more relevant. Our proposed train-
ing framework improves the generalization over most of the state-of-the-art
methods that propose complex algorithms and large datasets with multi-
ple generators. Our method obtains a very high accuracy improvement
over state-of-the-art detectors despite its simplicity. Notably, the method
ranked first in the SAFE Synthetic Video Detection Challenge 2025 [124].
This challenge simulates a realistic scenario where no information about
the test models are known in advance and videos vary in resolution, bi-
trate, frame rate, and length. This confirms the advantage of our training
data and augmentation strategy to ensure good generalization ability.

1.2 Outline of the Thesis

The rest of the thesis is structured as follows.

Chapter 2 introduces the topics and challenges related to synthetic
image detection and synthetic video detection.

Chapter 3 presents our analysis of the artifacts left in synthetic images
and highlights their difference from real images.

Chapter 4 describes our approach to leverage a large vision language
model (CLIP) for the detection of synthetic images.

Chapter 5 introduces the artifacts present in synthetic videos and our
approach for their detection.

Chapter 6 summarizes the main contributions of this thesis.







Chapter

Detection of synthetic content

It’s the job that’s never started as
takes longest to finish.

J.R.R. Tolkien

Generative Al offers numerous opportunities for many kinds of indus-
tries, from entertainment, to healthcare, to finance and manufacturing.
However, it can be used for all kinds of illicit purposes, to provide evidence
to support disinformation campaigns and political propaganda. Even more
so that these goals can now be pursued faster and at a larger scale than
before with minimal to no human intervention producing results that are
incredibly realistic and that are aligned perfectly with any desired narra-
tive. This poses an incredibly serious threat to our society and enforces
the need of a growing focus on tools capable of distinguishing synthetic
images from natural ones. In this context, two slightly different objectives
can be pursued:

i. detection gives a global score that evaluates the probability that the
image is synthetic

ii. attribution goes a step further and aims to trace the specific genera-
tive model used to synthesize the image. By providing more specific
information about the generation process, attribution validates the
detection output and improves its interpretability.

However, while many of the state-of-the-art methods work well when tested
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on the content as it is when generated, the most common way of sharing
images and videos is through social media. These sites do routine post-
processing which, despite not having malicious intentions, can make it
much harder to detect whether something is synthetic or real. The first
generative topic that has been tackled is the creation of images. While the
first generator of synthetic images has been proposed in 2014 by Good-
fellow et al. [59], it’s only in the past years with the advent of Diffusion
Models (DM) that the quality has reached the point of producing im-
ages indistinguishable from real making the detection of synthetic images
of paramount importance. These high quality generators have then been
adapted to generate multiple images that show the evolution through time
pushing the research of the generation of synthetic videos to the forefront.
Unlike for images, in just a few years the generation of synthetic videos has
made incredible strides leading to generators capable of producing incred-
ibly realistic videos. As such, the topic of their detection has been getting
an increasingly pressing issue. However, while for images many approaches
have been proposed, due to the novelty of these generators, there is a lack
of methods proposed for the detection of synthetic videos.

In this Chapter, we are going to go through the methods for both
the generation and detection. Firstly, we are going to tackle the issue
of generation of synthetic images. We later delve into the detection and
attribution of synthetic images. On top of describing these methods, we
are also going to present the results of the state of the art methods on
a dataset of synthetic images both as they are when generated and in a
more challenging scenario after post-processing. Finally, we are going to
close this chapter by discussing the methods for the generation of synthetic
videos and finish with discussing the SoTA approaches for the detection.

2.1 Synthetic Images

Throughout the years, many powerful generative approaches have been
proposed, such as variational autoencoders, energy-based models, normal-
izing flows, autoregressive models, generative adversarial networks, and
diffusion models. In particular, we will focus on the last two type of gen-
erators due to their ability of generating high quality images and for their
easy support for text-image synthesis. In fact, natural language-based im-
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Figure 2.1. Top: examples of synthetic images, generated using (from left
to right) Latent Diffusion, Stable Diffusion, Midjourney v5, DALL-E Mini,
DALL-E 2, DALL-E 3. The prompt used for their generation is the following;:
a photo of the Rome Colosseum with a UFO over it, detailed, 8k. Bottom:
Average Power Spectra of the artificial fingerprints for each of such model.
Forensic artifacts are clearly visible as spectral peaks in the Fourier domain,
stronger or weaker based on the specific model. We can observe that the first
three images share very similar artifacts while the fingerprints of the three
releases of DALL-FE differ greatly from one another, testifying to very different
generative architectures. We will delve deeper on these artifacts in Chapter 3

age generation provides incredible level of flexibility and control over the
generation process leading to new and more advanced applications. We
are going to first describe the methods for the generation and later the
methods for detection and attribution.

2.1.1 Generative Adversarial Networks

Generative Adversarial Networks (GANSs), introduced in [59], leverage
the adversarial game between two networks, a generator creates a syn-
thetic image and a discriminator is tasked with distinguishing it from a
natural image as shown in Figure 2.2. These networks are trained jointly
with a min-max game. As the discriminator improves, so does the gener-
ator, which learns to create more realistic samples over time. One of the
first successful GAN-based methods is BigGAN, a class-conditional image
generator [13]. ProGAN |[73| has brought further improvement by pro-
ducing high-quality images using a fast and stable image generator with a
progressive procedure that increases the quality of the images over time.
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Fake

Random Generated
Noise Image

Figure 2.2. Pipeline of a Generative Adversarial Network. The generator
(G) creates synthetic images that the detector (D) tries to distinguish from
real samples.

With further improvements it has led to the StyleGAN|75, 76, 74| family
of generators, where the convolutional kernels of the generator are con-
trolled by a latent code that allows for the control of the synthesis process.
Noticeable results have been obtained when introducing 3D information
in the synthesis with E3GD, a method capable of generating multi-view-
consistent renderings and detailed geometries of synthetic faces. Recently,
research has been shifting the focus to text-based image synthesis, and
several GAN-based methods have been proposed for this purpose. Two
proposed approaches are StyleGAN-T|[126] and GALIP|[138], both have
been trained on both images and text using as the underlying language
model CLIP (Contrastive Language-Image Pre-Training) [115] and are ca-
pable of generating high-quality images controlling them through text.
GigaGAN][72| brought further improvement, it was the first GAN-based
method to be trained on a billion real-world images, it is capable of syn-
thesizing high-resolution images very quickly and it supports latent inter-
polation and stylization.
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Figure 2.3. Pipeline of a Diffusion Model. During the first phase the model
is trained by adding stronger and stronger noise to an image and teaching the
model to denoise it. Once trained, the model can start from a pure gaussian
noise and produce an image.

2.1.2 Diffusion Models

Diffusion models have two interconnected stochastic processes at their
core. The pipeline can be seen in Figure 2.3, and some examples are visible
in Figure 2.1. The forward process transforms natural images into random
noise by adding Gaussian noise in small steps. The samples generated in
a single step of the forward process are then used to train a neural net-
work to invert that step, removing the noise added from the input sample.
Such networks are chained to perform the backward process, gradually con-
verting input Gaussian noise into synthetic images. Nowadays, Diffusion
Models(DMs) have surpassed the generation quality of GAN and other ap-
proaches [65, 40]. Not only that, but they also provide a easier and more
stable training than GANSs, since they do not suffer from model collapse,
although they are much more time consuming in terms of both training
and inference. But even more important it is their flexibility, DMs provide
excellent support for text to image synthesis, enabling the generation of
complex images based on diverse and arbitrary text descriptions. This has
caused a revolution in how complex generative artificial intelligence tasks
are tackled, and, as a result, many different architectures for text-image
synthesis have been proposed. The first models leaverage a U-Net and
its variations as backbone, like GLIDE[103| and DALL-E 2[117], which
uses a text encoder based on CLIP to condition the generation process
on a natural description. Ediff-I|7] further improves on it adopting multi-
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ple U-Net models specialized for different synthesis stages. However, this
approach is quite onerous. In order to reduce computational costs, La-
tent DM[120] combines a diffusion model with a variational autoencoder,
where the former operates in the low-dimensional space of the latter and
creates the vector of the desired image that gets reconstructed by the de-
coder. A notable generator of this type is Stable Diffusion[122], it is part
of an open-source project and is trained on the 5.85 billion images from
the LAION dataset [128]. Instructpix2pix|14] is a fast solution that can
generalize to real images and user-written instructions to modify part of
the image. It combines the knowledge of GPT-3 and Stable Diffusion. A
further improvement was made by Stable Diffusion XL [111] that lever-
ages a three times larger UNet backbone to generate very high resolution
images. In Diffusion Transformers (DiTs)[110], instead, the usual U-Net
backbone is replaced by a transformer. On the backbone of the latter, fur-
ther improvements have been made to scale this type of solution. Stable
diffusion 3 [49] has been a further improvement of the open-source project
that has switched to the transformer approach as well. Another final great
improvement has been introduced by DALL-E 3[105], while still using the
U-Net approach, it shows the importance of the captions used during train-
ing and it introduces an appropriate recaptioner to improve the quality.

2.1.3 Synthetic Image Detection

Early methods developed to distinguish if an image is real or syn-
thetic leveraged CNN-based architectures trained on large amounts of
data. While these approaches work extraordinarily well when tested on
data which is aligned with the training set, they exhibit a significant per-
formance drop when there is a mismatch between test and train. In par-
ticular, the two major problems are the lack of robustness and the limited
generalization capabilities. Robustness is critical to resist the impairments
caused by the routine post processing that the images go through when up-
loaded on social media, like re-compression and re-sizing, that weaken the
subtle traces exploited by the detectors. On the other hand, generalization
is essential for the method to detect images coming from generators not
seen during training, especially those that are yet to come. In the follow-
ing, we will review the main strategies proposed to handle such issues. It
is important to highlight that most papers described in this Section focus
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on GANS, but in recent years there has been an ever increasing attention
to DMs. However, methods conceived originally for GAN image detection
usually turn out to work equally well on more recent Al-generative ap-
proaches. A taxonomy of all the methods is presented in Figure 2.4. On
top of describing these methods, we will also evaluate the performance of
some of the best methods on images generated with GANs and Diffusion
Models. These results work as the base of the following research conducted.

Forensic artifacts

The images generated by synthetic architectures often used to show visual
artifacts, like unnatural colors or incorrect perspectives and shadows. Usu-
ally, these types of semantic inconsistencies are called semantic artifacts.
They were far more present in the earlier methods. However, the most
recent ones, especially the most recent Diffusion Models, can generate im-
ages which are visually perfect with no indication of them being synthetic.
This has led to great concern among the end users. Without these traces,
it is much harder to determine at a glance if an image is synthetic or not.
However, despite the images looking perfectly natural, it is still possible
to distinguish them from the real ones using the correct methodologies.
The general basis is that each image has various distinctive artifacts that
are related to the acquisition or generation process that can be leveraged
to trace it back to its origin. For physical devices this is notorious, since
both hardware and software leave precious forensics traces. However, a

Face asymmetries Synthetic Frequency-based

LS High-level Image __, Low-level AT
[11, 96] ERECE Detection EIREEE [29,56,136,165]
Perspective/Shadow l Artificial
analysis = Fingerprints
[52,53,125] Data-driven [69, 131]
) approaches X
Pre-trained CNN Noise
& augmentation 1 Features
[22,31,60,92,93] ‘ [85,135,137,167]
l l l Inversion-based
— analysis
Bias Information Few Shot/ Large-scale [150, 166]
Removal preserving Incremental learning || pre-trained models
[62,116] [10,20,42,60,71] [33,43,46,68,95] [3,86,104,118,130,171]

Figure 2.4. Taxonomy of synthetic image detection methods.
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similar process happens also for synthetic images. Al-based generative
models use complex processing chains involving a large number of specific
processes, including filtering, pooling, downsampling and upsampling. All
such processes leave peculiar marks in the images which may be exploited
to accomplish multiple forensic tasks, from source identification to forgery
detection [25]. These are imperceptible traces, called also low-level arti-
facts, that can be exposed only by means of statistical analyses. We will
discuss it further in Chapter 3.

Data-driven methods

The first possible strategy to produce a robust detector is to leverage deep
CNN architectures [93] and training them using suitable augmentation.
[148] showed that it is possible to achieve good robustness even if the net-
work is trained on a single generative architecture (ProGAN][73]) through
simple augmentations like compression and blurring. One of the key as-
pects of the proposal is also the diversity of the training set, they ensure
that by using images from 20 different categories. These insights have
been further confirmed by subsequent papers |92, 60| which have shown
that it is of key importance to improve the generalization ability of the
detector. Another relevant element is the adoption of a large dataset for
model pre-training. [60| shows that extreme augmentation, while provid-
ing only marginal improvements to the robustness, leads to a significant
improvement to the generalization on unseen models.

Furthermore, another relevant principle, that applies just as well to the
detection of both GAN and DM images, is to avoid any loss of information.
This applies both during training and test and to all layers of the network
architecture but especially to those closest to the input. In [20] this is
achieved by using a patch-based classifier and avoiding image resizing, in
order not to erase the subtle traces left by the generation process. To
preserve the invisible forensics cues, in [60] it is explicitly suggested to: i)
train the network on randomly cropped patches; i) make the final decision
on the whole image by means of some fusion strategy; i) avoid any down-
sampling in the first layers of the network. In [71] patch-based analysis is
further enhanced by combining it with global spatial information extracted
from the whole image.

To improve generalization, [22] has the objective of singling out trans-
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ferable features usable to design universal detectors. One of the most im-
portant transferable features is shown to be color when used in a suitable
data augmentation scheme. Another avenue to pursue generalization is to
use few-shot or incremental learning strategies, as done in [33, 95, 43, 68].
These approaches need the availability of a few example samples from the
new architecture in order to function. However, such data cannot be taken
for granted in the most challenging scenarios. In order to explore this
approach, a recent work [46] has investigated whether a detector could
perform correctly in a simulated online framework. The detector is regu-
larly retrained by preserving the temporal order by release date with which
the synthetic generators have been made available. As shown by the re-
sults, the generalization is good as long as the new models are closer to
the architecture of the old ones.

Furthermore, [31] conducted an investigative analysis with several CNN-
based methods for the detection of Diffusion Model images. The results
show that one of the critical aspects of the detectors to work across differ-
ent generators is calibration and that some form of fusion strategy could
help. In [42] it is shown that in order to ensure generalization across many
different categories, only higher-quality images should be included in the
training dataset. While much has been done to improve the performance
of the detectors, their explainability has been explored only recently with
a few works that leverage Gradient Class Activation Mapping to interpret
the results [10].

More recently, works are considering backbone architectures which are
different from CNNs, in particular transformers and vision-language mod-
els in [104, 118, 3, 171, 79]. [104] is particularly of interest as the first
to demonstrate the ability to generalize of the features of the CLIP-ViT
model pre-trained on internet-scale image-text pairs. They use the fixed
feature space of the model to perform classification, and, despite being
trained on the images generated with ProGAN created by [148], the detec-
tor is able to generalize and obtain very good performance even on images
generated by DMs. A different strategy was pursued in [130, 86| that
suggests using during training also the prompt associated with the image.
[118, 3, 171] made available to the community large datasets of synthetic
images to foster research on synthetic image detection for generative Al.
One more recent avenue currently being explored in research is to focus on
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the images used during training. [116, 62| have highlighted the importance
of removing as many biases as possible from the training data. In order to
do so, they propose to generate the synthetic data from the real images.
In [116] they propose to use the autoencoder of a Latent Diffusion Model
to have images that are indistinguishable from the original but now con-
tain the artifacts of the generation process. [62] goes one step further by
also performing diffusion steps to leverage even subtler inconsistencies at
the lower frequencies and augmenting the original dataset with inpainted
versions of real images.

Methods exploiting forensic cues

In this section, we describe methods that more explicitly rely on some
specific forensic traces both low-level and high-level cues.

Low-level artifacts As said previously, Al-generated images show
clear traces of their origin as peaks in the Fourier domain. These artifacts
are due to the up-sampling operations commonly used in the synthesis
network [44|. However, as we will show in Chapter 3, even when such
peaks are absent, synthetic images have significant differences from real
images in the medium-high frequencies. [165] is the first work to explore
the use of these artifacts in the Fourier domain for the purpose of detecting
synthetic images. Firstly, a pipeline is introduced to simulate these types
of artifacts and then use them to train a spectrum based classifier. There
are also other methods pursuing the same idea. In [56] the synthetic images
are obtained through an adversarial autoencoder. While [69] proposes to
simulate the fingerprints from real images by leveraging various types of
generative models.

These low-level artifacts in the high-frequency traces can be also ex-
posed by removing the scene content and extracting the noise residual
[137]. In these noise patterns, it is possible to exploit, for the detection of
synthetic images, the difference in inter-pixel dependencies between real
and synthetic images [167, 135]. These noise patterns can be extracted in
various ways, it can be learned as done in [85, 131] or estimated during
the inverse diffusion process [166]. The inversion process can be used in
other useful ways for the detection of synthetic images as shown in [150].
The main intuition is that DM-generated images can be accurately recon-
structed by a DM while real images cannot. Therefore, it is possible to
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carry out the detection by measuring the error between an input image and
its reconstructed version. We will discuss in further detail these artifacts
and their nature in Chapter 3.

High-level artifacts While they are less prevalent, there are some
methods that focus in exploiting semantic errors like asymmetries in faces,
wrong perspective and odd shadows. Some of them are focused on faces
[96, 11] while other try to tackle generic scenes [52, 53, 125]. In particular,
[125] a classifier is proposed that looks at the perspective field, lines and the
relation between the objects and their shadow, based on the observation
that inconsistencies in these elements are systematic in Diffusion Models.

2.1.3.1 Experimental evaluation

We conducted an experimental analysis of some of the methods de-
scribed in the previous section, to evaluate the state of the field with the
advent of Diffusion Models. We perform a comparison of the methods pro-
posed for synthetic image detection in the literature for which code and
model were publicly available: Wang2020 [148], PatchFor. [20], Grag2021
[60], Liu2022 [85], Corvi2023 [31], LGrad [137], Ojha2023 [104], and DIRE
[150]. For each method we use the model already trained by the authors as
proposed in their original paper. For our evaluation we used both GAN-
and DM-based image generators, in Tab. 2.1 we highlight the model used.

The test set comprises 1,000 synthetic images for each of the genera-
tors listed in Table 2.1. To avoid biases induced by different contents, we
evaluated the performance on the synthetic images of each generator com-
paring with real images with the same content. In particular, we used 5,000
real images, 1,000 per each dataset: LSUN, FFHQ, ImageNet, COCO and
LAION. For conciseness, we aggregate the results for all GAN-based gen-
erated images and all DM ones.

We also consider a post-processed (PP) version of the datasets to sim-
ulate a realistic scenario on the web. Firstly, an image crop is taken of a
random size that can vary in a range from % to the full image size. The
image is then resized to 200 x 200 pixels, and finally it is JPEG compressed
with a random quality factor between 65 and 100.

In Fig. 2.5 results are shown in terms of Area Under the ROC Curve
(AUC). We can observe that DM images are harder to detect than GAN
images. This likely stems from most detectors being trained on the Pro-
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Table 2.1. List of the AI generative models analyzed in these experiments.
Each model generates images with different content, as specified in the follow-
ing: generic objects (0) by training on ImageNet/LSUN, faces (f) by training
on FFHQ/CelebA, scenes (s) by training on COCO, various (v) includes ob-
jects, faces and scenes not coming from the previous datasets.

GAN dataset introduced in [148|, whereas Corvi2023 [31] is trained on
images generated with Latent Diffusion. The best generalization overall is
provided by Ojha2023[104], that, as described, relies on the features of the
CLIP backbone. However all performance figures worsen in the presence of
a significant training-test mismatch (Fig. 2.5, bottom) and some detectors
exhibit an AUC very close to 50%, especially with DM images. Interest-
ingly, the performance does not vary across different types of content as
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Figure 2.5. Synthetic image detection results in terms of AUC with and
without post-processing (PP).
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Figure 2.6. Synthetic image detection results in terms of AUC for three
methods over various contents.

can be seen in Fig. 2.6. For example, both Ojha2023[104] and Liu2022[85]
show very good performance on scenes or faces even though they are not
trained for these categories.

In the wild

While the post processing experiments done could give us an idea of the
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Figure 2.7. Synthetic image detection results in terms of AUC on images
from X generated by DALL-E 3, Midjourney and Firefly.

performance, they are not a perfect representation of the operations images
go through when uploaded only. As such, to evaluate the performance in
a more challenging and realistic situation, we downloaded a total of 2,000
images from a well known social network (X), both real and generated
from Midjourney v5, DALL-E 3 and Firefly (according to their associated
hashtag). In 2.7 we show the results in terms of AUC. On these images, the
methods perform quite differently from before. CNN-based architecuters
perform much better than the other solutions. In particular, Corvi2023[31]
has a near perfect performance on both Midjourney v5 and DALL-E 3.
This can be easily understood by looking at the figure Fig. 2.1, we can
see that the forensic artifacts present in Midjourney 5 are very similar to
those present in the Latent Diffusion images that the method has used in
its training.

Calibration

So far, we presented all the results in terms of AUC. However, in a practical
scenario we need to set a threshold to determine if the image under analysis
is real or fake. This is far from a trivial problem: a fixed threshold is
hardly appropriate in all situations, especially if training and test data
are misaligned, and could lead to disappointing results. One example of
this issue can be seen in Fig. 2.8, we can see that the distribution of the
scores of the method Grag2021[60] trained on ProGAN. The distribution
of ProGAN test images is very well separated from the real one when
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Figure 2.8. Scores distribution provided by the method [60] (trained on
ProGAN) for real images, and for synthetic images from ProGAN and Firefly.

choosing a zero threshold. However, the same threshold would not work if
we try to distinguish Firefly generated images, which were not included in
training and would require a lower threshold to be used in order to detect
them.

2.1.4 Synthetic Image Attribution

Image attribution goes beyond detection and focuses on inferring the
provenance of the image by tracing it back to the generative model that
created it. If the "real" class is among those considered in the process,
then the attribution includes automatically the detection.

Artificial fingerprints

The field of synthetic image attribution in the early research focused pri-
marily on adapting successful techniques and methods developed for con-
ventional multimedia forensics to this new domain. Device and model fin-
gerprints have proven to be of particular value for a wide range of forensic
tasks and have been widely used especially for source identification. Chen
et al. [25] where the first to introduce the concept of device fingerprint,
they demonstrated that imperfections inherent in the camera sensors gen-
erated a unique and stable pattern in each captured image, a fingerprint
by any means, called photo-response non-uniformity (PRNU) pattern. It
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is possible, as said previously, to extract such a fingerprint from synthetic
images, these represent a valuable tool for image attribution. To obtain it,
the procedure is to first remove the semantic content of the scene through a
denoiser. The resulting residual images are than averaged. As the number
of averaged images grows, a weak but stable quasi-periodic pattern can be
observed [94].

Such fingerprints allow different models to be discriminated but can
also provide information on the different datasets used for training. In
fact, the same architecture, trained in different conditions, gives rise to
slightly different fingerprints that allow fine-grained model authentication.
Overall, the observed fingerprint turns out to depend on the specific archi-
tecture, the training dataset and also the training hyperparameters (e.g.
learning rate, optimizer, training iterations) [158]. A learned fingerprint is
also extracted in [41] through a hierarchical Bayesian approach. It does not
depend on the initial seed, but is shown to change based on the training
dataset and is robust to benign image transformations, such as compres-
sion, blurring and additive noise. A slightly different perspective is taken
in [4], where a fingerprint estimation network is proposed to capture the
unique patterns used to predict the network architecture and loss function
that characterize a generative model. It is worth underlining that, in any
case, these fingerprints are due to subtle traces present in the image, and
therefore lay in the medium/high frequency bands. Therefore, while ex-
hibiting a certain robustness, they can be vulnerable to adversarial attacks
or can even be replaced by alien fingerprints extracted from real cameras
[32].

Attribution via inversion

Attribution can also be pursued by image inversion, since a generative
model is not able to perfectly synthesize an image coming from another
model nor it can perfectly reproduce a real image [75]. The idea is to
know a set of possible generators, both architectures and weights, and
then compute the input data of the generator that allows to produce an
image as similar as possible to the image under test. The likely source is the
generator that ensures the minimum reconstruction error [2|. A robustness
analysis and the extension to an open set scenario can be respectively found
in [161] and [64].
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Attribution as a classification problem

The source attribution problem can be simply considered as an N-ary
classification, where the N classes can be associated for example with
different architectures. In [16], in order to learn an attribution model that
is robust to different categories and possible perturbations, it has proposed
a mix-up representation training strategy at the feature level. Interestingly,
the approach can effectively handle both detection and attribution through
a compound loss that takes into account the hierarchical nature of the
problem. The image can be classified as real or fake and only in the latter
case should the problem of attribution be considered. Instead in [153]
a patchwise contrastive learning strategy is pursued with pre-training on
image transformation classification that have been found to be similar to
the generator components.

Open-set methods

When dealing with synthetic image attribution, several methods assume to
work in a closed-set scenario, where test images were generated by a lim-
ited set of architectures, known in advance, whose samples were present
in the training set. However, this scenario is far from realistic, given that
new generation methods are proposed every day. In fact, images of new
architectures may not even be available. In this condition, it is very impor-
tant to be able to identify an out-of-distribution sample, recognizing that it
does not belong to any of the classes observed in the training process. This
more realistic scenario is known as open set recognition. A first open-set
approach was proposed in [58] with an iterative algorithm that discovers
new classes and re-trains the network using them as pseudo-labels. This
method uses a fixed set of labeled images and then performs attribution
on a set of unlabeled data through a clustering procedure. More recent
works rely on classification with a rejection option, as in [147| based on
a hybrid ViT+ResNet50 architecture, or in [51] where a metric-learning
based embedding is developed to measure the similarity between the source
generators of synthetic images. Finally, in [154] a progressive open space
solution is proposed. The idea is to simulate unknown classes trough a set
of augmentation models, based on lightweight networks that can model
the traces of a variety of unknown models.
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Figure 2.9. Synthetic image attribution results in both closed-set and open-
set scenarios, considering two separate training sets (GANs an DMs).

2.1.4.1 Closed-set vs Open-set analysis

In this Section we carry out a comparison of some of the methods pro-
posed in the literature for which code was publicly available on-line: Rep-
Mix [16], DNA-Det [153], GAN Discovery [58], Wang2023 [147], POSE [154].
All methods were re-trained using exactly the same data. Along with the
methods specifically proposed for attribution, we also consider some of
the best detection methods analyzed in the previous section re-trained
in a multi-class configuration [148, 60, 104]. We consider both closed-set
and open-set scenarios and carry out attribution at architecture-level. We
evaluate the performance of closed-set attribution in terms of accuracy, a
widely utilized metric for multi-classification problems. For the open-set
scenario, we measure the capacity to distinguish between in-distribution
and out-of-distribution samples in terms of AUC, as is typically done in
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the literature [147, 51, 154]. More specifically, We analyze different situa-
tions as described below.

G AN-based vs DM-based

To analyze the possible different performances among GANs an DMs,
we consider two separate sets of 7 synthetic generators, one is GAN-
based (ProGAN, BigGAN, StarGAN, GauGAN, StyleGAN2, StyleGAN3,
Diffusion-GAN) the other is DM-based (ADM, DDPM, Score-SDE, GLIDE,
Latent Diffusion, Stable Diffusion, DALL-E 2). These two sets comprise
2,500 images per architecture, for a total of 17,500 images each. Then
we carry out an experiment in a closed set scenario (Fig. 2.9, top) and in
an open set scenario (Fig. 2.9, bottom) where we limit the new unknown
classes to come from 3 GAN-based generators (EG3D, GALIP, GigaGAN)
and 3 DM-based generators for (DiT, DeepFloyd-IF, SDXL), respectively.
In both scenarios, we consider 500 images per generator under test. We

Closed-set Accuracy Open-set AUC

30 30

20 20
00 05 10 15 20 25 3.0 35 00 05 1.0 15 20 25 3.0 35

Blurring sigma Blurring sigma

30 30

20 20
unc 100 90 80 70 60 50 40 30 unc 100 90 80 70 60 50 40 30
JPEG quality JPEG quality

—&— Wang2020 —@— Ojha2023 —»— RepMix Wang2023
——- Grag2021 —A— DNA-Det —— GAN Discovery = —k— POSE

Figure 2.10. Robustness analysis in both closed-set and open-set scenarios,
by varying Gaussian blurring (top) and JPEG compression quality (bottom).
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can observe that in the closed-set scenario the performance is very good
both for GANs and DMs. It worsens for open-set recognition, especially
for DMs, where AUC can hardly reach 90%. Interestingly, detection-based
methods perform very well in this new setting, coherently with recent find-
ings that the ability of a classifier to make a reject-option decision is very
much correlated with its accuracy on the closed-set classes[144].

Robustness analysis

In the same scenario presented above, we also evaluate robustness to JPEG
compression and blurring in order to check the sensitivity of the methods
to possible benign perturbations. Note that in this case, suitable augmen-
tation is included in all the approaches as also suggested in the original
papers. Results are presented in Fig. 2.10 and show that for most of the
analyzed methods the decrease in performance is quite limited.

Detection and attribution

In this last experiment we consider a more challenging scenario where, be-
yond mixing GANs and DMs architectures, also real images are present.
Note that in the literature, real images are separated based on their dataset
of provenance. However, this may introduce biases that in turn help achiev-
ing a good performance and, eventually, lead to unfair comparisons. To

Closed-set Open-set AUC
Accuracy
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Figure 2.11. Synthetic image attribution results in the more challenging
scenario where also the real class is included.
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be completely fair, we consider a single class that includes all real images,
no matter what the original dataset. In this situation, a very similar be-
havior is observed in the closed-set and open-set scenarios (Fig. 2.11). All
methods suffer only a small performance loss in the open-set scenario. In-
stead, a substantial loss is observed with respect to the situation where
only synthetic images are considered (Fig. 2.9), especially in the closed-set
scenario. It is also worth noting that the probability of correctly classi-
fying the real class and the fake ones is balanced, with 94.8% and 93.9%
respectively, for the best approach.

2.2 Detection of Al-generated videos

Synthetic video generation has advanced rapidly in recent years, driven
largely by powerful tools like diffusion-based models. Early methods like
Text2Video-Zero 77|, Modelscope [146], and Hotshot-XL [102] adapted
image generators for video synthesis, but struggled with challenges such as
temporal coherence and motion consistency. Models—including Mochi-1
[139], Allegro [168], Opensora-Plan [82], and CogVideoX [155]—introduce
dedicated architectures leveraging 3D causal autoencoders and 3D trans-
formers, enabling better modeling of spatio-temporal relationships. These
models also achieve stronger semantic alignment with input text and pro-
duce videos with higher quality and improved temporal consistency [66].
Recently, autoregressive models, such as Loong [149] and NOVA [38], have
shown impressive performance for video generation. Although they are
based on a completely different generation paradigm, they still exhibit
anomalies similar to diffusion models that can be exploited by the forensic
classifier. We will dive deeper into this anomalies in Chapter 5.

Initial approaches for detecting fully generated videos focused on hu-
man motion cues [12], while others adapted image-based forensic detectors
using few-shot learning [143]. More recent methods exploit both spatial
and temporal artifacts. Bai et al.[5] propose a two-branch CNN to capture
spatial anomalies and optical flow inconsistencies, while Chang et al.[23]
use three 3D CNNs that target appearance, motion, and geometry. Liu
et al. [87] take a different path, feeding RGB frames and reconstruction
errors into a CNN-+LSTM model, based on the idea that diffusion models
can better reconstruct frames synthetic of synthetic videos than from real
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ones, a principle previously applied to images [150]. Other methods lever-
age vision-language foundation models like CLIP [91], X-CLIP [24], and
LLaVa [132] to capture both spatial and temporal inconsistencies. A more
recent approach [80] also introduces a loss function to encourage attention
over diverse spatial regions, improving detection beyond facial areas.




Chapter

Artifact analysis of synthetic
content

Thoughts without content are empty,
intuitions without concepts are blind.

Immanuel Kant

Detecting fake images has become a major goal of computer vision.
This need is becoming more and more pressing with the continuous im-
provement of synthesis methods based on Generative Adversarial Networks
(GAN), and even more with the appearance of powerful methods based on
Diffusion Models (DM).

While this technology offers tremendous value to artists, game design-
ers, and creative individuals, it also comes with risks. The potential se-
curity and ethical issues that can arise from the misuse of these images
cannot be ignored. Research on synthetic image detection has received a
huge boost in recent years [93, 97|, especially since the first realistic images
generated by Generative Adversarial Networks [170, 73| appeared. Some
works focus mainly on the inability of such generators to perfectly repro-
duce the high-level semantic features of natural images.

However, the generation methods have been improving through time,
showing fewer and fewer synthesis artifacts. Therefore, other approaches
focus on low-level features that are related to the generative model archi-
tecture and can be exposed by removing the high-level semantic content
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Taming Tran. DALL-E Mini Stable Diffusion

Figure 3.1. Examples of synthetic images (top) generated by state-of-the-art
models: StyleGAN-T [126], GALIP [138]|, Taming Transformers [50], DALL-
E Mini [37], Stable Diffusion [121], eDiff-I [7]. Each model leaves peculiar
traces in the generated images, which can be regarded as a sort of artificial
fingerprint and used for forensic analyses. They are typically visible in the
frequency domain as spectral peaks in the power spectra (middle), or in the
spatial domain as anomalous regular patterns in the autocorrelation (bottom).
It is easy to observe that models based on the same architecture, like Taming
Transformers and DALL- E Mini, give rise to similar artifacts.

of the captured scene [94, 158]. In fact, the complex processing pipeline
needed to generate synthetic images inevitably leads to the introduction of
digital artifacts that characterize the specific architecture and significantly
differ from those typical of traditional acquisition devices. Some works
have already analyzed the traces present in the synthetic images working
in the Fourier domain. The analysis focused mostly on artifacts caused by
GAN models, such as those due to the up-sampling steps used to achieve
the desired spatial resolution [165, 45]. However to date, little attention
has been given to more recent and promising architectures, such as those
based on auto-encoders and diffusion models [31, 130, 118, 104].

We carry out a systematic investigation of the traces left not only by
established GAN-based generators but also by several recent VQ-based
and DM-based generators. To this end, we consider second-order statistics
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Figure 3.2. Examples of real and synthetic images drawn from popular
datasets. Real datasets (left): Imagenet [39], FFHQ [75], LAION [128]. Syn-
thetic datasets (right): DiT [110], StyleGAN2 [76], GLIDE [103]. For each
dataset, we also show the average power spectra (middle) and autocorrelation
(bottom) of noise residuals. It is possible to observe that real images embed
some traces of JPEG artifacts while all generated images exhibit anomalous
periodic patterns in the spatial domain.

both in the spatial domain and in the frequency domain. For the spatial do-
main, we use the average autocorrelation function while its transform, the
average power spectrum, is used for frequency-domain analyses together
with some derived quantities: the radial and angular spectra. Examples
of power spectra and (central crop) autocorrelations are shown in Fig. 3.1
and Fig. 3.2. In Table 3.1 we can find all the synthetic image generators
analyzed in this chapter. As a result of our analyses we contribute the
following main observations:

1. not only the GAN models but also the DM and VQ-GAN (Vec-
tor Quantized Generative Adversarial Networks) models give rise to
strong peaks in the Fourier domain and exhibit anomalous regular
patterns in the autocorrelation;

2. when the dataset used to train the model lacks sufficient variety, its
biases can be transferred to the generated images;
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Method Backbone Dataset Conditioning
[13]  BigGAN ResNet-style TmageNet Class

7 |76]  StyleGAN2 StyleGAN like FFHQ Uncond.

é [74]  StyleGAN3 StyleGAN like FFHQ Uncond.
[126] StyleGAN-T StyleGAN like CCI12M, CC, YFCC100m, Redcaps, LAION-aesthetic-6+ Text
[138] GALIP Transf. based CUB, MS-COCO, CC3M, CC12M Text,

< [50] Taming Transt. VQGAN + Transf. ImageNet, FFHQ Class, Uncond.

- [37]  DALL-E Mini VQGAN + Transf. CC, YFCC100M, CC12M Text,
[133]  Score-SDE U-Net FFHQ Uncond.

— [40] ADM U-Net ImageNet, LSUN Class, Uncond.

Z [103] GLIDE U-Net CC, YRCC100M, Wikipedia text-image pairs Text
[117] DALLE2 U-Net Unknown Text

7]  Ediff-I Mul. U-Nets Unknown Text

= [120] Latent Diff. VAE + U-Net ImageNet, LSUN Class, Uncond.

3 [121]  Stable Diff. VAE + U-Net LAION Text
[110] DiT VAE + ViT ImageNet Class

Table 3.1. Main properties of the generative models analyzed.

3. synthetic and real images exhibit significant discrepancies in the mid-
high frequency signal content, observable in their radial and angular
spectral power distributions.

3.1 Forensic Analysis

In order to develop increasingly effective detectors, a crucial step is
understanding which image features can help distinguish fake images from
real ones. Interestingly, a few carefully designed simple experiments pro-
vide us already with several insightful observations. We are going to go
through some of these experimental results, with the aim of conveying
the importance of these findings. Our analysis is carried out by relying
on second-order statistics observed both in the spatial domain, the image
autocorrelation function, and in the frequency domain, the image power
spectruml.

For all sources of interest we consider a set of I = 1000 images, either
real or generated under controlled conditions. For a single image x;(m, n)
the autocorrelation function is

R, (Am, An) = (z;(m,n)x;(m + Am,n + An)) (3.1)

where (-) indicates spatial average. The average autocorrelation of the

'In the literature, “power” is sometimes replaced by “energy”, but it is only a matter
of theoretical image modeling.
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source should be obtained through statistical averaging, which we approx-
imate by averaging on all I images

I
1
Ry (Am, An) = 5 > R (Am,An) (3.2)
=1

This function summarizes the statistical correlation between pixels sepa-
rated by a (Am, An) displacement.

For frequency domain analyses, we start from the Fourier transform of
the M x N image

Xl(k,l) = ]—“[xl(m,n)] =

M N
§ :2 :xlmne j27r(Mm+Nn)

m=1ln=

(3.3)

—_
—_

and obtain the source power spectrum, again, by averaging all individual
power spectra

NM—‘

Z Z (3.4)

The power spectrum accounts for the fraction of the total image power

concentrated at a given (horizontal,vertical) frequency pair (47, +). Note

that these two functions are themselves related by a frequency transform

NM—‘

Sy (k1) = F[Ry(Am, An)] (3.5)

hence redundant, in theory. However, we study both of them since some
phenomena are more visible in the spatial domain while other ones in the
frequency domain. Nonetheless, the effects of interest are only visible in
the noise residuals, obtained by removing the high-level semantic content
from the image by means of a denoising filter.

ri(m,n) = z;(m,n) — D(x;(m,n); o) (3.6)

In our experiments, we use always the denoiser by Zhang et al. [163] with
noise parameter o=1.
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All autocorrelations and spectra, associated to images or residuals, are
normalized to the average power per pixel computed as the mean value of
Sz (k,1). Note that we show only the central 65 x 65 crop of the autocor-
relation function.

3.1.1 Architecture related traces

Previous research has shown that images produced by GAN-based gen-
erators contain noticeable artifacts left by the processing pipeline. These
can be exposed by extracting and averaging the noise residuals, to com-
pute a model artificial fingerprint, and analyzing the results in the spatial
and/or spectral domain. Images generated by diffusion models appear to
show artifacts of a similar nature and, arguably, a similar origin. Fig. 3.3
shows the power spectra (top) and autocorrelation functions (bottom) of

Factor 4 Factor 4 Factor 8

Figure 3.3. Power spectra (top) and autocorrelation functions (bottom) of
noise residuals of three slightly different latent diffusion models. The upsam-
pling factor between latent space and pixel space is 4 for the first two architec-
tures and 8 for the third one. This single parameter appears to be responsible
for the positioning of the peaks in the power spectra and the periodicity of the
regular patterns in the autocorrelations.
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the artificial fingerprints of three slightly different latent diffusion archi-
tectures. The first two models are characterized by an upsampling factor
of 4 between latent space and pixel space and, not by chance, exhibit clear
peaks in the spectrum at frequencies multiples of 1/4, and strong regular
patterns with periodicity 4 in the autocorrelation function. The minor
differences between the two are mostly due to the different training set
used, ImageNet vs. CelebHQ. On the contrary, the third model, trained
on LSUN churches images, has an upsampling factor of 8. As expected,
peaks in the power spectrum are now denser, at frequencies multiple of
1/8, while they are sparser in the autocorrelation function. While these
artifacts are clearly present in current generation architectures, and can
be exploited for forensic needs, these analyses refer to images observed “in
the lab”, as they leave the generator, with no further processing. However,
this is not a realistic condition, it is enough to think of all the standard
processing steps, especially compression and resizing, applied to images
as soon as they are uploaded on a social network. While it is not their
objective, these post-processing steps may significantly modify and hide
the artifacts highlighted before and should be always taken into account
when designing a forensic detector. Fig. 3.4 shows some interesting ex-
amples of the effects of various post processing operations. We consider
images generated by Stable Diffusion and show, on the top-left corner, the
autocorrelation function observed in the absence of any post-processing.
A clear regular pattern is visible which suggests the artificial nature of
these images and may even be used to trace back the individual generator
used. In the other slots, we show the autocorrelation function after various
types of post-processing, blurring, sharpening, resizing at three different
scales, JPEG compression at three different quality factors. The autocor-
relation function changes more or less markedly depending on the nature
and intensity of the post-processing, but in most cases it can be hardly
associated with the original one. In the presence of resize, we can see that
the artifacts shifts quite significantly, while with strong JPEG compres-
sion, for example, the compression artifacts dominate the scene and hide
completely the generation artifacts.
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Nothing Blurring Sharpening

Resizing 1.4x Resizing 0.7x

Compression 95

Compression 75

Figure 3.4. Effect of post-processing operations on the autocorrelation of
noise residuals. We consider Stable Diffusion images and apply to them dif-
ferent operations to see how the autocorrelation changes. In some cases the
original generation traces (top-left) are completely hidden by post-processing
artifacts.

Compresswn 99

3.1.2 Training dataset bias

Moreover, what we have shown so far is not the only issue. During
our analysis we highlighted one further problem that compromises the
reliability of the high-frequency fingerprints. This is exemplified by the
images of Fig. 3.5, where, in the bottom row, the noise residuals of the
Diffusion Models exhibit an obvious regular pattern that one may believe
is caused by their artificial origin. However, this is the very same pattern
observed in the residuals of real images JPEG compressed at quality factor
Q=75 (see Fig. 3.4). When analyzing the training pipeline of the two
generation models presented, we noticed that both used as dataset entirely
comprised of images that where JPEG compressed at Q=75. The model
learned to include the compression artifacts in the generated images, that
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is, it transferred dataset-related artifacts in the generated image, and has
the potential to mislead fingerprint-based detectors. This example rings
also a bell about the experimental protocol. In fact, most of the times we
do not know the details of the dataset used to train a model, but such
details may well impact the characteristics of the generated images. A
fully reliable analysis must keep this aspect under control. Interestingly,
this ability is also present in GANs models that are able to transfer the
same fingerprints present in the training data to the generated images.
[159] proposed to use this capability to protect synthetic images by having
them produce the artificial fingerprint embedded in the training data.

ADM Latent Diff. ImageNet

ADM Latent Diff. LSUN bedrooms

Figure 3.5. Autocorrelation of noise residuals for real and synthetic images.
Top: two diffusion models (ADM and Latent) and the dataset used for their
training (ImageNet). Bottom: two diffusion models (ADM and Latent) and
the dataset used for their training (LSUN Bedroom). In the first case the
JPEG traces (8 x 8 grid) are barely visible in the training dataset and they
are not present in the generated images. Instead, in the second case they are
clearly visible both in the training dataset and in the generated images.
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3.1.3 Fidelity to natural images

Natural images are known to exhibit strong statistical regularities in
the frequency domain. In particular, several studies [17, 140| observed that
the average power spectrum decays with a 1/f* law, with o ~ 2. Moreover,
it has been also recognized 134, 142] that the power spectrum is far from
isotropic, with power concentrated especially at the horizontal and vertical
orientations and much less at the others. These may be precious pieces of
information towards the detection of synthetic images. Indeed, considering
their good photorealism and high semantic quality, we expect their spectra
to be very similar to those of real images, at low frequencies. However, it is
certainly possible that significant deviations arise at mid-high frequencies,
not because of generation artifacts but due to the inability to correctly
replicate the statistics of natural images. This conjecture is indirectly
supported also by the literature where there is wide agreement on the
superior performance of dual-stream detectors, which exploit both high-
frequency artifacts and original RGB images. With this approach, the
detector has the opportunity to analyze not only the highest frequencies,
with their subtle generation artifacts, but also the intermediate frequency,
which carry information on the signal itself, with beneficial effects.

Analysis of radial spectra.

To test this conjecture, we now analyze the radial spectra of real and
synthetic images. The radial spectrum of the ¢-th image is computed by
averaging the values of its Fourier transform (normalized by its standard
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Figure 3.6. Radial spectrum power density. Synthetic images are compared
with the real images used for training the correspondent model. Real images
(green) fit very well the expected theoretical curve (dotted).
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deviation) at distance p from the origin, irrespective of the angular direc-
tion

Xz(p) = (Xz(kal»A(p) (3'7)

where A(p) is the annulus between radii p — Ap and p + Ap, and p goes
from 0 to 0.5 in 128 discrete steps. Then, as usual, an average on I = 1000
images is taken to characterize the whole source. In our analyses we will
discard low and very high frequencies and focus on the range p € [0.2—0.5].

Our goal here is to test whether the radial spectra of synthetic images
follow the same “correct” law as those of real images. However, to avoid
dataset-related biases, for a given real source (e.g., imagenet), we study
only the images that are generated using the very same source as train-
ing set. With this care, statistical difference can be attributed only to
the generation engine. In Fig. 3.6, for a few widespread real sources, we
compare radial spectra of real and corresponding generated images. The
former (green) decay with a nearly perfect power law (dashed black). On
the contrary, all radial spectra of synthetic sources deviate more or less
markedly and in one or more frequency ranges from that law. Generally,
but not always, real images seem to possess a richer content at the in-
termediate frequencies. Only for the FFHQ dataset, the radial spectra
of some synthetic sources approximate pretty well that of the real source.
However, the FFHQ dataset is composed by images that have been inter-
polated, that is low-pass filtered, a process that inevitably modifies the
original spectral content and makes it indistinguishable from that of some
synthetic images. In hindsight, this further supports our conjecture.

Analysis of angular spectra.

A similar analysis is carried out for the angular spectra, where now
h
Xi(0) = (X;" (k. 1)) oo (3.8)

C(0) is a double cone between angles § — Af and 6 + Af, and 6 goes from
0 to 7 in 16 discrete steps. Note that the non-informative low-pass content
is filtered beforehand with cut-off frequency 0.1. The resulting plots are
reported in Fig. 3.7(top) for the same real and synthetic sources as before.
Mostly, the very same considerations already done for radial spectra apply.
The only exceptions are observed again for the FFH(Q dataset and for
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Figure 3.7. Angular spectrum power density (top) and the square-root of
Fisher’s discriminant ratio applied at each direction (bottom).

the same reasons as before. In this case, there is no theoretical reference
pattern from the literature. We observe again significant deviations from
the angular spectra of the real sources (green). Such deviations can be
better appreciated in the plots of Fig. 3.7(bottom), showing the square
root of the Fisher’s discriminant ratios

ps(0) — po(0)

Va3 (0) + o5 (0)

where us(0) = Xs(0) and po(6) = Xo(0) are the mean angular spectra
of synthetic (s) and real (0) images, respectively, and o2(6),03(6) the
corresponding variances. In this case the real source is represented by
the green unit circle. Finally, it is worth noting that the StyleGAN2 and
StyleGAN3 models better fit the spectral distribution of real images. For
StyleGANS3, this is justified by the development of GAN architectures that
were able to avoid aliasing|74].

Fy(0) = (3.9)
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3.2 Conclusions

Generators of synthetic images are becoming more and more sophis-
ticated. Casual viewers are already unable to tell real images from fake
ones and even forensic tools struggle to cope with the rapid progress of
new models. In this context, brute-force detectors, even trained on huge
amounts of data, may not be up to the task, especially when asked to
generalize to new generators. Therefore, it is important to single out and
possibly exploit all features that distinguish real from fake data. We an-
alyzed a large number of modern and popular generators looking for such
features both in the spatial domain and in the frequency domain. In both
domains we relied on second-order statistics, autocorrelation functions and
power spectra. This investigation provides some interesting results. On
one hand, even the most sophisticated architectures keep generating arti-
facts that can be exploited for detection. These may be more visible in the
spatial or in the spectral domain and both should be always explored. In
addition, generators do not seem able to mimic the spectral distribution of
real images at the mid-high frequencies and radial and angular spectra may
help expose such discrepancies. Finally, we noted that a strongly biased
training set may teach the model to transfer the very same biases in the
generated images, a possible problem for both generators and detectors.







Chapter

Leveraging Vision Language
Models for the detection of
synthetic images

For it is not enough to have a good
mind; the main thing is to use it
well.

Rene Descartes

One of the main challenges for current forensic detectors is the abil-
ity to generalize to new and unseen generative methods. Indeed, the in-
distribution (ID) scenario, with perfectly aligned training and test sets, is
rarely met in practice. Test images are often generated by new approaches,
unseen architectures, or even known architectures re-trained under differ-
ent conditions, all representing different flavors of the out-of-distribution
(OOD) scenario. Additionally, most images are downloaded from social
networks, where they undergo post-procesing operations such as compres-
sion and resizing (sometimes multiple times), processes that tend to wash
out the tiny traces so precious for detection. In [148], it is shown that
the diversity of the training dataset and intense augmentation are crucial
for generalization. In their proposal, a ResNet-50 detector is trained on a
single but highly diverse dataset of about 360k ProGAN [73] images. The
results obtained by their method on OOD images produced using other
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Figure 4.1. Area Under ROC Curve (AUC %) on unseen synthetic genera-
tors (x-axis) and on post-processed data (y-axis). The first number measures
the generalization ability of the detector, the second measures its robustness
to possible impairments. Circle area is proportional to training set size. Per-
formance is measured over 18 different synthetic models. Our CLIP-based de-
tector largely outperforms all SOTA methods with very limited training data.

GAN-based generators turned out to be surprisingly good. However, the
authors themselves attribute this performance to the structural similarities
between GAN-based generators. Indeed, results are not equally good on
images generated by recent diffusion-based methods, which present some-
what different generation artifacts [31].

Generalization to OOD data is a major issue in deep learning and has
been the subject of intense research in recent years. In this context, the
advent of large pre-trained vision-language models has brought about a
number of new solutions and exciting results. These models have been
shown to be excellent zero-shot and few-shot learners in many diverse ap-
plications, such as image classification [115, 164|, detection [48, 99| and
segmentation [152, 169|. Recently, there have been attempts to exploit
the power of Vision Language Models (VLMs) to detect synthetic images
[130, 3, 104]. For example, [104] considers the same dataset, augmenta-




45

tion strategy and experimental protocol as in [148] but uses a pre-trained
VLM, the Contrastive Language-Image Pre-Training (CLIP) [115], as a
feature extractor rather than training a ResNet-50. The only part which
is trained on the task-specific dataset is the classifier. Compared to [148],
the performance improves significantly, especially on images generated by
diffusion models, showing excellent generalization capability.

We explore in depth the potential of CLIP for image forensics and con-
duct an extensive experimental analysis in challenging real-world scenarios
involving a large number of generative models. We find that CLIP-based
methods show impressive generalization ability and very good robustness,
resulting in large performance improvements compared to the state of the
art. In order to achieve such results, we avoid any intensive training on
domain-specific data, which could introduce unwanted biases and under-
mine the descriptive power of CLIP features. Instead, we rely on a small
number of paired real/fake images with the same textual description and
use their CLIP features to model the decision space. Synthetic images
come from a single generator. However, the results are equally good across
all different data sources.

Noticeably, the top performance is achieved with just 1,000 to 10,000

Figure 4.2. Examples of synthetic images from generators used in our exper-
iments. From left to right, Top: GLIDE [103], Latent Diffusion [117], DALL-E
2 [117], Stable Diffusion 1.4. Bottom: Stable Diffusion 2.1 [122], Stable Diffu-
sion XL [111], Adobe Firefly [54], DALL-E 3 [105].
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paired images. Moreover, only minor performance decays are observed
when this number reduces to 100 or even 10 (see Fig. 4.1). In summary,
the key contributions of this chapter are as follows:

e We show that CLIP features achieve excellent generalization: by
exploiting only a handful of examples, not even belonging to the
generator under test, the performances are comparable to those of
intensively trained solutions.

e We carry out a large set of experiments on diverse synthetic gener-
ators and in very challenging conditions, achieving the best perfor-
mance on average.

e Our experiments make clear that the features extracted from CLIP
are partially orthogonal to the low-level features used by previous
methods.

4.1 Datasets and metrics

The main objective is to study the generalization capacity of conven-
tional and CLIP-based methods, i.e. to evaluate how detectors behave on
data never seen before, of different origins and possibly impaired by various
forms of post-processing. Therefore, we consider a very large test dataset
and take measures to mitigate any potential biases in the experimental
validation process.

Tab. 4.1 lists all generation models used during test. They are grouped
into three families based on the type of generator: GAN-based (Pro-
GAN, StyleGAN2, StyleGAN3, StyleGAN-T, GigaGAN, BigGAN, EG3D,
Diff. ProjectedGAN, GALIP), DM-based (Score-SDE, ADM, GLIDE, eDiff-
I, Latent and Stable Diffusion, DiT, DDPM, DeepFloyd-IF, Deepfloyd-IF
IT stage, Stable Diffusion XL) and commercial tools (DALL-E 2, DALL-E
3, Midjourney v5 and Adobe Firefly), which include some recent text-based
methods available online, whose architecture is not always disclosed. The
second column of the table specifies the generation modalities employed
by these models: unconditional (u), conditional (c), and text-to-image (t).
The last column reports the resolution of the images in the dataset. The
central columns indicate which datasets of real images were considered to
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ProGAN (73] u | v 2562
StyleGAN2 [76] u | v |V 2562-10242
StyleGANS [74] u v 10242
StyleGAN-T [126] t v 5122
GigaGAN [72] ¢t v v 2562,5122
BigGAN [13] c v 2562, 5122
EG3D [21] u v 5122
Diff.ProjectedGAN [151] u |V 2562
GALIP [138] t v 2242
Score-SDE [133] u v 2562
ADM [40] ue | v v 2562
GLIDE [103] t v v | 2562
eDiff-1 [7] t v 2562,10242
Latent Diff. [120] uet | v |V |V |V 2562
Stable Diff. [122] t v | v | 2562-7682
DiT [110] c v 2562,5122
DDPM |65] u v 2562
Deepfloyd-IF 11 stage [78] t v 2562
DeepFloyd-IF [78] t v 10242
Stable Diff. XL [111] t v | 10242
DALLE 2 [117] t v | 10242
DALL-E 3 [105] t v | 10242
Midjourney V5 [98] t v | 10242-1100%
Adobe Firefly [54] t v | 20322-20482

Table 4.1. Image generators used in our experiments: GAN-based, DM-
based, and commercial tools. For unconditional (u) and conditional (¢) mod-
els, the real images used in test come from the same datasets used to train
the generator, while for text-to-image (t) models synthetic images have been
generated using the prompt extracted from the real counterpart.

carry out the detection experiments. These have been carefully selected to
avoid all foreseeable biases. For example, when testing synthetic images
generated by ProGAN, we use as real counterparts images from the LSUN
dataset on which the ProGAN model was trained.

The StyleGAN-T [126], eDiff-I [7], and GigaGAN [72] images were
provided by the authors of the respective papers. Instead, we generated
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the images ourselves for Score-SDE [133], Stable Diff. [122], DiT [110], and
Deepfloyd-IF [78] using the pre-trained models available online. Additional
generated images were sourced from two public datasets [148, 31|. For
the text-driven commercial tools, we used a recently proposed dataset [8].
Pristine and synthetic images with similar semantic content are built by
extracting textual descriptions from a real dataset (RAISE [35]) and using
them as prompts for generating synthetic images. A few examples of such
images are shown in Fig. 4.2.

To consider a more realistic scenario, we simulate images shared on
social networks and subject to post-processing operations: random crop-
ping that can vary in a range from g to the full size of the image, resizing
to 200 x 200 pixels, and JPEG compression with a random quality factor
between 65 and 100.

To measure performance, we consider three metrics. The area under
the receiver operating curve (AUC) and average precision (AP) are both
threshold-independent. The Accuracy instead, given by the number of
correct predictions divided by the number of tested images, depends on
the decision threshold. We always use a fixed threshold of 0.5, to simulate
a realistic scenario in which no prior information on the data under test is
available to carry out calibration.

4.2 CLIP for synthetic image detection

We propose a simple procedure to distinguish real images from syn-
thetic images based on features extracted from the image encoder of CLIP
ViT L/14. The design of the detector consists of the following four steps:

1. collect N real images {R1, ..., Ry} with the corresponding captions
{t1,...,tn};

2. use the captions to feed a text-driven image generator, G(-), so as to
obtain N synthetic images {F1,..., Fy} with F; = G(t;). Now we
have N real / fake pairs that share the same textual description;

3. feed CLIP with the N real and N fake images and collect the cor-
responding feature vectors {ry,...,ry} and {f},... fy} extracted
at the output of the next-to-last layer, with r; = CLIP(R;) and
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4. use these N+N vectors to design a linear SVM classifier.

If the real images have low-quality associated captions, or no caption
at all, these can be generated by a dedicated tool such as BLIP [81]. Real
and fake images are coupled to avoid possible semantic biases, which proves
beneficial when the number of images is very small, e.g., N = 10. We chose
to extract features from the next-to-last layer rather than the last layer on
the basis of preliminary experiments.

4.2.1 Influence of the classifier and layer

We selected a SVM Classifier amongst a set of simple classifiers since it
has provided us with the best performance. In this subsection, we are going
to evaluate this choice against other classifiers: Logistic Regression (LR),
Mahalanobis distance (MAH), Gaussian Naive Bayes classifier (GNB), Soft
voting k-Nearest Neighbor (SNN) [100]. In Figure 4.3, we show the results
in terms of the average AUC over the dataset described in Section 4.1
using both original images and their version impaired by common post-
processing steps such as recompression and resizing. For all detectors, we
consider the versions trained with 1000 and 10000 reference images per
class, respectively referred to as 1k and 10k.

In all cases, the SVM classifier seems to ensure the best performance,
followed closely by the Logistic Regression, while the other classifiers pro-
vide a less consistent performance. Furthermore, in the same image, we
show that using features from the next-to-last layer is almost always prefer-
able to using features from the last layer,and this happens always with the
SVM classifier. These results motivated our design choices.

4.2.2 Influence of the reference set size

We start by investigating the role of the most important parameter of
the proposed detector, the number of real / synthetic samples N in the
reference set, which in this experiment includes COCO real images and
Latent Diffusion synthetic images. Fig. 4.4 shows results for N ranging
from 10 to 100k in log scale. Results are in terms of AUC, AP and Accu-
racy. When N is less than 10k, we perform several runs with different sets
of images and report the average metrics, e.g., for N equals 1k, we average
on 10 runs.
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Figure 4.3. Average AUC for our approach considering different classifiers
and different features on the original dataset (top) and after random compres-
sion and resizing (bottom). Left: 1k images, Right: 10k images.
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Figure 4.4. Performance of the CLIP-based detector as a function of the
number of real and synthetic images in the reference set. We show AUC, AP
and Accuracy on the original dataset (Top) and on post-processed images that
simulate a realistic scenario (Bottom).
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Let’s focus first on the top row, which shows results on images that
were neither recompressed nor resized. In this simpler scenario, both AUC
and AP values are extremely high, consistently above 85% for all known
families of synthetic images (GAN, Diffusion) and significantly worse only
for images generated by commercial tools. It is particularly remarkable
that very good results are achieved with as few as 10+10 reference images,
proving that this lightweight solution is fully viable. The performance
improves with N, growing up to 5-10% at the 10k plateau. We note, in
passing, that AUC and AP curves are very similar, so we drop the latter
for brevity in further experiments.

In the rightmost figure, we see that, unlike AUC and AP, accuracy
does not always improve as IV increases. This is because AUC and AP are
threshold-independent integral metrics. They tell us how well a method
with a perfectly calibrated threshold might work. Instead, the precision
depends critically on the selected threshold which, in the absence of any
prior knowledge, is set at 0.5. For Latent, 0.5 is a good threshold and
accuracy improves as IV grows. Instead, in general, the optimal threshold
moves further away from 0.5 as N increases and the precision decreases
significantly. So, there is a trade-off between optimality and robustness in
our truly OOD scenario, where no calibration data exists. On the other
hand, if we had data from the target class, even just 10 images, we could
use them to design an ad hoc classifier.

The bottom row of the figure shows results for images that have been
compressed and/or resized. As expected, performance degrades slightly in
this scenario, but continues to be very good, with AUC between 75% and
90% and accuracy between 65% and 80% at N=10k. These are excellent
results, well beyond the current state of the art, as we will show later.
In this case, using only 10410 images does not seem advisable but the
performance is already almost optimal at N=100.

4.2.3 Influence of the reference set content

We found that not only the quantity but also the quality of images in
the reference set significantly impacts performance. This is intuitive with
a very small reference set, like 10+10 images, where low quality or limited
diversity could have catastrophic consequences. However, similar effects
are observed even with a larger reference set. Tab. 4.2 shows the results in
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Datasets augm. GAN Diﬁ‘uéion Commerc. AVG
family  family tools
COCO + Latent 92.4 92.6 80.5 88.5
COCO + Latent v 89.3 91.8 87.0 89.4
COCO + ProGAN 93.6 90.0 65.6 83.1
COCO + ProGAN v 91.3 90.1 82.3 87.9
LSUN + Latent 88.7 82.7 65.6 79.0
LSUN + Latent v 87.9 79.9 80.3 82.7
LSUN + ProGAN 94.1 79.2 44.7 72.7
LSUN + ProGAN v 95.0 82.7 67.5 81.7

Table 4.2. AUC performance of the CLIP-based detector for various real /fake
data, with and w/o augmentation (resizing/compression).

terms of AUC obtained using various combinations of real and synthetic
images in the reference set, that is, (Real, Synth) € {COCO, LSUN} x
{Latent, ProGAN}, with and without augmentation. In all cases, the
reference set size is 10,000+10,000. The results are clearly influenced by
the specific combination. Indeed, considerable degradation occurs when
the LSUN dataset is used instead of COCO to draw the real samples and,
to a lesser extent, when using ProGAN instead of Latent for the synthetic
images.

We conjecture that both LSUN and ProGAN lack the diversity nec-
essary to adequately describe the decision domain. Furthermore, unlike
COCO, the LSUN dataset exhibits several biases: the images represent
only a few well-defined categories, have all the same size, and most of
them are compressed with the same quality factor. In Tab. 4.2, we see
that data augmentation only marginally reduces the effects of the dataset
used.

4.2.4 Influence of pre-training

We experimented also with various versions of CLIP ViT L/14 [67],
trained on different datasets, observing significant changes in performance.
Fig. 4.5 shows, the AUC, AP and Accuracy averaged on all families of
models as a function of the pre-training dataset. Each curve refers to
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Figure 4.5. Performance of the CLIP-based detector as a function of the
pre-training. We show AUC, AP and Accuracy on post-processed images for
models pre-trained on LAION-400M (0.4B images), LAION (2B) and Com-
monPool (12.8B).

a different value of N and we consider only the case of post processed
images for brevity. For both metrics and all values of N there is a steady
increase in performance as increasingly larger datasets are used for pre-
training, from LAION-400M (0.4B images) [128], to LAION (2B) [127],
to CommonPool (12.8B) [57]. Overall, there is a ten-point improvement
from the smallest to the largest dataset. This confirms the importance
of pre-training a large VLM on the largest possible collection of different
images.

4.3 Comparison with the state-of-the-art

In this Section we perform an extensive comparison with SoOTA methods
in different scenarios. We consider four versions of our approach, with
1,000+1,000 (1k) or 10,000+10,000 (10k) real-+fake images in the reference
set, and with (+4) or without compressed /resized images for augmentation.
To ensure a fair comparison, we only include SoTA methods with code
and/or pre-trained models publicly available online. They are listed in
Tab. 4.3.

Generalization analysis.

In the two Tables 4.4 and 4.5 we show the results in terms of AUC on
24 generative models. For each method, the results obtained on the same
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Method Real/Synth. Training Size (k)  Aug. Test Strategy
[148] Wang et al. LSUN / ProGAN 360 / 360 v global pooling
[20] PatchFor. CelebA,FF / various 84 /272 resizing
[60] Grag. et al. LSUN / ProGAN 360 /360 v global pooling
[92] Mand. et al. various / various 232 /386 v patch aggregation
[85] Liu et al. LSUN / ProGAN 360 / 360 v global pooling
[31] Corviet al. ~ COCO,LSUN / Latent 180 / 180 v global pooling
[137] LGrad LSUN / ProGAN 72/ 72 v resizing
[104] Ojha et al. LSUN / ProGAN 360 /360 v cropping
[150] DIRE-1 LSUN-Bed / ADM 40 / 40 resizing
[150] DIRE-2 LSUN-Bed / St.GAN 40 / 40 resizing
[135] NPR LSUN / ProGAN 72/ 72 resizing
Ours 1k COCO / Latent 1/1 resizing
Ours 1k+ COCO / Latent /1 v resizing
Ours 10k COCO / Latent 10 / 10 resizing
Ours 10k+ COCO / Latent 10 / 10 v resizing

Table 4.3. List of methods.

For each method, we report the datasets
of real and synthetic images used for training, their sizes, whether or not
augmentation is used, and the testing strategy.

Diffusion family

Score Latent Stable DeepFl. . . Deepfloyd-IF
Method spp  APM GLIDE “pp® nig IE EdiftT - DIT SDXL  DDPM If) stgge
Wang et al. 329 643 485 592 415 78.0 649 586 543 316 43.1
PatchFor. 833 748 962 781 624 62.7 787 831 684 984 83.4
Grag. etal. 921 747 628 91.9 525 69.9 69.6 653 580  49.7 71.2
Mand. et al. 998 565  40.5 700 368 472 650 59.1 27.0  99.9 49.2
Liu et al. 95.4 825 765  97.6 774 722 98.7 880 311 2238 97.4
Corvietal. 650 80.7  91.9 100. 100.  99.9 857 100. 100.  100. 68.5
LGrad 80.6 769  66.1 811 615 68.8 741 562 572 9.8 75.0
Ojhaetal. 584 86.7  80.8 85.7 895 92.9 806 778 8.1 717 60.8
DIRE-1 443 757 714 687 394  98.9  99.1 99.6 471  23.1 99.4
DIRE-2 41.0 701 70.1 69.3 469 97.0 982 98.3 428 140 95.6
NPR 911 86.3 793 902 645 91.6 80.1 784 767 924 90.9
Ours 1k 891 811  99.9 941  87.6 965  98.5 941 878  95.1 99.7
Ours 1k+ 843 752  99.6 816 898 980  99.1 925 889 949 99.7
Ours 10k 89.0 814  99.9 942  90.7 97.0 987 950 874  93.9 99.8
Ours 10k+  89.2 799 99.7 847 913 979  99.4 940 901  98.1 99.8

Table 4.4. Comparison with SoTA methods in terms of AUC on
images generated by Diffusion Models. For our approach we show four
variants: 1k and 10k indicate the number of real and fake training images, +
indicates augmentation (compression/resizing). Results on the dataset used
for training are in light gray, while bold underlines the best performance for
each dataset with a margin of 1%.
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GAN family ‘ Commercial tools

Pro Style Style Style  Giga . . Diff. Proj. DALL- DALL- ... Adobe
Method GAN GAN2 GAN3 GANT GiN BigGAN  EG3D g TGaup E2 my M g
Wang et al. 100. 96.5 98.5 98.9 66.6 92.7 94.4 89.8 89.7 64.8 10.9 40.2 84.8
PatchFor. 92.3 84.5 91.8 91.2 64.7 85.5 69.8 92.6 98.2 41.9 52.7 57.8 49.4
Grag. et al. 100. 99.8 97.5 98.8 82.8 98.7 98.9 100. 96.2 58.3 24 43.1 63.5
Mand. et al.  96.2 93.8 100. 92.6 61.8 92.2 100. 64.5 77.6 14.5 14.7 24.3 36.7
Liu et al. 100. 99.8 98.4 98.5 98.2 94.7 99.0 99.5 94.3 70.4 0.2 40.7 11.8
Corvi et al. 79.4 73.7 50.0 97.1 63.4 83.4 25.2 96.6 87.7 69.4 60.8 100. 98.0
LGrad 100. 91.2 83.8 81.8 82.2 77.2 68.8 99.5 56.7 58.6 37.9 56.3 40.6
Ojha et al. 100. 93.9 92.3 98.2 96.0 99.6 92.6 97.4 98.6 95.2 36.4 66.2 97.5
DIRE-1 50.6 56.9 47.8 99.9 74.1 99.8 50.1 49.8 100. 44.7 47.6 51.0 57.4
DIRE-2 54.2 52.5 43.0 99.6 76.0 98.6 46.1 50.2 99.3 41.0 49.6 47.8 43.0
NPR 100. 85.6 77.0 96.4 88.7 86.8 53.3 100. 90.7 39.5 48.7 77.0 32.1
Ours 1k 98.9 90.5 85.5 100. 81.3 96.9 87.0 99.3 100. 89.0 70.0 73.0 74.4
Ours 1k+ 914 80.9 84.0 99.8 4.7 92.0 76.4 89.6 99.9 83.6 93.6 78.7 85.1
Ours 10k 99.8 91.8 86.8 100. 83.6 98.2 87.7 99.7 100. 89.2 77.6 75.3 80.1
Ours 10k 934 87.1 87.6 99.9 78.5 93.1 79.9 92.5 100. 86.3 92.9 81.7 87.2

Table 4.5. Comparison with SoTA methods in terms of AUC on
images generated with GANs and commercial tools. For our approach
we show four variants: 1k and 10k indicate the number of real and fake train-
ing images, + indicates augmentation (compression/resizing). Results on the
dataset used for training are in light gray, while bold underlines the best per-
formance for each dataset with a margin of 1%. The last column shows the
average over all datasets.

dataset used for training are in light gray, since the ID scenario is of little
interest for our analysis. The items in bold, instead, highlight the best
OOD performance for each dataset, considering a margin of 1%. We can
observe that methods trained on one GAN dataset generally perform well
on other datasets of the same family but fare much worse on DM datasets.
Then, the roles change for methods trained on DM datasets. This is un-
surprising, as generators of the same family share architectural details that
leave similar traces on the generated images. No SoTA method performs
uniformly well on all datasets. In contrast, the proposed lightweight CLIP-
based detector consistently delivers strong performance. The version with
10k+10k reference images, without augmentation, outperforms the best
competitor by +6.5% in terms of average AUC. For GAN-based gener-
ators, the proposed CLIP-based detectors keep providing the best per-
formance, generally much better than SoTA methods, except for the Liu
method which works almost at the same level. However, this as well as
many other methods, when evaluated on images coming from commercial
tools, show a catastrophic loss in performance. This is the most realis-
tic and interesting scenario, with images of unknown origin and no prior
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| Families of Generators ‘

GAN Diffusion ~ Comm. Tools Average
Method AUC/Acc  AUC/Acc AUC/Acc AUC/Acc
Wang et al. | 91.9 / 64.7 52.4 / 50.3 50.2 / 49.8 64.8 / 54.9
PatchFor. 85.6 / 56.2  79.0 / 50.3 50.5 / 50.0 71.7 / 52.2

Grag. etal. | 97.0 / 87.8 68.9 /563 41.8 /436 | 69.2 /62.6
Mand. et al. | 86.5 / 77.8 59.2 /57.3  22.6 /329 | 56.1 /56.0

Liu et al. 98.0 / 86.6 76.3/69.3  30.8 /429 | 684 /66.2
Corvietal. | 73.0 /538 90.2 /743 821 /628 | 81.7/63.6
LGrad 82.4 /729 64.3/56.6 483 /521 | 65.0/60.5
Ojhactal. | 96.5/85.6 79.6/62.6 738 /683 | 83.3/72.2
DIRE-1 69.9 /684 69.7/72.8 50.2/49.9 | 63.3/63.7
DIRE-2 68.8 /629 67.6/65.6 453 /49.9 | 60.6/59.5
NPR 86.5 /789 83.8/683  49.3/50.1 | 73.2/658
Ours 1k 933 /790 93.0 /785 76.6 /545 | 87.6/70.7
Ours 1k+ 87.6 /759 91.2/82.1 853 /72.6 | 88.0/76.8
Ours 10k 942 /814 93.4 /734 80.5/52.6 | 89.4/69.1

Ours 10k+ 90.2 /76.0 93.1/79.9 87.0/67.3 | 90.1/74.4

Table 4.6. Comparison with SoOTA methods in terms of AUC and
Accuracy. We report the mean AUC and Accuracy for each family of gener-
ators and the global average.

information on the possible generation process. In this situation, most
methods provide unreliable decisions. Corvi’s method works surprisingly
well on some datasets, perhaps generated by diffusion models similar to
Latent. However, only the proposed CLIP-based approach provides good
stable performance across all cases. In particular, the version with resized
and compressed images in the reference set prove particularly strong on
images generated with the commercial tools. We can observe that SoTA
methods present a larger variability in terms of performance, with very
good results on some generators and very bad on others. Instead, our
method can provide consistently good performance over all the data.

Furthermore, we show the result aggregated by family(GAN, Diffusion,
Commercial tools) not only in terms of AUC but also of balanced accuracy
computed with a fixed threshold of 0.5. Indeed in a practical scenario a
threshold must be set to discriminate between real and fake images, which
is not a trivial task as can be seen in Table 4.6. In fact, in the absence of
an adequate calibration procedure, a significant drop between AUC and
accuracy is often observed.
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Diffusion family

Score Latent Stable DeepFlL . . Deepfloyd-1F
Method spp ADM GLIDE “pip™ ‘nig p DAL DT SDXL - DDPM e
Wang et al. 68.0 65.0 60.6 67.1 55.2 50.3 48.3 55.1 64.5 69.6 47.9
PatchFor. 69.0  66.2 83.3 58.8 48.3 61.3 65.0 68.1  63.3 82.9 69.7
Grag. et al. 77.1 77.1 79.8 84.0 53.5 50.6 55.6 66.7 66.6 74.5 54.3
Mand. et al.  64.0 54.8 42.6 52.9 39.4 55.7 54.5 49.8 42.2 61.1 49.0
Liu et al. 62.6 51.1 58.6 50.7 58.6 50.9 64.2 53.9 56.0 58.3 64.4
Corvi et al. 70.4 79.0 93.5 99.3 69.9 60.7 72.1 89.2 61.8 74.7 70.4
LGrad 45.9  49.2 42.3 50.4 54.8 40.7 46.4 494 532 56.0 38.7
Ojha et al. 79.3 83.7 83.3 81.8 75.0 59.9 68.7 70.1 61.8 90.8 59.1
DIRE-1 44.1 48.0 44.7 46.1 47.0 66.2 62.8 53.2 47.1 38.5 64.6
DIRE-2 44.3 45.1 40.2 45.9 56.4 70.7 72.2 53.0 42.8 42.2 66.3
NPR 44.7 46.9 47.2 47.7 55.4 49.6 54.6 50.9 52.8 54.5 51.3
Ours 1k 747 781 97.2 77.1 7.6 80.1 86.6 775 765 76.1 90.0
Ours 1k+ 84.0 74.3 99.6 78.2 83.7 94.5 97.1 88.9 89.6 96.4 99.5
Ours 10k 75.8 784 97.7 77.8 78.1 81.2 87.1 772 764 70.9 91.3
Ours 10k-+ 85.4 77.3 99.7 80.2 85.8 95.9 98.2 91.1 89.9 96.1 99.7

Table 4.7. Comparison with SoTA methods (AUC) on images from
Diffusion Models post-processed by random cropping, resizing and
compression.

Robustness to perturbations.

The observed trend with respect to unknown models is further accentuated
when the images undergo post-processing, as shown in Tab. 4.7 and in
Tab. 4.8. These impairments attenuate forensic traces, to the point that
most SoTA methods become essentially useless, performing no better than
random chance, particularly on unknown commercial models. CLIP-based
detectors, instead, keep providing a good performance.

We further explore the robustness in more detail in Figure 4.6 as a
function of JPEG Quality Factor, ranging from 100 to 60, and resizing
scale, going from 125% to 25%. As the generators evolve through time, to
do new compression standard get proposed. So in addition, we consider
also another compression method, WebP, which is gaining popularity on
social networks but has been rarely considered in experimental analyses.
Images are from the SynthBuster dataset [8], generated by Stable Diffusion
2, SDXL, DALL-E 2, DALL-E 3, Midjourney, and Firefly. We show results
(AUC) only for the SOTA methods that proved most competitive in terms
of robustness, Corvi and Ojha. For our method we consider again the ver-
sions with 1k or 10k real and fake reference images, and the corresponding
versions, 1k+ and 10k+, with the same number of images including ran-
dom compression and resizing. Ojha suffers some performance losses, up
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GAN family ‘ Commercial tools

Pro Style Style Style Giga . . Diff. Proj. DALL- DALL- ... Adobe
Method GAN GXNZ GAN3 GA)j\IT G/fN BigGAN  EG3D " Gaup E2 gz M R
Wang et al. 100. 86.6 88.4 61.7 59.2 82.5 84.7 80.8 92.2 46.2 27.7 46.7 55.9
PatchFor. 57.9 51.8 57.0 50.6 53.8 58.7 60.3 55.6 72.3 64.3 63.3 59.0 65.1
Grag. et al. 100. 95.4 90.9 94.4 64.4 97.6 92.7 99.2 99.1 55.2 25.1 48.5 60.2
Mand. et al.  81.1 79.3 87.2 49.1 49.3 714 85.8 60.3 78.1 47.9 42.3 35.2 53.4
Liu et al. 64.3 55.1 50.1 57.3 45.4 57.7 51.6 62.9 65.2 44.4 61.8 52.6 53.1
Corvi et al. 775 4.7 69.4 82.1 66.6 77.3 64.5 93.3 87.4 65.9 32.4 51.9 58.1
LGrad 56.3 58.3 49.8 52.3 43.5 53.5 53.2 56.9 57.0 41.8 53.5 50.4 51.8
Ojha et al. 99.8 75.5 75.4 91.1 88.5 94.8 79.3 84.7 95.7 63.2 41.7 40.6 52.9
DIRE-1 48.4 42,5 39.1 53.5 54.3 47.2 35.2 35.2 474 44.6 47.6 51.0 57.4
DIRE-2 49.3 41.6 38.6 53.8 55.0 44.6 33.6 37.5 46.2 40.9 49.7 47.8 43.0
NPR 54.5 48.5 41.9 54.0 44.8 52.6 40.2 48.8 57.8 50.0 67.5 50.8 55.5
Ours 1k 85.0 64.0 66.6 90.2 75.2 84.6 64.8 73.4 98.3 779 774 63.1 70.5
Ours 1k+ 78.7 62.5 68.4 97.5 67.9 89.6 60.5 69.6 99.9 81.2 90.9 77.6 83.7
Ours 10k 85.7 65.5 68.1 90.5 4.7 84.1 64.3 73.7 98.1 78.2 76.4 65.0 72.2
Ours 10k 82.8 67.4 70.7 98.4 71.9 92.4 63.1 74.1 99.9 83.8 90.1 79.4 85.5

Table 4.8. Comparison with SoTA methods (AUC) on images from
GANs and Commercial tools post-processed by random cropping,
resizing and compression.

90 90 4 90
85 85 85
80 80 80 4
75 1 75 754
70 A 70 704
65 65 65
60 60 60
55 A 55 55
50 A + v v v — 501 - v v v — 50— : . . .
none 100 90 80 70 60 none 100 90 80 70 60 1.25 1.0 0.75 0.50 0.25
JPEG compression WEBP compression Resizing

=fe=Corvi et al. == QOurs 1k =R Qurs 10k
=@0= Ojha et al. =P QOurs 1k+ == Ours 10k+

Figure 4.6. Robustness analysis in terms of AUC carried out on the Stable
Diff. 2, SDXL, DALL-E 3, DALL-E 2, Midjourney, and Firefly generation
models of the SynthBuster dataset [8].

to 10 points, in the presence of compression, be it JPEG or WebP, and a
much more rapid decline with resizing, to the point of becoming useless
in the presence of a 25% rescaling. Corvi was trained with strong aug-
mentation and, in fact, is not affected at all by JPEG compression, while
it presents acceptable losses with strong WebP compression (not seen in
training), and strong resizing. The most remarkable outcome of this ex-




Table 4.9. AUC/Accuracy in the presence of post-processing. All
images have been randomly cropped, resized and compressed to simulate a
realistic scenario on the web.

periment, however, is the robustness of the CLIP-based detectors. Both
the 1k+ and 10k+ versions, those with augmentation, are basically in-
sensitive to compression, no matter JPEG or WebP, and resizing. The
versions without augmentation suffer some loss of performance but not
nearly as dramatic as for the reference methods, and remain effective in
all conditions. We then evaluate the performance on post processed im-
ages in terms of both Accuracy and AUC. Our approach provides good
results even in this challenging context (Tab. 4.9) where most state of the
art methods are equivalent to flipping coins. The inconsistency in perfor-
mance on images without post processing, shown previously, is even more
noticeable on data that have undergone random compression and resizing.
In fact, for most of the competitors there is a dramatic performance loss,
sometimes to a random guess level. Some other methods, such as, Ohja
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Families of Generators
GAN Diffusion Comm. Tools Average
Method AUC/Acc AUC/Acc AUC/Acc AUC/Acc
Wang et al. 81.8 /58.9  59.2 / 50.3 44.1 / 49.9 61.7 / 53.0
PatchFor. 57.6 / 50.1  66.9 / 50.3 62.9 / 50.1 62.5 / 50.2
Grag. et al. | 92.6 / 68.2 67.3 / 50.6 47.3 / 50.0 69.0 / 56.3
Mand. et al. | 71.3 / 55.6 514 / 51.5 44.7 / 49.6 55.8 / 52.2
Liu et al. 56.6 / 51.8  57.2 / 51.0 53.0 / 50.7 55.6 / 51.2
Corvi et al. 77.0 / 55.5  76.5 / 60.8 52.1 / 50.1 68.5 / 55.5
LGrad 53.4 / 51.0 47.9 / 50.3 494 / 504 50.2 / 50.6
Ojha et al. 87.2 / 74.2 74.0 / 60.6 49.6 / 50.6 70.2 / 61.8
DIRE-1 44.7 / 50.0 51.1 / 50.6 50.1 / 49.9 48.7 / 50.2
DIRE-2 44.5 / 48.3  52.7 / 52.7 45.3 / 49.9 475 / 50.3
NPR 49.2 / 50.2  50.5 / 49.8 56.0 / 50.1 51.9 / 50.0
Ours 1k 780 /711 81.0 /717 72.2 / 60.7 771/ 67.8
Ours 1k+ 77.2 /70.0 89.6 / 80.2 83.4 / 65.7 83.4 / 72.0
Ours 10k 78.3 /65.2 81.1 /63.8 73.0 / 52.4 77.4 / 60.5
Ours 10k+ 80.1 /71.8 90.8/81.1 84.7/66.4 | 85.2/73.1
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Figure 4.7. Top (from left to right): a synthetic image generated by Stable
Diffusion XL [111] and its 4x decimated version; a real image and the corre-
sponding image processed by the autoencoder of Stable Diffusion XL. Bottom:
Fourier spectra of the noise residuals for images shown on the top. A suitable
decimation removes Fourier peaks in synthetic images, while passing a real
image through an autoencoder creates new peaks.

et al., preserve a good performance and the same happens for ours. Of
course, in this more challenging scenario our best variant is the one that
includes some form of augmentation in the reference data but even the
variant trained on the original data provides satisfying results.

4.4 Beyond low-level forensic traces

As previously mentioned, conventional detectors often experience sig-
nificant performance degradation when images are resized or compressed,
as the subtle forensic traces they depend on are significantly reduced. In
contrast, the proposed CLIP-based detector keeps working well under these
conditions, suggesting that it relies on higher-level semantic features. To
further investigate this hypothesis, we are now going to show some tar-
geted experiments.

Removing/inserting low-level traces in images.

We take synthetic images generated by Stable Diffusion 1.4, Stable Diffu-
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‘ ‘ downsample by 1/4 ‘ add low-level traces

St.Diff. St.Diff. St.Diff. St.Diff. St.Diff. St.Diff.

Method 14 2.0 SDXL 14 2.0 SDXL 14 2.0 SDXL
Corvi et al.| 100. 100. 100.| 41.6 46.2 456 | 79.3 804 67.6
Ours 1k 88.8 87.0 87.8| 8.8 822 793| 89.3 825 80.8
Ours 1k+ | 90.2 894 889 | 89.8 91.1 90.0| 90.8 86.1 83.2
Ours 10k 93.8 90.6 874 | 8.8 844 805 | 93.7 86.2 80.6
Ours 10k+| 94.0 904 90.1| 959 92,6 91.6| 941 86.7 84.0

Table 4.10. Results in terms of AUC without attacks (first group of columns)
and after attacks on synthetic images (second group) and real images (third
group). Corvi et al.[31], based on low-level forensic traces, is severely affected
by the attacks while the proposed method keeps working well in all conditions.

sion 2.0 [122], Stable Diffusion XL [111]) and downsample them by 1/4.
Fig. 4.7 shows, on the left, the high- and low-resolution images (top) along
with their spectra (bottom) for Stable XL. After reducing the resolution,
the peaks in the Fourier domain completely disappeared, because they
were caused by the aliasing effect of the oversampling filters, which can
be removed by appropriate decimation. In a complementary experiment,
we take real images from the RAISE dataset and pass them through the
autoencoders used by Stable Diffusion XL.

In Table 4.10 we quantify the effects of such attacks on 1,000 real and
1,000 synthetic images, reporting the AUC for our method and the best
competitor before the attack (first group of columns) after removing traces
from synthetic images (second group) and after adding them to real images
(third group). Before the attack, all detectors work quite well, with the
method proposed by Corvi et al., based on low-level features, reaching per-
fect discrimination. After the attacks, however, the performance of Corvi
et al. degrades dramatically, while the proposed method suffers only a very
limited loss. In summary, the CLIP-based detector appears to withstand
various types of image degradations easily, both innocent and malicious.
The latter case is particularly relevant: attacks can be carried out with
the very aim of making everything appear as synthetic, misleading current
forensic detectors based on low-level traces, and undermining public trust
in forensic analyses.
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Families of Generators
GAN Diffusion =~ Comm. Tools Average
Method AUC/Acc  AUC/Acc AUC/Acc AUC/Acc
Corvi et al. 73.0 / 53.8 90.2 / 74.3 82.1 / 62.8 81.7 / 63.6
Ours 10k 94.2 / 81.4 934 /734  80.5 /526 89.4 / 69.1
Ours 10k+ 90.2 / 76.0 93.1/79.9 87.0 / 67.3 90.1 / 74.4
Ours fusion 944 /81.9 97.5 /887 882 /653 93.4 / 78.6
Ours fusion+ | 90.9 / 76.3 97.4 / 90.0 92.3 / 77.2 93.5 / 81.2
Corvi et al. 77.0 /555 76.5 /60.8 52.1 / 50.1 68.5 / 55.5
Ours 10k 783 /652 81.1 /63.8 73.0 / 524 77.4 / 60.5
Ours 10k+ 80.1 / 71.8 90.8 / 81.1 84.7 / 66.4 85.2 / 73.1
Ours fusion 80.4 / 69.1 84.7 / 71.0 72.7 / 52.6 79.3 / 64.3
Ours fusion+ | 82.1 / 73.6 92.5 / 82.3 84.5 / 66.6 86.4 / 74.2
Table 4.11. AUC/Accuracy results for Corvi et al. [31], proposed method
(10k and 10k+ versions), and their fusion over the three families of gener-
ators: GAN, Diffusion, Commercial Tools. Top: original images; bottom:
compressed /resized images.
Fusion.

Based on the above results, the proposed CLIP-based detector appears not
to rely on the same low-level traces exploited by most of the current de-
tectors. This is further supported by the scatter plot of Fig.4.8 where each
point gives the scores of the CLIP-based and Corvi detectors for a given
image. The two sets of scores are almost orthogonal, as if they depended
on uncorrelated features, a property that paves the way for appropriate
fusion strategies. We implemented a simple decision rule where the image
is declared real only if both detectors agree on this choice. Tab.4.11 reports
AUC and Accuracy results for Corvi, the proposed method (10k and 10k+
versions), and their fusion. Results are given as averages over the three
families of generators: GAN, Diffusion and Commercial Tools. The fusion
ensures a further boost in performance over the proposed CLIP-based de-
tector, both in terms of AUC (+3.4%) and Accuracy (+6.8%). A smaller
improvement is observed when images are resized/compressed, arguably
because low-level traces are more compromised in this case.
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e Real
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Figure 4.8. Scatter plots of scores provided by Corvi et al.[31] (y-axis)
and proposed method without and with augmentation (z-axis) on 2400-+2400
images sampled from the 18 datasets of Tab.4.1.

4.5 Few-shot analysis in the wild

In this section we present an experiment in a few-shot scenario. The
idea is to explore the ability of our detector to work with very limited data
and adapt to a situation where only a few real and synthetic examples are
available. We downloaded 500 real images and 1,500 synthetic images from
X from three different generators DALL-E 3, Midjourney and Firefly. To
understand which generator was used to create a specific image, we relied
on tags and annotations present on the social network.

In our few-shot scenario, we take 10 real images and 10 generated
images as examples from a specific model and test on all the others images
(note that we present average results on 1,000 runs). Results are reported
in Tab. 4.12 in terms of AUC and accuracy. The availability of just 10410
images of the target data provides an impressive performance boost with
respect to the same method trained on a dataset much larger but not
aligned with the test data (real images come from COCO, synthetic images
from Latent diffusion models). It is important to underline that this is a
realistic scenario, in which one is called to decide on images generated by
a new method and a few sample images are available as a support. We
believe that this can represent an interesting direction for the application
in the wild or to easily adapt a detector to more challenging situations
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where some prior information is available.

To complete our analysis on this dataset we include in Tab. 4.12 the
comparison with SoTA methods and our original proposal. We can ob-
serve that the performance of all the methods degrade which highlights
the increased difficulty to handle a realistic scenario over the web. The
best performance can be obtained by using our fusion approach that take
the best of the low-level and high-level features and is able to achieve on
average more than 90% in terms of AUC which is comparable with the

few-shot analysis where some prior knowledge is available.

AUC/Acc | Social network: X |

Method | DALL-E3  Midjourney  FireFly | Average
Wang et al. 22.5 /50.0 36.7 /50.0 65.3/50.0 | 41.5 / 50.0
PatchFor. 54.5 / 50.0 59.9 / 50.0 46.5 /50.0 | 53.6 / 50.0
Grag. et al. 44.7 / 49.6 584 /49.7 80.5 /49.9 | 61.2 / 49.7
Mand. et al. 42.9 /49.3 53.7 /50.6 52.7 /50.1 | 49.8 / 50.0
Liu et al. 34.5 /49.7 38.7 /49.7 54.9 / 49.9 | 42.7 / 49.8
Corvi et al. 89.3 / 86.8 98.3/90.8 79.1/52.1 | 88.9/76.6
LGrad 33.7/39.0 379 /414 61.4 /584 | 44.3 /46.3
Ojha et al. 344 / 45.6 322 /46.2 73.0 /65.7 | 46.5 / 52.5
DIRE-1 54.3 / 52.0 60.7 / 54.3 55.1 / 51.1 | 56.7 / 52.5
DIRE-2 60.0 / 55.0 58.6 /53.9 47.7 / 46.5 | 55.4 / 51.8
NPR 43.8 / 41.7 46.2 /449 65.4 /62.0 | 51.8 / 49.5
Ours 1k 69.4 / 50.9 70.2 /53.3 69.3 /514 | 69.6 /51.9
Ours 1k+ 82.1 /73.3 828 /745 83.8 /749 | 829 /743
Ours 10k 65.8 / 50.0 69.3 / 51.7 70.7 / 50.9 | 68.6 / 50.9
Ours 10k -+ 78.7 / 63.7 822 /69.6 82.7/69.6 | 81.2 /67.6
Ours fusion 90.0 /859 97.5/93.8 77.8/57.0 | 88.4 /789
Ours fusion+ | 94.7 /87.3 979 /92.1 854 /742 | 92.6 / 84.5
Ours Few-Shot | 98.5 /925 958 /87.4 925 /83.5 | 95.6 / 87.8

Table 4.12. Results in terms of AUC and accuracy of proposal and SoTA
methods on real and synthetic images download from X. The last row reports
a few-shot experiment, where we suppose to know in advance 10-+10 real /fake

images from a specific generator.
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4.6 Discussion

We have proposed a simple method based on CLIP features to distin-
guish real images from synthetic images. Through extensive experimental
analysis, we found that:

e CLIP features support a much higher generalization ability than
what had been discovered so far. By leveraging just a few examples,
not even belonging to the generator under test, a simple CLIP-based
detector achieves top performance on a large variety of generators
and in the most challenging conditions.

e Maximizing the diversity of reference CLIP features has a positive
impact on performance, even when a relatively large number of ex-
amples is considered.

e [t is known that CLIP’s descriptive power comes from its huge pre-
training set. Further increasing this set keeps boosting performance,
up to 10%.

e Experimental evidence suggests that CLIP features, even when adapted
to forensic applications, are largely independent of low-level forensic
traces. This provides some immunity to malicious attacks targeting
low-level artifacts and paves the way for further performance im-
provements through suitable fusion with traditional detectors.

The present study provides a number of interesting insights but leaves
much room for future work. We believe that new and better forensic
methods can be proposed based on CLIP features. One major area of
study is the development of few-shot methods that adapt the detector
to the situation of interest on the fly. Future work should also consider
interpretability, starting with understanding which forensic features the
detector exploits to make its decisions.







Chapter

Analysis and detection of
synthetic videos

No man’s knowledge here can go
beyond his experience.

Jonh Locke

In recent years, the field of Al-based video generation has witnessed
rapid advancements. Several flexible tools exist, based on diffusion models,
that generate high-quality videos from general conditional inputs like text
and images [77, 146, 168]. These powerful tools enable professionals to use
AT for innovative and creative applications, such as design, marketing, and
entertainment. However, the misuse of such technologies also raises ethical
and social concerns related to the spread of disinformation, the violation
of intellectual property rights and more generally the erosion of trust in
digital media [47, 9, 83]. Therefore there is an urgent need to develop
effective methods for distinguishing real from Al-generated videos.

Previous works in video forensics focused mostly on facial forgery de-
tection [119] and proposed solutions that are specifically tailored to faces,
for example, by analyzing head pose or facial landmarks and appearance
[101, 27], inconsistencies in skin texture or lip motion [88, 63|, unnatural
heart rate variations [30] or identity-based biometrics [1, 113]. However,
these approaches are inherently limited to facial content and struggle to
generalize to more complex and semantically rich synthetic videos gener-
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ated by modern diffusion models. Only a few works have been designed
so far for fully generated video detection [24, 87, 91, 5, 80]. Such meth-
ods focus primarily on designing novel and often complex architectures,
neglecting the critical role of the data. In fact, in forensic applications,
the choice of training and test data is essential to ensure that detectors
learn generation-related cues, rather than spurious correlations encoded
in the data [141, 89, 19]. Even though the presence of dataset biases is a
well-known risk in machine learning, it still forms a significant and underes-
timated problem in forensics research. In [18], it was shown that a popular
benchmark dataset included real and manipulated images compressed at
different JPEG quality levels, causing classifiers to learn compression arti-
facts instead of tampering cues, leading to poor generalization. This same
issue was recently observed for the detection of Al-generated images [61],
while other works have pointed out the presence of other possible biases
for the same task, such as content or resolution bias|[19, 116, 62].

Our aim is to design a synthetic video detector that is truly based on
generation-specific artifacts. This is because methods that rely exclusively
on data-driven learning or semantic errors in generation tend to overfit to
the training data or to the artifacts introduced by specific generators, lead-
ing to poor generalization. We overcome this limitation by identifying and
integrating priors into the synthetic video detectors that leverage forensic
traces that are consistently present across diverse generative models.

To this end, we address the following questions:

Real video Allegro CogVideo X1.5 Mochi-1

7

Open-Sora Plan NOVA Sora FLUX
= = = | TR S - g > q

"A group of scuba divers are swimming in a coral reef with colorful tropical fish."

Figure 5.1. Examples of video from our proposed test dataset generated with
recent state of the art generators.
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4 Augmented

Figure 5.2. Synthetic video generators leave distinct traces, that are ob-
served in the frequency spectrum. We leverage this observation to enhance
the generalizability of synthetic video detectors. To this end, we propose a
novel training-time data augmentation strategy based on wavelet-bands that
forces the model to learn the frequency components that best distinguish real
from synthetic content. Fakes are also generated through video autoencoding
to avoid semantic bias and to trick the model into exploiting low-level foren-
sic traces left by the modern video generation architectures. Our training
paradigm improves the generalizability of the detector without the need for
complex algorithms and large datasets that include multiple generators.

e What are good discriminative and robust forensic traces present in
Al-generated videos?

e What is a good strategy to exploit them?

As a first step, we identify the hidden forensic traces that are shared by
modern video Al-generators and arise from the generative architectures
themselves. Prior art has shown that the up-sampling operations inherent
in the synthesis network give rise to quasi-periodic patterns that are clearly
visible as peaks in the high-frequency portion of the Fourier spectrum
[165, 129]. As a consequence, several works exploited high-frequency traces
for Al-generated image detection [56, 85, 19]. However, high-frequency
components are severely degraded by compression, especially by the strong
compression usually adopted for videos, with the effect of washing out the
most prominent forensic traces (see Fig.5.4). Diffusion-based generated
images differ significantly from natural images not only at the high fre-
quencies but also at the medium frequencies, as shown in Chapter 3. This
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latter finding is especially important in this context since we show that
video compression impacts less the video’s diagonal mid-high frequencies,
which therefore turn out to be both discriminative and robust, a good ba-
sis to build effective detectors.

To exploit these traces we chose not to work on new detection archi-
tectures but, inspired by the recent image-forensics literature [62], to focus
on the crucial training phase, in order to emphasize the most meaning-
ful artifacts and thus guide the detector in learning the right features.
To this end, we build a dataset of paired real-fake videos with the same
caption and carry out two forms of augmentation (see Figure. 5.2): 1) we
add controlled fake videos by injecting the architecture-related artifacts on
real videos through a video autoencoder. This has already been shown to
be effective in avoiding possible semantic biases [116, 62[; 2) we push the
model to exploit middle frequencies by a tailored augmentation strategy
that works on selected bands of a multiscale wavelet decomposition of the
video. This has the advantage of avoiding looking at specific compression
cues that affect both real and generated videos.

Overall, we make the following contributions:

e we find that inconsistencies in the middle-high (diagonal) frequency
content of synthetic video are discriminative, robust, and common
across several different video generators, even more recent models;

e we propose a novel augmentation strategy that works on the wavelet
bands to guide the model towards exploiting such cues;

e we show that by including this simple strategy we can outperform
current SOTA methods in terms of generalization. Across 15 different
generators, our approach yields an average improvement of around
12% in terms of accuracy.

5.1 Dataset

To conduct our experiments, we created a dataset of synthetic videos
generated using recent state-of-the-art models. For the real data, we relied
on the Panda70M dataset [26], which provides access to YouTube video
URLs, precise timestamps for captioned clips, accompanying captions and
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a relevance score indicating how well each clip aligns with its caption. We
identify clips with favorable characteristics, excluding those that are screen
recordings, contain static content, or exhibit minimal camera movement.
To ensure a high-quality and diverse dataset, we selected only such type
of clips, limiting the choice to a single clip per YouTube video. When
multiple clips were available, we chose the one that was at least five seconds
long and had the highest alignment score. For our training, we selected
1,700 real videos from the Panda70M dataset and used their captions to
generate synthetic samples with one single generator Pyramid Flow [70]
(version with 768p miniflux weights). We further augmented the synthetic
set by applying the Pyramid Flow Variational Autoencoder (VAE) to the
original real videos, resulting in 1, 700 more synthetic videos. The full set
of 5,100 videos was split into 4, 200 for training and 900 for validation. For
evaluation, we selected 300 real videos and used their captions to generate
synthetic counterparts using five recent video generation models: Allegro
[168], Mochi-1 [139], CogVideoX [155] (with CogVideoX1.5-5B weights),
NOVA [38], and Open-Sora Plan [82] (with 1.3B weights). To guarantee
consistency with the real videos, we compressed all generated videos using
exactly the same codec of the real videos, i.e. Advanced Video Coding
(H.264). Specifically, we used the Main@L3.1 codec profile and a Constant
Rate Factor (CRF) randomly sampled between 16 and 30. Additionally,
the same captions were used to produce other synthetic videos via two
online platforms: Sora [15] and FLUX [55]. Overall, using 7 generators,
we created 2,100 synthetic videos with a frame-rate that goes from 12 fps
(NOVA) to 30 fps (Mochi-1, Sora) and a spatial resolution that varies from
640 x 352 pixels (Open-Sora Plan) to 1360 x 768 pixels (CogVideoX). Some
examples can be seen in Fig.5.1, and at the end of the chapter in Fig.5.9
and Fig.5.10.

5.2 Proposed Method

5.2.1 Video forensic artifacts

A key step in developing effective detectors for synthetic videos is to
identify the most discriminative features. Generators can introduce visual
and semantic artifacts, such as geometric distortions, layout inconsisten-
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NOVA

Real data Pyramid Flow Mochi-1

Allegro

Figure 5.3. From left to right: a real video from the dataset proposed in [26]
and synthetic videos generated using the same associated prompt “A scuba
diver in the ocean surrounded by fishes" with Pyramid Flow, Mochi-1, Allegro
and NOVA. For each of them we show its spatial power spectrum Sy (u,v)
(bottom-right), and its temporal-spatial power spectra Sy, (w, v) and Sy, (u, w)
(top-right and bottom-left).

cies, color mismatches, or temporal incoherence. However, these visible
errors tend to reduce as generative technologies continue to evolve and it
is likely that they may soon disappear altogether. To ensure long-term
robustness, our approach focuses on low-level artifacts intrinsic to the gen-
erative architecture. In this section we analyze such subtle traces.

Fingerprints in the Fourier domain.

Early research on synthetic images has shown that, much like real cameras,
which imprint each photo with a unique device/camera specific signature
[90, 34], synthetic architectures also leave a distinct fingerprint in every
generated image [94, 158]. Researchers used these artificial fingerprints to
develop methods capable of identifying synthetic images and even trace
them back to the specific architecture used for their generation [4]. For
synthetic images, these artifacts are clearly visible in the frequency domain
[129], as we have shown in Chapter 3 and the same holds for frames ex-
tracted from synthetic videos [143]. In Fig.5.3, we show the average power
spectra of the residual videos obtained by removing the high-level seman-
tic content of the original videos through a denoiser. More specifically, we
compute the residual of the i-th video as

ri(m,n,p) = x;(m,n,p) — D(z;(m,n,p); o), (5.1)

where x;(m,n,p) is the p-th frame of the video with size M x N x P,
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m and n are spatial coordinates and D denotes the CNN-based denoiser
proposed in [163], which is applied to each frame individually with the
noise parameter o set to 1. Then, we evaluate the 3D Fourier transform:

M,N,P
Ri(u,v,w) = Y ri(m,n,p)e /2 Grmtyntpp) (5.2)

m7n7p:1

and compute the spatial power spectrum by averaging the spectra of all
frames of I = 150 videos:

1n1 &
Sy (u,v) = Y,ZF >R, v, w)[. (5.3)

The spatial power spectrum accounts for the fraction of the total image
power concentrated at a given (vertical, horizontal) frequency pair (17, +)-
On the other hand, by averaging the power spectra of all videos along the
rows we obtain the temporal-spatial power spectrum,

I
Stz (w,v) = }EMZ (u, v, w) 2 (5.4)

which accounts for the fraction of the total image power concentrated at
a given (temporal, horizontal) frequency pair (%, §). Similarly, we can
compute the temporal-spatial power spectrum Sy;(w,v) concentrated at
a given (vertical, temporal) frequency pair. The spatial power spectra of
Fig.5.3 exhibit typical spectral peaks (visible as bright spots) caused by the
upsampling process in the generative architecture. Interestingly, similar
peaks are also visible along the temporal direction. Notice, however, that

these peaks are not present in the real image (Fig.5.3, first column).

Impact of video compression.

In realistic scenarios requiring efficient storage and transmission, syntheti-
cally generated videos are usually compressed using standard codecs. These
codecs exploit redundancies along both spatial and temporal dimensions,
but to achieve higher compression, they also tend to smooth the original
signal, thus removing most of the high-frequency components, and valu-
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Synthetic video before compression Synthetic video after compression Compressed real video

Generation spatial peaks = Generation temporal peaks —— Compression peaks

Figure 5.4. Top: Spatial and temporal-spatial power spectra of OpenSora-
Plan videos before and after compression, compared to those computed from a
real (compressed) video. Bottom: close up of the power spectra presented on
the top. Fourier-domain peaks due to video synthesis (forensic artifacts) are
highlighted by circles. Peaks originated by compression are highlighted by red
boxes. We can notice that after compression most of the peaks are reduced
and compression traces (peaks concentrated along the horizontal and vertical
directions) are visible in synthetic videos similar to real ones.

able forensic artifacts along with them. Indeed, seeing Fig.5.4, we can note
that, after compression, most peaks vanish from the spatial spectra (left)
and all of them from the temporal spectra (right). In addition, we can
observe that compression, due to its block-wise processing, also introduces
some strong peaks of its own, both in synthetic and real videos. This sug-
gests that looking at vertical and horizontal directions could easily trick a
detector into wrong decisions. Instead we can observe that the peak along
the diagonal direction is still present, and can provide a more meaningful
and robust cue. Notably all synthetic generators exhibit such diagonal
peaks which survive even after compression. In particular, in Fig.5.5, we
show the close up of spatial and temporal-spatial power spectra before
(top) and after (bottom) compression for additional synthetic generators.
In all cases, we observe strong forensic artifacts (even for NOVA that relies
on an autoregressive model) that are significantly reduced after compres-
sion. However, artifacts remain visible, particularly along the diagonal
directions. It is also worth noting that temporal artifacts are less promi-
nent, and the peaks along the vertical and horizontal directions tend to
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Allegro CogVideo X1.5

F .,
+ : " " 4
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Figure 5.5. For each generator (Allegro, CogVideo X1.5, NOVA), we show
the close up of its spatial power spectrum Sy, (u,v) (left), and the close up of
its temporal-spatial power spectra Sy:(u,w) (right), both before compression
(top) and after compression (bottom),

overlap with those introduced by the compression algorithm. This obser-
vation motivates our focus on these artifacts, that are both shared across
different generators and are robust to compression.

To further support our conjecture that the mid-high frequencies along
the diagonal directions are more discriminative, we compare real and re-
constructed videos in the frequency domain. Reconstructed videos are
obtained with the same autoencoder used during generation (as described
in the following Section 5.2.2 ), hence they share the same content as real
videos, but embed the traces related to the generation architecture. Such
traces can be highlighted by computing the following distance:

N > ‘Xz‘(u,v,w) — X;(u,v,w) 2

1
d(u,v) = N Z > | X, (u, v, w) |

=1

(5.5)

where X;(u,v,w) and X;(u,v,w) are the 3d-Fourier transforms of i-th
real video and its reconstruction, respectively, while IV is the number of
videos, that is equal to 100 in this experiment. In this comparison, we
take into account the fact that small differences in low-energy regions of
the spectrum are more significant than the same differences in high-energy
regions. Therefore, we normalize the sum of squared differences by the
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Figure 5.6. Average distance in the frequency domain as defined in eq.5.5,
before compression (left) and after compression (right). The distance is com-
puted between the real and the reconstructed video generated by the autoen-
coder of Pyramid Flow [70]. In this way we can show the artifacts of the model
that are not influenced by the semantic content. The distance is nearly zero
at the low frequencies and along the vertical and horizontal directions, much
larger at mid-high frequencies along diagonal directions, even when videos are
compressed.

energy of the real data at each spatial frequency. We show the average
distance d(u,v) on the left side of Fig.5.6, while the right side displays the
same quantity evaluated after compressing the reconstructed videos using
the same codec as for the real ones. Before compression (Fig.5.6, left) the
reconstructed video shows a significant deviation from the real video at
the mid-high frequencies, while horizontal and vertical frequencies appear
to be less useful for detection. After compression (Fig. 5.6, right), the
distances are reduced, but the diagonal mid-high frequency components
are still discriminative.

5.2.2 Training strategy

The analysis described above has highlighted the need to focus on arti-
facts in the mid-high frequency range along the diagonal directions. In ad-
dition to his, as we have shown in Chapter 3, for Diffusion-based generated
images diagonal frequencies were found to be more difficult to synthesize
than vertical and horizontal ones, which further supports our conjecture.
To implement our training strategy, we include two forms of augmentation:
the addition of simulated fake videos in the training dataset by fingerprints
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Figure 5.7. For each real video, four corresponding fake versions are gener-
ated: one with all fake subbands and others with selective replacements, such
as the baseband or specific subbands substituted with their real counterparts.
Notably, diagonal mid-to-high frequency subbands are never replaced: this is
to teach the detector to do without the traces brought by one or the other
low-frequency subbands and hence focus on such traces.

injection and the inclusion of an augmentation strategy during training
based on the wavelet transform.

Artificial injection of forensic cues.

To encourage the detector to look at low-level artifacts, we add fake videos
in the training dataset that are visually indistinguishable from real ones,
but embed the traces related to the generation architecture. To achieve
this, real videos are reconstructed with the same autoencoder used during
generation. This idea is not new, and is actually gaining ground lately.
Several works have simulated forensic artifacts to train the detectors both
for GAN-based images [165, 69] and for diffusion models [116, 62|. Building
fakes in this way also removes the semantic content bias and encourages the
detector to identify intrinsic artifacts and patterns related to the generation
process versus relying on differences in the semantic content. We adopt the
Variational Autoencoder (VAE) used by Pyramid Flow [70]. This is a 3D
convolutional neural network trained on the WebVid-10M dataset [6] with
a latent space that compresses videos both spatially and temporally using
a downsampling ratio of 8 x 8 x 8. Its structure is similar to MAGVIT-v2
[157], incorporating causal convolution in time and pixel shuffle operations
for decoder upsampling.
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Augmentation by wavelet-band replacement.

We propose a new form of augmentation that is based on the wavelet de-
composition. During training, for fake videos we replace the low-frequency
bands (plus those along the horizontal and vertical directions) with those of
the real counterpart. In this way, the detector is forced to base the decision
on the mid-high frequency diagonal components. The use of wavelet de-
composition helps to easily conduct such replacement, since this transform
splits the signal into multiple frequency bands preserving spatial relation-
ships within each band (see Fig.5.2). The augmentation process is sum-
marized in Fig.5.7. First, we compute the Wavelet Transform. Then the
baseband, the vertical and horizontal frequency bands of the fake frame are
substituted with those of the real counterpart. Finally, the inverse Wavelet
Transform is applied. We adopt the Fully Separable Wavelet Transform
(FSWT), which offers an anisotropic representation that more effectively
localizes frequencies relative to horizontal and vertical discontinuities com-
pared to standard wavelets [145, 109], which is a property particularly use-
ful to our task. We leverage the Haar wavelet transform [112| with three
decomposition levels, resulting in the image being split into 16 frequency
bands. The two-dimensional FSWT can be implemented by applying the
multilevel decomposition separately along the rows and columns of each
frame of the video. At each decomposition level 7, the wavelet transform
recursively splits the lowest-frequency band along each dimension into two
sub-bands. This is achieved using two convolution operations with a stride
of 2:

aF =2l ®4hp e =2l | @, hy, (5.6)

where ®; denotes the stride convolution operation, hy and hy are the
kernels of two convolutions. At each level i, the low frequency band, :EiL,
represents a low-resolution approximation of the input initialized with the
original data at the first iteration. The high frequency band, $1H , cap-
tures detail information initially present in the higher resolution data. In
a similar way, the inverse wavelet decomposition is based on transposed
convolutions:

ek =2l ot hy + 2 @7 hy, (5.7)

where ®7 denotes the transposed convolution operation with a stride of
2. Wavelet decomposition also offers computational advantages, as its
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structure is well-suited for efficient implementation on GPUs and also has
a complexity of O(n) less than the O(n -log(n)) of the Fourier transform.

The two kernels for the Haar wavelet are: hy = %[1 1] hg = %[—1 1].

5.3 Results

5.3.1 Experimental setup

Architecture.

As already discussed previously, we do not propose a new architecture and
leverage the power of large pretrained models, that have already shown
their potential for the detection of synthetic media in [104, 91, 132, 24| and
in Chapter 4. In particular, we consider a DINOv2 model with registers
[106, 36] trained end-to-end and frame-by-frame. The final decision is
made by averaging the logit scores of 64 frames.

Training data.

To test for the generalization ability of our method, we train the model us-
ing one single synthetic generator. This is a common practice in forensics,
reflecting the realistic scenario where generative architectures are unknown
at test time. We leverage the Pyramid Flow model since it can generate
synthetic videos with no clear visible errors and it was possible to regen-
erate artificial synthetic data through reconstruction (see Section 5.2.2).
Real videos come from the Panda70M dataset [26]. Overall, training /
validation datasets include 4,200 / 900 videos. Pairs of real and generated
videos are carefully constructed using identical prompts to reduce content
bias. To avoid format bias, all generated videos are compressed using the
same codec as the real videos, i.e. H.264, as suggested in [61].

Test data.

We benchmark our model on the publicly available GenVideo dataset [24]
which, includes videos generated by several models for a total of around
20k real and fake videos. We decided not to use the Diffusion Video Foren-
sics (DVF) dataset [132], since real videos are compressed using MPEG-4
Part2, while fake videos are mostly compressed using H.264. This differ-
ence in format introduces a bias that can be exploited if the detector is not
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properly trained, leading to an incorrect performance evaluation [61]. We
also test on more recent models of the dataset we have created that we have
described in Section 5.1. For this reason, it represents an excellent test of
a detector’s ability to generalize to different generation strategies. Also
for the test data, real and generated video pairs share identical prompts
and all synthetic videos are compressed with H.264 (same codec as for real
videos) to avoid any format bias.

Metrics.

Following previous works, we evaluate performance using the Area Under
the Curve (AUC), which does not need to set a decision threshold, and
balanced accuracy, which accounts for both false alarms and missed de-
tections. For balanced accuracy, the decision threshold is set at 0.5. We
also report the probability of detection at a 5% false alarm rate (Pd@Q5%),
the balanced Negative Log-Likelihood (NLL) [114], and binary Expected
Calibration Error (ECE) [107]. The former provides insight into the false
alarm behavior, which is critical in forensic applications. The latter two
measures are calibration metrics and indicate how much the model’s pre-
dicted probability scores differ from the true probabilities and quantifies
the generalization ability of the model.

Pde5 bAcc
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Figure 5.8. Comparison with SOTA methods on 16 generative models across
different evaluation metrics.
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5.3.2 Comparison with the State-of-The-Art

We compare our proposed method against several SoOTA approaches.
Among these, DMID [31], UnivFD [104], RINE [79], FreqNet [136], and
FIRE [29] were originally developed for the detection of synthetic images.
Others, AIGVDet [5], DeMamba [24], and MM-Det [132], were specifically
designed for detecting Al-generated videos. To ensure a fair comparison,
we include only methods with publicly available code and/or pre-trained
models. All models are trained on the datasets used in their respective
original publications: ProGAN for UnivFD and FreqNet, Latent Diffusion
for DMID and RINE, ADM for FIRE, Stable Video Diffusion for MM-
Det, Moonvalley for AIGVDet, and videos from ten generators (ZeroScope,
12VGen-XL, Stable Diffusion, Stable Video Diffusion, VideoCrafter, Pika,
DynamiCrafter, SEINE, Latte, OpenSora) for DeMamba.

Analysis with methods trained on their original datasets.

Balanced accuracy results across all tested generators are reported in Ta-
ble 5.1, while AUC and Pd@Q5 scores are presented more concisely in
Fig.5.8. We begin our analysis with the average results, shown in the last
column of Tab.5.1. The proposed method achieves an average balanced ac-
curacy of 94.3%, outperforming DeMamba, the second-best method, by ten
percentage points. As expected, methods originally developed for image
detection are not competitive in this setting, like UnivFD, trained on older
ProGAN images, and FreqNet. However, also the video-oriented AIGVDet
lags nearly 20 percentage points behind our proposed method. The per-

Table 5.1. Comparison in terms of balanced accuracy with SoTA methods
trained on their original datasets.

Recent Generators (2024-25 years) GenVideo (2022-23 years)
Method Alleg- CogV. OSora MochilNova Sora Flux Craft- Gen2 Hot LaVie Model Morph Showl Moon AVG
ro X1.5 Plan er Shot Scope  Stu. valley

DMID 58.7 57.3 68.7 51.8 588 658 635 99.0 734 541 942 629 70.7 626 64.1 67.0
UnivFD 49.3 523 49.7 51.0 59.8 483 49.0 58.0 519 53.5 572 63.3 556 52.7 542 53.7

RINE 63.3 62.7 79.2 665 53.2 493 493 98.3 89.1 66.0 96.7 76.6 840 91.8 857 74.1
FreqNet 66.8 45.0 688 522 40.5 542 435 479 372 27.7 477 380 46.5 46.2 50.9 475
FIRE 51.5 498 51.7 51.5 51.5 51.3 51.3 494 491 476 486 46.6 488 47.3 489 49.7

AIGVDet 64.8 620 553 67.7 735 822 812 956 900 79.1 585 595 872 517 99.6 73.9
DeMamba 56.2 90.8 85.7 772 70.0 56.5 56.8 98.4 98.3 97.4 97.6 80.1 98.4 97.9 983 84.0
MM-Det  49.5 1.3 49.8 482 482 478 493 499 493 01 50.1 446 50.0 50.1 484 424

Ours 91.5 85.0 97.0 93.5 93.2 98.5 98.0 98.3 98.8 814 955 97.1 97.0 921 984 94.3
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formance of MM-Det, falling below random guessing, may seem especially
surprising. However, this outcome is primarily due to the biased DVF (Dif-
fusion Video Forensics) dataset used for its original training, which leads
to a misleading assessment. Turning to results on the individual genera-
tors, a clear divide can be observed between the older ones, included in the
GenVideo dataset, and the more recent ones added here. Several detectors
exhibit a very good performance on GenVideo (DeMamba is the top de-
tector on those data), which drops substantially on the newer generators,
highlighting a limited generalization capability. In contrast, the proposed
method performs consistently well across all generators, with isolated dips
on CogVideo X1.5 and on Hot Shot.

Analysis with methods re-trained on Pyramid Flow.

To demonstrate that the observed performance gap is not due to the in-
clusion of the recent Pyramid Flow model in training, we retrained all
methods using videos generated by Pyramid Flow. The resulting accuracy
metrics are reported in Table 5.2. Under this new training condition, we
observe significant changes in performance. However even with the re-
training, our method is still better than SoOTA methods by a large margin.
Results become generally more consistent across both older and newer gen-
erators, and in some cases, most notably for MM-Det, substantially better
than before. The most striking outcome, however, is that image-oriented
methods outperform video-oriented ones and by a notable margin. This is
an unexpected result and highlights that the video-based detectors are not
able to fully exploit the advantage of operating in 3D. We can observe that
other frequency-based approaches, such as FreqNet and FIRE, struggle to
achieve good results even if trained on our same dataset. This highlights
the importance to properly take into account the influence of the video
codec in the proposed strategy. It is also important to note that a few
abrupt drops in performance (e.g., AIGVDet falling from 99.6% to 50.0%
on Moon Valley, and DeMamba from 97.4% to 62.0% on Hot Shot) have
a significant impact on the averages. These anomalies may be attributed
to biases introduced during training, however this also requires further in-
vestigation.

Our analysis so far has been only focused on the balanced accuracy,
we extend it also to other metrics. In Tables 5.3, 5.4, 5.5 and 5.6, we
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Table 5.2. Comparison in terms of balanced accuracy with SoTA methods
re-trained using Pyramid Flow (*).

Recent Generators (2024-25 years)

GenVideo (2022-23 years)

83.8
80.4
85.2
63.3
75.7

65.2
78.1
71.6

Method Alleg- CogV. OSora MochilNova Sora Flux Craft- Gen2 Hot LaVie Model Morph Showl Moon AVG
ro X1.5 Plan er Shot Scope  Stu. valley
DMID* 773 720 91.2 758 82.0 89.2 89.7 93.7 946 751 883 769 810 736 97.0
UnivFD* 76.3 63.8 745 715 752 887 803 904 928 66.6 849 80.6 857 794 95.0
RINE* 90.7 64.3 898 77.3 833 818 80.8 945 952 76.6 89.6 872 89.3 804 97.2
FregNet* 843 655 86.3 775 69.0 645 56.5 521 585 424 647 428 56.5 63.0 65.0
FIRE* 75.3 65.8 633 728 748 640 737 832 8.0 738 756 750 814 76.0 93.1
AIGVDet* 757 60.8 50.8 733 70.7 685 67.5 87.7 855 54.0 504 541 785 50.0 50.0
DeMamba* 83.3 61.3 91.8 79.2 68.7 73.0 76.0 87.5 922 620 796 68.6 838 726 924
MM-Det*  56.8 49.8 71.5 70.5 70.5 76.7 728 845 872 40.5 858 633 765 80.8 87.0
Ours 91.5 85.0 97.0 93.5 93.2 98.5 98.0 98.3 98.8 81.4 955 97.1 97.0 92.1 98.4

94.3

Table 5.3. Comparison in terms of AUC with SoTA methods both trained on
their original datasets and re-trained using Pyramid Flow (*). Bold underlines
the best performance for each column with a margin of 1%.

Recent Generators (2024-25 years)

GenVideo (2022-23 years)

AUC 1t Alleg- CogV. OSora MochilNova Sora Flux Craft- Gen2 Hot LaVie Model Morph Showl Moon AVG
ro XL.5 Plan er Shot Scope  Stu. valley

DMID 93.2 932 964 788 941 983 99.8 100. 99.7 98.9 99.9 99.2 99.6 99.7 99.9 96.7
UnivFD 47.7 60.1 428 533 739 324 406 880 748 775 853 950 86.3 764 79.6 67.6
RINE 83.3 827 922 820 11.0 0.7 1.0 99.9 99.5 954 99.5 99.0 99.3 99.6 994 76.3
FreqNet 75.1 431 80.5 528 37.3 569 398 574 308 232 557 425 542 487 581 50.4
FIRE 56.0 51.2 93.0 858 79.7 40.8 46.8 369 23.0 351 620 257 243 40.1 186 479
DMID* 99.5 98.7 99.9 96.6 99.4 99.3 99.8 988 99.8 933 97.6 969 979 972 99.6 98.3
UnivFD* 93.5 836 928 893 935 973 944 972 98.0 81.7 940 91.7 946 90.6 989 92.7
RINE* 99.7 923 99.1 968 98.6 975 97.1 98.6 989 90.7 97.5 97.0 975 93.8 99.7 97.0
FreqNet* 91.6 723 943 843 792 737 69.6 535 636 41.1 76.0 424 59.8 69.2 71.8 69.5
FIRE* 839 686 664 798 834 703 808 922 950 843 851 844 91.0 832 974 83.0
AIGVDet 80.7 76.0 854 785 88.0 894 891 98.0 959 97.0 964 735 940 80.6 99.9 882
DeMamba  78.7 97.1 95.6 86.6 828 65.8 60.5 100. 100. 99.6 99.7 94.7 100. 99.9 100. 90.7
MM-Det 53.9 0.0 477 443 411 448 53.8 46.5 43.1 0.0 49.7 319 49.6 51.0 379 39.7
AIGVDet* 923 91.2 424 914 948 887 91.4 99.9 100. 98.6 95.0 99.3 99.9 882 100. 91.5
DeMamba* 97.9 885 99.2 93.8 90.8 942 953 947 972 70.0 923 782 929 85.7 96.3 91.1
MM-Det* 89.2 0.0 972 96,5 973 96.6 97.0 93.3 954 0.0 943 69.6 845 89.1 95.0 79.7
Ours 98.6 972 99.8 99.1 99.3 99.9 99.9 99.8 100. 91.0 97.7 99.4 99.3 97.1 99.9 98.5

show the performance using the other four metrics: AUC, Pdeb, NLL

and ECE. AUC is generally higher than the balanced Accuracy for most

of the methods, which means that a fixed threshold set to 0.5 is not the
best choice and proper calibartion is needed. However, our approach is
instead able to achieve good performance consistenly over all the metrics,
in particular it gains an improvement on average of around 53% and 68%
for NLL and ECE, respectively.
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Table 5.4. Comparison in terms of Pdeb with SOTA methods both trained on
their original datasets and re-trained using Pyramid Flow (*). Bold underlines
the best performance for each column with a margin of 1%.

Recent Generators (2024-25 years) GenVideo (2022-23 years)
Pdab 1 Alleg- CogV. OSora MochilNova Sora Flux Craft- Gen2 Hot LaVie Model Morph Showl Moon AVG
ro X1.5 Plan er Shot Scope  Stu. valley
DMID 73.0 76.0 827 400 723 923 99.9 100. 99.0 96.0 99.9 96.6 99.0 99.1 100. 88.4
UnivFD 3.7 103 4.3 7.3 26.0 1.7 3.0 59.6 314 407 527 T77.6 529 359 40.6 29.8
RINE 443 393 737 460 83 0.7 07 99.9 987 774 985 97.7 980 98.1 99.0 654
FreqNet 16.7 4.8 222 5.6 0.9 7.5 3.0 148 3.6 4.4 128 8.1 127 9.6 124 9.3
FIRE 63 57 847 703 623 13 20 00 00 00 16 06 00 00 00 157

DMID* 97.3 94.3 99.0 87.0 97.3 98.0 987 959 99.7 810 909 889 903 859 99.2 93.6
UnivFD* 67.3 457 67.7 61.0 683 863 753 858 909 387 752 664 764 644 949 710

RINE* 98.3 673 95.7 843 93.3 89.0 87.0 947 954 641 87.6 849 864 73.0 98.6 86.7
FregNet* 56.7 227 717 337 183 113 5.7 6.7 132 66 333 37 11.0 161 13.7 216
FIRE* 45.7 263 28.7 50.7 513 227 44.0 673 700 459 489 389 59.0 493 885 49.1

AIGVDet  34.7 29.0 493 40.7 51.3 71.7 67.7 941 873 91.1 883 44.1 80.7 571 99.8 658
DeMamba  21.3 88.7 81.0 623 50.0 22.0 227 100. 99.9 98.7 99.0 714 100. 99.4 100. 744
MM-Det 5.6 0.0 4.6 4.3 3.8 4.3 5.5 4.6 4.3 0.0 5.0 3.1 5.0 5.1 3.8 3.9

AIGVDet* 71.7 59.0 233 687 720 647 653 99.4 99.9 944 758 96.1 99.7 43.9 100. 75.6
DeMamba* 94.0 59.7 97.3 82.0 69.7 787 857 81.8 90.1 311 699 453 753 56.0 89.3 73.7
MM-Det* 523 0.0 857 837 847 857 827 722 762 00 741 251 391 526 76.7 594

Ours 93.0 843 99.0 94.7 953 100. 99.7 99.1 99.9 729 943 97.9 973 91.0 99.5 94.5

Table 5.5. Comparison in terms of NLL with SOTA methods both trained on
their original datasets and re-trained using Pyramid Flow (*). Bold underlines
the best performance for each column with a margin of 1%.

Recent Generators (2024-25 years) GenVideo (2022-23 years)
NLL | Alleg- CogV. OSora MochilNova Sora Flux Craft- Gen2 Hot LaVie Model Morph Showl Moon AVG
ro X1.5 Plan er Shot Scope  Stu. valley
DMID 218 214 153 397 210 110 0.73 0.04 092 2.09 020 182 1.17 110 1.08 1.48
UnivFD 276 216 3.02 250 145 3.62 313 1.76 267 244 196 121 193 256 234 237
RINE 0.59 0.60 045 059 6.62 172 156 0.14 030 050 0.16 0.36 032 026 0.34 293
FreqNet 106 156 102 136 16.8 13.7 16.8 30.5 33.0 355 306 33.6 30.7 30.7 295 234
FIRE 3.95 401 394 394 395 395 395 484 484 500 486 501 4.85 496 4.84 4.46

DMID* 041 051 019 057 035 026 022 020 014 069 032 050 041 054 0.14 0.36
UnivFD* 0.53 1.00 056 0.71 054 027 046 022 019 0.88 037 048 035 0.52 0.14 048

RINE* 0.24 261 042 127 0.68 095 1.11 024 019 146 038 045 038 097 0.07 0.76
FregNet* 0.65 1.80 0.61 1.02 1.17 152 1.66 293 234 466 235 431 276 227 196 213
FIRE* 0.51 0.77 0.82 0.62 0.54 0.70 0.56 039 029 066 0.63 0.65 043 0.68 0.20 0.56

AIGVDet 095 1.16 0.84 1.07 0.67 0.70 069 031 046 048 052 135 046 112 0.32 0.74
DeMamba 198 0.33 048 1.12 141 257 278 0.05 0.05 0.08 0.07 064 0.05 0.06 0.05 0.78
MM-Det 384 883 384 386 385 386 384 483 483 983 483 488 483 483 484 504

AIGVDet* 0.60 0.72 3.57 0.64 056 077 0.69 044 030 272 438 108 056 7.55 0.35 1.66
DeMamba* 0.49 1.66 0.22 085 131 1.00 083 045 026 193 0.67 147 058 1.08 0.30 0.87
MM-Det*  3.60 50.0 150 1.71 1.62 146 155 0.74 0.63 50.5 0.69 213 113 089 0.65 7.92

Ours 028 0.53 0.07 0.19 0.18 0.04 0.05 0.06 0.05 053 0.16 0.09 0.09 0.22 0.05 0.17
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Table 5.6. Comparison in terms of ECE with SoTA methods both trained on
their original datasets and re-trained using Pyramid Flow (*). Bold underlines
the best performance for each column with a margin of 1%.

Recent Generators (2024-25 years) GenVideo (2022-23 years)
ECE | Alleg- CogV. OSora MochilNova Sora Flux Craft- Gen2 Hot LaVie Model Morph Showl Moon AVG
ro X1.5 Plan er Shot Scope  Stu. valley
DMID 406 406 312 471 399 334 329 026 274 436 .068 .362 289 .347 .341 .320
UnivFD A79 419 481 438 324 501 489  .398 464 445 410 .348 420 458 440 434
RINE 152 149 167 134 536 623 624 .107 202 .229 107 .230 .208 .173 .230 .258
FreqNet 238 449 217 381 497 361 470 180 .286 .378 .184 .281 .194 .198 .153 .298
FIRE 483 492 482 482 482 484 482 503 505 520 509 529 507 522 506 499
DMID* 227 254 125 237 189 137 140 .078 .086 .241 .126 .220 .193 .248 .080 .172
UnivFD* 195 299 200 229 206 .094 .162 .039 .024 .252 .096 .142 .091 .151 .024 .147
RINE* 098 339 110 225 172 190 .198 .032 .023 .202 .075 .103 .079 .162 .010 .134
FregNet* 108 296 106 170 244 289 361 404 347 512 312 499 368 .309 289  .308
FIRE* .08 .156 .171 129 100 .144 .091 .069 .051 .158 .141 .168 .090 .142 .044 .116

AIGVDet 287 305 264 283 233 204 206 .157 192 .239 .230 .293 150 .277 230 .237
DeMamba 410 .079 .120 .211 274 415 405 .020 .019 .012 .014 .171 .020 .014 .019 .147
MM-Det 129 612 1260 .140 139 143 129 .019 .025 .518 .018 .070 .019 .018 .034 .143

AIGVDet* 230 .292 411 .233 .243 266 .258 .181 .162 420 442 305 248 492 250 .296
DeMamba* 159 .364 .074 .193 291 .249 224 092 .047 346 .167 .278 127 236 .050 .193
MM-Det* 421 502 272 284 .292 239 268 .111 .089 .593 .101 .305 .170 .134 .091 .258

Ours .076 .140 .023 .056 .058 .014 .012 .025 .029 .145 .016 .013 .012 .043 .026 .046

5.4 Ablation study

Here we present our ablation study, where we analyze our method with
different augmentations, backbones and training data.

Influence of augmentation.

Table 5.7 shows the impact of different augmentation strategies, using
always the same backbone, DINOv2 [106, 36] trained in an end-to-end
manner. In the first row, only a standard form of augmentation is used
in training, including compression, blurring and resizing, operations typi-
cally carried out in forensics applications. Then, starting with the second
row, reconstructed fake videos paired with real ones are included (marked
by a check in the +Rec. column), and new forms of augmentation are
added: MixUp [162], CutMix [160], and finally our wavelet-band replace-
ment (WaveRep). On average, across all generators, it appears that the
inclusion of artificial fake videos in training (second row) ensures a sig-
nificant gain in performance under all metrics, AUC and bAcc in the top
part of the table, and NLL and ECE in the bottom. Then, the computer
vision-oriented forms of augmentation, MixUp and CutMix, provide very
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Table 5.7. Influence of the augmentation.

AUC 1 / bAcc 1
augment.  Allegro  CogVideo X1.5  Mochi-1  OpenSora-Plan AVG

~
ol

- 947 /682 913 /602 949 /755  98.0 /80.0  94.7 / 710
v - 97.3 /878 950 /782 98.9 /908 99.4 /958 97.6 / 88.2
v MixUp 96.7/84.7 94.8/79.0 98.6/87.8 99.3/943 97.3 /86.5
v/ CutMix 97.8 /87.7 958 /80.3 98.9 /923 99.3/943 97.9 /88.7
v WaveRep 98.6 /91.5 97.2 /85.0 99.1/93.5 99.8/97.0 98.7/91.8

NLL | / ECE |

- 1.95/.309 2.73/.389 158/.244 1.03/.196 1.82/.284
v - 0.50 /118  0.88 /.198  0.28 / .084  0.15 /.038  0.45 / .109
v MixUp 035/.106 0.71/.197 024 /.094 0.12/.037  0.35/.109
v CutMix 0.38/.120 0.63/.185 022/.073 0.15/.051  0.35/.107
v WaveRep 0.28 /.076 0.53 /.140 0.19 /.056 0.07 /.023 0.27 / .074

limited additional improvements, if any. On the contrary, the proposed
WaveRep provides a further performance boost, driving AUC to almost
99% and bAcc past 90%.

Influence of the backbone.

Next, we fix the training setup, including artificial fake videos and adding
the WaveRep augmentation on top of the basic configuration, and analyze
performance across different backbone architectures, with results reported
in Table 5.8. The best results for each column (considering a margin of
1%) are highlighted in bold. Focusing on the average performance met-
rics, we observe that the end-to-end training (e2e) always performs sig-
nificantly better than linear probing (LP) versions of both DINOv2 and
Clip [115]. In the former the entire network is fine-tuned, while only a
linear layer on the final features is learned for the latter. We hypothesize
that the semantics-oriented pretraining of these models is not well suited
to our forensic application, highlighting the need for a deeper adaptation.
Excluding the LP variants, DINOv2 stands out as the clearly preferable
option across all metrics. In general, the variability in AUC across the
variants is more limited, likely because scores are already very close to
100%, but DINOv2 maintains a consistent advantage also compared to a
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Table 5.8. Influence of the backbone.

AUC 1 / bAcc 1
Network Allegro  CogVideo X1.5  Mochi-1  OpenSora-Plan AVG

DINOv2 e2¢ 98.6 / 91.5 97.2/85.0 99.1/93.5 99.8/97.0 98.7/91.8
DINOv2 LP  86.6 / 79.2 77.5/70.8 88.6 / 81.7 91.6 / 83.5 86.1 / 78.8
Clip e2e 99.1 /86.5 97.2 /673 98.6 /793 99.9 /927 98.7 /815
Clip LP 91.8 / 70.8 89.3 / 67.5 87.8 / 69.8 94.1 / 76.5 90.7 / 71.2
Hiera video 98.9 /79.7  93.5 / 65.8 94.7 /65.3 99.4 /81.8 96.6 / 73.2

NLL | / ECE |

DINOv2 e2¢  0.28 /.076 0.53 /.140 0.19 /.056 0.07 /.023 0.27 / .074
DINOv2LP  0.50 /.110  0.58 /.059  0.46 /.109  0.43 /.126  0.49 / .101
Clipe2e 052 /.141 154 /.312 092/.209 021 /.073 0.80 /.184
Clip LP 0.54 /207  0.60 /.227  0.60 / .215 045 /.173  0.55 / .205
Hiera video  0.66 / .204  1.66 /.339  1.54 /.338  0.49 /.179  1.09 / .265

Table 5.9. Performance by varying L (number of wavelet decomposition
levels).

AUC 1 / bAcc 1 NLL | / ECE |
L Allegro CogVideo Mochi-1 OpenSora- AVG Allegro CogVideo Mochi-1 OpenSora- AVG
X1.5 Plan XL.5 Plan
2 98.6 / 90.0 96.5/81.7 98.9 /915 99.8/96.0 98.4 /898 0.29 /.094 0.60 /.174 0.24 /.079 0.08 /.031  0.30 /.095
3 98.6 / 91.5 97.2/85.0 99.1 /93.5 99.8/97.0 98.7/91.8 0.28 /.076 0.53 /.140 0.19 /.056 0.07 /.023 0.27 /.074
4 97.6 /888 95.7 /81.5 98.2 /893 99.1 /945 97.7/885 0.39 /.102 0.67 /.168 0.31 /.091 0.18 /.045 0.39 / .101

spatial-temporal backbone based on Hiera [123], that works on clips of 16
frames, and the final decision is obtained by averaging the logits across all
clips.

Ablation on the use of diagonal frequencies

To verify that the proposed detector leverages these mid-high frequencies
to establish if a video is fake or not, we conducted a suitable toy experi-
ment: at test time we modified the real videos and injected the mid-high
frequencies of fully synthetic videos into them. We observe a performance
drop on this test set. In particular, the True Negative Rate (TNR), which
is the probability that real videos are correctly classified as real, goes from
98.7 to 0.2 (on average). This clearly shows that the detector inverts its
decision.
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Table 5.10. Performance by varying compression quality (CRF) and the
number of wavelet decomposition levels (L)).

AUC 71 / bAcc 1 L=2 L=3 L—4
CRF 20 (high quality) 97.8 / 83.8 97.3 / 84.5 96.6 / 83.2
CRF 24 96.8 / 77.1 96.0 / 78.3 95.2 / 78.2
CRF 28 93.9 / 67.9 92.5 / 69.1 91.1 / 68.5

CRF 32 (low quality) 88.2 /59.5 85.2 / 59.2 82.6 / 59.3

Impact of the decomposition levels

In Table 5.9, we conducted a study to assess the impact of the number
of decomposition levels of the wavelet transform implemented in our aug-
mentation strategy. Specifically, we evaluated configurations with 2, 3,
and 4 levels of decomposition. The results indicate that the choice of 3
decomposition levels yields the best performance across multiple metrics.
The difference is more marked if we look at the Accuracy than the AUC.
Even NLL and especially ECE show an advantage in this situation, which
confirms that this choice helps to achieve more calibrated results.

Compression robustness.

We compressed the test dataset used in our ablation study with H.264 at
different quality levels by varying the Constant Rate Factor (CRF). Ta-
ble 5.10 reports results across decomposition levels, showing robustness
to compression (AUC always above 80%). Accuracy drops under severe
compression (around 60% at CRF 32) motivating a threshold calibration
procedure for low-quality compressed videos (calibrating with only 10 com-
pressed validation videos raises accuracy to 76%).

Training data.

In this paragraph, we evaluate the influence of training data. In Table 5.11,
the proposed augmentation yields clear gains even with limited data (20%
of the training set) and when training on a different generator (CogVideoX
instead of Pyramid Flow). With only 20% of the data, augmentation still
improves balanced accuracy (+3.2%). Likewise, when replacing Pyramid
Flow with CogVideoX, we again observe a substantial boost from the pro-
posed augmentation strategy (+6.3%).
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Table 5.11. Performance by varying the type of generator and the size of the
dataset during training.

AUC 1 / bAcc 1

training data aug. Allegro Mochi-1  OpenSora-Plan AVG

100% Pyr. Flow 94.7 / 68.2 949 / 75.5 98.0 / 80.0  95.9 / 74.6
100% Pyr. Flow v 98.6 /91.5 99.1 /93.5 99.8 /97.0 99.1 / 94.0
20% Pyr. Flow 94.3 /70.8 93.9 / 77.8 984 /87.3 955 /787
20% Pyr. Flow v 976 /883 98.8 /927 99.8/96.5 98.7 /925
100% CogV. X1.5 90.7 / 69.3 90.7 / 72.0 949 /78.0 92.1 /73.1

100% CogV. X1.5 v 98.5/88.8 97.6 /85.2 99.2 /928 98.4 /88.9

Influence of number of generators in training.

In this section, we evaluate the influence of the number of generators in-
cluded during training. More specifically, beyond Pyramid Flow, we also
add CogVideo X1.5 (two generators) and another setting with four mod-
els by adding Allegro and OpenSora Plan. Note that for all these models
we considered fake videos reconstructed with the same autoencoder used
during generation. Results of our method with and without the wavelet-
based augmentation on recent generative models are presented in Table
5.12, where we crossed-out the results for the generators included during
training. We can observe a consistent improvement with the increase of
the number of generators. Our proposed augmentation also guarantees a
significant improvement especially when few models are considered, though
even with four generators there is an increase of around 5% in terms of
balanced accuracy. Finally, we want to highlight that our approach ranked
first on the SAFE Synthetic Video Detection Challenge 2025 [124]. This
challenge simulates a realistic scenario where no information about the test
models are known in advance and videos vary in resolution, bitrate, frame
rate, and length. This confirms the advantage of our training data and
augmentation strategy to ensure good generalization ability.




90

CHAPTER 5. ANALYSIS AND DETECTION OF SYNTHETIC VIDEOS

Table 5.12. Performance by varying the number of generators during train-
ing in terms of AUC and balanced Accuracy. For each row, the results for
the generators used in training are crossed-out. The average values do not
include crossed-out results. We compare DINOv2 network with and without
our approach.

Recent Generators (2024-25 years)
aug. Pyramid Flow CogV. X1.5 Allegro  OpenSora-Plan ~ Mochi-1 Nova Sora Flux AVG

1 406 /997 91.3 /60.2 94.7 / 68.2 98.0 / 80.0 94.9 / 75.5 99.0 /87.7 957 /69.5 96.8 /72.0 95.8 / 73.3
1 v 160- /993 97.2 /85.0 98.6 /91.5 99.8 /97.0 99.1 /935 99.3 /932 99.9 /98.5 99.9 /98.0 99.1 /93.8
2 999 /985 998 /983 94.9/80.5 98.7 / 94.7 96.5 / 86.5 99.4 /965 94.4 /775 96.8 /882 96.8 / 87.3
2 v 1000 /993 400 /992 99.1 /94.3 99.8 /96.5 99.6 /935 99.9 /98.7 99.9 /978 99.9 /98.8 99.7 / 96.6
4 166 /983 998 /977 999 /9806 100 / 983 98.0 /89.5 99.9 /98.2 98.1/89.8 99.4 /952 988 /93.2
4 v 166 /992 106- /987 166- /992 +06- /992 99.8 / 97.3 100. / 99.0 100. / 99.0 100. / 99.2 99.9 / 98.6

5.5 Conclusions

We have proposed a novel augmentation strategy for the detection of
Al-generated videos. We begin by identifying key forensic cues that are
robust to compression artifacts and consistently present across different
generative models. Our approach is motivated by the observation that
vertical and horizontal frequency components are particularly susceptible
to degradation due to block-based compression algorithms commonly em-
ployed in video codecs. Through extensive experiments, we demonstrate
that this simple augmentation improves detection performance even if only
one single generator is included during training. Our findings highlight the
importance of working on the training paradigm and of injecting carefully
curated domain specific knowledge, which can yield a greater benefit than
the design of more complex detection architectures.

The method proposed incorporates a forensic-oriented augmentation
strategy that encourages the detector to focus on the most relevant spatial
traces. However, it is not explicitly designed to capture temporal artifacts.
Even if our approach outperforms existing methods that leverage tempo-
ral information, we believe it is essential to systematically investigate and
characterize the most discriminative forensic cues present in the temporal
domain. A deeper understanding of such artifacts could lead to detectors
that more effectively exploit spatial and temporal traces. Furthermore,
our method was trained using fake videos generated by the Pyramid Flow
model, selected for its ability to produce high-quality synthetic content
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with minimal perceptible visual artifacts. This design choice allowed us
to focus on subtle, low-level traces rather than easily detectable flaws.
However, as new generative models emerge, potentially relying on entirely
different synthesis paradigms, the current approach may struggle to gen-
eralize. Although the core principles may still be applicable, the method
itself may require adaptation or retraining.
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Real video Allegro CogVideo X1.5 Mochi-1
BN -

"A band is performing on stage under a tent in an outdoor setting."

Real video Allegro CogVideo X1.5 Mochi-1

Open-Sora Plan

"A man in glasses is holding a bottle of hot sauce and talking to the camera."

Allegro Mochi-1

Real video CogVideo X1.5

il

-~
Paiied) Ll ST S
"A white chicken is sitting inside of a pen next to a fence."

Mochi-1

Real video Allegro CogVideo X1.5

"A man is riding a horse in an indoor arena and jumping over obstacles."

Figure 5.9. Some examples of videos from our dataset that we created with
recent state of the art generators.
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Real video Allegr CogVideo X1.5 Mochi-1

Open-Sora Plan NOVA Sora
—

"A black cat with yellow eyes is sitting inside of a cage."

Real video - Allegro CogVideo X1.5 Mochi-1

Open-Sora Plan

"A bottle of izze on a desk next to a computer."

CogVideo X1.5 Mochi

Real video Allegro

"A table with several trays of plants on it."

Real video Allegro CogVideo X1.5

"A bowl of peas with a garnish on top."

Figure 5.10. Some examples of videos from our dataset that we created with
recent state of the art generators.







Chapter

Conclusions

In this thesis, we have conducted a thorough analysis of various types of
synthetic contents, both image and video, and we have proposed methods
for their detection. The proposed approaches have moved the field forward
and improved over the state-of-the-art providing detectors which are more
robust and general. First, we conducted a detailed study of a large number
of generators and the artifacts present in their generated images. We
leverage second-order statistics to conduct an analysis both in the spatial
domain, with the autocorrelation, and in the frequency domain, with the
power spectra. We showed that even the most sophisticated generators
still leave detectable artifacts in their images. We then examined how
common post-processing operations affect these features and found they
can be highly disruptive. Finally, we identified two notable properties of
current generators: (i) they inherit and reproduce biases present in their
training data; and (ii) although their outputs may appear indistinguishable
to humans, they fail to match the mid-to-high-frequency spectral statistics
of real images—differences that are particularly evident in the radial and
angular spectra.

We then developed a simple yet effective detector that uses CLIP fea-
tures to distinguish real from synthetic images. Our experiments show
these features generalize far better than previously reported: using only
a few samples from a single generator, a lightweight classifier can reach
state-of-the-art performance and generalize broadly, even in challenging
settings. Dataset diversity matters more than size. Larger CLIP pretrain-
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ing yields more descriptive features and better results. We also find CLIP
features are largely orthogonal to the low-level cues used by traditional
detectors, making CLIP-based methods robust to attacks that target low-
level artifacts and enabling further gains through fusion with conventional
detectors.

We next turned to synthetic-video detection. Like images, generated
videos exhibit artifacts in both space and time. We find that horizon-
tal and vertical frequency components are especially fragile (degraded by
block-based video compression), while diagonal components are more re-
silient and consistently present across models. Rather than introducing
a new architecture, we propose an augmentation-based training strategy:
first, remove semantic bias by creating fake videos via artifact injection
into real footage; then, use wavelet-based augmentations that swap the
low, horizontal, and vertical sub-bands with those from real videos, driv-
ing detectors to focus on diagonal frequencies. Experiments show this
simple training paradigm outperforms state-of-the-art methods, even when
trained on a single generator, highlighting the value of better training over
added model complexity.
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