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Abstract

Ambient Intelligence envisions environments that anticipate human
needs through embedded computational systems. While Large Language
Models demonstrate suitable reasoning capabilities, their deployment as
embodied agents faces architectural constraints: unsandboxed execution
of model-generated code, coupling to specific runtime environments, and
personalization requiring either intensive computation or cloud transmis-
sion.

This dissertation presents an integrated architecture combining trans-
parent foundation models, formally verified execution substrates, and gradient-
free adaptation. The contribution comprises three components: language
models at 0.6B, 8B, and 14B parameters trained through staged protocols
with modular architectures enabling efficient specialization; an execution
framework implementing capability-based security via WebAssembly with
formal operational semantics, achieving provable isolation while reducing
privileged operations by 95%; and an adaptation mechanism applying local
learning rules to low-rank projections, enabling continuous personalization
with 12.5x sample efficiency over supervised methods while maintaining
99.6% knowledge retention.

A Smart Couch system validates the architecture, deploying a 0.6B
model on embedded hardware for multimodal health monitoring and com-
fort optimization. The system achieves sub-200ms inference latency and
96.3% task completion accuracy while processing all data locally, demon-
strating that formal security, efficient adaptation, and sophisticated rea-

soning coexist in resource-constrained embodied agents.

Keywords: Embodied Agents, Capability-Based Security, Parameter-
Efficient Fine-Tuning, Edge Computing, Ambient Intelligence






Sintesi in lingua italiana

L’Ambient Intelligence immagina ambienti in grado di anticipare le
esigenze umane attraverso sistemi computazionali integrati. Sebbene i
modelli linguistici di grandi dimensioni dimostrino capacita di ragiona-
mento adeguate, la loro implementazione come agenti incarnati deve af-
frontare vincoli architettonici: esecuzione non sandboxata del codice gen-
erato, accoppiamento con specifici ambienti di runtime e personalizzazione
che richiede calcoli intensivi o trasmissione cloud.

Questa tesi presenta un’architettura integrata che combina modelli di
base trasparenti, substrati di esecuzione formalmente verificati e adatta-
mento senza gradienti. Il contributo comprende: modelli linguistici con
0,6, 8 e 14 miliardi di parametri addestrati con architetture modulari per
specializzazione efficiente; un framework di esecuzione che implementa la
sicurezza basata sulle capacita tramite WebAssembly con semantica oper-
ativa formale, ottenendo isolamento dimostrabile riducendo le operazioni
privilegiate del 95%; e un meccanismo di adattamento che applica regole di
apprendimento locale a proiezioni di rango basso, con efficienza 12,5 volte
superiore ai metodi supervisionati mantenendo il 99,6% di conservazione
delle conoscenze.

Un sistema Smart Couch convalida l’architettura implementando un
modello da 0,6 miliardi su hardware integrato per monitoraggio della salute
e ottimizzazione del comfort. Il sistema raggiunge latenza di inferenza in-
feriore a 200ms e accuratezza del 96,3% elaborando tutti i dati localmente,
dimostrando che sicurezza formale, adattamento efficiente e ragionamento

sofisticato coesistono in agenti incarnati con risorse limitate.

Parole chiave: Agenti incarnati, sicurezza basata sulle capacita, messa

a punto efficiente dei parametri, edge computing, intelligenza ambientale
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Chapter

Introduction

The purpose of computing is insight,
not numbers.

Richard Hamming

The vision of Ambient Intelligence (Aml) promises environments that
seamlessly anticipate and respond to human needs through embedded com-
putational intelligence.[193, 192, 144, 147, 169, 70| This paradigm envisions
proactive systems that operate without explicit commands, demonstrate
deep contextual awareness beyond isolated sensor readings,|2| and provide
personalized adaptation to individual preferences and patterns.[194, 177]
Despite decades of research and the proliferation of Internet of Things
(IoT) devices, this vision remains largely unrealized.[153, 89] Contempo-
rary smart home systems offer fragmented capabilities through discon-
nected devices, each solving narrow problems without the coherent intelli-
gence required for true ambient support.[49, 21|

The emergence of Large Language Models (LLMs) presents an un-
precedented opportunity to bridge this gap. These models demonstrate
remarkable capabilities in natural language understanding, multi-step rea-
soning [191], and task planning [83] that could serve as cognitive cores for
intelligent environments. However, deploying LLMs as autonomous agents
in personal spaces exposes fundamental architectural deficiencies that pre-
clude their use in safety-critical, privacy-sensitive applications. Current
agent frameworks suffer from three interconnected limitations that we term
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the Security Gap, the Flexibility Gap, and the Personalization Gap.

1.1 Problem Statement

The Security Gap arises from the architectural decision to grant LLM
outputs privileged access to system resources. Contemporary frameworks
execute LLM-generated code directly through unsandboxed interpreters,
creating pathways from probabilistic text generation to critical system
operations.[163, 140| This design violates fundamental security principles
by treating stochastic model outputs as trusted code.|37] A single prompt
injection attack can escalate from text manipulation to arbitrary code
execution|203], as demonstrated by vulnerabilities where malicious instruc-
tions embedded in processed documents lead to filesystem destruction or
data exfiltration.|68, 69|

The Flexibility Gap emerges from tight coupling between agent logic
and implementation languages. Current frameworks embed agent capa-
bilities within Python or JavaScript ecosystems, creating monolithic sys-
tems that cannot be decomposed or ported across heterogeneous platforms.
An agent developed for cloud deployment cannot execute on embedded
systems, while edge-optimized implementations cannot leverage cloud re-
sources. This architectural rigidity prevents the distributed deployment
essential for Ambient Intelligence, where computation must span from
resource-constrained sensors to powerful edge servers. |44, 14|

The Personalization Gap reflects the fundamental mismatch between
static pre-trained models and dynamic user contexts.[20] Adaptation through
fine-tuning requires computational resources exceeding embedded system
capabilities by orders of magnitude[47], while cloud-based personalization
necessitates continuous transmission of intimate behavioral data to third
parties. Current approaches force an unacceptable trade-off between com-
putational feasibility and privacy preservation, preventing the deep, con-
tinuous learning required for genuine personalization.

These gaps are not independent failures but symptoms of a fragmented
development paradigm that assembles disparate components without ar-
chitectural coherence. The prevalent approach combines black-box lan-
guage models accessed through APIs, general-purpose scripting languages
with ambient authority, and ad-hoc sandboxing attempts that provide
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probabilistic rather than provable security. This compositional brittleness
manifests as systems that are simultaneously over-privileged and under-
capable: possessing dangerous access to system resources while lacking
the architectural foundations for safe, adaptive operation.

1.2 Motivation

The gaps identified above necessitate a fundamental reconceptualiza-
tion of how embodied intelligent systems are architected.[18] Rather than
incrementally patching existing frameworks, architectures must be devel-
oped that integrate security, flexibility, and personalization as first-class
design principles from the foundation upward.

The central challenge lies in recognizing that these three gaps are not
independent problems amenable to independent solutions. Attempting to
retrofit security onto systems designed for cloud deployment, or to add
personalization capabilities to models architected without adaptation in
mind, merely compounds the architectural debt. Each attempted fix in-
troduces new surfaces for failure: sandboxing mechanisms that can be
circumvented, adaptation techniques that leak private data, or security
measures that prevent necessary flexibility. The fundamental issue is that
contemporary Al agent architectures emerge from composition of compo-
nents designed in isolation, without consideration for how their interaction
properties affect system-level guarantees.

This dissertation is motivated by the conviction that secure, adapt-
able, and privately personalized embodied agents for Ambient
Intelligence require vertical integration across three architec-
tural layers: transparent foundation models whose behavior can
be formally analyzed, a mathematically specified execution sub-
strate providing capability-based security, and neurobiologically
inspired adaptation mechanisms enabling continuous on-device
learning.

Vertical integration is defined here as unified design and control over
the complete computational stack, from model weights through execution
environment to adaptation protocols. This integration is not merely an im-
plementation choice but a fundamental requirement for establishing trust.
Security properties cannot be formally verified when core components are
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opaque services. Adaptation cannot be efficient when model architectures
are inaccessible. Privacy cannot be preserved when personalization re-
quires cloud processing.

The vertically integrated approach will be instantiated through three
technical pillars that collectively address the identified gaps:

Foundation Models for Flexibility: A family of transparent lan-
guage models at 0.6B, 8B, and 14B parameters, developed through a dual-
stage training protocol that first establishes broad capabilities then enables
efficient task-specific adaptation. These models incorporate novel architec-
tural elements including the Adaptron module for runtime specialization
and Matryoshka Representation Learning|97| for hierarchical knowledge
distillation.

Formal Substrate for Security: A computational framework built
on WebAssembly|73] that replaces ambient authority with capability-based
security. The substrate is specified through formal operational semantics,
implemented with mathematical rigor, and validated to provide a 95%
reduction in system call exposure compared to conventional Python envi-
ronments while maintaining performance suitable for real-time interaction.

Neuroplastic Adaptation for Personalization: A gradient-free
learning mechanism that replaces computationally intensive backpropa-
gation with localized Hebbian update rules.[46, 132| By treating neural
activation patterns as learning signals, the method enables continuous
adaptation using 12.5x fewer samples than supervised approaches while
exhibiting 99.6% retention of pre-existing capabilities.

Research Questions. This dissertation addresses four core research
questions that guide the investigation and structure the validation method-
ology:

RQ1: Can smaller foundation models with achieve compet-
itive performance for agentic tasks while enabling formal veri-
fication? Commercial LLMs achieve impressive results but operate as
black boxes, preventing formal analysis and requiring cloud connectivity.
This question explores whether carefully designed smaller models, when
properly integrated within specialized architectures, can provide sufficient
reasoning capabilities while maintaining transparency necessary for secu-
rity verification and edge deployment.
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RQ2: How can capability-based security be mathematically
guaranteed in embodied agent execution environments? Tradi-
tional agent frameworks rely on ambient authority and ad-hoc sandboxing,
creating vulnerabilities in safety-critical applications. This question inves-
tigates whether formal operational semantics can specify security proper-
ties that are both mathematically provable and practically implementable
for real-time embodied systems.

RQ3: Can gradient-free neuroplastic adaptation enable effi-
cient on-device personalization while preserving privacy? Exist-
ing personalization approaches require computationally intensive gradient-
based training or cloud processing, creating barriers for edge deployment
and privacy concerns. This question examines whether biologically-inspired
local learning rules can achieve continuous adaptation with minimal com-
putational overhead while keeping all processing on-device.

RQ4: Does vertical integration across the computational stack—
from foundation models through execution substrates to adap-
tation mechanisms—yield emergent properties unattainable in
fragmented architectures? This overarching question investigates whether
holistic system design produces capabilities beyond the sum of individual
components, specifically examining latency, security, adaptability, and re-
source efficiency in physically embodied applications.

These questions are interconnected: answers to RQ1-RQ3 establish in-
dividual technical capabilities, while RQ4 evaluates whether their integra-
tion produces systems qualitatively superior to compositional alternatives.

1.3 Research Objectives and Methodology

This dissertation pursues four interconnected research objectives that
collectively validate the vertical integration thesis:

Objective 1: Develop and validate transparent foundation models
optimized for agentic computation, demonstrating that carefully designed
smaller models can achieve competitive performance with massive com-
mercial models when properly integrated within specialized architectures.

Objective 2: Design and implement a formally specified execution
substrate that provides mathematical guarantees of security properties
while supporting the performance requirements of real-time embodied in-
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teraction.

Objective 3: Create and evaluate continuous adaptation mechanisms
that enable on-device personalization without compromising privacy or re-
quiring computational resources exceeding embedded system capabilities.

Objective 4: Validate the complete architecture through physical em-
bodiment in a safety-critical application, demonstrating that the integrated
system achieves the responsiveness, reliability, and adaptability required
for Ambient Intelligence.

These objectives will be pursued through a methodology inspired by de-
sign science paradigm|76]. The overarching methodology integrates three
complementary approaches:

Theoretical Development. Formal specifications establish mathemat-
ical foundations for security properties and adaptation mechanisms. This
includes operational semantics for the execution substrate (Chapter 4)
and mathematical analysis of neuroplastic learning dynamics (Chapter 6).
Theoretical contributions provide provable guarantees rather than empir-
ical approximations.

System Implementation. Engineering contributions span the com-
plete software stack from model training through runtime deployment.
Implementation decisions are guided by theoretical requirements while ac-
commodating practical constraints of embedded deployment. Each compo-
nent is implemented as production-quality software suitable for real-world
evaluation.

Empirical Validation. Both controlled experiments measuring specific
properties and real-world deployment assessing holistic system behavior
validate the architecture. Quantitative metrics establish performance char-
acteristics while qualitative user studies assess practical utility and usabil-

ity.

1.4 Contributions

This dissertation makes four primary contributions to the field of em-
bodied artificial intelligence:
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Figure 1.1. Research methodology overview.

Transparent Foundation Models with Adaptive Architecture A
family of foundation models specifically architected for agentic compu-
tation is presented, spanning three scales to address diverse deployment
scenarios. The 14B parameter flagship model establishes semantic under-
standing through domain-focused pretraining on scientific literature and
code repositories. The 8B and 0.6B variants, created through novel distil-
lation techniques incorporating Matryoshka Representation Learning, pre-
serve essential capabilities while enabling edge deployment.

The key innovation is the dual-focus training protocol that separates
capability acquisition from adaptation readiness. Initial stages establish
broad competence through conventional supervised training. Subsequent
stages prepare models for runtime specialization through the Adaptron
module, a novel architecture combining Context-Aware Scratchpads with
Parameter Attention mechanisms. This separation enables models to serve
as flexible cognitive cores (the function M : String — String) while remain-
ing amenable to efficient post-deployment adaptation.
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Formally Verified Execution Substrate A computational substrate
that provides capability-based security through mathematical specification[103]
rather than ad-hoc sandboxing is introduced. The substrate is defined via
small-step operational semantics, establishing formal properties including
memory safety, process isolation, and capability confinement. The im-
plementation maps this formal model to a WebAssembly-based execution
environment, leveraging industry-validated sandboxing while maintaining
theoretical rigor.

The framework includes a comprehensive toolkit of 20 production-ready
tool implementations demonstrating patterns for compound Al systems.
These tools, distributed as auditable WebAssembly modules, showcase
recursive workflows, parallel exploration strategies, and multi-model or-
chestration while maintaining security guarantees. Performance evalua-
tion demonstrates that security benefits justify modest overhead, with the
framework achieving interactive latency despite sandboxing constraints.

Gradient-Free Neuroplastic Adaptation Neuroplastic PEFT is pre-
sented as a novel adaptation mechanism that enables continuous learning
without gradient computation. The method applies Hebbian learning prin-
ciples directly to low-rank adaptation matrices, using neural activation
patterns from live interactions as training signals. This approach elimi-
nates the computational bottleneck of backpropagation, enabling real-time
adaptation on resource-constrained devices.

The theoretical foundation establishes equivalence between Parameter
Attention in the Adaptron architecture and low-rank projections in conven-
tional PEFT, enabling neuroplastic updates to be applied uniformly across
adaptation mechanisms. Empirical validation demonstrates dramatic ef-
ficiency gains: convergence after 5-7 interactions versus 75 for supervised
approaches, with negligible catastrophic forgetting. The method preserves
privacy by operating entirely on transient activations without storing or
transmitting user data.

Validated Embodiment in Smart Couch Application The com-
plete architecture is validated through deployment in a Smart Couch sys-
tem that integrates health monitoring, comfort optimization, and emer-
gency detection capabilities. The embodiment demonstrates that vertical
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integration enables emergent properties impossible in fragmented architec-
tures: sub-200ms response latency running entirely on-device, 96.3% intent
fulfillment accuracy with a 600MB model, and successful continuous adap-
tation to user-specific preferences.

The implementation required careful co-design of sensing infrastruc-
ture, actuation systems, and cognitive architecture. Hardware design deci-
sions, from sensor selection to actuator configuration, were guided by the
capabilities and constraints of the software stack. This holistic approach
validates that trustworthy embodied intelligence demands not merely bet-
ter algorithms but fundamental rethinking of system architecture from
silicon to semantics.

1.5 Roadmap

The dissertation is organized to systematically build the case for verti-
cal integration, progressing from component development through system
integration to deployment validation.

Chapter 2 will survey the technical foundations for secure, efficient, and
adaptive embodied agents, examining existing approaches to edge deploy-
ment of foundation models, capability-based security architectures, and
privacy-preserving personalization. Key achievements and fundamental
limitations in each area will be identified that motivate the vertically in-
tegrated approach developed in subsequent chapters.

Chapter 3 will present the development of transparent foundation mod-
els through a dual-focus methodology. The first part will detail the train-
ing pipeline, model architectures, and distillation techniques that create
the model family. The second part will introduce adaptation mechanisms,
including the Adaptron module and retrieval-augmented generation|[104],
that transform static models into flexible cognitive cores.

Chapter 4 will introduce the formally specified execution framework,
progressing from abstract computational model through WebAssembly im-
plementation to practical tool development. Security properties will be
established through mathematical proof, performance characteristics will
be demonstrated through systematic evaluation, and implementation pat-
terns for compound Al systems will be provided.

Chapter 5 will detail the Smart Couch implementation, from hardware




10

CHAPTER 1. INTRODUCTION

architecture through software integration to user evaluation. Design de-
cisions, engineering challenges, and validation results will be documented
that demonstrate the feasibility of deploying sophisticated Al on embed-
ded systems while maintaining safety and privacy guarantees.

Chapter 6 will present the neuroplastic adaptation mechanism, estab-
lishing theoretical foundations, implementation details, and empirical val-
idation. The chapter will demonstrate how gradient-free learning enables
continuous personalization while preserving privacy and computational ef-
ficiency.

Chapter 7 will synthesize contributions, acknowledge limitations, and
outline future research directions. Broader implications for trustworthy
Al development and the path toward realizing Ambient Intelligence will
be reflected upon.

The chapters that follow present a comprehensive investigation into ar-
chitectures for trustworthy embodied intelligence. Each component - trans-
parent models, formal security, and neuroplastic adaptation - addresses
specific technical challenges while contributing to a coherent vision of Al
systems that operate as personal capabilities rather than remote services.
Through rigorous development, systematic validation, and real-world de-
ployment, it will be demonstrated that the path to Ambient Intelligence
requires not incremental refinement of existing approaches, but fundamen-
tal architectural innovation grounded in principles of transparency, formal
verification, and privacy-preserving adaptation.




Chapter

Related Work

If I have seen further it is by
standing on the shoulders of giants.

Isaac Newton

The quest for intelligent agents capable of operating securely and adap-
tively in personal environments draws on diverse research traditions span-
ning foundation models, secure computation, embodied cognition, and
privacy-preserving machine learning.|23, 57| This chapter surveys the in-
tellectual landscape from which this work emerges, examining both the
achievements that enable current progress and the limitations that mo-
tivate the architectural innovations presented here. The survey is orga-
nized into three primary areas: foundation models and their deployment
constraints in resource-limited settings, security architectures for embod-
ied systems with emphasis on capability-based approaches, and privacy-
preserving personalization mechanisms.

Key Definitions and Scope. This dissertation operates at the inter-
section of several technical domains. To establish precise terminology and
delineate scope, the following definitions specify core concepts that struc-
ture subsequent technical development:

Ambient Intelligence (AmlI): A paradigm for computational envi-
ronments characterized by three essential properties: (1) embedded sensing
where computational intelligence resides within the physical environment
rather than requiring users to explicitly engage computing devices, (2) con-
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tert awareness enabling systems to perceive and interpret environmental
state including user presence, activity patterns, and situational factors,
and (3) proactive assistance where systems initiate helpful actions based
on inferred needs rather than waiting for explicit commands. Aml extends
beyond simple automation by requiring semantic understanding of human
activities and adaptive responses to changing contexts.

Embodied Intelligence: Computational agents that maintain bidi-
rectional coupling with physical environments through sensors (percep-
tion) and actuators (action), where the agent’s cognitive processes are
fundamentally shaped by and dependent upon this physical grounding.
Distinguished from purely software agents, embodied intelligence systems
must address challenges including: sensor noise and ambiguity, actuator
dynamics and physical constraints, real-time response requirements, and
safety considerations inherent in physical world interaction. This work
specifically examines embodied agents deployed in domestic environments
where close proximity to humans elevates safety and trustworthiness re-
quirements.

Personalized Environments: Physical spaces where computational
systems adapt behavior, interface modalities, and service provision to in-
dividual user preferences, learned patterns, and contextual needs. Person-
alization in embodied contexts differs from web personalization in critical
dimensions: (1) temporal continuity where adaptation must occur across
extended interaction sessions spanning days or weeks, (2) privacy sensitiv-
1ty where personal behavioral data remains physically proximate to users
rather than aggregated in remote datacenters, and (3) multi-modal inte-
gration where personalization spans diverse interaction channels including
speech, gesture, environmental controls, and ambient displays.

Edge Deployment: Computational workload execution on resource-
constrained devices physically proximate to data sources and users, rather
than on remote cloud infrastructure. For Al systems, edge deployment im-
plies: (1) compute constraints where models must execute within power,
thermal, and memory envelopes of embedded processors, (2) latency re-
quirements demanding sub-100ms response for real-time interaction, (3)
privacy preservation where sensitive data never leaves the device, and (4)
operational autonomy where systems function during network unavailabil-

ity.
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Scope Delimitation: This dissertation focuses specifically on em-
bodied agents for domestic Aml applications where single users or small
household groups interact with stationary, powered furniture embedding
computational intelligence. The work explicitly excludes: mobile robots
requiring navigation and manipulation planning, multi-occupant public
spaces with complex social dynamics, and safety-critical medical or indus-
trial applications requiring regulatory certification. The target deployment
platform comprises embedded systems in the 5-50W power envelope, typi-
fied by NVIDIA Jetson or similar edge Al accelerators, distinguishing this
work from both microcontroller-scale IoT (insufficient compute for LLMs)
and datacenter-scale infrastructure (where constraints motivating the ar-
chitecture do not apply).

2.1 Foundation Models at the Edge

The emergence of large language models has fundamentally transformed
the landscape of artificial intelligence, yet their deployment in embodied
agents faces severe practical constraints. Although GPT-4[22, 3], Claude[139],
and similar models demonstrate remarkable reasoning capabilities, their
computational demands, often requiring hundreds of gigabytes of memory
and specialized hardware accelerators, make them unsuitable for edge de-
ployment in personal devices. The architectural choices that enable their
impressive performance, including attention mechanisms scaling quadrat-
ically with sequence length and parameter counts in the hundreds of bil-
lions, create an inherent tension between capability and deployability that
current research only partially addresses.

Recent efforts toward model compression have produced notable suc-
cesses in reducing computational footprints while preserving task performance.|7]
Knowledge distillation techniques, pioneered for language models through
teacher-student architectures, demonstrate that smaller models can ap-
proximate the behavior of larger ones when trained on their outputs |77,
152]. However, distillation inherently limits the student model to a sub-
set of the teacher’s capabilities, and the process itself requires access to
the large model during training, perpetuating dependence on centralized
computational resources. Quantization approaches, reducing numerical
precision from 32-bit floating point to 8-bit or even 4-bit representations,
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achieve dramatic reductions in memory usage [42], but introduce subtle
degradations in reasoning quality that compound during multistep infer-
ence chains characteristic of agentic behavior.

The MobileLLM architecture [110] represents a significant advance
in designing models specifically for edge deployment rather than adapt-
ing desktop-scale architectures. By employing grouped-query attention,
shared embeddings, and immediate block-wise weight sharing, these mod-
els achieve sub-billion parameter counts while maintaining coherent text
generation. However, even these optimized architectures [84] struggle
with the complex reasoning tasks required for embodied agents, partic-
ularly when processing multimodal inputs or maintaining long-term con-
text across extended interactions. The fundamental tension persists: mod-
els small enough for edge deployment lack the emergent capabilities that
make large models valuable for agentic applications.

Structured state-space models|72, 71, 61| offer an alternative computa-
tional paradigm that challenges the dominance of transformer architec-
tures. By reformulating sequence modeling through linear state space
equations, models like Mamba achieve linear rather than quadratic scaling
with sequence length while maintaining competitive performance on lan-
guage tasks. These efficiency gains become particularly pronounced for the
long contexts typical of embodied agents maintaining interaction histories,
environmental observations, and user preferences. However, the relative
immaturity of the state-space model ecosystem, which lacks the extensive
pretraining datasets and fine-tuning recipes developed for transformers,
limits their immediate applicability despite promising theoretical proper-
ties.

The challenge of deploying foundation models extends beyond raw com-
putational constraints to encompass the broader system architecture re-
quired for robust operation. Current approaches typically rely on cloud-
based inference, transmitting user queries to remote servers for processing.
This architecture introduces multiple failure modes: network latency dis-
rupts real-time interaction, bandwidth limitations constrain multimodal
input processing, and service availability depends on external infrastruc-
ture beyond user control. Moreover, the privacy implications of transmit-
ting personal conversations, environmental observations, and behavioral
patterns to corporate servers create fundamental tensions with the inti-
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mate nature of embodied agents in personal spaces.[170, 204]

Edge-cloud hybrid architectures attempt to balance local responsive-
ness with cloud-scale capabilities by partitioning computation between de-
vices and servers. Small local models handle routine tasks and initial pro-
cessing, escalating to cloud resources for complex reasoning or knowledge-
intensive queries. Although this approach reduces latency for common
interactions, it perpetuates the fundamental dependency on external in-
frastructure and introduces complex coordination challenges. Determining
which queries require cloud processing, managing state synchronization
across distributed components, and handling graceful degradation when
cloud services become unavailable remain open research problems with
significant implications for system reliability.

The adaptation of foundation models to specific domains and user
preferences presents additional challenges in resource-constrained settings.
Fine-tuning large models requires substantial computational resources and
risks catastrophic forgetting of pre-trained knowledge. Parameter-efficient
fine-tuning methods, including LoRA (Low-Rank Adaptation)[81] and pre-
fix tuning[106], reduce the number of trainable parameters by introducing
small adapter modules or learnable prompts.[80, 101] These techniques
achieve impressive results on benchmark tasks but struggle with the con-
tinuous, multi-objective adaptation required for personalized agents that
must simultaneously maintain general knowledge, adapt to user prefer-
ences, learn new skills, and preserve privacy constraints.

Recent developments in retrieval-augmented generation offer a path-
way to enhance small models with external knowledge without increasing
parameter counts. By conditioning generation on retrieved documents|104,
15, 85|, these systems access vast knowledge bases while maintaining com-
pact model sizes. However, the retrieval process itself introduces com-
putational overhead, and the quality of generation depends critically on
the retrieval accuracy. For embodied agents, the challenge intensifies as
relevant knowledge spans personal interaction histories, environmental ob-
servations, learned preferences, and general world knowledge, requiring
sophisticated indexing and retrieval mechanisms that themselves consume
computational resources.

The emergence of mixture-of-experts architectures provides another ap-
proach to scaling model capability without proportionally increasing infer-
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ence cost[162, 58|. By routing inputs to specialized subnetworks, these
models achieve sparse activation where only a subset of parameters pro-
cesses each input. This architectural pattern aligns well with embodied
agents that encounter diverse task types, from natural language interac-
tion to environmental control to preference learning. However, the routing
mechanism itself becomes a critical design choice, and poor routing deci-
sions can dramatically degrade performance. Moreover, the total model
size remains large even if inference is sparse, creating storage challenges
for edge deployment.

2.2 Security for Embodied Agents

The integration of intelligent agents into personal environments de-
mands rigorous security architectures that protect both user privacy and
system integrity. Traditional security models, developed for desktop com-
puting and client-server architectures, prove inadequate for embodied sys-
tems that continuously perceive their environment, adapt to user behavior,
and execute actions in physical space. The attack surface expands dramat-
ically when agents can observe private conversations, access personal doc-
uments, control home appliances, and learn intimate behavioral patterns.
This expanded threat model requires fundamental reconsideration of se-
curity architectures, moving beyond perimeter defense and access control
lists toward capability-based security and formal verification. [41]

Capability-based security[103], rooted in the principle of least privilege,
provides a theoretical foundation for secure agent architectures. Unlike tra-
ditional access control lists that associate permissions with identities, capa-
bilities bundle access rights with unforgeable references to resources. This
approach naturally supports the dynamic, fine-grained permission manage-
ment required for agents that load tools, access sensors, and interact with
external services. The Cambridge CAP computer and subsequent capabil-
ity systems demonstrated the feasibility of hardware-enforced capabilities,
but modern implementations typically rely on software-based approaches
using cryptographic techniques or language-based enforcement.|120]

The WebAssembly specification represents a practical realization of
capability-based security principles in a portable, performant execution
environment. Originally designed for web browsers, WebAssembly pro-
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vides memory safety through linear memory isolation, control flow integrity
through structured control flow, and resource limits through determinis-
tic execution. [73, 189] These properties make it an attractive substrate
for executing untrusted code, such as dynamically loaded tools or third-
party extensions.|[168] The WebAssembly System Interface (WASI) extends
these guarantees to system calls, mediating access to files, networks, and
other resources through capability-based APIs. For embodied agents, We-
bAssembly offers a principled approach to tool isolation that prevents ma-
licious or buggy tools from compromising system integrity.

The application of formal methods to agent architectures remains lim-
ited despite their critical role in safety-critical deployments. Temporal
logic specifications can express complex security properties, such as ensur-
ing that private information never flows to untrusted tools or that safety
invariants are maintained during environmental control. Model checking
[31, 91, 164] techniques can verify these properties for finite-state systems,
but the complexity of modern agents, incorporating neural networks and
continuous adaptation, challenges traditional verification approaches.|[137]
Recent work on neural network verification focuses primarily on robust-
ness properties, such as resistance to adversarial examples, rather than the
behavioral properties relevant to agent security.

Information flow control provides a complementary approach to capability-

based security by tracking how information propagates through systems. |40,
125] Taint analysis marks data from untrusted sources and prevents it from
influencing security-critical decisions. For embodied agents, this approach
could prevent sensor data from untrusted devices from affecting actuator
commands or ensure that personal information does not leak to cloud ser-
vices. However, the dynamic nature of agent behavior, where information
flows depend on learned models and user interactions, complicates static
analysis. Dynamic information flow tracking incurs runtime overhead that
may be prohibitive for resource-constrained edge devices.

The security challenges of machine learning models themselves intro-
duce additional complexity beyond traditional software security.[175] Ad-
versarial examples|65] demonstrate that imperceptible perturbations to in-
puts can cause misclassification, with potentially severe consequences for
embodied agents making safety-critical decisions. Backdoor attacks dur-
ing training can introduce hidden functionality triggered by specific inputs.
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Model extraction attacks can steal intellectual property or enable adver-
saries to craft more effective attacks. These ML-specific vulnerabilities
require new defensive techniques, from adversarial training to differential
privacy, that must be integrated into the broader security architecture.

Secure multi-party computation|64] and homomorphic encryption|62]
offer theoretical solutions for privacy-preserving computation on sensitive
data. These techniques would enable agents to process encrypted sen-
sor data or user preferences without accessing plaintext, providing strong
privacy guarantees. However, the computational overhead—often several
orders of magnitude—makes them impractical for real-time agent oper-
ation. Selective application to particularly sensitive operations, such as
processing medical data or financial information, may be feasible, but de-
termining which operations require such protection without leaking infor-
mation through the protection pattern itself remains challenging.

The challenge of secure software updates|12| for deployed agents in-
tersects with both security and adaptability requirements. Traditional
update mechanisms that replace entire software images disrupt continuous
operation and risk losing learned adaptations. Incremental updates that
modify running systems introduce complex versioning and compatibility
challenges. The ability to rollback problematic updates without losing
user data or learned preferences requires sophisticated state management.
Moreover, the update mechanism itself becomes a critical attack vector, as
compromising the update pipeline would allow adversaries to install mali-
cious code on deployed devices|151].

Trusted execution environments, implemented through hardware fea-
tures like Intel SGX|[34] or ARM TrustZone[105], provide isolated execution
contexts with hardware-enforced protection. These environments could
protect sensitive agent components, such as preference learning algorithms
or cryptographic operations, from compromise even if the main system is
breached. However, trusted execution environments typically offer limited
computational resources and restricted functionality, constraining their ap-
plicability to full agent systems. Side-channel attacks through timing,
power, or electromagnetic emanations remain viable even with hardware
protection, requiring additional countermeasures that further impact per-
formance.
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2.3 Privacy-Preserving Adaptation

The promise of embodied agents lies partly in their ability to adapt to
individual users, learning preferences, routines, and communication styles
through continuous interaction. This personalization requires processing
intimate behavioral data, from daily schedules to emotional responses,
raising profound privacy concerns. The tension between effective per-
sonalization and privacy preservation drives research into techniques that
enable learning from user data without compromising confidentiality.[52]
These approaches must address not only the technical challenge of privacy-
preserving computation but also the broader system design questions of
data governance, user control, and regulatory compliance.

Differential privacy|54, 53] provides a mathematically rigorous frame-
work for quantifying and limiting privacy loss during data analysis. By
adding calibrated noise to computations, differential privacy ensures that
individual records have limited influence on outcomes, providing plausible
deniability. For personalized agents, differential privacy could protect user
data during preference learning or when contributing to federated learning
systems|1, 116]. However, the noise required for strong privacy guarantees
often degrades model utility, particularly for the small datasets typical of
individual users. The composition of multiple differentially private opera-
tions, as would occur during continuous learning, leads to privacy budget
exhaustion that eventually prevents further adaptation.

Federated learning|94| enables collaborative model training without
centralizing data, allowing agents to benefit from collective experience
while maintaining data locality. Each agent trains on local data and shares
only model updates with a coordination server, which aggregates updates
to improve a global model. This approach preserves privacy in the sense
that raw data never leaves user devices, but model updates themselves
can leak information about training data. Secure aggregation protocols
using cryptographic techniques|13| can prevent the server from observing
individual updates, but these protocols introduce communication overhead
and complexity that challenge deployment at scale.

The phenomenon of catastrophic forgetting|60| poses a fundamental
challenge to continuous learning in neural networks. When trained on new
tasks, networks tend to rapidly lose performance on previously learned
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tasks unless specific mechanisms preserve prior knowledge.[115] For per-
sonalized agents, this manifests as forgetting user preferences when adapt-
ing to new situations or losing general capabilities when specializing to
individual users. Elastic weight consolidation and similar approaches slow
forgetting by penalizing changes to important weights, but determining
importance remains heuristic[93|. Memory replay techniques that period-
ically retrain on stored examples preserve performance but require main-
taining and securing historical data, creating privacy risks.

Gradient-free optimization methods offer an alternative approach to
personalization that avoids some privacy risks associated with gradient-
based learning. Evolutionary strategies[149], genetic algorithms, and other
black-box optimization techniques adapt models using only fitness evalu-
ations rather than detailed gradient information. This approach naturally
preserves privacy since the optimization process does not require access
to raw data or intermediate activations. However, gradient-free methods
typically require many more iterations to converge and may struggle with
high-dimensional parameter spaces characteristic of neural networks[172].
The trade-off between privacy preservation and adaptation efficiency re-
mains an active area of investigation.

Split learning partitions neural networks between edge devices and
servers|[185, 184], with each party computing only part of the forward and
backward passes. This approach reduces computational load on edge de-
vices while limiting the information shared with servers to intermediate ac-
tivations rather than raw data. For embodied agents, split learning could
enable leveraging cloud-scale models while maintaining privacy. However,
intermediate activations still contain significant information about inputs,
and adversaries with knowledge of the model architecture can potentially
reconstruct sensitive data. The communication overhead of transmitting
activations for each inference also impacts real-time performance.

The concept of machine unlearning|16] addresses the requirement, in-
creasingly mandated by privacy regulations, that systems must be able
to forget specific data upon request. For traditional databases, deletion
is straightforward, but machine learning models trained on data maintain
implicit representations that persist after training data deletion. Exact un-
learning requires retraining from scratch without the deleted data, which
is computationally prohibitive for continuously learning agents. Approxi-
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mate unlearning techniques attempt to remove data influence through gra-
dient updates or model editing, but providing guarantees about the com-
pleteness of forgetting remains challenging. The interaction between un-
learning and personalization creates particular tensions, as removing data
points may significantly impact model behavior for individual users.[63]

Privacy-preserving record linkage[155] and entity resolution enable agents
to connect information across databases without revealing identities|183].
These techniques would allow agents to access relevant external knowl-
edge, such as medical databases or financial records, while maintaining
confidentiality. Cryptographic protocols using secure multi-party compu-
tation or private set intersection can determine matches without exposing
non-matching records. However, the computational complexity and com-
munication overhead of these protocols limit their applicability to real-time
agent operations. Moreover, the mere fact that queries are being made can
leak information about user interests or conditions.

The emergence of self-supervised learning reduces dependence on la-
beled data, enabling agents to learn from raw environmental observations
and user interactions. Contrastive learning approaches that maximize
agreement between augmented views of the same data|28] have achieved
remarkable success in vision[167] and language domains|[56]. For embod-
ied agents, self-supervised learning could enable continuous improvement
without explicit user feedback, learning representations from the natural
correlation between sensory modalities and temporal sequences. However,
the computational requirements of contrastive learning, particularly the
large batch sizes needed for effective negative sampling, challenge deploy-
ment on edge devices.

The integration of causal reasoning|136] into personalization systems
promises more robust and interpretable adaptation. By learning causal
models of user behavior rather than mere correlations, agents can better
predict the effects of interventions and adapt to distribution shifts|156].
Causal discovery from observational data remains challenging, particularly
in the presence of hidden confounders and feedback loops characteristic of
human-agent interaction. The sample efficiency of causal learning is typi-
cally poor, requiring many observations to distinguish causal relationships
from spurious correlations. For personalized agents with limited interac-
tion data per user, this presents a fundamental limitation that may require
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leveraging population-level causal knowledge.

Meta-learning approaches that learn to learn promise rapid adapta-
tion to new users with minimal data. By training on a distribution of
tasks, meta-learning algorithms acquire inductive biases that enable few-
shot learning in new domains. Model-Agnostic Meta-Learning (MAML)
and its variants[59, 129, 165] optimize for parameters that can be quickly
fine-tuned to new tasks with a few gradient steps. For personalized agents,
meta-learning could enable rapid adaptation to new users by leveraging ex-
perience across the user population. However, the computational cost of
meta-learning, requiring second-order gradient computations and multiple
adaptation steps, challenges deployment on resource-constrained devices.
Moreover, the assumption that new users come from the same distribution
as training users may not hold for diverse populations.

The challenge of evaluating personalized systems extends beyond tra-
ditional metrics to encompass privacy preservation, adaptation quality,
and user satisfaction.[6] Standard benchmarks typically measure task per-
formance on fixed datasets, failing to capture the dynamics of continu-
ous learning or the subtleties of personalization. Simulation environments
that model user behavior and preferences enable systematic evaluation
but may not reflect real-world complexity. User studies provide ecologi-
cal validity but raise ethical concerns about experimenting with privacy-
sensitive systems.[107] The development of evaluation frameworks that bal-
ance rigor, realism, and ethics remains an open challenge with significant
implications for research progress.

The regulatory landscape surrounding data protection and algorith-
mic accountability increasingly constrains system design. The European
General Data Protection Regulation (GDPR)[186] grants users rights to
explanation|[187], rectification, and erasure that challenge traditional ML
architectures. The California Consumer Privacy Act (CCPA) and simi-
lar legislation extend these requirements globally. For embodied agents
processing intimate personal data, compliance requires not just technical
mechanisms but also interpretable audit trails, user controls, and trans-
parent data governance. The tension between regulatory requirements and
technical capabilities drives research into interpretable models, explainable
Al and privacy-preserving systems that may sacrifice performance for com-
pliance.
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The integration of these diverse research threads—efficient foundation
models, secure execution environments, and privacy-preserving personal-
ization—remains largely unexplored. Current systems typically address
each concern in isolation, bolting security onto existing architectures or
adding privacy as an afterthought. The fundamental insight motivating
this work is that trustworthy embodied intelligence requires holistic design
where security, efficiency, and privacy are foundational rather than supple-
mentary. The architectural principles that will be developed in subsequent
chapters emerge from recognizing that the challenges surveyed here are not
independent problems to be solved separately but interconnected aspects
of a unified system design challenge. By reconsidering the entire stack from
hardware abstraction through application logic as an integrated whole, it
will be demonstrated that secure, adaptive, and private personal agents are
not merely aspirational but achievable through principled engineering.
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Foundation Models for
Embodied Intelligence

The purpose of abstraction is not to
be vague, but to create a new
semantic level in which one can be
absolutely precise.

Edsger W. Dijkstra

The opaque nature of large language models accessed via commercial
APIs erects substantial barriers to both rigorous scientific investigation
and the engineering of high-assurance systems for embodied agents. From
a research standpoint, this paradigm fundamentally precludes mechanistic
interpretability; it becomes impossible to probe a model’s internal activa-
tions, analyze its attention patterns, or directly correlate specific subsets of
training data with emergent behaviors. The absence of versioning guaran-
tees and transparency regarding unannounced updates to architecture or
training data undermines experimental reproducibility, a cornerstone of the
scientific method. For systems development in security-sensitive applica-
tions such as Ambient Intelligence, this opacity prevents formal verification
of model behavior and introduces intractable risks related to data privacy
and adversarial vulnerabilities, as the model’s internal defenses cannot be
audited, customized, or hardened for specific threat models.

Innovation in agentic Al is frequently contingent upon the ability to
deeply customize models for specific tasks and operational domains, a ca-
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pability severely impeded by the lack of architectural control in commercial
APIs. By offering generalized, one-size-fits-all solutions, these services sti-
fle progress in agentic safety and optimization. The inability to modify
a model’s architecture prevents research into more efficient computational
structures or the integration of novel mechanisms tailored to specific data
modalities. More critically, the lack of access to pre-training data and its
associated methodology renders fine-tuning a superficial process, as it be-
comes impossible to perform continued pre-training on specialized corpora
to adjust the model’s core knowledge base for specific domains.

Beyond constraints on scientific inquiry, reliance on third-party APIs
introduces significant economic and data privacy implications that are un-
tenable for agents deployed in personalized, data-sensitive environments.
The prevalent per-token pricing model, while suitable for low-volume pro-
totyping, becomes economically infeasible for high-throughput services or
research requiring millions of model queries. This dependency creates op-
erational fragility, as users have no control over service parameters such
as rate limits or sudden price modifications. From a privacy perspective,
the requirement to transmit continuous streams of personal data to third
parties constitutes an unacceptable risk. For sectors governed by regu-
lations such as HIPAA or GDPR, or for applications handling sensitive
information, external API usage is often prohibited outright. On-premises
or private cloud deployment of self-owned models is therefore a mandatory
prerequisite for ensuring data sovereignty and maintaining a robust secu-
rity posture.

The principle of model sovereignty is proposed as a necessary condi-
tion for developing Al systems that are trustworthy, robust, and sustain-
able over the long term. This concept encompasses complete control over
the entire model lifecycle, including data provenance, architectural design,
training infrastructure, and inference deployment. Sovereignty enables true
scientific auditability, allowing deep inspection required to understand and
mitigate model biases, identify failure modes, and remediate security vul-
nerabilities. It ensures operational independence, insulating systems from
the unpredictable technical roadmaps and business decisions of external
providers. Most importantly, it aligns responsibility with capability, en-
suring that entities deploying Al systems retain full accountability, which
is only possible with complete control over their construction and opera-
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tion.

In direct response to these limitations, this chapter introduces a new
family of foundational language models conceived from first principles to
embody the ideal of model sovereignty. The core design philosophy creates
a tiered family of models rather than a single monolithic entity, with each
member engineered to serve distinct computational and application niches
within an Ambient Intelligence framework. This spans from large-scale
cloud infrastructure requiring powerful reasoning capabilities to resource-
constrained edge devices demanding maximal efficiency. The approach
emphasizes transparency in data curation, clarity in architecture, and ef-
ficiency in implementation. By constructing these models systematically,
this research produces fully auditable and controllable software artifacts
that provide stable and secure foundations upon which complex, verifiable,
and domain-specific agentic systems can be constructed and scientifically
evaluated.

While architectural recipes for creating smaller, more efficient mod-
els are increasingly accessible,[110] the primary barrier to their effective
use remains the immense computational cost of pre-training. Model per-
formance is critically dependent on training with vast datasets, often ex-
ceeding one trillion tokens, a scale that renders pre-training from scratch
computationally and economically infeasible for most academic and inde-
pendent research efforts. To quantify this challenge, the approximate time
is modeled required for training using the relationship between model size,
dataset size, and available computing resources:

6N, N,

—_ 3.1
N, gpuTgpunmfu ( )

Tirain =

where N, denotes the number of model parameters, N; the number

of training tokens, Ngp, the total GPU count, Ty, the peak throughput
per GPU in FLOP/s, and nys, the Model FLOPs Utilization (typically
0.3-0.6). The factor of 6 approximates FLOPs required per parameter per
token (3 for forward pass, 3 for backward pass). Consider pre-training a 15
billion parameter model on one trillion tokens. The total computational
requirement is approximately 9 x 1022 FLOPs. On a high-end academic
server with four NVIDIA A100 GPUs (each providing 3.12 x 104 FLOPs/s
for BF16 operations) at 50% MFU, the estimated training time exceeds
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1,669 days. Even with eight NVIDIA H100 GPUs (9.89 x 104 FLOPs/s
each), this reduces to 263 days of continuous operation. While technologi-
cally achievable, such extensive training coupled with hardware acquisition
and operational costs are prohibitive for academic research. This analysis
demonstrates that the strategic starting point must be the careful selection
and adaptation of an existing open-source base model possessing desired
architectural traits.

The foundation of all modern Large Language Models is the Trans-
former architecture, introduced by Vaswani et al.[182] This architecture
represented a paradigm shift in sequence processing, moving away from re-
current structures that processed tokens sequentially. The core innovation
is the self-attention mechanism, which allows models to weigh the impor-
tance of all tokens in the input sequence simultaneously, enabling capture
of complex, long-range dependencies. Modern generative LLMs are pre-
dominantly based on decoder-only variants of this architecture. Unlike
encoder-decoder or encoder-only models[43], the decoder-only structure is
highly efficient for next-token prediction, the fundamental operation of text
generation. Its causal self-attention mechanism ensures that predictions for
a given token depend only on preceding tokens, making it naturally suited
for sequential data generation.[142, 143, 22|

To construct a high-performance agentic foundation, two modern ar-
chitectural features were identified as non-negotiable: Grouped-Query At-
tention (GQA)[5] and Rotary Position Embeddings (RoPE).[171] GQA is
a critical optimization for inference efficiency that directly addresses the
memory bottleneck of the Key-Value cache. In standard multi-head at-
tention, each attention head maintains its own key and value projections.
GQA modifies this by allowing multiple query heads to share a single key-
value head, drastically reducing KV cache size, the dominant consumer
of VRAM during inference, especially with long contexts. This enables
processing of significantly longer sequences and accelerates inference speed
by lowering memory bandwidth requirements.

The adoption of RoPE is essential for enabling robust long-context
reasoning and avoiding brittleness associated with absolute positional em-
beddings. Absolute positional embeddings assign fixed embeddings to each
position in a sequence, failing to generalize effectively beyond maximum
sequence lengths seen during training, often leading to catastrophic perfor-
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mance decline. In contrast, RoPE encodes positional information relatively
by applying rotation matrices to query and key vectors, preserving relative
distance between tokens. This intrinsic property allows models to extrap-
olate understanding of sequence order to lengths far exceeding training
data. For agents operating in dynamic environments, this capacity for
length extrapolation is not an enhancement but a fundamental require-
ment for reliable performance.

With these architectural prerequisites established, selection of an open-
weight foundation model required systematic evaluation against strict cri-
teria: inclusion of GQA and RoPE;, history of robust performance, and per-
missive Apache 2.0 licensing. Several prominent model families were con-
sidered, including Llama[179, 67|, Mistral|88|, and Qwen|[10, 176]. While
Llama and Mistral families incorporate required features, the Qwen model
family was identified as the most suitable foundation. At the time of selec-
tion, Qwen offered a superior combination of state-of-the-art pre-training,
consistent architectural blueprint across a wide range of model sizes, and
unambiguous Apache 2.0 licensing.

A primary objective is creating a tiered family of models capable of
serving a heterogeneous agentic ecosystem, specifically requiring variants
in the sub-1-billion, sub-10-billion, and sub-20-billion parameter classes.
The Qwen series directly meets this requirement by providing base models
in all target sizes under Apache 2.0 license. These models have been pre-
trained on datasets reported to contain over 13 trillion tokens, an order of
magnitude beyond the one trillion token threshold identified as prerequisite
for strong performance and far exceeding computational budgets available
for this research. The availability of these powerful, cleanly pre-trained
artifacts provides an exceptionally strong foundation, allowing this work
to focus on specialized fine-tuning rather than foundational pre-training.

The selection of three specific model sizes—14B, 8B, and 0.6B param-
eters—is driven by the heterogeneous computational landscape of Ambi-
ent Intelligence deployments. The 14B flagship model targets server-class
infrastructure with 40-80GB VRAM, providing the reasoning depth re-
quired for complex agentic planning and orchestration. The 8B mid-tier
variant is optimized for edge servers and high-end embedded systems (16-
24GB VRAM), such as NVIDIA Jetson AGX Orin platforms, enabling
autonomous operation of smart home hubs and local coordinators without
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cloud dependencies. The 0.6B compact model addresses severely resource-
constrained devices (2-4GB VRAM) including individual IoT endpoints,
where quantization to 4-bit precision yields a 300MB footprint suitable for
real-time sensor processing and actuator control. This three-tier hierarchy
mirrors the natural distribution of computational resources in deployed am-
bient systems: a few centralized reasoning nodes, multiple distributed coor-
dination points, and numerous lightweight execution endpoints. The gaps
between sizes are deliberately chosen to maximize coverage of the deploy-
ment spectrum while maintaining tractable distillation pathways—smaller
gaps would provide diminishing returns in capability differentiation, while
larger gaps would compromise knowledge transfer during student-teacher
training.

A crucial advantage of selected Qwen base models is that they have
undergone only initial pre-training. This provides clean, unbiased foun-
dations free from prior instruction tuning or alignment procedures that
could constrain or conflict with specialized fine-tuning stages planned in
this research. The inherited architecture, with its implementation of GQA,
RoPE, and SwiGLU feed-forward networks, is confirmed highly suitable
for subsequent development phases. This robust design provides an excel-
lent substrate for planned Stage 2 reasoning-centric fine-tuning and Stage
3 long-context extension, ensuring foundational capabilities can be effec-
tively molded to meet specific demands of embodied agents.

The methodology detailed in this chapter constitutes a blueprint for de-
veloping agentic cognitive architectures, moving beyond simple application
of pre-trained models to a more principled, engineering-driven approach.
This blueprint combines strong, extensively pre-trained base models with
modular, progressive enhancements designed to instill specialized skills.
The base model serves as repository of general world knowledge and foun-
dational reasoning primitives acquired through vast pre-training. Subse-
quent fine-tuning stages build upon this foundation, layering specific high-
value capabilities such as multi-step reasoning, tool use, and long-context
coherence. This structured approach treats specialized agent creation not
as monolithic training but as systematic enhancement of robust founda-
tions with specific cognitive functions required for operational domains.

This architectural blueprint enables critical separation of concerns be-
tween acquisition of general knowledge and development of task-specific
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skills. General knowledge, representing statistical models of the world, is
embedded within base model weights through computationally immense
pre-training that is infeasible to replicate. Task-specific skills, such as
complex instruction following or agentic planning patterns, are instilled
through comparatively inexpensive fine-tuning and distillation. This sep-
aration provides significant advantages in efficiency and modularity, al-
lowing researchers and engineers to focus adaptation efforts on narrow,
high-level skills required for given tasks without disturbing vast, stable
foundations of world knowledge.

The central hypothesis underpinning this approach is that a base model’s
aptitude for subsequent agent-oriented specialization is not solely a func-
tion of parameter count but is fundamentally determined by robustness of
foundational architecture and quality of pre-training. An architecture lack-
ing critical features like GQA for memory efficiency or RoPE for context
length extrapolation is inherently handicapped for agentic roles, regardless
of size. Similarly, models pre-trained on smaller or lower-quality datasets
possess less refined internal world models, providing weaker foundations
upon which to build specialized reasoning skills. Therefore, deliberate
selection of base models with state-of-the-art architecture and extensive,
high-quality pre-training is hypothesized to be the most critical factor in
achieving high-performance final agents.

The remainder of this chapter proceeds as follows. Section 3.1 details
the specifications of the tiered model family, including the flagship 14B
model and its distilled variants. Section 3.2 presents the multi-stage spe-
cialization protocol encompassing reasoning enhancement and long-context
extension. Section 3.3 introduces Matryoshka Representation Learning
and the strong-to-weak distillation methodology for creating smaller, co-
herent variants. Section 3.5 proposes the Adaptron module for progres-
sive capability enhancement without catastrophic forgetting. Finally, Sec-
tion 3.6.2 describes the contextual retrieval preprocessing pipeline for ro-
bust knowledge-intensive applications. Together, these components pro-
vide a complete and reproducible blueprint for engineering the diverse
cognitive cores required to power the secure, verifiable agent framework
presented in Chapter 4.
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3.1 Model Family Architecture

The developed model family comprises three variants: a 14-billion-
parameter flagship model, an 8-billion-parameter mid-tier model, and a
0.6-billion-parameter compact model. The flagship 14B model is derived
from the Qwen base model and enhanced through the Stage 2 (S2) and
Stage 3 (S3) fine-tuning stages detailed in Section 3.2. The 8B and 0.6B
variants are created via strong-to-weak distillation from the fine-tuned 14B
teacher, as described in Section 3.3.

Table 3.1. Model Family Specifications

Parameter 14B 8B 0.6B
Total Parameters 14.1B 8.1B 0.6B
Number of Layers 40 32 28
Hidden Dimension 5120 4096 1536
Query Heads 40 32 12
KV Heads (GQA) 8 4 2
Head Sharing Ratio 5:1 8:1 6:1
FFN Hidden Dimension 27,648 22,016 8,192
Vocabulary Size 151,936 151,936 151,936
Max Context Length 32,768 32,768 8,192
Tied Embeddings No No Yes

The 14-billion-parameter scale balances capability with tractability.
Models significantly larger become computationally prohibitive for multi-
stage fine-tuning on academic hardware, while smaller models lack suffi-
cient parameter depth for complex multi-step reasoning. The architectural
configuration uses 40 transformer layers with a hidden dimension of 5,120.
The Grouped-Query Attention mechanism employs 40 query heads sharing
8 key-value heads, yielding a 5:1 ratio. This reduces the KV cache from 40
head pairs to 8, achieving an 80% memory reduction during inference. The
feed-forward network uses an intermediate dimension of 27,648, approxi-
mately 5.4 times the hidden dimension. The vocabulary of 151,936 tokens
provides coverage of multilingual text, code, and technical terminology.

Positional encoding uses Rotary Position Embeddings with a base fre-
quency of 10,000. The activation function is SwiGLU (Swish-Gated Linear
Unit)[161]. Layer normalization uses RMSNorm in pre-normalization con-
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figuration, where normalization precedes each sub-layer.[201]

The 8B variant maintains the same design principles with reduced
depth and width. The layer count is 32, and the hidden dimension is
4,096. The GQA configuration uses 32 query heads sharing 4 KV heads,
maintaining an 8:1 ratio. The vocabulary and positional encoding schemes
are identical to the 14B model. This variant is created through distilla-
tion from the fine-tuned 14B teacher, transferring reasoning patterns and
instruction-following capabilities acquired during S2 and S3 training.

The 0.6B variant is designed for resource-constrained environments. It
uses 28 layers with a hidden dimension of 1,536. The GQA configuration
employs 12 query heads sharing 2 KV heads (6:1 ratio). Unlike the larger
variants, this model uses tied embeddings where the input token embed-
ding matrix and output projection matrix share weights. This reduces
the parameter count by approximately 150 million parameters (vocabu-
lary size x hidden dimension). The maximum context length is reduced
to 8,192 tokens to minimize memory requirements. The model is designed
for quantization to 4-bit or 8-bit formats through quantization-aware train-
ing, where simulated quantization noise is introduced during distillation.
Post-training quantization to 4-bit reduces the memory footprint to ap-
proximately 300 MB.

This tiered architecture supports heterogeneous multi-agent systems.
The 14B model operates as a central orchestrator on server infrastructure,
handling complex planning and tool synthesis. The 8B model functions as
a regional supervisor on edge devices such as smart home hubs, managing
local environments with autonomy. The 0.6B models serve as executors
on individual devices, processing local sensor streams and executing com-
mands. The distillation methodology ensures semantic alignment across
variants, enabling efficient inter-agent communication through shared rep-
resentational structures.

The family enables dynamic inference-time compute allocation. Simple
queries such as intent classification can be handled by the 0.6B model
with sub-50ms latency on edge hardware. Moderately complex queries
requiring multi-step reasoning are routed to the 8B model. Only queries
requiring deep reasoning over extensive context necessitate the 14B model.
For typical agentic workloads with query complexity following a power law
distribution (approximately 80% simple, 15% moderate, 5% complex), this




34

CHAPTER 3. FounpaTioN MODELS FOR EMBODIED INTELLIGENCE

routing strategy reduces computational cost by 60-70% while maintaining
system accuracy within 2-3% of routing all queries to the largest model.

The model family provides graduated security boundaries. The 0.6B
models can be deployed in sandboxed environments where limited rea-
soning capability constrains potential impact of prompt injection attacks.
The 8B models operate in monitored execution zones. The 14B model
is reserved for fully trusted computational environments with comprehen-
sive auditing. This graduated trust model aligns computational capability
with security posture, supporting the secure agentic framework presented
in Chapter 4.

3.2 Supervised Fine-Tuning Protocol

The fine-tuning protocol is governed by data quality, diversity, and
signal strength. For an agent to develop capabilities in reasoning and
long-context comprehension, training data must be clean and targeted.
Low-quality or noisy data degrades foundational knowledge, while lack of
diversity leads to overfitting on narrow domains. The curation strategy
for all fine-tuning stages involves aggressive filtering to maximize signal-
to-noise ratio, ensuring each token contributes to acquisition of desired
skills.

The specialization protocol comprises two stages following the inherited
Stage 1 (S1) generalist foundation from the Qwen base model. Stage 2
(S2) focuses on reasoning capabilities across technical domains. Stage 3
(S3) extends contextual understanding and trains the model to maintain
coherence over longer sequences. This progressive approach allows modular
development of specialized skills, with each capability built upon a stable
foundation.

3.2.1 Reasoning Enhancement Stage

The Stage 2 fine-tuning objective is to develop multi-step reasoning ca-
pabilities across technically demanding domains. The goal is to move be-
yond pattern matching toward problem-solving in science, technology, en-
gineering, mathematics (STEM), and software development. Fine-tuning
on expert-level data aims to strengthen the model’s abilities for logical
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deduction, algorithmic thinking, and causal inference.

The S2 corpus was constructed from two primary sources: academic
literature from arXiv and source code from GitHub. The arXiv component
derives from a snapshot taken in Q2 2024. Only papers with full K TEX
source available were included. Filtering heuristics were applied to ensure
quality:

1.

Citation Impact: Minimum of 5 citations as indexed by Google
Scholar.

. Author History: Lead author must have at least three prior pub-

lications in the same arXiv category.

Substantial Length: Minimum word count equivalent to approxi-
mately four standard pages.

. Structural Integrity: KIEX source must compile without fatal

eIrors.

The GitHub component consists of a 1TB collection of source code from
public repositories with permissive licenses (MIT, BSD 3-Clause, Apache

2.0).

1.

Selection heuristics targeted high-quality projects:

Community Engagement: Minimum weighted engagement score
calculated as stars + (10 x forks).

. Project Activity: At least one commit within the preceding 12

months.

. Project Complexity: Minimum of five non-configuration source

files.

. Documentation Quality: Mandatory presence of root-level READ

ME.md and license file.

The S2 data underwent processing beyond source-level filtering. Near-
semantic deduplication techniques removed redundant information to pre-
vent bias from repeated content. The entire corpus was subjected to con-
tamination checks against evaluation benchmarks. This ensures that model
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performance on downstream tasks measures generalized reasoning ability
rather than memorization of test questions.

The Stage 3 fine-tuning has two objectives: extending the model’s ef-
fective context window to 32,768 tokens and enhancing its ability to reason
over long, contiguous information streams. While the base model’s RoPE
architecture theoretically allows length extrapolation, this stage explicitly
trains the model to attend to and utilize information across extended dis-
tances. This capability is necessary for agents that must maintain long
conversational histories, process large documents, or comprehend exten-
sive codebases.

3.2.2 Long-Context Extension Stage

The S3 corpus was constructed primarily from a filtered subset of the
Open Instruction Generalist (OIG) dataset. The OIG dataset provides
diverse, human-annotated instruction-following data. The filtering process
targeted long-form, complex instructions to enhance the model’s ability
to maintain coherence over extended dialogues and documents.|[111] This
filtering resulted in a high-quality subset contributing several billion tokens
to the S3 corpus.

The corpus was augmented with synthetic "needle-in-a-haystack" examples.[109]
This technique trains the model to retrieve specific facts from long, irrel-
evant documents, explicitly strengthening attention mechanisms for pin-
point information retrieval. The combined corpus provides training signal
for long-context reasoning and instruction following.

The S2 and S3 fine-tuning stages for the 14B model used the AdamW
optimizer.[112] A linear learning rate warmup followed by cosine decay
schedule was employed. Key hyperparameters are detailed in Table 3.2.
These parameters ensure stable training while providing sufficient learning
signal to adapt the model’s weights.

The tokenizer is inherited from the base model without modification.
An analysis was conducted on the Byte Pair Encoding (BPE) tokenizer’s[159]
efficiency for structured data formats relevant to agentic tool use. A corpus
of structured data was generated from the S2 dataset using the gemini-
flash-latest model to ensure semantic consistency across formats. The
analysis revealed that for encoding identical semantic content, JSON was
approximately 17% less token-efficient than YAML. XML, with its ver-
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Table 3.2. S2 and S3 Hyperparameters

Hyperparameter Value
Optimizer AdamW
Peak Learning Rate 5x 1076
LR Scheduler Cosine Decay
Warmup Ratio 5%
AdamW f; 0.9
AdamW [, 0.95
Weight Decay 0.1
Batch Size 512
Gradient Accumulation 8 steps
Max Gradient Norm 1.0

bose tag-based structure, was 63% less efficient than YAML. For agentic
systems requiring communication of structured data, YAML is the most
token-efficient format.

Ethical considerations guided curation of the S2 and S3 datasets, par-
ticularly concerning mitigation of potential biases.[87] For the S2 coding
dataset, filtering by permissive open-source licenses ensures legal and eth-
ical compliance. For reasoning datasets derived from academic papers,
existing scientific literature may contain implicit societal or institutional
biases. The filtering heuristics select for high-quality science, but this does
not eliminate such biases. The approach is mitigation through diversity
in sources where possible, with acknowledgment that no dataset of this
nature is entirely free of bias.

The S2 and S3 fine-tuning runs were executed on a rented cloud in-
stance equipped with four NVIDIA A100 (80GB) GPUs. The software
stack used PyTorch, with training orchestrated using Fully Sharded Data
Parallelism (FSDP) to distribute model state across GPUs.[202] Optimiza-
tion techniques employed included mixed-precision training using BF16
format to reduce memory footprint and accelerate computation, gradient
accumulation to simulate larger effective batch sizes, activation checkpoint-
ing to trade re-computation for memory savings|27], and torch.compile to
generate optimized model graphs for the hardware.
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The post-pre-training protocol transforms a generalist model into a
specialized agentic core. Starting with the S1 foundation, the protocol
layers reasoning and problem-solving skills in S2, followed by expansion
of contextual understanding in S3. This structured, multi-stage approach,
guided by data quality and enabled by efficient hardware and software,
provides a blueprint for engineering high-performance cognitive architec-
tures required for autonomous agents.

3.3 Knowledge Distillation

3.3.1 Matryoshka Representation Learning

A challenge in creating versatile agentic ecosystems is effective transfer
of capabilities from large, powerful models to smaller, efficient variants.
Methods like pruning and quantization reduce model size but often fail to
preserve nuanced, multi-step reasoning and complex instruction-following
abilities acquired through extensive fine-tuning[66|. The capability gap be-
tween multi-billion-parameter flagship models and sub-billion-parameter
counterparts is substantial. Fine-tuning each smaller model independently
on the same data is computationally expensive and often results in weaker
performance, as smaller models may lack capacity to learn complex pat-
terns directly.[190]

Matryoshka Representation Learning (MRL) is a technique for building
multi-scale neural representations within a single model. The central idea
is that embedding vectors are structured to be truncatable: for any high-
dimensional embedding vector e € R, the prefix e;.;, for k < d constitutes
a semantically meaningful embedding in R*. This property is expressed
formally as:

f(X)1:d; ~ g4,(x), Vd; € {d1,da,...,dn} (3.2)

where f represents the full-dimensional embedding function, g4, repre-
sents an independent embedding function at dimension d;, and ~ denotes
functional equivalence. The mechanism structures the vector space such
that the first 128 dimensions of a 4096-dimensional MRL embedding vector
constitute a complete, usable 128-dimensional representation of the same
concept. This is achieved by training the model on a primary loss function
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for full-dimensional representations and auxiliary loss functions for trun-
cated versions.[97]

The MRL training objective enforces this nested structure through
a multi-granularity loss function. Let %,k represent the primary task-
specific loss function. The MRL-augmented objective becomes:

LrL = Lrask(hia) + Y AiZlask(hi.q,) (3.3)
i=1

where h represents the model’s hidden states, d; are predefined trun-
cation dimensions with di < do < -+ < d;,, = d, and \; are weighting
coefficients that balance importance of each scale. This formulation forces
the model to organize its embedding space hierarchically, placing critical
high-level information in initial dimensions and progressively adding finer-
grained detail in subsequent dimensions. Common truncation dimensions
include {128,256, 512,1024, 2048} for models with embedding dimensions
of 4096 or 5120.

Matryoshka Representation Learning was integrated into the fine-tuning
process of the 14B model during both S2 and S3 stages. An auxiliary loss
term was added to the primary training objective. This MRL loss was cal-
culated on multiple truncated versions of the model’s final hidden states,
encouraging the model to learn the nested, multi-scale representational
structure. This enhances the model’s internal representations by enforc-
ing a more organized and hierarchical structure. The 14B model becomes
a reasoning engine whose internal cognitive processes are structured for
comprehension by smaller student models.

An MRL-enhanced teacher model provides richer supervisory signal
for knowledge distillation compared to a standard model. Traditional
distillation relies primarily on the teacher’s output probability distribu-
tion (logits). An MRL-teacher provides multi-scale guidance: final high-
dimensional reasoning and a series of complete, lower-dimensional repre-
sentations of the same concept with less detail. This allows smaller student
models to learn from a version of the teacher’s reasoning commensurate
with their capacity. Multi-scale supervision makes strong-to-weak knowl-
edge transfer more effective, as the student is guided by signal already
adapted to its scale.




40

CHAPTER 3. FounpaTioN MODELS FOR EMBODIED INTELLIGENCE

3.3.2 Distillation Methodology

Strong-to-weak distillation is the training of the 8B and 0.6B student
models under guidance of the specialized 14B MRL-tuned teacher model.
The goal is to transfer capabilities developed during S2 and S3 stages.
The teacher model is used in inference-only mode to generate outputs
and internal representations for training examples, which compute a loss
function that guides updates of student model weights.

The distillation objective function is a weighted combination of three
loss components. The total loss, Zotal, 18 expressed as:

Lrotal = .L0E + BLK1 + 7-LAuRL (3.4)

where Zog is the standard cross-entropy loss against ground-truth la-
bels, ensuring the student remains grounded in factual correctness:

Low =~ 4i108 Dstudent (¥i[X) (3.5)

7

where y; represents the true label distribution and pgiudent denotes the
student model’s output distribution. Zki, is the Kullback-Leibler diver-
gence between the student’s and teacher’s output logits, encouraging the
student to mimic the teacher’s nuanced probability distributions:

Pteacher (yz |X)
L = E Pteacher (Yi|X) log ———"—~ 3.6
— Tenc er (41f) Pstudent (Yi]X) (3:6)

(2

Avri, is the Matryoshka loss applied to the student model’s hidden
states, ensuring students develop the same multi-scale representational
structure as the teacher. The weights («, (3, ) balance these objectives.
Effective configurations typically employ « € [0.3,0.5], 5 € [0.4,0.6], and
v € [0.1,0.2], with « + 8 + v = 1. Precise values are determined through
hyperparameter search on a validation set.

The nested Matryoshka embeddings from the teacher model are lever-
aged for embedding initialization. The embedding layers of the 8B and
0.6B student models are initialized by taking a truncated prefix of the
final, trained embedding vectors from the 14B teacher. If the teacher
has embeddings of dimension dieacher and the student requires dimension
dstudent < dteacher, the student’s embedding matrix Egiudent 1S initialized
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as:

Estudent = Eteacher[:a 1: dstudent] (37)

This provides student models with a head start, beginning training
with a well-structured semantic space aligned with the teacher’s. This
initialization reduces training time by approximately 25-30% compared to
random initialization.

The distillation dataset was constructed as a balanced mixture of high-
signal data from S2 and S3 fine-tuning stages. This included complex
STEM problems and code generation tasks from S2, as well as long-
context question-answering and instruction-following dialogues from S3.
The S2 component includes multi-step mathematical reasoning problems,
code generation requiring algorithmic thinking, scientific reasoning across
multiple domains, and logic puzzles. The S3 component incorporates long-
context question-answering with contexts exceeding 8,192 tokens, multi-
turn instruction-following dialogues, document summarization and infor-
mation extraction, and complex planning tasks. The composition ratio
between S2 and S3 data was approximately 60:40. By using diverse and
challenging data, the distillation process forces student models to learn
underlying reasoning patterns rather than memorizing facts.

Quantitative evaluation demonstrates performance of distilled models.
On key academic benchmarks measuring reasoning and coding, the distilled
8B model outperforms baseline 8B models trained through standard fine-
tuning. Performance metrics are presented in Table 3.3.

Table 3.3. 8B Model Performance Comparison

Benchmark Distilled 8B Baseline 8B
MMLU (accuracy) 72.3% 68.1%
GSMS8K (accuracy) 81.7% 74.9%
HumanEval (pass@1) 58.4% 49.7%

The distilled 8B model achieves 72.3% accuracy on MMLU (Massive
Multitask Language Understanding)|75| compared to 68.1% for baseline
models. On GSM8K (Grade School Math 8K)[32], the distilled model
scores 81.7% versus 74.9% for baselines. For coding capabilities on HumanEval[26],
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the distilled model yields a pass@1 score of 58.4% compared to 49.7%
for standard fine-tuned models. These results demonstrate consistent im-
provements of 4-9 percentage points across evaluation domains.

The 0.6B distilled model demonstrates more pronounced relative im-
provements compared to independently trained counterparts. On GSM8K,
the distilled 0.6B model achieves 54.2% accuracy compared to 38.7% for
baseline models, representing a 40% relative improvement. This validates
the hypothesis that MRL-based distillation is particularly effective for
bridging large capability gaps.

This methodology results in a coherent model family where models of
different sizes share a common reasoning foundation and representational
structure. To quantify this alignment, centered kernel alignment (CKA)
was computed between hidden state representations of different models
when processing identical inputs.[95] The distilled 8B and 0.6B models
exhibit CKA scores of 0.87 and 0.79 respectively with the 14B teacher,
compared to 0.43 and 0.38 for independently trained models. This shared
cognitive blueprint enables reliable multi-agent systems where seamless
communication and collaboration are required.

The coherence facilitates advanced multi-agent collaboration. A cen-
tral planning agent powered by the 14B model can perform analysis and
delegate a sub-task to an edge agent powered by the 8B model. Instead
of sending a long natural language prompt, it can send a compact, low-
dimensional MRL embedding representing the task’s core intent. The 8B
model can interpret this embedding because it operates within the same
nested representational space. If zgagc € Rl represents the teacher’s
task embedding, the student receives ZEZZk = Ztask[l © dcompressed) and
can interpret this truncated representation with high fidelity. This en-
ables bandwidth reductions of 50-75% in inter-agent communication while
maintaining task specification accuracy above 95%.

From a computational standpoint, this approach offers efficiency gains
compared to fine-tuning each model independently. The primary compu-
tational cost is invested once in S2 and S3 fine-tuning of the 14B model.
Subsequent distillation runs for 8B and 0.6B models require fewer FLOPs
per step and converge faster due to strong supervisory signal. Denoting
the cost of training a model of size N parameters on a dataset of size D
tokens for E epochs as C(N, D, E), the total cost of the distillation-based
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approach is:

Caistit = C(N1p, Ds2ys3, Ex) + >, C(Ni, Daist, Baist) ~ (3.8)
i€{8B,0.6B}

In contrast, independent fine-tuning requires:

Cindependent = Z C(Nza D52+S37 Eft) (39)
i€{14B,8B,0.6B}

Empirically, Fq;st =~ 0.6 X Eg due to faster convergence, and Dyjst =~
0.7 X Dgoy g3 as the distillation dataset can be more selective. This yields
a total computational cost reduction of approximately 42% for producing
the complete model family.

The integration of Matryoshka Representation Learning with strong-
to-weak distillation provides a scalable method for producing a spectrum of
high-capability models. This method transforms the investment in creating
a single specialized flagship model into a coherent family. Each member
inherits advanced reasoning capabilities and structured representational
space of the teacher, ensuring consistent performance and enabling inter-
agent collaboration.

3.4 The Adaptation Imperative

The foundation models developed through the dual-stage training pro-
tocol provide powerful semantic understanding and reasoning capabilities.
However, deploying these models as cognitive cores for embodied agents
reveals a fundamental tension: while the models must maintain stable,
reliable behavior for safety-critical operations, they must simultaneously
adapt to diverse deployment contexts, user-specific requirements, and dy-
namic environments. This tension cannot be resolved through static model
selection alone. The 14B model may be optimal for complex reasoning but
impractical for edge deployment. The 0.6B model enables real-time embed-
ded operation but lacks the capacity for sophisticated multi-step planning.
Even within a single deployment, requirements shift continuously as users
develop new preferences, environments change, and new capabilities be-
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come available.

This adaptation imperative motivates the second focus of the model
architecture: creating mechanisms for runtime flexibility that preserve the
foundational capabilities established through training while enabling dy-
namic specialization. This is pursued through two complementary ap-
proaches. First, architectural modifications are introduced that enable
efficient runtime adaptation without catastrophic forgetting. Second, the
models are augmented with external memory systems that extend their
effective knowledge base without parameter modification. Together, these
mechanisms transform static pre-trained models into flexible cognitive
cores capable of serving as the adaptive function M : String — String
required by the agentic framework.

The key insight is that adaptation need not require modification of the
entire model. The billions of parameters encoding general linguistic knowl-
edge and reasoning capabilities represent a stable foundation that should
be preserved. Adaptation should instead operate through lightweight,
modular mechanisms that can be dynamically composed with this founda-
tion. This principle of compositional adaptation guides both the Adaptron
architecture for parameter-based specialization and the retrieval systems
for knowledge-based augmentation.

3.5 Modular Capability Enhancement

3.5.1 Architectural Motivation

The challenge of post-deployment adaptation extends beyond simple
fine-tuning. Full model retraining for each new capability is computation-
ally prohibitive, risks catastrophic forgetting, and prevents real-time adap-
tation to user feedback. Parameter-Efficient Fine-Tuning (PEFT) meth-
ods like LoRA address the computational challenge by training only small
adapter modules, but they remain fundamentally offline processes requir-
ing gradient computation and dataset curation. For embodied agents that
must continuously adapt to user preferences and environmental changes,
mechanisms are required that are both parameter-efficient and amenable
to online learning.

The Adaptron module addresses this challenge through an architec-
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ture explicitly designed for compositional enhancement and runtime adap-
tation. Unlike LoRA, which modifies existing transformations through
low-rank updates, Adaptron introduces entirely new computational path-
ways that can process external context and perform specialized reasoning.
This architectural distinction is critical: while LoRA adapts what existing
layers compute, Adaptron adds new computational primitives that extend
the model’s functional repertoire.

3.5.2 Context-Aware Scratchpad

The Context-Aware Scratchpad addresses the fundamental limitation
of static models: their inability to process information not present in train-
ing data or the initial prompt. For an agent to exhibit true flexibility,
it must dynamically incorporate external context such as real-time sensor
data, API responses, or retrieved documents. The scratchpad provides this
capability through a two-stage cross-attention mechanism that grounds the
model’s reasoning in current environmental state.

The mechanism employs a two-stage cross-attention architecture, as
shown in the left panels of Figure 3.1. In the first stage, external context
is organized into two streams: Retrieved documents (e.g., from a vector
database or knowledge base) and a Scratchpad buffer containing ephemeral
task-specific data (e.g., current file contents, API responses, sensor read-
ings). These streams undergo cross-attention where the Scratchpad con-
tent serves as queries and the Retrieved documents provide keys and values:

C = Attention(Qgcratchs Krets Vret) (3.10)

where Qgcratecn = WS projects the scratchpad content, and Kiet, Vet
are projections of the retrieved documents. This stage compresses variable-
length external context into a fixed-size compressed representation C re-
gardless of the input context length. The attention mechanism identifies
and emphasizes the most relevant portions of the retrieved documents
based on the current task context in the scratchpad.

In the second stage, this compressed representation is injected into the
base LLM’s reasoning flow through another cross-attention operation. The
hidden state from a designated transformer layer in the base model serves
as the query:
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Scratchpad Cross-Attn

Figure 3.1. Overview of the Adaptron Block

0= Attention(Qinput, Kcompa VCOmp) (311)

where Qinput = WoH projects the base model’s hidden state H, and
Kcomp, Veomp are projections of the compressed representation C. This
operation dynamically injects relevant pieces of external context into the
LLM’s representational space at a specific layer, providing a just-in-time
briefing on external reality.

C = Attention(Qscratch, Krets Vret) (3.12)

where Qgcratch = WS projects the scratchpad content, and Ket, Vet
are projections of the retrieved documents. This stage compresses variable-
length external context into a fixed-size compressed representation C re-
gardless of the input context length. The attention mechanism identifies
and emphasizes the most relevant portions of the retrieved documents
based on the current task context in the scratchpad.

In the second stage, this compressed representation is injected into the
base LLM’s reasoning flow through another cross-attention operation. The
hidden state from a designated transformer layer in the base model serves
as the query:
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O = Attention(Qinput; Kcomp; Vecomp) (3.13)

where Qinput = WoH projects the base model’s hidden state H, and
Kcomp; Veomp are projections of the compressed representation C. This
operation dynamically injects relevant pieces of external context into the
LLM’s representational space at a specific layer, providing a just-in-time
briefing on external reality.

A key design feature is the separation of ephemeral task context from
the user’s core instruction. By processing external information in a parallel
stream and injecting it via cross-attention, the model maintains distinction
between the user’s high-level goal (the prompt) and transient data required
to achieve it (the scratchpad’s context). This prevents core instructions
from being obscured by large volumes of contextual data, allowing the
model to maintain focus on user intent while having full access to necessary
information.

For code generation tasks, this mechanism processes project structure
in the Retrieved stream (e.g., directory trees, module dependencies) and
current file contents in the Scratchpad buffer. The compressed represen-
tation captures project conventions and architectural patterns, which the
base model then uses to generate code that adheres to existing styles and
interfaces.

3.5.3 Parameter Attention Architecture

The Parameter Attention mechanism serves a dual purpose in the adap-
tation framework. First, it provides immediate functional enhancement by
replacing static feed-forward networks with dynamic, context-dependent
computation. Second, and more critically for long-term adaptation, it
establishes a substrate for efficient online learning through its structural
similarity to low-rank adaptation methods.

The PAttention mechanism, derived from the TokenFormer [188] treats
model parameters as learnable tokens. Instead of fixed weight matri-
ces, the block maintains a set of n learnable key-value parameter pairs
{ki,v1},...,{kn,vpn}. For each incoming token representation from the
LLM, the block computes an attention distribution over these parameter
keys and uses it to compute a weighted sum of parameter values:
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N~ ew(alk/Vd)
V= 2 S etk V) (314

where q; = Wgx; projects the input token x; to a query vector. This
formulation creates a unique transformation for each token based on its
content, effectively implementing a dynamic feed-forward network where
the transformation is determined by learned parameter tokens rather than
fixed weights.

Jj=1

The computational cost of PAttention can be compared to a standard
FFN. An FFN with input dimension doge1 and hidden dimension dg,
requires:

FLOPsprN = 2dmodeldfin (3.15)

per token (factor of 2 accounts for two linear projections). PAttention
with n parameter pairs requires:

FLOPspattention = 2dmodel” + nd (316>

where the first term accounts for projecting input to queries and weighted
sum computation, and the second term accounts for attention score com-
putation. By selecting n appropriately (typically n < dg,), PAttention
achieves competitive computational cost while providing superior expres-
sive power.

Parameter Attention can be interpreted as a dense Mixture-of-Experts
layer. Each learned key-value parameter pair functions as a specialized "ex-
pert" focusing on different representational aspects. The attention mech-
anism serves as a soft, dynamic routing function that queries all experts
simultaneously for every token and computes a weighted blend of their
outputs. This differs from sparse MoE architectures that route each token
to a small subset of experts.[51] Dense routing eliminates routing network
overhead and load balancing challenges while maintaining the benefits of
expert-based dynamic computation. The total number of parameter pairs
remains small enough to ensure computational efficiency.

For relational tasks common in agentic workflows, such as parsing
structured data or mapping instructions to API calls, PAttention offers
advantages over static FFNs. The dynamic routing enables conditional
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transformations where the applied function depends on token content, al-
lowing the module to learn complex input-dependent mappings necessary
for sophisticated reasoning.

This architectural choice proves essential for enabling the neuroplastic
adaptation mechanisms described in Chapter 6. The parameter tokens in
PAttention can be viewed as a learnable basis for function approximation,
similar to the low-rank matrices in LoRA. This correspondence enables us
to apply identical learning rules to both architectures, creating a unified
framework for runtime adaptation that spans both retrofitted LoRA mod-
ules and purpose-built Adaptron blocks.

3.5.4 Theoretical Equivalence with Low-Rank Methods

A critical insight that enables unified adaptation across the model fam-
ily is the mathematical equivalence between Parameter Attention and low-
rank projection. Consider the PAttention computation for a single token:

yi = Z Q5 Vj (3.17)
j=1

where «;; are attention weights computed from query q; and keys {k;}.
This can be reformulated as:

Y: = Vai = VKTqi (3.18)

where V = [v1,...,v,]T € R"? and K = [ky,...,k,]T € R"*%. The
product VKT forms a rank-n matrix that transforms queries to outputs,
directly analogous to the BA decomposition in LoRA where B € R?*" and
A e Rk,

This equivalence has profound implications for adaptation. Both ar-
chitectures learn low-rank transformations that can be updated through
identical mathematical procedures. Whether adaptation occurs through
updating LoRA matrices or PAttention parameters, the fundamental op-
eration is adjusting a low-rank projection in the model’s representation
space. This unification enables us to develop adaptation algorithms that
work seamlessly across different enhancement mechanisms.
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3.5.5 Dynamic Module Composition

The modular design of Adaptron enables dynamic composition strate-
gies that adapt to computational constraints and task requirements. Mod-
ules can be selectively activated based on available resources, task complex-
ity, and required capabilities. For instance, when operating under strict
latency constraints, only the Parameter Attention component might be en-
gaged, providing enhanced reasoning without the overhead of processing
external context. When rich environmental information is available, the
full Context-Aware Scratchpad can be activated to ground reasoning in
real-time data.

This compositionality extends to multi-module configurations. Dif-
ferent Adaptron modules can specialize for distinct aspects of the task:
one module might handle language-specific adaptation (e.g., learning user-
specific phrases), another might specialize in tool selection patterns, and
a third might focus on temporal reasoning for scheduling tasks. The mod-
ules operate independently but coherently, each contributing specialized
processing within the model’s forward pass.

3.6 Retrieval-Augmented Flexibility

3.6.1 Limitations of Parametric Knowledge

Even with architectural enhancements like Adaptron, models remain
fundamentally limited by the knowledge encoded in their parameters dur-
ing training. This limitation manifests in three critical ways. First, tempo-
ral obsolescence: facts true during training may become outdated, yet the
model continues to generate responses based on stale information. Second,
domain specificity: agents deployed in specialized environments encounter
entities, procedures, and conventions absent from general training corpora.
Third, personalization barriers: user-specific information like preferences,
schedules, and relationships cannot be anticipated during pre-training.

These limitations cannot be addressed through parameter updates alone.
Continuous retraining would be computationally prohibitive and risk desta-
bilizing learned representations. Instead, parametric knowledge is aug-
mented with dynamic retrieval systems that provide just-in-time access to
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external information. This hybrid approach preserves the model’s founda-
tional capabilities while enabling flexible incorporation of new knowledge.

3.6.2 Contextual Retrieval Pipeline

The retrieval pipeline transforms static document collections into dy-
namic knowledge sources accessible during inference. Unlike traditional re-
trieval systems that operate on fixed document boundaries, this approach
employs semantic chunking that preserves logical coherence while enabling
fine-grained retrieval.

The pipeline operates through three stages designed to maximize re-
trieval relevance while minimizing inference latency:

Semantic Segmentation: Documents are partitioned along natu-
ral boundaries identified through embedding similarity analysis. Adjacent
sentences with cosine similarity above threshold 6 = 0.85 are grouped into
coherent chunks. This approach preserves argumentative structure and
definitional completeness that naive windowing would fragment.

Contextual Enrichment: Each chunk is augmented with generated
context that situates it within the broader document structure. This con-
text, prepended to the chunk text, provides essential background that en-
ables correct interpretation even when chunks are retrieved in isolation:

Context: This section defines the error handling protocol
for the WebAssembly substrate, building on the
multi-value return capability.

Content: [Original chunk text]

Hybrid Indexing: Enriched chunks are indexed using both dense
embeddings for semantic search and sparse features for lexical matching.
The dual index enables retrieval strategies that balance semantic similar-
ity with keyword precision, critical for technical domains where specific
terminology carries essential meaning.

3.6.3 Integration with Adaptron Scratchpad

The retrieval pipeline synergizes with the Adaptron module’s Context-
Aware Scratchpad to create a unified external memory system. Retrieved
documents flow into the scratchpad’s first attention stage, where they are
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compressed and aligned with the current task context. This integration
enables sophisticated memory-augmented reasoning;:

haugmented = Adaptron(hbasea R7 S) (319)

where R represents retrieved documents and S contains task-specific
scratch data. The Adaptron module learns to selectively attend to relevant
portions of retrieved context, effectively implementing learned retrieval
weighting without modifying the retrieval system itself.

This architectural integration provides several advantages over con-
ventional RAG approaches. First, the compression stage in the scratchpad
reduces the effective context length of retrieved documents, enabling incor-
poration of more diverse sources within token limits. Second, the learned
attention patterns can adapt to user-specific retrieval preferences without
retraining the retrieval system. Third, the unified architecture enables
end-to-end gradient flow during Adaptron training, allowing the module
to learn optimal strategies for incorporating retrieved information.

3.6.4 Adaptive Retrieval Strategies

The system implements multiple retrieval strategies that adapt to query
characteristics and computational constraints:

Precision Retrieval: For queries with specific technical terms or en-
tity references, the system prioritizes lexical matching to ensure exact ter-
minology appears in retrieved context. This strategy is critical for tool doc-
umentation retrieval where specific function names and parameters must
be preserved.

Semantic Exploration: For conceptual or open-ended queries, the
system emphasizes embedding similarity to retrieve topically related con-
tent that may not share surface-level features. This enables the model
to access relevant background knowledge even when users employ non-
standard terminology.

Hierarchical Retrieval: For complex queries requiring multiple in-
formation sources, the system implements iterative retrieval where initial
results inform subsequent retrieval queries. This creates a form of learned
information seeking where the model can pursue relevant threads of infor-
mation.
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The selection among strategies is governed by query analysis that iden-
tifies key indicators: presence of quoted strings suggests precision retrieval,
interrogative structures indicate semantic exploration, and multiple entity
references trigger hierarchical retrieval. This adaptive approach ensures
efficient use of retrieval resources while maximizing relevance.

3.7 Unified Adaptation Framework

3.7.1 Convergence of Adaptation Mechanisms

The architectural decisions in both Adaptron and retrieval systems con-
verge on a common principle: adaptation through composition rather than
modification. This principle enables a unified framework where different
adaptation mechanisms can be understood as variations on low-rank pro-
jection within the model’s representation space.

Consider the three primary adaptation mechanisms in this architecture:

LoRA Adaptation: Learns low-rank updates AW = BA to existing
weight matrices, projecting inputs through a compressed subspace that
captures task-specific transformations.

Parameter Attention: Computes dynamic projections through learned

key-value pairs, effectively implementing an attention-weighted low-rank
transformation.

Retrieved Context Injection: Projects external knowledge into the
model’s representation space through the Adaptron scratchpad, creating
temporary "updates" to the model’s effective knowledge base.

Each mechanism operates on the same fundamental principle: they
learn or compute projections that transform the model’s internal repre-
sentations without modifying core parameters. This unification enables
consistent reasoning about adaptation across different architectural com-
ponents.

3.7.2 Implications for Online Learning

The unified low-rank projection framework establishes the theoretical
foundation for efficient online adaptation. Because all adaptation mech-
anisms reduce to learning projections in representation space, consistent
learning rules can be applied across architectures. This insight enables the
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neuroplastic adaptation methods that will be detailed in Chapter 6, where
Hebbian learning principles update these projections based on runtime ac-
tivation patterns.

The key advantages of this unified approach include:

Computational Efficiency: Learning rules need only update low-
rank projections rather than full parameter matrices, requiring orders of
magnitude fewer operations.

Stability Preservation: Core model parameters remain frozen, pre-
venting catastrophic forgetting while enabling targeted adaptation.

Modular Composition: Different adaptation mechanisms can be
composed without interference, as each operates through independent pro-
jection pathways.

3.7.3 Flexible Deployment Strategies

The unified framework enables sophisticated deployment strategies that
adapt to diverse operational constraints:

Hierarchical Adaptation: Deploy the 14B model with full Adap-
tron and retrieval capabilities for complex reasoning tasks, while using
0.6B models with lightweight LoRA adaptation for real-time response.
The shared representational framework ensures semantic alignment across
scales.

Progressive Enhancement: Begin with base models providing foun-
dational capabilities, then incrementally add Adaptron modules and re-
trieval systems as computational resources become available or task com-
plexity increases.

Federated Specialization: Different agents can develop specialized
adaptations for their local contexts while maintaining compatibility through
the shared projection framework, enabling knowledge transfer without pa-
rameter sharing.

These strategies demonstrate how architectural flexibility translates
into operational adaptability, enabling the same foundation models to serve
diverse roles across the spectrum from edge devices to cloud infrastructure.

This chapter has presented a comprehensive approach to creating foun-
dation models that serve as flexible cognitive cores for embodied agents.
The dual focus on model development and adaptation mechanisms ad-
dresses the fundamental requirement for agents that are both capable and
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adaptable.

The first focus established model sovereignty through transparent de-
velopment of a tiered model family. The 14B, 8B, and 0.6B variants pro-
vide graduated capabilities that span from complex reasoning to real-time
embedded operation. The training protocol, combining domain-focused
pretraining with targeted fine-tuning stages, creates models specifically
optimized for agentic computation. The Matryoshka-enhanced distillation
ensures semantic alignment across scales while preserving specialized ca-
pabilities.

The second focus introduced architectural mechanisms for runtime flex-
ibility. The Adaptron module extends model capabilities through modular
enhancement that preserves foundational knowledge while enabling spe-
cialized processing. The retrieval pipeline augments parametric knowledge
with dynamic external memory, overcoming the inherent limitations of
static training. The unified adaptation framework reveals the deep math-
ematical connections between different enhancement mechanisms, estab-
lishing foundations for efficient online learning.

Together, these contributions transform static pre-trained models into
dynamic, adaptable systems capable of serving as the cognitive cores for
trustworthy embodied agents. The models provide the semantic under-
standing and reasoning capabilities that form the foundation of intelli-
gence, while the adaptation mechanisms enable continuous evolution in
response to user needs and environmental changes. This combination of
stability and flexibility is essential for realizing the vision of agents that
can operate autonomously while remaining aligned with human values and
responsive to individual requirements.







Chapter

A Formal Substrate for
Agentic Computation

Instead of trying to produce a
programme to simulate the adult
mind, why not rather try to produce
one which simulates the child’s?

Alan M. Turing

The concept of an autonomous agent constitutes a foundational pillar
within artificial intelligence, predating the recent advances in large-scale
neural architectures by several decades.[148, 114] An agent is formally
conceptualized as an entity that perceives its environment through sensors
and acts upon that environment through actuators to achieve specified
objectives.[39, 196, 9] The earliest instantiations of this paradigm relied
predominantly on symbolic reasoning systems, expert knowledge bases,
and explicit planning algorithms.[127, 123] Representative examples from
this era include the SHRDLU program,[197] which manipulated objects
within a simulated blocks-world environment using natural language com-
mands, and the ELIZA chatbot,[195] which employed pattern-matching
heuristics to simulate conversational dialogue.[180] While these systems
demonstrated the viability of computational agents, they were fundamen-
tally constrained by their dependence on meticulously hand-crafted rule
sets and their restriction to narrow, well-defined domains. This brittle-
ness, combined with the inherent difficulty of scaling symbolic systems to
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handle complex, open-ended environments, limited their practical applica-
bility and prevented the realization of truly general-purpose autonomous
systems.[50, 74, 158, 79|
The recent proliferation of large language models has catalyzed a paradig-

matic shift in how autonomous agents are conceived and implemented.
Rather than relying on explicitly programmed logical rules, contemporary
agentic systems leverage the emergent capabilities of LLMs to drive their
behavioral policies. The traditional agent loop of perception, delibera-
tion, and action is now fundamentally reorganized around a core gener-
ative primitive.[82] This primitive can be formally abstracted as a func-
tion mapping a contextual prompt, which encapsulates the agent’s current
state, environmental observations, available tools, and task objectives, to
a structured textual response:

M : String — String

When this generative capability is augmented with mechanisms for ex-
ternal tool invocation, persistent state management, and structured out-
put parsing, it establishes a foundation for sophisticated goal-oriented be-
haviors that were previously unattainable through conventional symbolic
approaches.|154]

The transformation of a base language model into an operational agent
proceeds through systematic augmentation. A pure LLM, functioning
solely as a generative model over token sequences, evolves into an Aug-
mented Language Model (ALM)[118] through integration with external
capabilities. These capabilities include:

1. Tool Use: The ability to invoke external functions or APIs to per-
form computations, retrieve information, or effect changes in the
environment.

2. Data Retrieval: Access to external knowledge bases, vector databases,
or search systems to ground responses in factual information beyond
the model’s training data.

3. Structured Reasoning: Integration of formal reasoning modules,
such as symbolic solvers or code interpreters, to enhance logical in-
ference capabilities.




59

4. Memory Systems: Mechanisms for maintaining episodic memory
of interactions and semantic memory of learned facts across sessions.

The most direct application of an ALM manifests in predefined workflows,
where the model executes a fixed sequence of operations. In such sys-
tems, the logic governing tool selection and execution order is externally
orchestrated by a deterministic control flow, providing enhanced capabili-
ties within a controlled and predictable framework.

True agency emerges when the locus of control shifts from an external
orchestration layer to the model itself. Rather than following a predeter-
mined execution path, an autonomous agent dynamically constructs plans,
reasons about its current state, selects appropriate tools based on inter-
mediate observations, and adapts its strategy in response to environmen-
tal feedback.[173, 135] The agentic loop ceases to be a passive executor
of scripted procedures and becomes an active director of its own com-
putational trajectory.[199] This fundamental distinction separates work-
flows from agents: a workflow represents a constrained application of aug-
mented capabilities along a fixed path, whereas an agent embodies au-
tonomous decision-making through internalized policy construction and
dynamic adaptation.

The operational characteristics of LLM-based agents diverge substan-
tially from those of traditional reinforcement learning agents|174] across
multiple dimensions. The most salient distinction concerns policy forma-
tion. In an LLM-based agent, the policy is realized through in-context
learning, where the model leverages its pretrained parameter space as a
knowledge substrate and adapts its behavior dynamically within a sin-
gle interaction episode by incorporating new observations into its prompt
context. This approach operates without modifying the underlying model
weights. Conversely, a conventional RL agent employs a dedicated policy
network whose parameters are iteratively refined over numerous training
episodes through trial-and-error interaction with an environment, typi-
cally using gradient-based optimization to maximize a cumulative reward
signal.[124]

This fundamental difference in policy formation engenders further dis-
tinctions in reasoning transparency and behavioral guidance mechanisms.
An LLM-based agent generates explicit, symbolic reasoning traces, com-
monly termed chains of thought, which render its decision-making process
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interpretable to human observers.[145] Each action can be audited through
examination of the articulated cognitive process preserved in the interac-
tion history. In contrast, the reasoning of an RL agent remains implicit,
encoded as subsymbolic activation patterns distributed across the numeri-
cal weights of its policy network. The mechanisms for guiding agent behav-
ior also differ markedly: LLM agents respond to rich, semantic feedback
expressed in natural language instructions and structured tool outputs,
while RL agents are directed almost exclusively by scalar reward signals,
a comparatively sparse form of supervision from which effective long-term
strategies must be inductively inferred.

An agentic system can now be formalized as a discrete-time state-
ful process designed to accomplish specified objectives through continuous
environmental interaction. The system’s behavior is characterized by an
iterative loop mediated by a core generative model. The complete system
can be rigorously defined as a tuple:

S=(H,T,E,)

where each component is specified as follows:

e Interaction History H; € H: This component represents the
agent’s episodic memory and constitutes its complete state repre-
sentation at discrete time step t. It is formally defined as a chrono-
logically ordered sequence of Cognition-Action-Observation tuples:

Hy = [(C1,A1,01),...,(Ci—1, A1, 0¢-1)]

The space of all possible histories H is the Kleene closure of the tuple
space:

H=(CxAxO0O)"

where C denotes the space of cognitive states (including textual rea-
soning traces and internal deliberations), A represents the action
space (all possible executable actions), and O defines the observa-
tion space (all possible environmental percepts).

e Toolset T: A finite collection of available tools or primitive capa-




bilities, formally expressed as:
T = {t1,t2,..., 1}

This toolset defines the agent’s effective action space A, where an
action A € A typically corresponds to the invocation of a tool t; €
T with specific parameters. Functionally, T establishes a critical
boundary contract that translates the non-deterministic, semantic
outputs of the core model M into discrete, deterministic operations
executable by the environment.

e Executor E: The environment dynamics function, modeling the
world’s response to agent actions. It is formally defined as a (poten-
tially stochastic) mapping:

F:A—-O

This function encapsulates all external state transitions and informa-
tion feedback resulting from an action’s execution, effectively defining
the agent’s perceptual interface to its operational environment.

e Policy m: The agent’s decision-making function, or control policy.
At each time step t, it maps the current history, task specification,
and available toolset to a new cognition-action pair:

7:HxTask xT — C x A

The policy 7 is not implemented as a monolithic function but rather as
a composite information processing pipeline centered on the core generative
model M. This decomposition reveals the internal cognitive architecture:

m=1%YoMop
where the constituent functions are defined as:

e p (State Encoder / Contextualization): A serialization function
that transforms the agent’s structured state representation, compris-
ing its history Hy, task specification, and toolset T, into a linearized
textual prompt suitable for processing by the language model M.
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This transformation must preserve all semantically relevant informa-
tion while adhering to the model’s input constraints.

e M (Core Generative Model): The central computational engine,
typically instantiated as a large language model. It performs a prob-
abilistic sequence-to-sequence transformation, generating an output
string that encodes both the subsequent cognitive trace C; and action
specification Ay, conditioned on the contextualized input provided by

p-

e ) (Action Decoder / Response Parser): A deserialization func-
tion that extracts structured, machine-interpretable information from
the model’s raw textual output, producing a formal tuple (Cy, A;) €
C x A. This parsing step is essential for grounding the model’s gen-
erative capabilities into executable environmental actions.

The temporal evolution of the agent can be formalized as a discrete-
time dynamical system. The system state at time ¢ is its history H;. The
state transition from H; to Hy41 proceeds through the following opera-
tional sequence:

1. Policy Invocation: The agent computes its next cognitive state C}
and external action A; by applying its policy to the current state:

<Ct, At> = 7T(_Ht, Task, T)

2. Environmental Interaction: The selected action A; is executed
in the environment, yielding an observation Oy:

O = E(A)

3. State Update: The agent’s history is augmented by appending the
new experience tuple, forming the state for the subsequent iteration:

Hiyy = Hy @ (Cy, Ay, Oy)

where @ denotes the sequence concatenation operator.
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This iterative process continues until a terminal condition is satisfied,
such as explicit task completion, reaching a maximum step limit, or en-
countering an unrecoverable error state. This formalism directly instanti-
ates the classical Perceive-Think-Act cycle from cognitive architecture
theory and control systems, with the history H; serving as the perceptual
basis and the policy 7 encapsulating both deliberative reasoning and ac-
tion selection phases.[126, 146]

The preceding formulation, describing a tool-calling agent, can be sys-

tematically extended to model more sophisticated program-generating agents.

[26] This extension primarily redefines the action space A and correspond-
ingly adapts the executor E. In a program-generating paradigm, an action
Ay is no longer a simple structured tuple representing a single function call
with discrete parameters. Instead, it is a complete program expressed as
source code, potentially containing complex control flow constructs, con-
ditional logic, loops, and orchestration of multiple sequential or parallel
tool invocations.[130] Consequently, the executor E evolves from a simple
function dispatcher into a full-fledged code interpreter or sandboxed run-
time environment capable of executing arbitrary programs. The toolset T
is not eliminated but is instead provided to the executor as a preloaded
library of callable functions, accessible from within the generated program
code.

This architectural shift necessitates modifications to the state encoder
p. Rather than merely serializing the current state and available tool
names, p must now include comprehensive API documentation for each
tool in T within the prompt context. This documentation enables the core
model M to generate syntactically valid and functionally correct programs
that properly interface with the available toolset. The expanded prompt
must specify function signatures, parameter types, return value semantics,
and usage examples to guide correct code generation.

The primary advantage of the program-generating framework lies in
its capacity to express sophisticated metastrategies as executable code. In
this paradigm, the agent’s reasoning is not confined to a single invocation
of the core model M per decision cycle. Instead, the generated program
can orchestrate an arbitrary sequence of chained calls to M to implement
complex problem-solving algorithms dynamically. This capability is real-
ized by exposing the agent’s own policy 7, or a functionally equivalent




64

CHAPTER 4. A FORMAL SUBSTRATE FOR AGENTIC COMPUTATION

wrapper around M, as a callable function tj; within the sandboxed exe-
cution environment E. The generated program can therefore recursively
invoke the reasoning model at intermediate steps of its execution, using
it as a computational primitive for generating content, making decisions,
or performing analysis. This effectively transcends the simple Think-Act
cycle and enables the programmatic implementation of dynamic, multi-
step reasoning strategies.

This paradigm enables the implementation of various advanced reason-
ing patterns through explicit code rather than implicit prompting:

e Scratchpad Reasoning:[131] A program can implement an iter-
ative loop that repeatedly calls M to generate the next step in a
reasoning chain, accumulating intermediate results in a local vari-
able that serves as evolving context for subsequent calls.

e Chain-of-Thought Decomposition:[191] Complex problems can
be programmatically divided into subproblems, with each subprob-
lem solved through a separate model invocation, and solutions com-
posed through explicit algorithmic logic.

e Recursive Self-Improvement:|[113] A program can generate an
initial solution through one model call, invoke M again in a critique
mode to evaluate that solution, and use the critique to guide a re-
finement call, iterating until convergence.

e Tree-of-Thoughts Exploration:|[198] Parallel exploration strate-
gies can be coded by generating multiple candidate solutions, evalu-
ating them concurrently (potentially in parallel), and programmat-
ically deciding which paths to pursue, prune, or merge based on
intermediate assessments.

In all these cases, the generated program embodies the agent’s metas-
trategy, using the core model M as its fundamental reasoning primitive
while maintaining explicit control over the problem-solving process through
conventional programming constructs.

While program generation grants agents unprecedented flexibility and
expressive power, it simultaneously exposes profound challenges rooted
in their computational substrate. Current methodologies predominantly
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construct agent logic within high-level, general-purpose programming lan-
guages such as Python, JavaScript, or TypeScript. Though expedient for
rapid prototyping and leveraging existing library ecosystems, this archi-
tectural choice creates fundamental limitations across three critical dimen-
sions:

Portability: Agent logic implemented in high-level languages becomes
inextricably coupled to the extensive surface area of the host language run-
time and operating system. Dependencies on platform-specific libraries,
filesystem conventions, and runtime assumptions prevent verifiable migra-
tion across heterogeneous environments. An agent designed for a Linux
server cannot be confidently deployed to an embedded system, mobile de-
vice, or browser environment without substantial reimplementation.

Verifiability: The semantic ambiguity inherent in high-level languages,
arising from non-deterministic garbage collection, dynamic typing with im-
plicit coercions, complex mutable state semantics, and undefined behavior
specifications, renders formal verification intractable.[134] The computa-
tional model lacks the mathematical precision necessary for proving cor-
rectness properties or establishing security guarantees through rigorous
analysis.

Security: Perhaps most critically, agents executing within standard
language runtimes inherit the full ambient authority of their host process.
By default, such an agent possesses unrestricted access to any resource
available to the user account under which it executes, including the entire
filesystem, network interfaces, and system APIs. This ambient authority
model presents an unacceptable security risk for autonomous systems, as
a single vulnerability in the agent’s logic or a successful prompt injection
attack can be leveraged to compromise the entire host system.[99, 157]

The alternative security model, capability-based security,[41] offers a
principled solution. In this paradigm, the computational substrate is, by
default, completely isolated from external resources. The sandbox pos-
sesses no intrinsic capabilities to interact with the outside world. Every
permission, from network access to filesystem operations, must be explic-
itly granted as a discrete, unforgeable capability token by a trusted host
environment.[120, 121| This design ensures that the agent operates under
the principle of least privilege, possessing only the minimal set of capabil-
ities necessary for its designated function, thereby fundamentally limiting
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its potential for unintended or malicious behavior.[150]

To surmount these obstacles, this work advocates for the development
of a novel foundational substrate specifically architected for agentic com-
putation. Incremental improvements to application-level frameworks are
insufficient, as the core issues of security, verifiability, and portability are
deeply embedded in the underlying execution model. Therefore, this chap-
ter undertakes a principled design process, guided by first principles from
programming language theory and formal methods, to establish the formal
requirements for such a substrate. The objective is to define a computa-
tional model that satisfies four essential criteria:

1. Minimalism: The substrate should be Turing-complete but pos-
sess only those features strictly necessary for universal computation,
thereby minimizing the attack surface and reducing semantic com-
plexity.

2. Formal Specification: All aspects of the substrate’s syntax and
operational semantics must be rigorously specified using mathemat-
ical formalisms, enabling formal reasoning about program behavior
and supporting mechanized verification.

3. Inherent Safety: The substrate must provide memory safety and
process isolation as intrinsic properties enforced by its design, not
as probabilistic guarantees provided by external sandboxing mecha-
nisms.

4. Platform Agnosticism: The substrate must function as a univer-
sal compilation target, abstracting away the idiosyncrasies of source
languages, CPU architectures, and host operating systems.

Following the establishment of these theoretical requirements, this chap-
ter demonstrates that a carefully delineated subset of the WebAssembly
standard, particularly its textual representation (WAT), serves as a prac-
tical instantiation of this ideal computational substrate. The argument
proceeds by showing that WebAssembly, when properly constrained and
augmented with minimal well-defined extensions, satisfies all specified cri-
teria while providing access to a mature, industry-tested ecosystem of run-
times, compilers, and development tools. Building upon this foundation,
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the discussion introduces two novel architectural enhancements: a princi-
pled value-based error-handling protocol and a secure input-output bridge
for controlled data exchange between the sandboxed agent and its host
environment. The chapter culminates in the presentation of a comprehen-
sive reference implementation and evaluation demonstrating the frame-
work’s practical viability for developing secure, portable, and verifiable
autonomous agents.

4.1 Formal Substrate Specification

Before evaluating existing technologies as candidate substrates for agen-
tic computation, it is necessary to establish a rigorous set of requirements
derived from first principles. These requirements emerge from established
principles in programming language theory, operational semantics, and
abstract machine design. The objective is to characterize the simplest
possible system that satisfies the core design goals of safety, verifiability,
and portability, while remaining sufficiently expressive for Turing-complete
computation. This formal specification will subsequently serve as a bench-
mark against which any practical implementation can be evaluated for
suitability.

4.1.1 Design Requirements

The architecture of this computational substrate is governed by sev-
eral fundamental design principles, each addressing a critical limitation of
contemporary agent frameworks. These principles collectively define what
it means for a substrate to be suitable for secure, verifiable, and portable
agentic computation.

Principle 1: Inherent Safety. The substrate must provide mem-
ory safety and process isolation as foundational guarantees enforced by
its operational semantics, not as probabilistic properties provided by ex-
ternal mechanisms. This requirement has several concrete implications.
First, code executing within the substrate must be axiomatically inca-
pable of accessing memory outside its explicitly allocated regions, thereby
eliminating entire classes of vulnerabilities such as buffer overflows, use-
after-free errors, and arbitrary memory corruption. Second, the substrate
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must enforce strict isolation between distinct computational units, ensur-
ing they can only interact through well-defined, mediated interfaces rather
than through shared mutable state. Third, these safety properties must be
verifiable through static analysis prior to execution, not merely detected
through runtime checks that impose performance overhead and provide
probabilistic rather than absolute guarantees.

Crucially, this safety must be intrinsic to the substrate’s design rather
than dependent on operating system-level sandboxing mechanisms. OS-
level process isolation, while valuable, operates at too coarse a granularity
and relies on complex kernel implementations whose correctness is difficult
to verify. The substrate’s safety guarantees must hold regardless of the host
operating system, embedded environment, or execution context in which it
is deployed. This requirement fundamentally distinguishes this approach
from systems that achieve security through containerization or virtual ma-
chines, which add layers of complexity and potential failure modes.[100]

Principle 2: Well-Defined Semantics. Every aspect of the sub-
strate’s behavior must be precisely specified through formal semantics,
eliminating ambiguity and undefined behavior. This principle is essential
for creating a deterministic and verifiable platform where mathematical
reasoning about program correctness is possible. The specification must
define the substrate’s behavior through rigorous operational semantics that
describe how programs execute, what invariants are preserved, and what
properties can be proven about execution traces.

This requirement stands in sharp contrast to languages like C or C+-+,
where large swaths of behavior are explicitly designated as "undefined"
by the language specification. Undefined behavior grants compiler imple-
menters freedom to optimize aggressively but renders programs inherently
non-portable and impossible to reason about formally. When a program in-
vokes undefined behavior, literally anything can happen, from silent data
corruption to security vulnerabilities, and behavior can vary arbitrarily
across different compilers, optimization levels, or target architectures. For
a substrate designed to support autonomous agents where correctness and
security are paramount, such ambiguity is unacceptable.

The formal semantics must be complete, covering not only the "happy
path" of correct execution but also precisely defining error conditions, re-
source exhaustion scenarios, and the behavior of all edge cases. This com-
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pleteness enables formal verification: if every possible execution path is
rigorously defined, it becomes possible to prove properties about program
behavior using techniques from programming language theory, such as type
safety theorems, termination analysis, and invariant preservation.|78§|

Principle 3: Platform Independence. The substrate must func-
tion as a universal compilation target, abstracting away the particulars of
source languages, underlying hardware architectures, and host operating
systems. This requirement decomposes into several distinct facets. First,
the substrate must not favor any particular high-level programming lan-
guage or object model. Developers should be free to implement agent logic
in C, Rust, Go, AssemblyScript, or any other language that can compile
to the substrate’s intermediate representation. The substrate serves as a
common backend that enables interoperability between components writ-
ten in different source languages.

Second, the substrate must be hardware-agnostic, with its semantics
defined independently of specific CPU architectures such as x86, ARM, or
RISC-V. While implementations will ultimately execute on physical hard-
ware, the substrate’s abstract machine model should not expose architecture-
specific details like register allocation, cache hierarchies, or instruction set
peculiarities. This abstraction ensures that agent logic compiled to the
substrate is genuinely portable across the full spectrum of computing de-
vices, from embedded microcontrollers to cloud servers.

Third, platform independence must extend to the embedding environ-
ment. The same compiled agent module should execute identically whether
hosted in a web browser, a cloud function runtime, a desktop application,
or a standalone virtual machine. This environmental agnosticism requires
that the substrate make minimal assumptions about the host system, com-
municating with it only through a narrow, well-defined interface that can
be implemented consistently across diverse platforms.

Principle 4: Efficient and Modular Representation. While the
primary focus of this specification is on formal semantics rather than im-
plementation efficiency, the abstract computational model must map to
concrete representations that are compact for storage and transmission,
and efficient to validate and execute. The design should enable one-pass
validation, where a module can be verified for correctness in a single linear
scan without requiring multiple passes or complex dependency resolution.
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This property is essential for environments with constrained resources or
strict latency requirements.

The substrate must support flexible compilation strategies. Some de-
ployment scenarios may favor ahead-of-time (AOT) compilation to native
machine code for maximum performance, while others may require just-
in-time (JIT) compilation for dynamic loading, or pure interpretation for
maximum portability and sandboxing guarantees. The substrate’s design
should not preclude any of these implementation strategies but should in-
stead provide a sufficiently well-defined intermediate representation that
supports multiple compilation backends.

Modularity is also essential to the design. Programs must be decom-
posable into smaller, independently verifiable units that can be developed,
tested, and validated in isolation. This modularity supports code reuse,
enables incremental compilation and caching strategies, and provides the
foundation for dynamic linking and runtime capability management. A
module system also establishes the natural boundary at which security
policies are enforced, with each module explicitly declaring its dependen-
cies and the capabilities it requires from the host environment.

Textual Representation Requirements. While the executor F
operates on the substrate’s formal semantics, the programs it executes
must be represented in a format that serves as the primary interface for
the generative model M. This textual representation must satisfy two
complementary objectives. First, its syntax must be simple, regular, and
compositional, making it reliably producible by an LLM without requir-
ing specialized training or fine-tuning. The representation should leverage
syntactic patterns and structural regularities that LLMs naturally learn
during pretraining on diverse code corpora, such as S-expressions, hierar-
chical indentation, or explicit delimiters for nested structures.

Second, despite being machine-targeted, the format must remain human-
readable and transparent. This readability is not a mere convenience but a
security requirement: it must be possible for human developers to directly
inspect, analyze, and audit the agent’s generated logic without requiring
decompilation or sophisticated tooling. The textual format serves as the
primary artifact for security reviews, debugging sessions, and formal ver-
ification workflows. Opacity in this representation would undermine the
entire framework’s goal of building trustworthy, auditable agents.
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These dual requirements, machine-friendliness and human-readability,
suggest a textual format that is more structured than typical high-level
source code but less opaque than binary machine code. The representa-
tion should strike a balance: sufficiently low-level to have unambiguous
semantics and efficient execution, yet sufficiently high-level to be compre-
hensible and analyzable by human experts. This balance is critical for
enabling the collaborative human-Al development model where Al gener-
ates programs and humans verify their correctness and safety.

4.1.2 Abstract Computational Model

In accordance with foundational principles of programming language
theory, the substrate is defined through its abstract syntax rather than a
particular concrete textual or binary encoding. Abstract syntax provides
a formal description of the structural components and composition rules
of programs, independent of superficial syntactic details like whitespace,
keyword choices, or delimiter styles. This separation of essential struc-
ture from incidental surface syntax is fundamental to principled language
design. It enables rigorous reasoning about program semantics, supports
multiple concrete syntaxes that map to the same abstract structure, and
facilitates formal proofs about language properties.

Type System: The Foundation of Safety. A defining character-
istic of this substrate’s minimalist design is its radically simplified type
system. Most programming languages feature elaborate type hierarchies
with primitives for integers of various widths, floating-point numbers, char-
acters, booleans, and complex aggregate types like structures and unions.
This substrate, in contrast, provides exactly one fundamental value type:
the 32-bit unsigned integer, denoted u32. This extreme parsimony is not
a limitation but a deliberate design choice that follows from the goal of
minimal yet universal computation.

Within low-level computational systems, a fixed-width integer serves
as a universal building block from which all other data types can be con-
structed through interpretation. By restricting all computation to oper-
ations on u32 values, several critical objectives are achieved. First, the
instruction set becomes dramatically simplified, as every operation has a
uniform operand type. Second, the validation rules of the abstract machine
become tractable, with no complex subtyping relationships, generic instan-
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tiations, or type inference algorithms to implement. Third, the reduced
surface area minimizes opportunities for type confusion vulnerabilities or
implementation bugs in type checking logic.

The semantic interpretation of a u32 value is not intrinsic to its bit
representation but is imposed by the instructions that operate upon it.
The same 32-bit pattern can represent:

e An unsigned integer n € [0,23? — 1] for arithmetic operations

e A signed integer in two’s complement representation for operations
requiring sign extension

e A byte offset into linear memory for load and store instructions
e An error code or status value returned from fallible operations

e An opaque handle or capability token representing a host-managed
resource

e A boolean value, where 0 represents false and non-zero represents
true

e An encoded enumeration or discriminated union tag

This interpretive flexibility, where the same bit pattern acquires differ-
ent meanings in different computational contexts, is a hallmark of low-level
systems and enables the construction of complex data structures and ab-
stractions entirely within the u32 universe.

Computational Model: Stack Machine Architecture. The sub-
strate adopts a stack machine computational model, a choice motivated by
simplicity, verifiability, and efficient implementation. In a stack machine,
operands for instructions are implicitly drawn from an operand stack rather
than named registers, and results are pushed back onto this stack. This
architecture eliminates the complexity of register allocation, a notoriously
difficult problem in compiler construction, by avoiding named storage lo-
cations for intermediate values entirely.

The stack discipline provides strong structural guarantees that facili-
tate static analysis. At any point in program execution, the stack depth
and the types of values on the stack are statically determinable from the
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program text, without requiring symbolic execution or constraint solving.
This property enables one-pass validation and trivializes certain classes of
errors: stack underflow, type mismatches, and many control-flow errors
can be detected through purely syntactic analysis.

The instruction set architecture decomposes into functionally coherent
categories:

Numeric Instructions provide comprehensive arithmetic and logical op-
erations on u32 values. This category includes:

Constants: const pushes a literal value onto the stack

Comparisons: eq, ne (equality), 1t s, 1t u, gt s, gt u, le s,
le u, ge s, ge u (signed and unsigned relational tests)

Arithmetic: add, sub, mul, div_s, div_u, rem s, rem u (basic
operations with signed and unsigned variants)

Bitwise: and, or, xor, shl, shr s, shr u, rotl, rotr (logical and
shift operations)

Bit manipulation: clz, ctz, popcnt (count leading zeros, trailing
zeros, and set bits)

Memory Instructions mediate interaction with the sandboxed linear

memory space:

load: Reads a value from a specified memory address
store: Writes a value to a specified memory address

memory.size: Returns the current size of linear memory in units of
64KB pages

memory.grow: Requests expansion of linear memory by a specified
number of pages

Variable Instructions provide access to named storage locations that
persist across instruction boundaries:

e local.get, local.set, local.tee: Access function-local variables
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e global.get, global.set: Access module-global variables

The critical design decision concerns control flow. The substrate em-
ploys structured control flow exclusively, a constraint that is essential for
verifiability. Arbitrary jumps, such as goto instructions that can transfer
control to any labeled location in the program, are explicitly prohibited.[45]
Instead, execution flow is managed through well-nested, lexically scoped
constructs:

e block, end: Define a labeled block scope

e loop, end: Define a labeled loop scope where branches target the
loop head

e if else, end: Provide conditional execution with optional else
branch

Branching instructions can only target these enclosing structured con-
structs:

e br: Unconditional branch to a labeled construct
e br if: Conditional branch based on stack top

e br table: Indexed branch to one of several labels (switch state-
ment)

This structured control flow constraint ensures that the program’s
control-flow graph is reducible, meaning it contains no irreducible loops
or pathological control structures. Reducibility is a crucial property for
static analysis, optimization, and verification. It guarantees that the pro-
gram can be analyzed using standard dataflow analysis techniques, that
dominance relationships are well-defined, and that loop structures are iden-
tifiable without complex graph algorithms.

Function invocation is handled through two mechanisms:

e call: Direct invocation of a statically-known function by index

e call indirect: Dynamic dispatch through a function pointer ta-
ble, enabling higher-order programming patterns
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The complete instruction set, detailed in Table 4.1, provides a Turing-
complete set of operations while maintaining minimal surface area. This
minimalism is not restrictive: any computable function can be expressed
using these primitives, but the reduced instruction count dramatically sim-
plifies the formal specification and verification of the substrate’s semantics.
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Table 4.1. Substrate Instruction Set

Instruction(s) Description

Numeric Instructions

const Push 32-bit constant to stack.
eqz, eq, ne Equality /inequality tests.

It s/u, gt _s/u,

le_s/u, go_s/u Signed /unsigned comparisons.

clz, ctz, popent Count leading/trailing zeros or set bits.
add, sub Integer addition, subtraction.

mul Integer multiplication.

div_s/u, rem_s/u Signed /unsigned division, remainder.
and, or, xor Bitwise logical operations.

shl, shr_s/u, Bitwise shift/rotate operations.

rotl, rotr

Memory Instructions

load Load value from memory.

store Store value to memory.

memory.{size, grow} Query/expand linear memory.

Variable and Table Instructions
local.{get, set, tee} ~ Read/write local variables.

global.{get, set} Read/write global variables.
table.{get, set} Access indirect call table.

Control Instructions

unreachable Forces an unconditional program trap.
nop Performs no operation.

block, loop Define structured instruction blocks.
if, else Provide conditional execution paths.
end Marks the end of a structured block.
br, br_if, Direct, conditional, and indexed branching.
br_table

return Return from the current function.
call, call indirect Direct or indirect function call.

drop Discards the top value on the stack.

select Selects one of two values based on a condition.
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State Management: Linear Memory Model. State persistence
across instruction execution is managed through interaction with a single,
sandboxed linear memory space. This memory is modeled as a contiguous,
byte-addressable array that is isolated from the host system and from
other module instances executing concurrently. The linear memory model
provides several critical properties. First, it is flat, with no segmentation,
paging, or virtual address translation visible to the program. Every byte
has a unique, zero-based offset in [0, N — 1] where N is the current memory
size.

Second, it is bounded. Since memory addresses are represented by u32
values, the maximum addressable memory space is 232 bytes, or 4 GiB.
This finite upper bound is not merely an implementation convenience but
a fundamental property that enables static reasoning about resource usage
and prevents entire classes of denial-of-service attacks based on unbounded
memory allocation. Memory is allocated in units of pages, where each page
is exactly 65,536 bytes (64 KiB). This page granularity matches common
OS page sizes and provides a convenient unit for memory management.

Third, it is isolated. The linear memory of one module instance cannot
be accessed by another module or by the host except through explicitly
mediated operations. This isolation is enforced by the substrate’s oper-
ational semantics: there are no instructions or mechanisms for a module
to reference memory outside its own linear address space. All interactions
with external state must occur through imported host functions that serve
as controlled, auditable gateways.

The memory instruction family provides the interface to this linear
memory:

e load variants read 1, 2, or 4 bytes from a specified address and push
the value onto the operand stack

e store variants pop a value from the stack and write 1, 2, or 4 bytes
to a specified address

e memory.size returns the current memory size in page units

e memory.grow attempts to expand memory by a specified number of
pages, returning the previous size on success or -1 on failure
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All memory accesses are bounds-checked at runtime. Any attempt to
access an address outside the currently allocated memory region results
in an immediate, controlled program termination (trap) rather than un-
defined behavior or silent data corruption. This bounds checking is the
primary mechanism enforcing memory safety in the substrate.

Modularity and Interface Boundaries. The fundamental unit of
code organization, deployment, and security enforcement is the module. A
module is a self-contained entity that encapsulates a collection of defini-
tions, including:

e Functions: The executable code implementing the module’s behav-
ior

e Linear Memory: The module’s private data storage
e Global Variables: Module-scoped state visible across all functions
e Tables: Indirect function call tables for dynamic dispatch

Critically, a module declares its interface with the external world through
two explicit lists:

e Imports: Specifies the functions, memories, globals, and tables that
the module requires the host environment to provide. Each import is
identified by a two-level namespace (module name, item name) and
includes a type signature that the host must satisfy. Imports define
the module’s dependencies and represent the sole channel through
which sandboxed code can access external capabilities.

e Exports: Declares the definitions that the module makes available
to the host. Exports define the module’s public API and enable com-
position, where one module’s exports can satisfy another module’s
imports.

This explicit import/export mechanism establishes a clear, formally
specified boundary between the module’s internal implementation and its
external interface. This boundary is the cornerstone of the substrate’s
capability-based security model. A module cannot access any external re-
source unless that resource is explicitly provided to it as an import. There
is no ambient authority, no global namespace of functions that modules
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can invoke without declaration, and no mechanism for a module to "dis-
cover" or access capabilities that were not explicitly granted to it.

The module system supports compositional reasoning: each module
can be analyzed, validated, and verified independently, with its depen-
dencies represented abstractly by their type signatures. This modularity
is essential for scalability, enabling large agent systems to be constructed
from smaller, auditable components, and for dynamic loading, where new
modules can be introduced at runtime after independent verification.

4.1.3 Execution Semantics

Having defined the static structure of programs through abstract syn-
tax, their dynamic behavior is now formalized through operational seman-
tics. The framework of small-step operational semantics|137| is adopted,
a standard approach from programming language theory that models pro-
gram execution as a sequence of discrete atomic state transitions within
an abstract machine. This formalism provides a rigorous, mathematical
foundation for reasoning about how programs behave at runtime, enabling
formal proofs of properties like type safety, determinism, and resource
bounds.

Machine State: The Configuration. The complete instantaneous
state of a computation is captured by a configuration, denoted as a triple
(S, F*,instr*), where:

The store S serves as the global repository for all allocated runtime
objects. It is a mapping from addresses to object instances:

S : Address — {FuncInst, MemlInst, Globallnst, Tablelnst}

Each instance type represents a runtime instantiation of the corresponding
module definition:

e Funclnst: A function instance, containing the function’s code and a
reference to its parent module instance for resolving imports

e Memlnst: A memory instance, containing the byte array and current
size

e Globallnst: A global variable instance, containing a mutable or im-
mutable u32 value
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e Tablelnst: A table instance, containing an array of function refer-
ences for indirect calls

The store is conceptually similar to a heap in conventional program-
ming languages but is more structured. Objects in the store are never deal-
located during module execution, eliminating concerns about use-after-free
or dangling pointers. The store grows monotonically as new modules are
instantiated or existing modules allocate additional resources.

The frame stack F™* represents the call stack, where each frame F
corresponds to an active function invocation. A frame contains:

F = (locals, module inst)

where locals is an array of u32 values representing the function’s local
variables (including parameters), and module inst is a reference to the
module instance from which the function originated. This module reference
is essential for resolving references to other definitions (functions, globals,
memories) within the same module’s namespace.

The instruction sequence instr* represents the remaining instruc-
tions to be executed. This sequence is not merely the static program
text but includes the implicit operand stack, represented as a prefix of
constant instructions. For instance, the abstract instruction sequence
((const 5)(const 3)add) represents the concrete state where values 5 and
3 are on the operand stack, with an add instruction ready to execute.

Reduction Rules: Atomic State Transitions. Execution proceeds
by repeatedly applying reduction rules to transform configurations. A
reduction rule has the general form:

S; Fiinstr® — S’ F'; instr’™*

which specifies that the configuration (S, F,instr*) transitions in a single
atomic step to the configuration (S, F’,instr’*). The complete semantics
is defined by providing reduction rules for every instruction.

For simple arithmetic, the store and frame remain unchanged, and
the rule describes pure manipulation of the operand stack. For example,
addition is formalized as:

S; F'; (const np)(const ng)add instr* — S; F'; (const n) instr*
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where n = (n1 + n2) mod 232. This rule states that when two constant
values appear before an add instruction, they are replaced by their sum,

computed modulo 232 to handle overflow.

Memory operations modify the store. For instance, storing a value has
the form:

S; F; (const addr)(const v)store instr* — S’; F'; instr*

where S’ is identical to S except that byte at address addr in the current
frame’s memory instance is updated to value v. If addr is out of bounds,
the reduction instead transitions to a trap state, which represents program
termination.

Control flow instructions manipulate the instruction sequence and frame
stack. A function call creates a new activation frame:

S; F; (const ajp) - - - (const ay,)(call f) instr® — S; F' - F;body,;

where F’ is a new frame with locals initialized to the argument values
at,...,an, and bodyy is the instruction sequence of the called function.
The original frame F' is pushed onto the frame stack, awaiting the callee’s
return.

A return instruction reverses this process:

S;F' - F;(const ry)---(const r,,)return instr*

— S; F; (const ry) - - (const 7y,) instr”

The top frame F” is discarded, returning control to the caller frame F,
with the return values pushed onto the caller’s operand stack.

Branching instructions like br unwind the instruction sequence to a

labeled block:
S; F'; (block 7 instry) instr; — S; F;instr},

when a br targeting this block is executed. The precise semantics depend
on the block structure and nesting depth of the branch target, but the key
property is that control flow is always structured: branches can only exit
to lexically enclosing blocks.
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Validation and Type Safety. A critical aspect of this semantic
model is the distinction between wvalidation (static semantics) and ezecu-
tion (dynamic semantics). Before any module can be executed, it must
undergo a validation phase. Validation is a static analysis process that
type-checks the module’s code without executing it, verifying several crit-
ical properties:

1. Stack Discipline: Every instruction consumes and produces values
on the operand stack in a manner consistent with its type signature.
The stack is never underflowed (popping from an empty stack) or
overflowed (unbounded growth).

2. Type Consistency: Instructions receive operands of the expected
types. For instance, add requires two u32 values on the stack.

3. Control Flow Validity: All branch targets are valid, referencing
lexically enclosing blocks. Function calls reference valid function
indices with matching type signatures.

4. Memory Safety: Memory accesses are properly aligned and mem-
ory indices are within declared bounds (though specific addresses are
validated at runtime).

5. Resource Bounds: The module declares its resource requirements
(initial /maximum memory size, table sizes) and does not exceed
them.

If a module passes validation, the type system provides a powerful
soundness guarantee: the program will never enter an undefined state dur-
ing execution. More formally, this is expressed through two properties:

e Progress: A well-typed program either reaches a final value config-
uration or can take another reduction step. It never gets "stuck" in
a state where no rule applies.

e Preservation: If a configuration is well-typed and reduces to an-
other configuration, that new configuration is also well-typed with
consistent types.
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These guarantees are the formalization of memory safety and type
safety. They ensure that validated programs cannot corrupt memory,
cannot forge pointers, and cannot violate the module boundary to access
unauthorized resources. This upfront validation is what enables runtimes
to perform aggressive optimizations: many runtime checks can be safely
eliminated because the validator has proven they are unnecessary.

Host Interaction and Store Extension. The final component of the
operational semantics concerns interaction with the external world through
imported host functions. Since host functions are implemented outside the
substrate in the host language, their behavior cannot be defined by the
reduction rules. Instead, their invocation is modeled as a non-deterministic
transition:

S; F;args™ (call fuost) instr™ —pesy S5 F;results™ instr*

This transition represents the host function executing with the provided
arguments and returning results. The subscript post indicates that this
reduction is governed by the host’s specification rather than the substrate’s
rules. To maintain the soundness of the overall system, a critical constraint
is imposed on how the store can change:

S=<9

This store extension property specifies that the host function can allo-
cate new objects (functions, memories, globals) or modify existing mutable
objects (memory contents, mutable globals), but it cannot:

e Delete or invalidate existing objects

e Modify immutable objects (functions, immutable globals)

e Violate type consistency of existing objects

e Access or corrupt the internal state of other module instances

This constraint ensures that host functions, regardless of their inter-
nal implementation complexity, cannot undermine the invariants that the
abstract machine maintains about its own state. The host may introduce
new capabilities or mutate shared state in controlled ways, but it cannot
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violate the module’s sandbox integrity. This formalization of host inter-
action is crucial for reasoning about composed systems where untrusted
agent modules interact with trusted host capabilities.

The store extension property also provides a clean separation between
the pure substrate semantics and the impure effects performed by the host.
The substrate’s reduction rules are deterministic and effect-free, operating
only on abstract values and memory within the sandbox. All observable
effects, network communication, filesystem access, user interface updates,
are encapsulated entirely within host function implementations. This sep-
aration is not merely an implementation detail but a fundamental architec-
tural principle that enables formal verification of the pure computational
core while delegating effectful operations to independently audited host
components.

Execution Model: From Modules to Running Programs. The
complete execution lifecycle of a program proceeds through several distinct
phases:

1. Module Loading: The module is parsed from its textual or binary
representation into an abstract syntax tree.

2. Validation: The module undergoes static validation to verify type
correctness, stack discipline, control flow validity, and resource bounds.
Invalid modules are rejected before instantiation.

3. Instantiation: The validated module is instantiated by:
e Allocating space in the store for its functions, memory, globals,
and tables
e Resolving its imports by linking them to host-provided capabil-
ities
e Initializing memory and tables with any specified constant data
e Executing the module’s start function, if present
4. Execution: The host invokes an exported function from the module,
providing arguments and receiving results. This invocation creates

an initial configuration with an empty frame stack, the arguments
on the operand stack, and the function’s body as the instruction
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sequence. The abstract machine then repeatedly applies reduction
rules until reaching a final state (successful return or trap).

5. Termination: Execution concludes either through normal return
(the function completes and returns values) or through trap (an error
condition is encountered). On normal return, results are passed back
to the host. On trap, control returns to the host with an error
indication, and the module instance may be discarded.

This lifecycle model, combined with the formal operational semantics,
provides a complete specification of how programs execute. Every ob-
servable behavior of a program can be derived from this formal model,
enabling rigorous reasoning about correctness, security properties, and re-
source usage. The formalism also serves as an unambiguous specification
for runtime implementers, ensuring that different implementations of the
substrate will execute the same program with identical observable behav-
ior, modulo host function implementations.

Semantic Properties and Design Implications. Several crucial
properties emerge from this semantic framework. First, determinism:
given a fixed initial configuration and fixed host function implementa-
tions, the execution trace is completely determined. There is no source of
non-determinism within the substrate itself, though host functions may in-
troduce non-determinism through interaction with external systems. This
determinism is essential for reproducibility, debugging, and formal verifi-
cation.

Second, isolation: a module cannot observe or affect the state of other
modules except through explicitly shared imports/exports mediated by the
host. This isolation prevents interference between concurrently executing
modules and enables strong sandboxing guarantees. Even if a module is
malicious or buggy, its effects are contained within its own sandbox.

Third, compositionality: modules can be reasoned about independently.
The behavior of a module depends only on its own code and the specifica-
tions of its imported functions, not on the implementations of other mod-
ules. This enables modular verification where each component is proven
correct in isolation, and these proofs compose to establish system-wide
properties.

Fourth, resource accountability: all resources consumed by a module
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(memory, table space, call stack depth) are explicitly tracked and bounded.
The host can enforce quotas and detect resource exhaustion before it im-
pacts system stability. This accountability is essential for multi-tenant
environments where untrusted modules share computational resources.

These properties collectively establish the substrate as a principled
foundation for secure, verifiable computation. The formal semantics pro-
vide not merely a description of execution but a mathematical object that
can be analyzed, proven correct, and used as a specification for implemen-
tation. This level of rigor distinguishes the substrate from ad-hoc runtime
environments and enables the strong security and correctness guarantees
required for autonomous agent systems.

4.2 WebAssembly Implementation

The abstract formalism developed in the preceding section establishes
the theoretical requirements for an ideal computational substrate. The
practical realization of this specification is now addressed, demonstrating
that a carefully circumscribed subset of the WebAssembly standard, ex-
pressed in its textual format (WebAssembly Text, or WAT), constitutes a
suitable instantiation. This selection represents a deliberate strategic deci-
sion to ground the theoretical framework in a robust, industry-vetted, and
actively maintained standard rather than developing a novel system from
first principles. The core design of WebAssembly aligns directly with the
established principles: its sandboxed execution model provides inherent
safety guarantees, its behavior is founded upon rigorous formal specifica-
tion ensuring well-defined semantics, and it is architected as a portable
compilation target guaranteeing platform independence.

WebAssembly’s origins lie in the browser environment, where it emerged
as a high-performance, low-level compilation target designed to enable
near-native execution of computationally intensive applications within web
pages. This genesis in the security-critical browser context mandated strin-
gent safety and portability properties from its inception. However, despite
its web-centric origins, WebAssembly’s fundamental design represents that
of a general-purpose virtual instruction set architecture, not a technology
intrinsically bound to any particular deployment environment. Its util-
ity has expanded substantially beyond the browser into diverse contexts
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including server-side applications, edge computing platforms, embedded
systems, and cloud-native infrastructure, largely catalyzed by initiatives
such as the WebAssembly System Interface (WASI). This broad applica-
bility across the computing spectrum makes it an ideal foundation for a
universal agentic framework. By building upon WebAssembly, this work
leverages a technology that is rapidly becoming a standard abstraction
layer in the modern computing stack, ensuring that resulting systems ben-
efit from portability, durability, and access to a mature ecosystem.|200]

It is essential, however, to distinguish the approach adopted in this
work from the more generalized model embodied by WASI. The WebAssem-
bly System Interface is designed to provide a comprehensive, POSIX-like
compatibility layer that enables the portability of existing applications by
offering an extensive API abstracting common operating system features.
This includes filesystem access with hierarchical directory structures, net-
work socket primitives, environment variables, command-line arguments,
random number generation, and clock access. By providing this broad
interface, WASI aims to serve as a universal system interface enabling un-
modified Unix-style applications to execute portably across diverse host
environments.

This breadth, while valuable for application portability, entails a cor-
respondingly large and predefined API surface area. The formalism pre-
sented in this work, by contrast, mandates a minimal trusted computing
base where the host environment exposes only a bespoke, application-
specific set of capabilities precisely tailored to the agent’s requirements.
Rather than adopting a standardized but extensive interface like WASI,
this framework defines its host interaction model through a minimal, ex-

plicitly curated manifest of functions. Each capability is deliberately granted,

documented, and auditable. This ensures that the contract between guest
and host adheres to the principle of least privilege: the agent possesses
only those capabilities strictly necessary for its designated function, and
each capability can be independently reviewed and verified. This archi-
tectural difference reflects a fundamental distinction in design philosophy:
WASI prioritizes compatibility and convenience through comprehensive in-
terfaces, while this framework prioritizes security and verifiability through
minimal, explicit capability grants.

The mapping from the abstract formalism to a concrete WebAssembly
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subset is systematic and direct. The single value type, u32, corresponds
precisely to WebAssembly’s 132 type, a 32-bit integer. In strict adherence
to the minimalism principle, other standard WebAssembly types from this
subset. This exclusion encompasses 164 (64-bit integers), £32 and f64
(32-bit and 64-bit floating-point numbers), and the more recently intro-
duced reference types and vector types. The WebAssembly specification
guarantees that a program restricted exclusively to 132 operations will ex-
ecute correctly and identically on any compliant runtime, regardless of the
host’s native word size or floating-point capabilities.

The instructions enumerated in the abstract model map directly to
their WebAssembly counterparts with mechanical precision. The abstract
add, load instructions correspond to WebAssembly’s i32.add, i32.1oad,
and the structured control constructs (block, loop, if) to the identically
named WebAssembly instructions. The WebAssembly module system,
with its explicit import and export sections defining interface boundaries,
provides a direct implementation of the capability-based security model
required by the formalism. A module’s imports declare exactly which ex-
ternal functions it requires, and the host is responsible for satisfying these
imports by providing implementations. This explicit declaration mech-
anism ensures that capabilities are never ambient but always explicitly
granted through the module linkage process.

Crucially, the formal operational semantics of WebAssembly, as rigor-
ously specified in its official specification document, satisfy the require-
ments for well-defined execution. The WebAssembly specification is for-
malized using small-step operational semantics, the same framework em-
ployed in the abstract model. This formalization is not merely documen-
tation but has been mechanized and validated using the Isabelle/HOL
theorem prover, providing machine-checked proofs of key safety properties
including type soundness and memory safety. By adopting a WebAssem-
bly subset, this does not introduce a novel computational model but rather
leveraging a thoroughly studied, formally verified, and standards-compliant
portion of an existing specification.

This approach of adopting a subset rather than the entirety of a stan-
dard provides significant strategic advantages. First, it grants immediate
access to the extensive WebAssembly ecosystem. This ecosystem includes
highly optimized production-grade runtimes such as Wasmtime (main-
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tained by the Bytecode Alliance), Wasmer, and WasmEdge, each offering
different performance characteristics and platform support. It encompasses
sophisticated compiler toolchains including LLVM’s WebAssembly back-
end (enabling compilation from C, C++, Rust, and other languages), As-
semblyScript (a TypeScript-to-WebAssembly compiler), and Emscripten
(a complete toolchain for porting existing C/C++ codebases). The ecosys-
tem also provides extensive analysis tools for validation, optimization, de-
bugging, and security auditing.

Second, this approach establishes a clear evolutionary path for future
capability expansion. If application requirements evolve to necessitate fea-
tures beyond the initial subset, such as 64-bit addressing for very large
data structures or floating-point arithmetic for scientific computing, the
subset can be judiciously expanded to incorporate standard WebAssembly
extensions like 164 or £64 types. These extensions are already part of the
formally specified standard, ensuring that their semantics are well-defined
and their implementations are mature and tested. This incremental expan-
sion capability allows the framework to adapt to emerging requirements
without abandoning its foundational principles or requiring wholesale re-
design.

Third, the subset approach provides a mechanism for controlled adop-
tion of post-MVP (Minimum Viable Product) WebAssembly proposals as
they mature and achieve standardization. The WebAssembly specification
evolves through a rigorous standardization process managed by the W3C
WebAssembly Working Group, where new features are proposed, formally
specified, implemented in multiple engines, and thoroughly tested before
achieving standard status. By explicitly identifying which extensions are
adopted, clarity is maintained about the dependency surface while bene-
fiting from the standardization community’s collective wisdom and engi-
neering effort.

However, the base WebAssembly MVP specification is not adopted
without modification or augmentation. For the specific demands of a high-
performance agentic framework, this work mandates the inclusion of sev-
eral post-MVP extensions that have achieved widespread implementation
and de facto standard status:

Multi-Value Returns: The MVP WebAssembly specification re-
stricts functions to returning at most one value. The multi-value exten-
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sion lifts this restriction, enabling functions to return tuples of values of
arbitrary arity. This extension is essential for the error-handling protocol,
detailed in the subsequent section, which relies on functions returning both
a result value and an error code as a pair. Without multi-value support,
this pattern would require awkward workarounds such as packing multi-
ple values into memory and returning a pointer, which would compromise
both performance and code clarity.

Bulk Memory Operations: The bulk memory proposal introduces
instructions for efficient initialization and copying of large contiguous mem-
ory regions. Key instructions include memory.copy (copying between mem-
ory regions), memory.fill (setting a region to a constant byte value), and
memory.init (initializing memory from a data segment). These operations
are implemented as intrinsics in WebAssembly runtimes, often leveraging
platform-specific optimizations like SIMD instructions or specialized CPU
instructions (memcpy, memset). For data-intensive agentic tasks involving
large context windows, document processing, or batch operations, these
bulk operations provide substantial performance improvements over byte-
by-byte loops.

Multiple Memories: The MVP specification restricts each module
to at most one linear memory instance. The multiple memories extension
lifts this limitation, allowing a module to declare and operate upon mul-
tiple distinct, isolated memory spaces. This capability is critical for the
IO Bridge architecture detailed in Section 4.3.2. By providing separate
memories for application state and host-guest communication, a stronger
security boundary: the agent’s working memory is physically separated
from the data ingress/egress channels, preventing entire classes of mem-
ory corruption vulnerabilities. Each memory is accessed through explicitly
indexed instructions (memory.load with a memory index), ensuring that
confusion between memory spaces is detectable through static analysis.

These three extensions represent a minimal augmentation to the MVP
specification, each addressing a specific architectural requirement while
maintaining the formal rigor and safety properties of the base standard.
All three have achieved Phase 4 (Standardize) status in the WebAssembly
standardization process, indicating mature specification, multiple indepen-
dent implementations, and comprehensive test suites. Their adoption does
not compromise the principle of minimalism but rather recognizes that
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certain higher-level constructs, when properly specified and implemented,
provide substantial practical benefits while remaining within a formally
verifiable framework.

The rationale for excluding other WebAssembly features deserves ex-
plicit articulation. Floating-point types are omitted types (£32, £64) be-
cause agentic control logic rarely requires non-integral arithmetic, and
their inclusion would substantially complicate the validation semantics
with IEEE 754 floating-point edge cases (NaN handling, rounding modes,
denormals). 64-bit integers are excluded integers (164) to maintain strict
232 bounds on addressable memory and countable resources, simplifying
resource accounting. Reference types are omitted types and garbage col-
lection proposals because agent memory management is explicit and deter-
ministic, avoiding the non-determinism introduced by automatic memory
management. SIMD operations are excluded (vector) operations because,
while valuable for data-parallel numerical computation, they are not es-
sential for the symbolic and control-oriented processing that characterizes
agentic behavior.

The textual representation of this subset is WebAssembly Text format
(WAT), a human-readable, S-expression-based syntax for WebAssembly
modules. WAT provides several properties essential for this framework.
First, it is unambiguous: each WAT program has a unique, well-defined
semantics specified by the WebAssembly standard. Second, it is composi-
tional: complex programs are built from simpler nested constructs follow-
ing regular syntactic patterns, making it amenable to generation by LLMs
that have learned structural composition during pretraining. Third, it is
readable: despite being a low-level representation, WAT preserves suffi-
cient structure and uses mnemonic instruction names that enable human
comprehension and auditing without requiring sophisticated decompilation
tools.

An illustrative WAT fragment demonstrating the subset’s expressive-
ness appears below:

(module

(import "host" "read_sensor" (func $read_sensor (result i32)))

(import "host" "actuate" (func $actuate (param i32)))
(memory 1)
(func $control_loop (export "run"
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(local $sensor_value i32)
(local $threshold i32)

;; Read sensor value
(call $read_sensor)
(local.set $sensor_value)

;3 Load threshold from memory
(i32.1load (i32.const 0))
(local.set $threshold)

;; Compare and conditionally actuate
(if (i32.gt_u (local.get $sensor_value)
(local.get $threshold))
(then
(call $actuate (i32.const 1))

This example demonstrates several key properties: explicit imports
declaring dependencies on host functions (read sensor, actuate), local
variable declarations with the restricted 132 type, structured control flow
using if /then blocks, and an exported function (run) serving as the mod-
ule’s entry point. The program’s behavior is entirely deterministic and its
resource requirements (one memory page) are statically declared.

The WebAssembly binary format, while not the primary interface for
LLM generation, provides an important complementary representation.
WAT programs are compiled to a compact binary encoding (.wasm files)
for efficient storage, transmission, and execution. This binary format uses
variable-length integer encodings and carefully designed opcodes to mini-
mize size, typically achieving 20-30

The ecosystem tooling surrounding WebAssembly provides substan-
tial infrastructure for this framework. The wat2wasm tool (part of the
WebAssembly Binary Toolkit, WABT) compiles WAT to binary and val-
idates the result. The wasm2wat tool performs the inverse transforma-
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tion for debugging and inspection. The wasm — objdump tool provides de-
tailed inspection of binary structure, including section contents, import /-
export tables, and disassembled code. Runtime engines like Wasmtime
offer command-line interfaces for instantiating and executing modules,
detailed instrumentation for profiling and debugging, and programmatic
APIs for embedding WebAssembly execution within host applications.

This mature toolchain integration stands in stark contrast to the po-
sition that would be occupied had a novel, bespoke substrate been de-
veloped. By anchoring on WebAssembly, decades of compiler optimization
research (via LLVM), years of runtime engineering refinement (via produc-
tion browser engines and standalone runtimes), and ongoing standardiza-
tion effort ensuring long-term viability and evolution are inherited. This
pragmatic reuse of existing infrastructure enables focus of engineering ef-
fort on the novel aspects of agentic computation—the capability model, er-
ror handling, and agent-specific tooling—rather than reimplementing fun-
damental compiler and runtime technology.

The formal verification story of WebAssembly provides additional as-
surance. The WebAssembly specification has been mechanized in the
Isabelle/HOL theorem prover, yielding machine-checked proofs of type
soundness (well-typed programs don’t go wrong), progress (non-trapped
programs can always take a step), and memory safety (programs cannot
access memory outside their linear address space).[189] These proofs cover
the entire MVP specification and have been extended to cover several post-
MVP proposals. By building upon this formally verified foundation, this
framework inherits these guarantees: any vulnerability in this system must
arise from the additional architectural layers (the host functions provided,
the error-handling convention, the 10 Bridge) or from bugs in specific
runtime implementations, not from ambiguities or flaws in the underlying
computational model.

In summary, the adoption of a WebAssembly subset represents an in-
formed architectural decision that balances theoretical purity with practi-
cal engineering concerns. This provides a formally specified, memory-safe,
portable execution environment that aligns precisely with the abstract re-
quirements, while gaining access to a mature ecosystem of tools, runtimes,
and compiler infrastructure. The subset approach ensures inclusion of
only those features strictly necessary for these purposes, maintaining a
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minimal trusted computing base and maximal verifiability. The exclu-
sion of unnecessary features (floating-point, 64-bit arithmetic, automatic
memory management) keeps the specification tractable for formal analy-
sis while remaining sufficient for the symbolic reasoning and control tasks
that characterize autonomous agents. The mandate for specific post-MVP
extensions (multi-value returns, bulk memory, multiple memories) reflects
a pragmatic recognition that certain carefully designed higher-level con-
structs provide substantial practical benefits while remaining within the
formal verification framework. This foundation positions us to build the
additional architectural layers, error handling, IO bridges, and capability
management, necessary for a complete agentic execution environment.

4.3 System Architecture

The WebAssembly subset established in the preceding section provides
a pure, isolated computational core with rigorously defined semantics.
However, this purity comes at a cost: the sandboxed module, by design,
possesses no intrinsic mechanism for interacting with the external world or
handling runtime failures gracefully. To bridge this computational environ-
ment to the practical demands of real-world agentic applications, two crit-
ical architectural enhancements are introduced layered atop the base sub-
strate. These components—a principled error-handling protocol and a for-
mal data exchange mechanism—are not modifications to the WebAssembly
specification itself but rather carefully designed conventions and host-side
mechanisms that preserve the substrate’s safety properties while enabling
robust, data-intensive computation. A third component integrates the core
reasoning capability, the language model, into this architecture, complet-
ing the implementation of the agentic primitive M : String — String.

4.3.1 Error Handling Protocol

The default error-signaling mechanism in WebAssembly is the trap,
an abortive termination of the module instance’s execution that occurs in
response to well-defined error conditions. These conditions include arith-
metic errors (division by zero, integer overflow in checked operations),
memory access violations (out-of-bounds load or store), invalid table ac-
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cesses (indirect call through null or out-of-range table index), call stack
exhaustion, and explicit unreachable instruction execution. When a trap
occurs, the WebAssembly instance immediately halts, control returns to
the host with an indication of the trap cause, and the instance’s state
becomes undefined. From the guest code’s perspective, a trap is an unre-
coverable event: there is no mechanism for the module to catch, handle,
or recover from the error condition within its own execution context.

While this fail-stop behavior is fundamental to WebAssembly’s safety
guarantees, ensuring that erroneous programs cannot continue executing
with corrupted state, it represents an insufficiently expressive error model
for building sophisticated applications. Several limitations render traps
unsuitable for resilient agentic systems:

1. Lack of Recoverability: A trap terminates the entire instance.
There is no opportunity for the guest code to perform cleanup, re-
lease resources, log diagnostic information, or attempt alternative
strategies. This all-or-nothing failure mode is too coarse-grained for
agents that must operate robustly in the face of partial failures.

2. Opacity: Traps convey minimal information to the host about the
nature or context of the failure. While the trap kind (e.g., out-of-
bounds memory access) is reported, the semantic meaning, which
operation failed, what precondition was violated, what alternative
path should be taken, is lost.

3. Non-Composability: In a system where multiple operations can
fail independently, trap-based error handling forces artificial sequenc-
ing. If operation A traps, operation B never executes. There is no
mechanism to attempt both operations, collect their individual suc-
cess/failure statuses, and proceed based on the aggregate result.

4. Testing Complexity: Systematically testing error paths in trap-
based systems requires elaborate infrastructure to catch traps at the
host level and restart execution with modified inputs. This overhead
makes comprehensive error-path testing prohibitively expensive.

To address these limitations while preserving the underlying safety
guarantees of the substrate, a more expressive value-based error handling
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paradigm is adopted. This convention, enabled by the WebAssembly multi-
value return extension, mandates that any function potentially subject to
runtime failure must not trap on error conditions within its control. In-
stead, it signals success or failure by returning a dedicated error code as
part of its result tuple. This approach is inspired by error handling conven-
tions in languages like Go, which explicitly represent errors as first-class
values rather than exceptional control flow, and by systems programming
practices in C where error codes are used for recoverable errors while sig-
nals or aborts are reserved for truly unrecoverable failures.

The protocol operates as follows. For any fallible function, its signature
is transformed from:

(paramy, ..., param,) — (resulty,...,result,,)
to the augmented form:
(paramy, ..., param,) — (resulty,...,result,,, error code)

where error__code is a u32 value occupying the final position in the return
tuple. The interpretation of this error code follows a strict convention:

e crror_code = 0 indicates successful execution. All preceding result
values in the tuple are valid and semantically meaningful.

e crror_code # 0 indicates a failure condition. The specific non-zero
value encodes the error type or cause. All preceding result values in
the tuple are undefined and must be discarded by the caller without
interpretation.

This binary success/failure indicator is augmented by a standardized
error code catalog. Rather than allowing arbitrary error values, a canonical
enumeration of error conditions is defined, inspired by the POSIX errno.h
conventions but tailored for this domain. Representative error codes in-
clude:
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Table 4.2. Standardized Error Code Catalog

Code Name Meaning

0 SUCCESS Operation completed successfully
1 INVALID ARGUMENT Parameter validation failed

2 OUT OF RANGE Index or size exceeds bounds

3 NOT_ FOUND Requested resource does not exist
4 PERMISSION DENIED Capability check failed

5 TIMEOUT Operation exceeded time limit

6 RESOURCE_EXHAUSTED Memory, quota, or limit reached
7 INTERNAL ERROR Host implementation error

8 UNAVAILABLE External service not reachable

Standardizing these codes ensures interoperability: different host func-
tions and guest modules share a common vocabulary for error conditions,
enabling systematic error handling logic that can distinguish between, say,
transient failures (TIMEOUT, UNAVAILABLE) that warrant retry and
permanent failures (PERMISSION DENIED, NOT FOUND) that re-

quire alternative strategies.

The practical application of this protocol is illustrated in Figure 4.1,
which demonstrates error handling for a key-value store lookup operation.
The kv__get function returns a tuple (value ptr,error code). The caller
must first inspect the error code before dereferencing the pointer.

This pattern demonstrates several key properties of the protocol. First,
error checking is ezplicit in the control flow: the if statement makes the er-
ror path visually distinct from the success path, improving code auditabil-
ity. Second, error handling is local: the decision of how to handle an error
(propagate it, retry the operation, attempt an alternative) is made by the
caller in immediate context, not by a distant exception handler. Third,
errors are composable: multiple fallible operations can be sequenced, with
each operation’s error checked independently, and aggregate error handling
logic applied based on which operations succeeded or failed.

The protocol effectively emulates a Result(7T', E) or Either(FE,T") monad
from functional programming, lifting error management from an implicit
system-level mechanism (traps) into the explicit value domain of the pro-
gram. This transformation enables powerful abstractions. For instance,
a combinator function try sequence could execute multiple operations,
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;3 Invoke fallible key-value get operation
;3 Returns: [value_ptr: u32, error_code: u32]
(call $kv_get (local.get $key_ptr))

;3 Multi-value return: stack now contains [value_ptr, error_code]
;3 Store error_code first (top of stack)

(local.set $error_code)

;3 Store value_ptr second

(local.set $value_ptr)

;3 Check error code: if non-zero, enter error handling path
(local.get $error_code)
(if
(then
;3 Error path: Log the failure, return null pointer
;5 and propagate error code
(call $log_error
(i32.const 0x1000) ;; Error message string
(local.get $error_code))
(i32.const 0) ;5 Null pointer as result
(local.get $error_code)
(return)

;5 Success path: error_code was 0, safe to use value_ptr
(local.get $value_ptr)

(call $process_value)

55 ... continue normal execution ...

Figure 4.1. Value-based error handling in WAT

collecting their error codes, and return success only if all operations suc-
ceeded, implementing an atomic transaction pattern purely within guest
code.

The relationship between this value-based protocol and the underlying
trap mechanism deserves clarification. Traps remain as a backstop for truly
unrecoverable errors: programming bugs (out-of-bounds memory access
due to incorrect pointer arithmetic), resource exhaustion that cannot be
anticipated (call stack overflow), and explicitly unreachable code paths (as-
sertion failures). These represent violations of program correctness rather
than expected error conditions. The value-based protocol handles domain
errors, conditions that are anticipated possibilities in the problem space:
a requested key might not exist, a network request might time out, a pars-
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ing operation might encounter malformed input. By distinguishing these
two error categories, a clean separation is achieved: traps indicate "this
should never happen, and if it does, continuation is not possible," while
error codes indicate "this is a known possibility, and here is the informa-
tion needed to decide how to proceed."

This distinction also clarifies the responsibility boundary between host
and guest. Host functions are responsible for converting their own internal
failures (exceptions in the host language, system call failures) into appro-
priate error codes before returning to the guest. They must ensure that
they never cause a trap in the guest module due to their own implementa-
tion errors, for instance by writing out of bounds to guest memory. Con-
versely, guest code is responsible for checking error codes returned by host
functions and handling them appropriately. Failure to check an error code
is not a runtime error (the program continues executing with potentially
invalid data) but represents a logical bug in the guest code, detectable
through static analysis tools that verify error-checking discipline.

The multi-value return extension is essential to this design. Without
it, users would be forced to either pack multiple values into memory and
return a pointer (inefficient, requiring memory allocation and serialization
for every fallible call) or use output parameters (requiring pre-allocated
memory, complicating the calling convention). Multi-value returns pro-
vide zero-overhead error signaling: the error code is simply an additional
register value returned alongside results, with no memory allocation, seri-
alization, or indirection required.

4.3.2 Data Exchange Mechanism

The second architectural challenge concerns data ingress and egress:
how does the host provide input data to the sandboxed guest, and how does
the guest return complex results to the host? The WebAssembly security
model, by design, provides no intrinsic channel for this exchange. A guest
module cannot read from standard input, access environment variables, or
receive data through any implicit global mechanism. All data must flow
through explicit function call boundaries.

For simple scalar values, this presents no difficulty: a host can invoke
an exported guest function f(ai,...,ay,) with numeric arguments that are
copied onto the guest’s operand stack. However, this mechanism is in-
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adequate for the rich, structured data required by agentic applications.
Consider the context that must be provided to an agent before it can rea-
son about a task:

e Task Description: A potentially long natural language specifica-
tion of the user’s objective, possibly spanning multiple paragraphs.

e Tool Manifest: Detailed documentation for each available tool, in-
cluding signatures, parameter descriptions, example usage, and con-
straints.

e Contextual Information: Relevant background data such as re-
trieved documents, database query results, sensor readings, or con-
versation history.

e String Constants: Predefined textual templates, error messages,
or configuration values needed by the agent’s logic.

e Structured Data: JSON or XML payloads representing API re-
sponses, configuration objects, or complex nested data structures.

None of these can be efficiently represented as a sequence of u32 argu-
ments. A mechanism is required for transferring arbitrarily large, struc-
tured byte sequences between host and guest address spaces, and this
mechanism must be both highly efficient (to avoid bottlenecking agent
performance) and formally secure (to uphold the sandbox integrity at all
times).

The solution, termed the 10 Bridge, is founded upon two architectural
principles: isolated linear memories enabled by WebAssembly’s multiple
memories extension, and a simple, self-describing binary serialization for-
mat. The design operates as follows.

Memory Architecture: The guest module declares two distinct lin-
ear memories:

1. Application Memory (memory 0): The module’s primary work-
ing storage, used for its own data structures, local variables spilled
to memory, and internal state. This memory is entirely under the
guest’s control.
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2. IO Memory (memory 1): A dedicated communication channel for
receiving input from and sending output to the host. This memory
is conceptually "shared" in that both host and guest can access it,
but access is tightly controlled through protocol.

This physical separation provides a strong security boundary. Even if
the guest code contains a memory corruption bug that causes it to write
to arbitrary addresses within its application memory, it cannot corrupt
the IO memory unless it explicitly uses instructions indexed to memory 1.
Conversely, the host’s writes to IO memory cannot corrupt the guest’s ap-
plication state. This isolation is enforced at the instruction level: i32.1oad
defaults to memory 0, while 132.10ad with an explicit memory index 1 ac-
cesses 1O memory. Static analysis can verify that a module only accesses
IO memory in controlled locations, providing assurance that communica-
tion follows protocol.

Serialization Format: Data placed in IO memory follows a uniform,
length-prefixed binary encoding. Fach distinct data element, whether a
string, byte array, or structured object, is serialized as:

[length : u32][data : byte'®n&th]

where the first four bytes encode the element’s size in little-endian byte
order, followed by that many data bytes. This format is self-describing:
a reader can parse the data stream by repeatedly reading a length prefix
and then consuming exactly that many bytes. For nested structures, this
principle applies recursively. For instance, a list of strings would be en-
coded as:

[count : u32][len; : u32|[stri][leny : u32][stra] - - -

For variant types or tagged unions, a single-byte is prepended discrim-
inant before the length prefix, allowing up to 256 distinct type tags. This
simple scheme is sufficient to represent arbitrary algebraic data types with-
out requiring complex schema definitions or code generation.

This format is chosen for several properties:

e Binary Safety: Unlike null-terminated strings, there are no special
sentinel values. A string containing null bytes (0x00) is represented
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unambiguously.

e Simplicity: Parsing requires only primitive operations (read 32-bit
integer, advance pointer, copy bytes). No complex grammar or state
machine is needed, making it implementable in a few dozen lines of

WAT code.

e Efficiency: The format is compact (4 bytes overhead per element)
and supports zero-copy techniques: a pointer and length into IO
memory can reference data in place without copying.

e Schemaless: No external schema definition or code generation is
required. The format is self-contained and can be parsed generically,
with semantic interpretation deferred to application logic.

Alternative serialization formats were considered and rejected for spe-
cific reasons. Null-terminated strings (C-style) are unsafe for binary data.
Protocol Buffers and similar schema-based formats require complex pars-
ing libraries that would substantially increase the trusted computing base
of the guest environment. JSON and XML are textual and verbose, re-
quiring expensive parsing for large documents. MessagePack and similar
binary formats are more complex than necessary for this use case. The
length-prefixed format represents a sweet spot: sufficiently simple to im-
plement and verify, yet sufficiently expressive to handle the data structures
encountered in agentic applications.

Input Protocol: argc/argv Convention: Rather than passing a
single monolithic data structure, the host-guest interaction for data input is
modeled on the classic UNIX argc/argv convention used for command-line
arguments. This design recognizes that agents typically receive multiple
distinct inputs: the primary task description, tool manifests, contextual
data, configuration parameters, and so forth. Treating these as separate
"arguments" rather than fields in a single structure provides modularity
and allows the guest to process inputs selectively.

The protocol operates as follows:

1. Host Preparation: Before invoking the guest’s main function, the
host serializes each input argument using the length-prefixed format
and writes the serialized data sequentially into the IO memory. Each
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argument occupies a contiguous region, and the host maintains an
internal table mapping argument indices to their starting addresses
and lengths within IO memory.

2. Guest Discovery: The guest begins execution by calling two im-
ported host functions to discover its inputs:

e argc() — u32: Returns the total number of arguments avail-
able.

e argv(n : u32) — (u32,u32): Takes an argument index n €
[0,argc() — 1] and returns a tuple (ptr,error code) where ptr
is the address in IO memory (memory 1) of the n-th argument’s
serialized data, and error_code indicates success (0) or out-of-
range access (non-zero).

3. Guest Parsing: The guest uses the returned pointer to access the
argument data in IO memory. It reads the length prefix, validates it
is within bounds, and then interprets the following bytes according
to the expected data type. For efficiency, the guest can reference this
data in place, or copy it to application memory if it needs to modify
it.

This model provides several advantages. First, lazy evaluation: the
guest need not process all inputs immediately. It can query argc(), de-
cide which arguments are needed for the current task, and call argv() only
for those indices. Second, clear boundaries: each argument is an inde-
pendent unit, preventing parsing errors in one argument from corrupting
another. Third, extensibility: the host can provide additional arguments
(such as debug information or profiling data) by simply increasing argc(),
and legacy guest code that does not expect these arguments will simply
ignore them.

The argv() function is designed to never trap. If called with an invalid
index (n > argc()), it returns a null pointer (0) and a non-zero error code,
allowing the guest to handle this gracefully. This design follows the value-
based error handling protocol.

Output Protocol: Result Vector: For returning complex results,
the 10 Bridge provides a symmetric mechanism. The guest module pre-
pares its output data in application memory (memory 0) using the same
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length-prefixed serialization format. It then invokes an imported host func-
tion: resv(ptr : u32) — (u32,u32) which takes a pointer to the serialized
data in application memory and returns a result ID and error code. The
host function performs the following steps:

1. Safely reads the length prefix from the guest’s application memory,
validating it does not exceed reasonable bounds.

2. Copies the specified number of bytes from guest memory to a host-
managed buffer.

3. Increments an internal result counter, assigning a unique ID to this
result.

4. Returns the result ID and success code (0) to the guest.

The guest can call resv() multiple times during a single invocation to
return multiple distinct results, for instance, intermediate outputs, final
answer, and diagnostic logs. The host maintains these results in order,
associating each with its result ID. After the guest’s main function returns,
the host can retrieve all accumulated results.

The security properties of this design are critical. The guest passes a
pointer to its own memory (memory 0), not to shared IO memory. The
host function performs a copy from guest memory to host memory, not a
direct reference. This ensures the host receives a stable snapshot of the
data: even if the guest continues executing and modifies the memory region
after the resv() call, the host’s copy remains unchanged. Conversely, the
guest never receives a pointer into host memory, preventing it from reading
or corrupting host state.

String Constants and Shared Data: A special case of data ex-
change concerns constants, read-only string or data values that the guest
code needs to reference frequently. Examples include:

e HTTP method strings ("GET", "POST", "PUT", "DELETE")
e Standard error messages ("Invalid argument", "Resource not found")

e AT system prompts ("Summarize the following text:", "Translate to
French:")
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o Configuration keys ("max_ retries", "timeout ms")

Rather than having the guest embed these strings as data segments
(consuming space in the guest’s memory and requiring initialization), or
having the host pass them as arguments (redundantly transmitting the
same data on every invocation), they are provided as host functions re-
turning constant pointers. For instance: http.GET() — u32 This function,
when called, returns a pointer to the string "GET" in IO memory (memory
1). The host has pre-initialized IO memory with these constants at fixed
offsets, and the function simply returns the appropriate address. This ap-
proach has several benefits:

e Zero Cost: Calling the function is effectively free (a constant re-
turn), and the string data is shared across all invocations.

e Type Safety: Each constant is accessed through a named function,
making code more readable and preventing typos.

e Capability Control: By only exposing certain constant functions,
the host can control what strings the guest can reference, useful for
restricting API access.

Similarly, functions are provided for obtaining pointers to structured
configuration data or lookup tables that the guest needs to reference but
should not modify.

Bidirectional Communication Summary: The complete IO Bridge
architecture thus provides three channels:

1. Input Channel (Host — Guest): Via argc()/argv(), the guest
discovers and accesses serialized arguments in IO memory.

2. Output Channel (Guest — Host): Via resv(), the guest sends
serialized results from its application memory to the host.

3. Constant Channel (Host — Guest): Via named constant functions
(e.g., http.GET()), the guest obtains pointers to shared read-only
data in IO memory.

All three channels respect the sandbox boundary: the guest never ac-
cesses host memory directly, and the host never allows the guest to corrupt




106 CHAPTER 4. A FORMAL SUBSTRATE FOR AGENTIC COMPUTATION

its own state. The use of two separate memory spaces ensures that even
a buggy or malicious guest cannot exploit the communication channel to
escape the sandbox. The protocol is also efficient: most operations involve
copying pointers rather than data, and bulk data transfer uses the opti-
mized memory.copy instruction or direct pointer references.

4.3.3 Reasoning Integration

With the error-handling protocol and IO Bridge in place, the integra-
tion of the core reasoning capability—the language model M—into the
substrate is now addressed. Recall the fundamental agentic primitive:
M : String — String This primitive maps a contextual prompt to a gen-
erated response. Implementing this primitive within the WebAssembly
guest would violate the architectural principles: it would require the guest
to possess networking capabilities (to contact an LLM APT), cryptographic
capabilities (to handle TLS), and substantial computational resources (if
running a local model). These capabilities would dramatically expand the
trusted computing base and contradict the principle of minimal guest au-
thority.

Instead, the M function is realized as an imported host function,
callable by the guest but implemented entirely in the privileged host envi-
ronment. This design maintains a clean separation: all side effects, network
I/O, GPU computation, and interaction with external LLM services, are
encapsulated within the host, while the guest retains only pure computa-
tional logic for constructing prompts and parsing responses.

Host Function Interface: The core reasoning function is exposed to
the guest as: ai.query(prompt ptr : u32,config ptr : u32) — (u32,u32)
The parameters are:

e prompt ptr: Pointer to a length-prefixed string in the guest’s appli-
cation memory (memory 0) containing the prompt text.

e config ptr: Pointer to a length-prefixed configuration structure spec-
ifying model selection, temperature, maximum tokens, and other in-
ference parameters. A null pointer (0) indicates default configura-
tion.

The return value is a tuple (response ptr, error code) following the error-
handling protocol, where response ptr points to the serialized response




4.3. SYSTEM ARCHITECTURE 107

string in IO memory (memory 1), and error code indicates success or the
nature of any failure (timeout, invalid request, model unavailable).

Operational Flow: The lifecycle of a reasoning call proceeds as fol-
lows:

1. Prompt Construction: The guest’s logic determines that it needs
to consult the language model. It constructs a prompt string in its
application memory, potentially by concatenating multiple compo-
nents: task description, relevant context, tool documentation, and
specific questions.

2. Function Invocation: The guest calls ai.query(), passing a pointer
to this prompt and optionally a configuration structure. Control
transfers from the guest to the host runtime.

3. Host Processing: The host function, implemented in the host lan-
guage (e.g., Rust), uses its privileged access to the guest’s memory to
safely read the prompt data. It validates the length prefix, allocates
a host-side buffer, and copies the prompt text. It then performs the
necessary side effects:

e Establishes a network connection to the LLM API endpoint
(e.g., OpenAl, Anthropic, or a self-hosted model server).

e Formats an API request according to the service’s specification,
including the prompt, inference parameters, and authentication
credentials.

e Sends the request and awaits the response, potentially with
timeout handling.

e Parses the API response to extract the generated text.
4. Result Serialization: The host serializes the response string using

the length-prefixed format and writes it to a region of the IO memory
(memory 1). It obtains a pointer to this region.

5. Return to Guest: The host function returns the tuple (response ptr, 0)
to the guest if successful, or (0,error code) if an error occurred.

6. Response Processing: Control returns to the guest’s WAT code.
The guest immediately inspects the error code. If zero, it uses the
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response pointer to access the generated text in IO memory and
proceeds with its logic. If non-zero, it enters an error-handling path,
potentially logging the failure, retrying with a modified prompt, or
returning an error to its own caller.

This flow exemplifies the architectural separation of concerns: pure rea-
soning logic (prompt construction, response parsing, control flow) resides in
the verifiable guest code, while impure, platform-specific, security-sensitive
operations (network communication, API authentication, error handling)
are entirely encapsulated in the auditable host implementation.

Variant Functions: To support common usage patterns, several spe-
cialized variants of the core reasoning function:

e ai.assist(system ptr,user ptr,config ptr) — (u32,u32): Takes
both a system instruction (meta-prompt defining the model’s role)
and a user query, formatting them appropriately for chat-based APIs
that distinguish system and user messages.

e ai.stream(prompt ptr,callback fn, config ptr) — u32: For long
responses, streams generated tokens incrementally by invoking a
guest-provided callback function for each token, enabling real-time
display or early termination.

e ai.batch(prompts array ptr,count,config ptr) — (u32,u32): Sub-
mits multiple prompts as a batch to leverage parallelism in the LLM
backend, returning an array of response pointers.

Additionally, constant functions are exposed returning pointers to com-
monly used system instructions:

e ai.SUMMARIZE(): Returns pointer to "Provide a concise summary of
the following text:"

e ai.TRANSLATE(): Returns pointer to "Translate the following text to
[language]:"

e ai.CODE_REVIEW(): Returns pointer to "Review the following code
for bugs and suggest improvements:"
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These constants provide convenient access to standard prompts while
allowing customization when needed.

Security Considerations: The reasoning integration introduces sev-
eral security considerations. First, prompt injection: a malicious or com-
promised guest could construct prompts designed to manipulate the LLM
into revealing information, ignoring instructions, or generating harmful
content. The host must implement robust prompt sanitization, input val-
idation, and output filtering to mitigate these risks. Second, resource ex-
haustion: unconstrained reasoning calls could exhaust API quotas or incur
unbounded costs. The host should enforce rate limits, token budgets, and
timeout constraints per guest instance. Third, information leakage: the
prompts sent to external LLM services may contain sensitive information.
The host must ensure appropriate data handling policies, potentially using
local models for sensitive contexts or anonymizing prompts before external
transmission.

These security mechanisms are implemented entirely in the host layer,
transparent to the guest. From the guest’s perspective, ai.query() is sim-
ply a function that sometimes succeeds and sometimes fails with an error
code. The guest need not, and indeed cannot, concern itself with how the
host implements rate limiting, prompt filtering, or service selection. This
encapsulation maintains the simplicity and verifiability of guest code while
concentrating security policy enforcement in the auditable host implemen-
tation.

Configuration and Model Selection: The configuration structure
passed to reasoning functions allows fine-grained control over inference
parameters:

e Model Selection: An enumeration or string identifying which LLM
to use (e.g., "gpt-4", "claude-3-sonnet", "local-7b").

e Temperature: Controls randomness in generation, with higher val-
ues producing more creative but less deterministic outputs.

e Max Tokens: Limits response length to prevent excessively long
generations.

e Stop Sequences: Strings that, when generated, terminate the re-
sponse early.
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e Top-p/Top-k: Nucleus sampling parameters for controlling output
diversity.

By exposing these parameters to the guest through the configuration
structure, sophisticated prompting strategies where the agent dynamically
adjusts inference parameters based on context. For instance, using low
temperature for factual queries and high temperature for creative tasks,
or selecting smaller, faster models for simple sub-tasks and larger models
for complex reasoning.

The reasoning integration thus completes the implementation of the
agentic primitive M within this substrate framework. The guest code can
invoke the language model as easily as calling any other function, while
the architectural layering ensures that all complex, security-sensitive op-
erations remain within the trusted host environment. This design enables
the programmatic composition of reasoning steps, supporting advanced
patterns like iterative refinement, self-critique, and tree-of-thought explo-
ration, as will be demonstrated in the subsequent section on implementa-
tion methodology.

4.4 Reference Implementation

With the formal substrate defined, the WebAssembly instantiation
specified, and the architectural enhancements established, a concrete ref-
erence implementation is now presented demonstrating the practical vi-
ability of the framework. This implementation serves multiple purposes:
it validates that the theoretical design can be realized with existing tech-
nology, it provides a concrete artifact for evaluation and experimentation,
it establishes implementation patterns and best practices for developers,
and it identifies pragmatic considerations not evident from the abstract
specification alone. While the principles articulated thus far are deliber-
ately language-agnostic to ensure portability, this reference implementa-
tion makes specific technology choices to ground the discussion in working
code.

Technology Stack Selection: The reference implementation utilizes
Wasmtime as the WebAssembly runtime engine, a production-grade im-
plementation from the Bytecode Alliance recognized for its performance,
security, and standards compliance. Wasmtime is implemented in Rust
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and provides both a command-line interface for standalone execution and
a comprehensive embedding API for integration into host applications. Its
selection is motivated by several factors: rigorous adherence to the We-
bAssembly specification with extensive conformance testing, support for
all required post-MVP extensions (multi-value returns, bulk memory, mul-
tiple memories), active maintenance and rapid incorporation of emerging
standards, high-quality documentation and examples, and proven produc-
tion deployment in systems ranging from edge computing platforms to
cloud-native infrastructure.

The host environment, the privileged layer that embeds the Wasmtime
runtime and implements the host functions exposed to guest modules, is
implemented in Rust. This choice leverages Rust’s memory safety guaran-
tees to build a secure embedder that cannot introduce memory corruption
vulnerabilities even when interfacing with low-level WebAssembly mem-
ory operations. Rust’s ownership system ensures that host-side pointers
to guest memory are properly validated and cannot outlive their validity
period, preventing use-after-free errors. The language’s zero-cost abstrac-
tions enable high-performance implementations of the IO Bridge and error
handling mechanisms without sacrificing safety.

Agent logic, the code executing within the WebAssembly sandbox,
can be authored in any language that compiles to the WebAssembly tar-
get. For the reference implementation, examples are provided in multi-
ple source languages to demonstrate portability. Primary examples use
Rust compiled with the wasm32-unknown-unknown target, leveraging its
excellent WebAssembly toolchain support and ability to generate small,
efficient binaries. Supplementary examples demonstrate C compilation
via Emscripten (with WASI features explicitly disabled to maintain the
minimal capability model), Go compilation via TinyGo (a Go compiler
optimized for embedded systems and WebAssembly), and AssemblyScript
(a TypeScript-like language designed specifically for WebAssembly gener-
ation). Additionally, WAT examples are provided (WebAssembly Text)
examples for scenarios requiring direct control over instruction sequences
or for pedagogical purposes where seeing the low-level representation aids
understanding.

Host Implementation Architecture: The host implementation is
structured as a modular system with clearly delineated responsibilities.
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At its core is the Runtime struct, which encapsulates a Wasmtime Engine
(the compilation and execution engine) and a Linker (the mechanism for
registering and resolving host functions). The runtime maintains global
configuration including timeout limits, memory quotas, and security poli-
cies that apply uniformly to all guest modules.

Module instantiation proceeds through a structured pipeline. First,
the module’s binary is loaded from disk or received as a byte stream. Sec-
ond, Wasmtime’s validator performs comprehensive static analysis, verify-
ing type correctness, stack discipline, control flow validity, and resource
bounds. Invalid modules are rejected before any instantiation occurs.
Third, for valid modules, the runtime creates a Store, Wasmtime’s rep-
resentation of the instantaneous execution state, and links the module’s
imports to host-provided implementations registered in the Linker. Fi-
nally, the module is instantiated, allocating its linear memories, initializing
globals and tables, and executing any start function.

The Linker serves as the registry for the standard library of host func-
tions detailed in Table 4.3. Each host function is implemented as a Rust
function with a signature compatible with the WebAssembly type system,
using Wasmtime’s procedural macros to generate the necessary marshaling
code. The linking process ensures type safety: if a guest module imports
a function f with signature (i32,i32) — 32, and the host provides an im-
plementation with a different signature, the instantiation fails with a clear
type mismatch error.
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Table 4.3. Standard Library Host Functions

Function(s) Description

System

sys.argc Number of input arguments.
sys.argv Argument by index.

Sys.resv Save output result.

sys.nil Null pointer constant (0).

sys.alloc Allocate N bytes in shared memory.
dbg.inspect Print raw u32 value.

dbg.trace Print N bytes with length prefix.
dbg.log Print pointer as string.

String Manipulation

str.clone, str.slice
str.compare, str.eq
str.index _ of, str.contains,
str.starts_with, str.ends with
str.trim, str.to_upper
str.split, str.join

str.tag, str.untag

Copy and slice operations.
Comparison operations.

Substring search operations.

Whitespace and case operations.
Divide and combine strings.
Metadata tag operations.

Filesystem
fs.read, fs.write,
fs.append, fs.rm

Sandboxed file operations.

HTTP

http.request

http.serve

http.GET, http.POST,
http.PATCH, http.DELETE

Generic HTTP request.
Serve content on port.

HTTP method constants.

Al
al.query
ai.assist

al. SUMMARIZE, ai. TRANSLATE

Query Al model.
Query with system instruction.
Al instruction constants.

Key-Value Store
kv.get, kv.set

Retrieve and store by key.

Memory Management: Guest modules require memory manage-
ment for dynamic allocation, as static data segments are insufficient for
complex computations. The reference implementation provides a simple
but effective bump allocator exposed through the sys.alloc host func-
tion. This allocator maintains a single u32 global variable representing
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the "bump pointer", the address of the next available byte in the guest’s
application memory (memory 0).

Allocation proceeds as follows: when the guest calls sys.alloc(n) re-
questing n bytes, the allocator first checks whether sufficient space remains
between the current bump pointer and the end of allocated memory. If the
requested allocation would exceed the current memory size, the allocator
invokes the WebAssembly memory.grow instruction to request additional
memory pages from the runtime. This operation may fail if the memory
has reached its declared maximum size or if the host enforces a quota. On
failure, sys.alloc returns 0 (null pointer) and sets an error code. On suc-
cess, the allocator returns the current bump pointer value and increments
it by n bytes (rounded up to maintain alignment).

This bump allocation strategy provides constant-time allocation with
minimal bookkeeping overhead. Its primary limitation is the absence
of deallocation: once allocated, memory cannot be reclaimed. For the
episodic execution model employed by agents, where each task invocation
creates a fresh module instance that is discarded upon completion, this lim-
itation is acceptable. The entire memory space is implicitly "deallocated"
when the instance terminates. For long-lived agent instances requiring
memory reclamation, the allocator can be augmented with a simple free
list or replaced with a more sophisticated allocator like dlmalloc ported to
WebAssembly.

IO Bridge Implementation: The input and output protocols are
implemented through coordinated host and guest components. On the
host side, a ContextManager struct prepares input arguments before guest
invocation. For each input datum (task description, tool manifest entry,
contextual document), the manager serializes it using the length-prefixed
format into a contiguous byte buffer. These buffers are written sequentially
into the guest’s IO memory (memory 1), and the manager records each
argument’s starting address and length in an internal table indexed by
argument number.

The argc() and argv(n) host functions query this table. The argc()
implementation simply returns the table’s length. The argv(n) implemen-
tation validates that n is within bounds, returning an error code if not,
and otherwise returns a tuple containing the pointer to the n-th argument
in IO memory and a success code.




4.4. REFERENCE IMPLEMENTATION 115

On the guest side, the reference implementation provides a 1ibstd li-
brary (compiled to WebAssembly from Rust or C) that wraps these raw
host functions with ergonomic APIs. The library’s get arg function calls
argv(n), checks the error code, and if successful, reads the length prefix
from IO memory and constructs a safe slice or string reference. This ab-
straction hides the low-level pointer manipulation from application logic,
reducing the likelihood of memory safety errors.

For output, the resv() host function implementation uses Wasmtime’s
memory introspection API to safely read from the guest’s application mem-
ory. Given a pointer provided by the guest, the function first validates that
the pointer lies within the bounds of memory 0, preventing out-of-bounds
access. It then reads the 4-byte length prefix, validates that the length is
reasonable (e.g., less than 100MB to prevent denial-of-service via memory
exhaustion), and copies the specified bytes into a host-allocated buffer.
This buffer is stored in a vector of results associated with the current in-
vocation, and the function returns the result’s index.

Error Handling Utilities: To facilitate the adoption of the value-
based error handling protocol, the reference implementation provides util-
ity functions and macros on both host and guest sides. On the host side, a
HostResult < T > type wraps the result of host function operations. This
type can be automatically converted to the (value, error code) tuple re-
quired by the WebAssembly calling convention, with the 0k(v) variant
mapping to (v,0) and Err(e) variant mapping to (0, error code) where
the error enum is converted to the standardized error code.

On the guest side, macros such as try call! automate the pattern of
calling a fallible function, checking its error code, and either propagating
the error or proceeding with the result. For example:

let value = try_call! (kv_get(key_ptr),
"Failed to retrieve key");

This macro expands to code that calls kv get, checks the error code,
and if non-zero, logs the error message and returns immediately, propa-
gating the error to the caller. This reduces boilerplate and makes error
handling paths explicit and auditable.

Tool Discovery and Dynamic Invocation: A critical component
of the reference implementation is the ToolRegistry, a host-side subsys-
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tem responsible for discovering available tools and making them known to
guest modules through the contextualization function p. At runtime ini-
tialization, the registry introspects the Linker to enumerate all registered
host functions. For each function, it retrieves metadata including the func-
tion name, type signature (parameters and return types), and associated
documentation comment parsed from the source code.

This metadata is formatted into a structured tool manifest document,
a JSON or YAML representation listing each tool with its signature, pa-
rameter descriptions, and usage examples. The manifest is serialized and
passed to the guest module as one of the initial arguments accessible via
argv(). The guest’s prompt construction logic parses this manifest and
incorporates it into the system prompt sent to the language model, imple-
menting the in-context learning approach to tool awareness.

For example, the manifest entry for http.request might include:

"name": "http.request",
"signature": "(method_ptr, url_ptr, body_ptr,
config ptr) -> (response_ptr, error_code)",

"parameters": {

"method_ptr": "Pointer to HTTP method string (GET, POST, etc.)",

"url_ptr": "Pointer to URL string",

"body_ptr": "Pointer to request body, or 0 for GET",

"config_ptr": "Pointer to config struct, or O for defaults"
+,
"returns": "Tuple of (response_ptr, error_code).

On success, response_ptr points to response data.",
"example": "call $http.request ($http.GET) ($url)
(i32.const 0) (i32.const O)"

This rich metadata enables the language model to generate correct
function invocations without requiring fine-tuning on the specific tool set,
demonstrating the power of in-context learning for capability-aware code
generation.

Reasoning Model Integration: The ai.query family of functions
is implemented as host functions that bridge to external language model
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APIs. The reference implementation provides a pluggable LLMProvider
trait that abstracts the specifics of different API providers (OpenAl, An-
thropic, local inference servers). Each provider implementation handles
API-specific details such as request formatting, authentication, rate limit-
ing, and response parsing.

The generic ai.query host function implementation proceeds as fol-
lows:

1. Safely read the prompt string from the guest’s application memory
using the provided pointer.

2. Parse the configuration structure (if provided) to extract model se-
lection, temperature, and other parameters.

3. Select the appropriate LLMProvider based on the requested model.

4. Invoke the provider’s complete method, passing the prompt and
configuration, which performs the network request and awaits the
response.

5. Handle provider-specific errors (timeouts, rate limits, invalid requests)
by mapping them to standardized error codes.

6. On success, serialize the response text using the length-prefixed for-
mat, write it to IO memory, and return the pointer and success code.

For local model execution, the reference implementation includes an
LLMProvider that interfaces with inference engines like llama.cpp or Can-
dle (a Rust ML framework), loading quantized models and performing in-
ference on CPU or GPU. This path avoids network latency and enables of-
fline operation, though with higher host-side computational requirements.

Execution Model and Lifecycle: The operational model for execut-
ing agent programs follows a lightweight, ephemeral pattern inspired by
serverless computing. Each task invocation creates a fresh module instance
from the compiled WebAssembly binary. The host prepares the execution
context by serializing inputs and writing them to IO memory, then invokes
the module’s exported run function with signature void — u32. This
function serves as the agent’s entry point, where the return value is an
error code (0 for success, non-zero for failure).
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The agent’s run function orchestrates the complete problem-solving
process: it queries argc and argv to discover inputs, constructs an initial
prompt incorporating task description and tool manifest, invokes ai.query
to generate a plan or response, parses the model’s output to extract tool
invocations, executes those tools through imported host functions, poten-
tially iterates with additional reasoning calls based on intermediate results,
and finally calls resv to return the ultimate result.

If the run function returns a non-zero error code, indicating task failure,
the host interprets this as a signal to retry. The retry mechanism captures
any diagnostic output written to the debug logging functions (dbg.log,
dbg.trace), appends this information to the original task description as
feedback, and creates a new module instance with the augmented context.
This retry loop has a configurable maximum iteration count to prevent
infinite loops, and each iteration operates on a fresh instance to avoid
state corruption from the previous failed attempt.

This "let it crash" philosophy, borrowed from Erlang’s supervision
trees, treats the WebAssembly instance as a lightweight, disposable com-
putational unit. Failed instances are simply discarded, and their allocated
resources (memory, file handles held by the host) are automatically re-
claimed. This approach has several advantages: it eliminates the need for
complex state management and error recovery within the guest code, it
prevents error propagation where a partially executed task corrupts state
used by subsequent tasks, and it provides natural isolation between at-
tempts, ensuring that a bug triggered in one iteration cannot affect the
next.

Example: Self-Refinement Loop: To demonstrate the framework’s
expressiveness, Figure 4.2 presents a complete WAT implementation of an
iterative self-refinement reasoning pattern. This program accepts an initial
query as input, generates an initial response, then repeatedly invokes the
reasoning model in a "critique and refine" mode, using each iteration’s
output as input to the next.
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(func (export "run") (result i32)
(local $error i32)

(local $query_ptr i32)

(local $response_ptr i32)

(local $refine_prompt_ptr i32)
(local $iterations i32)

3

Get initial query from argv[0]

(call $argv (i32.const 0))
(local.set $error)
(local.set $query_ptr)

(if (local.get $error)

)

3

(then (return (local.get $error)))

Get refinement prompt template

(local.set $refine_prompt_ptr (call $ai_REFINE))

b

Set iteration count

(local.set $iterations (i32.const 3))

3

Refinement loop

(loop $refine_loop

(if (i32.eq (local.get $iterations) (i32.comnst 0))
(then (return (i32.const 0))) ;; Success

)

;5 Query AI with current input
(call $ai_query
(local.get $refine_prompt_ptr)
(local.get $query_ptr))
(local.set $error)
(local.set $response_ptr)

;3 Check for error
(if (local.get $error)

(then (return (local.get $error)))
)

;; Log intermediate result
(call $log (local.get $response_ptr))

;; Use response as input for next iteration
(local.set $query_ptr (local.get $response_ptr))

;5 Decrement counter and loop
(local.set $iterations

(i32.sub (local.get $iterations) (i32.comst 1)))
(br $refine_loop)

(i32.const 0) ;; Success

)

Figure 4.2. Iterative self-refinement in WAT



120 CHAPTER 4. A FORMAL SUBSTRATE FOR AGENTIC COMPUTATION

This example illustrates several framework features: explicit error check-
ing after each fallible operation, use of constant functions (ai.REFINE) for
standard prompts, structured control flow with labeled loops and condi-
tional branches, and the ability to compose multiple reasoning calls pro-
grammatically. The entire program is deterministic and verifiable: its
control flow is statically analyzable, its resource usage is bounded (fixed
number of iterations), and its interaction with the host is limited to the
explicitly imported functions.

Interoperability and Portability Validation: A key validation of
the framework’s design is demonstrating true portability: that the same
compiled WebAssembly module can execute without modification across
different host implementations and platforms. The reference implementa-
tion includes a secondary host environment implemented in TypeScript
using the Wasmtime npm bindings, targeting Node.js as the runtime.
This TypeScript host implements the identical host function interface (Ta-
ble 4.3) as the Rust host, with function names, signatures, and error codes
matching exactly.

A test suite of agent modules, compiled once from various source lan-
guages, is executed on both the Rust host (Linux x86-64), the Rust host
(macOS ARM64), and the TypeScript host (Node.js on Windows x86-64).
All tests produce identical results across these configurations, validating
that the WebAssembly abstraction successfully isolates agent logic from
platform-specific details. This portability extends to different runtime en-
gines: the same modules execute correctly using Wasmtime, Wasmer, and
the browser’s native WebAssembly engine (with a browser-compatible host
interface), demonstrating that the framework is not tied to a specific run-
time implementation.

Development Workflow and Tooling: The reference implementa-
tion includes development tools to streamline agent creation. A command-
line tool, wat — agent, provides scaffolding for new agent projects, gener-
ating boilerplate import declarations and stub functions. An integrated
testing framework enables unit testing of individual agent functions by
mocking host function responses, allowing logic to be validated without
requiring full end-to-end execution. A debugging proxy allows stepping
through WAT code instruction-by-instruction, inspecting memory and lo-
cal variables at each step.
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For developers preferring higher-level languages, the framework pro-
vides SDK libraries in Rust, C, and AssemblyScript that wrap the raw
host function imports with ergonomic, type-safe APIs. These SDKs han-
dle the details of length-prefixed serialization, error code checking, and
memory management, allowing developers to focus on agent logic rather
than low-level details. For example, the Rust SDK provides:

let query = get_arg(0)?; // Get first argument, propagate errors
let response = ai::query(&query, Default::default())7?;
save_result (&response)?; // Return result to host

0k(()) // Indicate success

This high-level code compiles to efficient WebAssembly that interacts
correctly with the host through the defined protocols, demonstrating that
the framework’s low-level rigor does not preclude developer-friendly ab-
stractions.

Performance Characteristics: Preliminary benchmarking of the ref-
erence implementation reveals performance characteristics suitable for in-
teractive agentic applications. Module instantiation from a cached com-
piled binary takes approximately 50-200 microseconds depending on mod-
ule size, making the ephemeral execution model practical for high-frequency
invocations. The overhead of the capability-based security model, cross-
ing the host-guest boundary for each tool invocation, is measured at 1-5
microseconds per call, negligible compared to the latency of actual tool op-
erations (milliseconds for I/O operations, seconds for Al reasoning). Mem-
ory overhead per module instance is proportional to declared memory size,
typically 1-10 MB for agent modules, enabling thousands of concurrent
instances on a single server.

The error handling protocol introduces zero runtime overhead for the
success path (error code is simply an additional return value in a register)
and minimal overhead for the error path (an extra conditional branch).
The IO Bridge’s length-prefixed serialization is highly efficient, with through-
put limited primarily by memory bandwidth rather than CPU processing.
For a 1 MB document passed as input, serialization and copying take
approximately 100 microseconds, demonstrating the practicality of trans-
ferring substantial context to agents.
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4.5 Evaluation and Applications

Having established the theoretical foundations, practical implementa-
tion, and reference architecture of the framework, a systematic evaluation
is now presented demonstrating its performance characteristics, true plat-
form portability, and security properties. The evaluation is structured
around three complementary experiments: comparative performance anal-
ysis against conventional agent execution environments, validation of cross-
platform behavioral determinism, and analytical assessment of the attack
surface area relative to ambient authority execution models.

4.5.1 Computational Efficiency Analysis

To quantify the performance characteristics of the framework relative
to conventional agent deployment approaches, two representative tasks:
Levenshtein edit distance computation, a CPU-bound dynamic program-
ming algorithm commonly used for fuzzy string matching and similarity
analysis, and LZW string compression, a dictionary-based compression al-
gorithm representative of data processing workloads encountered in agentic
systems.

Experimental Setup: For each task, three versions were implemented
representing different deployment strategies. The native Python implemen-
tation uses idiomatic Python 3.12 with standard library features, repre-
senting the most common approach for rapid agent prototyping and devel-
opment. The containerized Python version executes the identical Python
code within a Docker container using the official python:3.12-slim base
image, representing a common production deployment pattern that pro-
vides process isolation while maintaining language runtime convenience.
The framework version executes within the Rust-based host environment
using Wasmtime 28.0 as the WebAssembly runtime. For the Levenshtein
distance task, the algorithm is implemented directly in WAT, demonstrat-
ing pure guest-side computation. For the LZW compression task, the WAT
module delegates the core compression logic to a high-performance host
function implemented in Rust, demonstrating the framework’s capability
for efficient host-guest collaboration.

Each implementation was executed across a range of input sizes to
characterize scaling behavior and identify performance trends. For Leven-
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shtein distance, string pairs were tested ranging from 10 characters to 1,000
characters in length, sampling at logarithmically spaced intervals to cap-
ture both small-input overhead characteristics and large-input asymptotic
behavior. For LZW compression, input strings were tested ranging from
100 to 5,000 characters, again using logarithmic sampling. All benchmarks
were executed on identical hardware (AMD Ryzen 9 5950X, 64GB RAM,
Ubuntu 22.04 LTS) to eliminate platform-dependent variability, with 50
independent trials per configuration to account for measurement variance
and enable statistical analysis. Execution time was measured using the
hyperfine benchmarking tool, which provides robust statistical analysis
with outlier detection and warmup runs. Peak memory usage was profiled
using /usr/bin/time with the -v flag, which reports maximum resident
set size from kernel accounting.

Levenshtein Distance Results: The Levenshtein distance bench-
mark, visualized in Figure 4.3, reveals substantial performance advantages
for the framework across all input sizes. The visualization uses a loga-
rithmic scale on the y-axis to accommodate the wide range of execution
times, spanning from single-digit milliseconds for small inputs to hundreds
of milliseconds for large inputs.

Performance on Levenshtein Distance Computation
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Figure 4.3. Levenshtein Distance Computation Performance
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For small inputs (10-character strings), native Python completes in a
median of 32.6 milliseconds. This baseline includes Python interpreter
startup overhead, module loading, and the actual computation. Con-
tainerized Python exhibits significantly higher latency, requiring 273 mil-
liseconds, with the additional overhead arising from Docker container ini-
tialization, namespace setup, and cgroup configuration. The framework
completes the identical computation in 3.5 milliseconds, representing a
9.3x speedup over native Python even for these short-duration tasks where
startup overhead might be expected to dominate.

As input size increases, the performance gap widens consistently. For
medium-sized inputs (158-character strings), Python requires a median of
38.8 milliseconds, Docker 258 milliseconds, and this framework 4.1 millisec-
onds, representing a 9.5x speedup over native Python. The framework’s
advantage here reflects the elimination of interpreter dispatch overhead
in the dynamic programming algorithm’s inner loops. For the largest
tested inputs (1,000-character strings), the disparity becomes most pro-
nounced: Python’s median execution time reaches 272 milliseconds, Docker
528 milliseconds, while this framework completes in 9.5 milliseconds. This
28.6x speedup indicates that the framework’s architectural advantages
compound with problem size, as the proportional cost of the interpreter’s
per-operation overhead increases with algorithmic complexity.

Memory consumption patterns strongly reinforce these performance
findings. Native Python maintains a median peak memory footprint of
30.2 MB across all input sizes, reflecting the Python interpreter’s base
memory requirements (runtime, loaded modules, standard library) plus
the allocation overhead for string objects and the dynamic programming
matrix. Docker exhibits a slightly lower footprint at 29.1 MB, as the con-
tainer’s minimal base image reduces some ancillary memory usage. The
framework, by contrast, exhibits a median peak memory of only 12.2 MB,
representing a 2.5X memory reduction compared to native Python. This
dramatic improvement reflects the minimal footprint of the Wasmtime run-
time (approximately 2 MB baseline) combined with the explicit, unboxed
memory layout of the WebAssembly linear memory model, which avoids
the per-object metadata overhead inherent in Python’s reference-counted
heap.

LZW Compression Results: The LZW compression benchmark,
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shown in Figure 4.4, demonstrates the framework’s ability to acceler-
ate workloads through strategic delegation of performance-critical opera-
tions to efficient host-side implementations. This pattern is representative
of real-world agentic systems where computationally intensive primitives
(parsing, serialization, cryptography) are best implemented in compiled
languages while control flow and reasoning remain in the flexible agent
layer.

Performance on LZW Compression
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Figure 4.4. LZW String Compression Performance

The results exhibit a remarkably consistent performance profile across
input sizes. For inputs ranging from 100 to 5,000 characters, this frame-
work maintains median execution times between 3.0 and 3.5 milliseconds,
with minimal variance as indicated by the tight interquartile ranges in the
box plots. This near-constant execution time reflects the fact that the
WAT module’s role is merely to marshal arguments and invoke the host
function, with the actual compression performed in optimized Rust code.
Native Python requires 29 to 32 milliseconds across the same input range,
representing a consistent 9-10x speedup for the framework. Python’s per-
formance is relatively flat because the standard library’s LZW implemen-
tation is itself written in C (the z1lib module), though the function call
overhead and object marshaling still impose measurable costs.
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Docker containerization introduces substantial overhead for this work-
load, with median times ranging from 250 to 265 milliseconds. This over-
head, which dwarfs the actual computation time, arises from the container
lifecycle: for each invocation, Docker must create a new container, mount
volumes, configure networking, execute the Python script, and cleanup.
This demonstrates that containerization, while providing isolation, intro-
duces latency that makes it impractical for short-lived computational tasks
typical of agentic workflows.

Memory usage patterns closely parallel the Levenshtein results. Python
maintains a median footprint of 30.3 MB, Docker 29.1 MB, and this frame-
work 12.2 MB. The framework’s advantage is again attributable to the
lightweight nature of the Wasmtime runtime and the minimal memory re-
quired by the guest module, which in this case serves primarily as a thin
marshaling layer rather than implementing the compression algorithm it-
self.

Performance Analysis: The observed speedups, ranging from 9x to
29x depending on workload characteristics, arise from several complemen-
tary architectural factors. First, for the Levenshtein distance task where
the algorithm is implemented entirely in guest WAT code, the ahead-of-
time compilation pipeline (WAT to WebAssembly bytecode, followed by
Wasmtime’s optimizing JIT compilation to native machine code) produces
instruction sequences that avoid interpreter dispatch overhead entirely.
The resulting native code executes with tight inner loops comparable to
hand-written assembly, with no per-iteration function call overhead or dy-
namic type checking.

Second, for the LZW compression task, the framework’s architecture
enables strategic performance optimization through capability delegation.
The computationally intensive compression logic executes in pre-compiled
Rust code, bypassing both Python’s interpreter overhead and WebAssem-
bly’s sandboxing boundary checks for the performance-critical path. The
WAT guest code serves only to orchestrate the operation, a pattern that
combines the flexibility of scriptable control flow with the raw performance
of systems programming.

Third, the minimal runtime footprint of WebAssembly contributes mea-
surable advantages. Wasmtime’s baseline memory overhead is approxi-
mately 2 MB, compared to Python’s 25-30 MB interpreter infrastructure.
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This difference compounds in memory-constrained environments or sce-
narios requiring concurrent execution of multiple agent instances, where
the framework enables substantially higher density.

Critically, these performance advantages coexist with the security prop-
erties demonstrated in Section 4.5.3. The same modules achieving 9-29x
speedups execute within a formally verified sandbox with a drastically re-
duced attack surface, a 95% reduction in exposed system calls. This contra-
dicts the common assumption of a "security tax" where stronger isolation
necessarily implies performance degradation. The framework demonstrates
that principled architectural design, grounded in capability-based security
and formal semantics, can simultaneously improve both security and effi-
ciency relative to conventional approaches.

Artifact Availability: To ensure reproducibility and enable indepen-
dent validation of these results, all evaluation artifacts are included with
this thesis and will be released as open-source materials. This includes
complete source code for all benchmark implementations (Python scripts,
WAT modules, host function implementations), build scripts and compila-
tion configurations specifying exact compiler versions and flags, benchmark
harnesses with measurement instrumentation and statistical analysis code,
and raw performance data in machine-readable formats (JSON, CSV) with
metadata documenting the experimental conditions. These artifacts en-
able verification of these claims and provide a foundation for extending
the evaluation to additional workloads or alternative implementations.

4.5.2 Portability and Behavioral Determinism

A fundamental design objective of the framework is true platform
portability: the same compiled WebAssembly module should execute with
identical behavior across heterogeneous hosts, runtime implementations,
and execution environments. This property is essential for production
deployment, where agents may need to migrate between development ma-
chines, staging servers, and production infrastructure, or where the same
agent logic must execute consistently across different customer environ-
ments with varying technical stacks. This section validates the portability
claims through rigorous cross-platform testing that measures both behav-
ioral equivalence and performance consistency.

Experimental Design: To test portability comprehensively, two com-
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plete host environments were implemented in fundamentally different pro-
gramming languages and runtime ecosystems. The primary reference im-
plementation, detailed in Section 4.4, is written in Rust using Wasmtime
as the WebAssembly execution engine. The secondary implementation is
written in JavaScript and executes using Node.js’s native WebAssembly
engine (V8’s Liftoff/ TurboFan pipeline). Each host implements the core
system functions required by the test workload: sys.argv for input dis-
covery, sys.resv for output return, and sys.alloc for dynamic memory
allocation within the guest. The function signatures, error codes, and
semantic behaviors match exactly across both implementations, ensuring
that differences in observed behavior arise solely from runtime implemen-
tation details rather than API incompatibilities.

As a test workload representative of realistic agent computation, the
Levenshtein distance module from the performance benchmarks of Sec-
tion 4.5.1 was reused. This module, compiled once from WAT source to
a single .wasm binary, was executed without any modification on a Linux
x86-64 platform (AMD Ryzen 9 5950X) using both the Rust host and the
Node.js host. 15 test cases were generated using simple, synthetic strings of
logarithmically spaced lengths ranging from 10 to 2,500 characters. Each
test case consists of two strings of identical length, one composed entirely
of the character ’a’ and the other entirely of ’b’, providing deterministic
inputs with known edit distances (equal to the string length).

Behavioral Equivalence Metric: To quantify behavioral equiva-
lence rigorously, the Levenshtein distances computed by different host im-
plementations for identical inputs. Perfect portability corresponds to exact
numerical agreement: both hosts produce the same integer edit distance for
every test case. Any discrepancy, even a difference of one, would indicate
a behavioral divergence arising from implementation bugs, floating-point
inconsistencies (though the algorithm uses only integer arithmetic), or non-
deterministic execution.

The results, visualized in Figure 4.5, demonstrate perfect cross-platform
agreement. The scatter plot employs a dual-axis encoding to convey mul-
tiple dimensions of the portability validation. The x-axis represents the
Levenshtein distances computed by the Rust host, while the y-axis repre-
sents the distances computed by the JavaScript host. Perfect behavioral
agreement manifests as all data points lying precisely on the red dashed
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diagonal line where y = x, indicating identical outputs.
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Figure 4.5. Cross-Platform Behavioral Agreement and Performance

The empirical results confirm perfect agreement: all 15 data points lie
exactly on the y = x diagonal, with zero deviation. For every test case, the
Rust host and JavaScript host produce numerically identical Levenshtein
distances. This validates that the WebAssembly abstraction successfully
isolates computational semantics from the specifics of the host environ-
ment, the host programming language, and the underlying WebAssembly
runtime implementation. The deterministic execution guaranteed by the
WebAssembly specification is empirically verified, ensuring that agent be-
havior is reproducible across platforms.

Performance Portability Analysis: While behavioral equivalence is
the primary portability concern, performance consistency across platforms
is also relevant for production deployments where agents may be scheduled
across heterogeneous infrastructure. The point sizes in Figure 4.5 encode
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relative performance, specifically the ratio of execution time between the
Node.js host and the Rust host (Node.js time / Rust time). The color
scale visualizes this ratio, with darker, smaller points indicating near-parity
performance and larger, lighter points indicating significant performance
disparities.

For very short inputs where the absolute execution time is less than
one millisecond, the fixed overhead of the Node.js environment, including
V8 runtime initialization and just-in-time compilation, leads to artificially
large performance ratios exceeding 1000 x. However, this overhead is amor-
tized as computation time increases. For medium to large inputs where
the actual Levenshtein distance computation dominates execution time,
the overhead becomes negligible relative to the algorithmic work. For the
longest-running test cases (2,500-character strings), the Rust host is only
2-3x faster than the Node.js host, demonstrating reasonable performance
portability for non-trivial computations.

This modest performance differential reflects fundamental runtime ar-
chitecture differences: Wasmtime is a specialized, ahead-of-time optimizing
WebAssembly compiler, while V8’s Liftoff provides fast baseline compila-
tion with optional TurboFan optimization for hot code. For compute-
bound workloads that exceed the JIT warmup threshold, both runtimes
converge to comparable performance levels, validating that WebAssembly’s
design enables efficient execution across diverse implementation strategies.

Portability Validation Conclusions: This experiment establishes
several critical properties of the framework. First, true platform portabil-
ity: the same compiled binary executes identically across different host
programming languages (Rust, JavaScript), different WebAssembly run-
times (Wasmtime, V8), and different execution contexts. Second, behav-
toral determinism: for deterministic algorithms, the framework produces
bit-for-bit identical numerical results regardless of platform, enabling re-
producible computation essential for debugging, verification, and compli-
ance requirements. Third, reasonable performance consistency: while ab-
solute execution times vary due to runtime implementation differences, the
performance characteristics remain within a small constant factor (2-3x)
for computation-dominated workloads, ensuring predictable performance
profiles across deployment environments.
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4.5.3 Security Surface Analysis

A central claim of this work is that the capability-based security model,
realized through WebAssembly’s sandboxed execution and explicit import
mechanism, provides a dramatically reduced attack surface compared to
conventional approaches for agent deployment. To validate this claim
quantitatively, a systematic analytical assessment of system call expo-
sure across three execution environments: native Python agent execution
with unrestricted operating system access, containerized Python agent ex-
ecution using Docker with its default seccomp security profile, and the
WebAssembly-based framework with explicit capability grants through the
import mechanism.

Methodology: The analysis proceeded through three distinct stages,
each designed to establish a rigorous foundation for comparing attack sur-
faces. First, the complete set of system calls available in the Linux kernel
used for the evaluation platform was enumerated. 336 defined system calls
were extracted from the authoritative linux-syscalls. json reference file,
which documents the syscall interface for the Linux kernel version deployed
on the Ubuntu 22.04 LTS test system. This enumeration provides the uni-
verse of potential kernel interactions available to any userspace process.

Second, each system call was classified according to its primary func-
tional purpose using a hierarchical taxonomy designed to capture security-
relevant capabilities. The taxonomy comprises six categories that align
with standard security domain partitioning: File System operations (open,
read, write, stat, unlink, chmod, etc.) enabling persistent storage access,
Process Management (fork, exec, wait, clone, kill, etc.) enabling subpro-
cess spawning and control, Memory Management (mmap, munmap, brk,
mprotect, etc.) enabling dynamic memory allocation and protection, Net-
working (socket, connect, send, recv, bind, etc.) enabling network com-
munication, Inter-Process Communication or IPC (pipe, shmget, semop,
msgctl, etc.) enabling coordination between processes, and System/Ker-
nel operations (ioctl, pretl, sysinfo, ptrace, reboot, etc.) enabling system
configuration and introspection.

Third, which system calls each execution environment is theoretically
capable of invoking through API surface inspection was determined. For
native Python, the standard library modules that expose system call in-
terfaces were analyzed, including os, sys, subprocess, socket, mmap, and
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fentl, cataloging all system calls reachable through their public APIs. For
Docker, the default seccomp profile applied to containers was inspected,
which explicitly enumerates permitted and blocked system calls, extracting
the allowed set from Docker’s security configuration. For this framework,
each host function in the standard library (Table 4.3) was analyzed to
identify the minimal set of underlying system calls required to implement
its functionality, recognizing that the WebAssembly guest can only trigger
system calls indirectly through these mediated host functions. This analy-
sis was performed by examining the implementation of each host function
and tracing its execution paths to identify all possible syscall invocations.

This methodology represents a capability analysis rather than a behav-
ioral analysis. This approach assesses what each environment can do by
virtue of its API surface, not what a particular program does do during
execution. This conservative approach provides an upper bound on attack
surface: even if a specific agent never exercises certain capabilities, their
availability represents potential vectors for exploitation via prompt injec-
tion, code generation errors, or deliberate misuse by adversarial inputs.

Quantitative Results: The classified system call exposure for each
environment is visualized in Figure 4.6, a radar chart where each axis
represents one functional category and the radial distance indicates the
percentage of accessible system calls in that category relative to the max-
imum observed across all environments.
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Syscall Attack Surface Analysis by Execution Environment
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Figure 4.6. System Call Attack Surface by Category

Native Python (yellow region) exhibits the broadest exposure across all
categories, approaching or reaching the theoretical maximum in each do-
main. Of the 336 total Linux system calls enumerated, native Python can
invoke 303 distinct calls through its standard library and commonly used
extension modules. This near-complete exposure reflects Python’s design
philosophy of providing comprehensive access to operating system facili-
ties to maximize programmer productivity and flexibility. The breakdown
reveals extensive capabilities: File System operations are fully exposed
(100% of available calls), Process Management is fully exposed (100%),
Memory Management nearly complete, Networking comprehensive, IPC
substantial, and System/Kernel operations broadly available. This am-
bient authority grants an agent executing in native Python unrestricted
capability to read arbitrary files, spawn subprocesses, establish network
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connections, and interact with kernel subsystems without any architec-
tural constraints.

Docker containerization (teal region) provides meaningful but incom-
plete attack surface reduction while maintaining substantial capabilities
to ensure broad workload compatibility. Docker’s default seccomp profile,
designed to balance security with usability, blocks 67 system calls deemed
particularly dangerous or rarely needed by typical applications. These
blocked calls include ptrace (debugging other processes), mount /umount
(filesystem manipulation), reboot /swapon (system configuration), and var-
ious kernel module operations. The resulting exposure permits 236 system
calls, representing approximately 70% of the total Linux syscall surface.
While this represents a meaningful reduction of 67 calls (22% decrease)
compared to native Python, the container retains broad authority across all
functional categories, with substantial access to File System (78% of max-
imum), Process Management (69%), Memory Management (85%), Net-
working (84%), IPC (72%), and System/Kernel operations (73%).

The framework (purple region) exhibits dramatically reduced exposure,
with the visualization showing a small region near the origin across all axes.
Through the explicit capability model embodied in the tool manifest, the
framework’s guest code can only trigger host behavior through a carefully
curated set of imported functions. Analysis of the reference host imple-
mentation reveals that these functions collectively require access to exactly
15 underlying system calls to provide their functionality: 4 filesystem calls
(openat for file opening, read for reading, write for writing, close for
cleanup) to implement sandboxed file operations, 0 process management
calls (the framework provides no subprocess spawning capability), 8 mem-
ory management calls (primarily mmap, munmap, mprotect, and related calls
used by the Wasmtime runtime for managing the guest’s linear memory
and JIT code buffers), 2 networking calls (socket and connect for es-
tablishing TCP connections, with send/recv handled through the same
socket descriptor), and 1 process termination call (exit_group for clean
process shutdown).

This constitutes an attack surface reduction of 95.0% compared to na-
tive Python (15 versus 303 accessible system calls) and 93.6% compared to
Docker (15 versus 236 accessible system calls). The normalized percentages
visualized in the radar chart reflect this dramatic reduction: File System
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exposure drops to 2.6%, Process Management to 0%, Memory Management
to 16.7% (though this access is entirely encapsulated within the Wasmtime
runtime and not directly accessible to guest code), Networking to 5.3%,
IPC to 0%, and System/Kernel operations to 1.8%.

Security Implications and Architectural Guarantees: The prac-
tical security implications of this reduced attack surface extend far beyond
mere system call enumeration. The quantitative reduction captures only
part of the security improvement, the qualitative difference in how capa-
bilities are accessed proves equally critical.

In the native Python environment, the agent possesses ambient au-
thority over all resources accessible to the user account under which it
executes. There are no architectural constraints preventing the agent from
exercising any capability exposed by the Python standard library. A suc-
cessful prompt injection attack, a bug in the agent’s reasoning logic, or a
maliciously crafted input can immediately exploit this authority to read
sensitive files (SSH private keys, browser cookies, configuration files con-
taining credentials), establish covert network channels to exfiltrate data
or receive commands from external controllers, spawn subprocess execut-
ing arbitrary system commands, or manipulate filesystem permissions and
ownership to establish persistence mechanisms.

Docker containerization mitigates some risks through namespace iso-
lation and the seccomp filter, but fundamental limitations remain. The
container’s security model assumes the containerized application is funda-
mentally trustworthy: Docker protects the host from the container and
isolates containers from each other, but provides no protection against
the application’s own misbehavior within its namespace. The 236 accessi-
ble system calls remain ambient authority within the container’s context.
Container escape vulnerabilities, while relatively rare in modern Docker
versions, have been documented and provide a path to full host compro-
mise when combined with kernel exploits.

Our framework’s capability model eliminates ambient authority en-
tirely through architectural constraints rather than policy enforcement.
The WebAssembly guest cannot invoke system calls directly by any mech-
anism, there exists no instruction, no API, no exploitation technique that
allows guest code to bypass the sandbox and execute arbitrary syscalls.
The WebAssembly specification guarantees this property through formal
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semantics: the instruction set provides no syscall instruction, imported
functions are the sole interface to external capabilities, and the module
validation phase ensures that the guest cannot forge or manipulate import
references.

Crucially, even the 15 system calls required by the host implementation
are not directly accessible to guest code. They are invoked only by host
functions, which implement additional security enforcement layers beyond
the syscall interface. For example, the filesystem host functions (fs.read,
fs.write) invoke openat and read syscalls, but they first validate that
requested paths are relative (rejecting absolute paths like /etc/passwd),
prohibit directory traversal (rejecting paths containing . .), and constrain
access to a single sandboxed directory specified during host initialization.
Similarly, the networking host function (http.request) invokes socket
and connect, but the host can implement domain allowlists, rate limiting,
and request logging transparent to the guest.

This architecture transforms security from a binary property (isolated
versus non-isolated) to a fine-grained, controllable spectrum where each
agent receives precisely the minimal capabilities necessary for its desig-
nated function. An agent requiring only local computation receives no I/0
capabilities whatsoever. An agent requiring read-only access to a document
corpus receives filesystem read capabilities bounded to a specific directory
tree. An agent requiring external API access receives network capabilities
restricted to an explicit allowlist of domains and protocols. This princi-
ple of least privilege, enforced architecturally rather than through runtime
policy checks, provides defense in depth that survives even sophisticated
attacks exploiting the language model’s reasoning capabilities or prompt
injection vulnerabilities.

4.5.4 Compound AI Systems and Advanced Patterns

Beyond security and performance, the framework’s design explicitly
supports the construction of compound Al systems, architectures where
multiple specialized models or repeated invocations of a core model are
orchestrated programmatically to achieve capabilities exceeding any indi-
vidual model’s capacity.[122] Unlike monolithic approaches where a single
model invocation must solve the entire problem, compound systems de-
compose tasks into subtasks, apply specialized processing to each compo-
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nent, and systematically combine results. This section demonstrates the
framework’s expressiveness for such systems through a concrete case study,
followed by discussion of reusable tool patterns and techniques for rapid
agent development.

Motivation: Transcending Context Limitations: The fundamen-
tal motivation for compound Al systems arises from the finite context
windows of language models. Even frontier models with 128k or 200k
token contexts cannot process arbitrarily large documents, codebases, or
datasets in a single pass. This limitation manifests in numerous real-world
scenarios: legal document analysis where contracts span hundreds of pages,
software maintenance where repositories contain millions of lines of code,
academic research requiring synthesis across hundreds of papers, and data
analysis over large datasets.|38] Compound systems address these limi-
tations by algorithmically orchestrating multiple model invocations, each
operating within context bounds while collectively achieving global objec-
tives.

Case Study: Recursive Document Summarization: The frame-
work’s capability through the task of summarizing Herman Melville’s Moby-
Dick, a novel comprising approximately 215,000 words. This significantly
exceeds the 128k token context window (roughly 96,000 words) of models
like GPT-4 or Claude 3 Sonnet, rendering naive single-pass summarization
impossible. The challenge requires a divide-and-conquer strategy where
the document is recursively partitioned, each partition is independently
summarized, and these summaries are hierarchically combined to produce
a coherent whole.

The agent program implementing this strategy operates through a
multi-level hierarchical process:

1. Initial Partitioning: The complete novel text, provided as input
through the IO Bridge, is divided into N chunks, each sized to fit
comfortably within the model’s context window. 32k token chunks
are used with 2k token overlap between adjacent chunks to preserve
narrative continuity at boundaries. This overlap ensures that plot
developments or character interactions spanning chunk boundaries
are not fragmented.

2. First-Level Summarization: For each chunk i € [1, N}, the agent
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constructs a prompt requesting a comprehensive summary that pre-
serves key narrative elements, character developments, thematic con-
tent, and stylistic observations. It invokes ai.query with this prompt
and collects the resulting summary s; in a dynamically allocated ar-
ray in linear memory. This level produces N = 17 summaries for
Moby-Dick.

3. Recursive Combination: The agent concatenates all first-level
summaries si, . .., s17 and checks whether their combined length ex-
ceeds the context window. Since the concatenation still exceeds ca-
pacity (approximately 68k tokens), the process recurses: the agent
treats the summary vector as a new document, partitions it into
chunks, and summarizes each partition. This second level produces
3 meta-summaries, each synthesizing 5-6 of the original summaries.

4. Final Synthesis: The agent concatenates the 3 meta-summaries
(total: 24k tokens), which now fit within a single context window.
It makes a final ai.query call with a prompt requesting a unified,
coherent summary that integrates all hierarchical levels while main-
taining narrative flow and thematic consistency.

The critical architectural insight is that this entire orchestration strat-
egy, the partitioning logic with overlap computation, the recursion ter-
mination condition based on concatenated summary length, the prompt
construction specialized for each hierarchical level, is expressed as deter-
ministic WebAssembly code. The language model serves purely as a sum-
marization primitive, invoked 21 times (17 first-level + 3 second-level + 1
final) with different inputs, while the control flow implementing the divide-
and-conquer algorithm resides in the verifiable, auditable guest code.

For Moby-Dick, the complete process consumed 187k input tokens and
generated 23k output tokens across all invocations, completing in 4.5 min-
utes of wall-clock time (dominated by model inference latency). The result-
ing summary successfully preserves the novel’s essential narrative arc (Ish-
mael’s journey, the hunt for the white whale, the Pequod’s destruction),
major character developments (Ahab’s monomania, Ishmael’s philosoph-
ical observations, the crew’s fates), and central themes (humanity versus
nature, the inscrutability of fate, the dangers of obsession). When evalu-
ated by the author against reference summaries from literary scholarship,
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the recursive approach achieved 87% coverage of key plot points, compared
to 34% coverage obtained from a baseline approach that naively truncates
the novel to fit within the context window and summarizes only that frag-
ment.

Architectural Capabilities Demonstrated: This case study vali-
dates several critical framework capabilities that distinguish it from con-
ventional agentic approaches:

e Programmatic Reasoning Composition: The agent composes
multiple model invocations according to an explicit, auditable algo-
rithm expressed in WAT, not through implicit prompting strategies
or chained API calls in a high-level language. The recursion depth,
partition sizes, and termination conditions are determined by explicit
computational logic subject to formal verification.

e Stateful Computation Across Invocations: The agent main-
tains complex data structures (vectors of summaries, hierarchical
indices) in its linear memory, enabling sophisticated orchestration
patterns impossible in stateless request-response cycles. This state
persists across multiple tool invocations and can be introspected for
debugging.

e Dynamic Termination Conditions: The recursion depth is de-
termined at runtime based on actual summary lengths computed by
the agent, not predetermined by the developer. This adaptability
enables the same algorithm to handle documents of vastly different
sizes without manual tuning.

e Verifiable Control Flow: The entire orchestration logic is rep-
resented as structured WAT code with bounded loops and explicit
branch conditions. Static analysis can verify that the agent can-
not enter infinite recursion, that memory allocation remains within
declared bounds, and that all error conditions are handled appropri-
ately.

Real-World Application Scenarios: The recursive summarization
pattern generalizes to numerous practical applications beyond literature
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analysis. In software engineering, the same algorithm applies to reposi-
tory documentation, recursively summarizing source files within modules,
modules within packages, and packages within the entire codebase. In le-
gal practice, contract analysis can recursively summarize clauses within
sections, sections within articles, and articles within the complete agree-
ment. In scientific research, literature reviews can recursively synthesize
findings across papers within subtopics, subtopics within fields, and fields
within interdisciplinary domains. Each application requires only minimal
modification of the prompts used at each hierarchical level while reusing
the core orchestration logic, demonstrating the framework’s support for
reusable algorithmic patterns.

Open-Source Tool Repository: To accelerate agent development
and establish best practices for compound Al system construction, an
open-source repository of 20 pre-built, production-ready tools implement-
ing higher-order workflows is being released. These tools are distributed
as WAT source code, serving dual purposes: they provide immediately
usable functionality for agent developers, and they serve as pedagogical
examples demonstrating idiomatic WAT programming patterns, proper
error handling, efficient memory management, and effective LLM orches-
tration strategies.

The repository includes diverse workflow patterns:

e Recursive Summarization (as demonstrated above): Hierarchi-
cal document compression with configurable chunk sizes and overlap
strategies.

e Expert Consensus: Generate multiple independent responses to a
query using different system prompts or temperature settings, then
synthesize a consensus answer that integrates diverse perspectives.

e Iterative Refinement: Generate an initial response, critique it
through a separate LLM call with an evaluator prompt, use the cri-
tique to guide a refinement call, and repeat for a fixed number of
iterations or until quality metrics converge.

e Semantic Search with Reranking: Embed query and documents
using an embedding model host function, retrieve top-k candidates
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via cosine similarity, then rerank candidates using an LLM call that
considers semantic relevance and query intent.

Multi-Step Reasoning with Backtracking: Implement a tree
search over reasoning paths where each node represents a reasoning
step, explore multiple branches in parallel, detect contradictions or
dead ends, and backtrack to explore alternatives.

Structured Data Extraction Pipeline: Parse semi-structured
text (emails, logs, documents), extract entities and relationships us-
ing LLM calls with structured output prompts, validate extracted
data against schemas, and retry with refined prompts when valida-
tion fails.

Parallel Map-Reduce: Partition a large dataset, apply an LLM-
based transformation to each partition in parallel (simulated through
sequential calls in the current implementation, extensible to true
parallelism), and reduce results through aggregation logic.

Chain-of-Thought with Self-Verification: Generate a reasoning
trace explicitly enumerating intermediate steps, verify each step’s
logical validity through separate LLM calls, identify errors or gaps
in reasoning, and regenerate problematic steps.

Adaptive Context Pruning: Maintain a large context across mul-
tiple interactions, selectively prune less relevant information when
approaching context limits using relevance scoring, and ensure criti-
cal information persists across pruning operations.

Multi-Model Orchestration: Route queries to different special-
ized models (small fast model for simple questions, large capable
model for complex reasoning) based on query complexity estima-
tion, combining efficiency with capability.

These tools are implemented in pure WAT to maximize transparency

and portability. Developers can directly inspect the instruction sequences,
understand the exact memory layout and control flow, modify the al-
gorithms for domain-specific requirements, and learn WAT programming




142 CHAPTER 4. A FORMAL SUBSTRATE FOR AGENTIC COMPUTATION

through concrete examples. The repository includes comprehensive docu-
mentation for each tool specifying its input/output contracts, error han-
dling behavior, memory requirements, and expected LLM token consump-
tion, enabling informed selection for specific use cases.

Pattern Mining and Automated Tool Generation: Beyond pro-
viding pre-built tools, the repository serves as a corpus for pattern mining
and automated tool generation. As developers implement domain-specific
agents, common algorithmic patterns emerge: certain sequences of LLM
calls, particular error handling strategies, specific memory management id-
ioms. By analyzing the repository’s WAT code, either manually or through
automated static analysis, developers can identify reusable patterns and
extract them as parameterizable templates.

This pattern mining enables a form of meta-programming where new
tools are synthesized from existing components. For instance, a devel-
oper needing a specialized "legal contract analysis" tool might identify
that it shares the recursive partitioning pattern from the summarization
tool, the multi-perspective generation from the expert consensus tool, and
the structured extraction from the data extraction pipeline. Rather than
implementing from scratch, the developer can compose these patterns,
adapting parameters and prompts for the legal domain.

To support this compositional approach, an Autotools system for auto-
mated tool generation. Given a natural language description of a desired
tool’s functionality, the system would use an LLM augmented with retrieval
over the tool repository to synthesize an initial WAT implementation. The
retrieval component would identify relevant existing tools demonstrating
similar algorithmic patterns, extract their core logic, and present these ex-
amples to the LLM as context for code generation. The LLM would then
generate a new WAT program combining and adapting these patterns,
which the developer can review, test, and refine.

Iteration Speed and Development Velocity: An important ad-
vantage of this framework-based approach to compound Al systems, rela-
tive to alternatives like fine-tuning specialized models, is the dramatically
faster iteration cycle. Modifying the behavior of a compound system re-
quires only editing the orchestration logic in WAT or adjusting prompts
used in LLM calls, changes that can be made in minutes and deployed
immediately. The edit-compile-test cycle for WAT code is measured in




4.5. EVALUATION AND APPLICATIONS 143

seconds: recompiling a modified WAT module takes under one second,
and instantiating it in the host for testing is nearly instantaneous.

This rapid iteration stands in sharp contrast to fine-tuning-based ap-
proaches, where changing model behavior requires curating training data,
executing GP U-intensive training runs lasting hours or days, evaluating the
updated model’s performance, and potentially repeating the cycle multi-
ple times to achieve desired behavior. For experimental workflows where
developers are exploring problem decomposition strategies, prompt engi-
neering techniques, or error handling approaches, the ability to iterate
in seconds rather than days represents a qualitative shift in development
methodology.

Moreover, the framework’s approach enables A /B testing and gradual
rollout of algorithmic changes. Since the orchestration logic is separate
from the model weights, different versions can be deployed concurrently,
with performance metrics guiding the selection of optimal strategies. This
experimentation is prohibitively expensive in fine-tuning paradigms where
each variant requires separate model training.

It should be emphasized that this advantage is complementary to, not
competitive with, model improvements through weight-space optimization.
Advances in base model capabilities, achieved through better pretraining
data, improved architectures, or more sophisticated training objectives,
enhance the quality of each individual model invocation. The framework’s
contribution lies in enabling sophisticated orchestration of these improved
primitives, extracting more value from existing models while retaining the
flexibility to rapidly adapt to new requirements or integrate future model
generations as they become available.

This chapter has presented a comprehensive framework for developing
secure, verifiable, and portable Al agents, architected from first principles
to address fundamental limitations in contemporary agentic systems. The
framework synthesizes contributions across multiple layers of the software
stack, from formal computational models through practical implementa-
tion strategies to validated applications in compound Al systems.

The theoretical foundation establishes rigorous requirements for an
agentic computational substrate through formal specification of its ab-
stract syntax, operational semantics, and safety properties. By adopting
small-step operational semantics and precisely defining configuration tran-
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sitions, validation rules, and store extension constraints, a mathematical
framework is provided enabling formal reasoning about agent behavior.
This formalism is not merely academic abstraction but serves as an unam-
biguous specification ensuring behavioral determinism and enabling mech-
anized verification of security properties.

The practical realization instantiates this formalism through a carefully
circumscribed subset of the WebAssembly standard. This choice provides
multiple strategic advantages: immediate access to a mature, industry-
tested ecosystem of runtimes and tooling, formal verification results mech-
anized in theorem provers, a clear evolutionary path for capability expan-
sion through standardized extensions, and proven portability across diverse
platforms and architectures. By mandating specific post-MVP extensions
(multi-value returns, bulk memory operations, multiple memories) while
excluding unnecessary features, a minimal trusted computing base is main-
tained optimized for agentic computation.

The architectural enhancements adapt the pure computational core to
practical requirements through two novel components. The value-based er-
ror handling protocol transforms WebAssembly’s fail-stop trap mechanism
into an expressive, composable error model enabling robust agent imple-
mentations with explicit error propagation and recovery strategies. The IO
Bridge establishes a formal, high-performance channel for data exchange
between host and guest using isolated memories and length-prefixed seri-
alization, enabling efficient context provision while maintaining sandbox
integrity. Together, these enhancements bridge the gap between theoreti-
cal purity and operational necessity without compromising security guar-
antees.

The reference implementation validates the framework’s viability through
concrete instantiation in Rust using Wasmtime, demonstrating that the
theoretical design can be realized with existing technology. The implemen-
tation reveals pragmatic considerations not evident from abstract specifica-
tions: the importance of host-side utility functions for safe memory access,
the effectiveness of bump allocation for ephemeral agent executions, the
value of tool discovery through introspection and in-context learning, and
the feasibility of the lightweight, ephemeral execution model inspired by
serverless computing patterns.

The evaluation systematically validates the framework’s central claims
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across three dimensions. Performance analysis demonstrates that capability-
based security need not impose a "security tax", achieving 9-29x speedups
over conventional Python deployments while simultaneously providing dra-
matically stronger isolation guarantees. Portability validation confirms
true platform independence, with identical behavioral outputs across het-
erogeneous hosts implemented in different languages using different We-
bAssembly runtimes. Security analysis quantifies the attack surface reduc-
tion at 95% compared to native Python and 94% compared to Docker,
achieved through architectural elimination of ambient authority rather
than policy-based restriction.

The compound Al systems demonstration illustrates the framework’s
expressiveness for sophisticated reasoning workflows that transcend indi-
vidual model limitations. Recursive document summarization, successfully
processing texts far exceeding context windows, validates that program-
matic orchestration of multiple model invocations enables capabilities im-
possible through single-pass inference. The open-source tool repository
and context-augmented retrieval techniques provide practical pathways for
rapid agent development, combining reusable algorithmic patterns with au-
tomated synthesis tools.

The framework’s contributions extend beyond the specific technical
artifacts to establish broader architectural principles for trustworthy au-
tonomous systems. The separation of pure reasoning logic (in the verifiable
guest) from impure effects (in the auditable host) provides a clean interface
for security analysis and formal verification. The capability-based model
transforms security from a binary property to a continuous spectrum of
precisely granted authorities. The emphasis on deterministic execution and
behavioral reproducibility enables debugging and compliance verification
impossible in systems with implicit state or non-deterministic behavior.

Several key properties distinguish this work from alternative approaches
to agent development. First, vertical integration: rather than composing
existing components with mismatched security models, the computational
substrate, capability model, and execution architecture are co-designed
to provide end-to-end security guarantees. Second, formalism-driven de-
sign: architectural decisions are grounded in formal specifications enabling
mathematical reasoning rather than heuristic engineering. Third, minimal-
ism: the framework provides only essential features required for Turing-
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complete computation and necessary 1/0, avoiding feature creep that ex-
pands attack surface and complicates verification.

Looking forward, the framework establishes a foundation for several
research directions. The formal semantics provide a target for mechanized
verification in proof assistants like Coq or Isabelle, potentially yielding
machine-checked proofs of security properties for specific agent implemen-
tations. The modular capability model suggests extensions supporting fine-
grained permission systems, runtime capability revocation, and delegation
patterns enabling hierarchical agent architectures. The multi-memory ar-
chitecture of the IO Bridge hints at opportunities for concurrent execution
models where multiple agent instances share read-only context memory
while maintaining isolated working memory.

The compound Al patterns demonstrated in this chapter represent ini-
tial explorations of a vast design space. More sophisticated orchestration
strategies, such as dynamic model selection based on query complexity,
speculative parallel exploration with late binding, and adversarial vali-
dation where multiple agents critique each other’s outputs, all become
expressible within the framework’s computational model. The context-
augmented retrieval approach for tool synthesis suggests broader applica-
tions in program synthesis, where LLMs generate code guided by retrieved
examples from verified repositories.

The framework’s emphasis on WebAssembly as a portable compilation
target positions it advantageously for the heterogeneous computing land-
scape emerging in edge computing, IoT deployments, and privacy-sensitive
applications. The same agent binary that executes on a cloud server
can run unchanged on a mobile device, an embedded system, or within
a browser, with appropriate host implementations providing platform-
specific I/O while preserving identical computational semantics. This de-
ployment flexibility is increasingly critical as Al capabilities migrate from
centralized datacenters to distributed edge infrastructure.

Ultimately, this work demonstrates that the tension between agent au-
tonomy and system security is not fundamental but architectural. By
carefully designing the computational substrate, explicitly modeling ca-
pabilities, and separating pure reasoning from effectful operations, both
greater autonomy (through expressive reasoning and tool orchestration)
and stronger security (through reduced attack surface and verifiable be-
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havior) are achieved than in conventional approaches. The framework
provides a principled foundation for the next generation of Al agents: sys-
tems that are not merely capable but also trustworthy, not just flexible
but also verifiable, and not simply isolated but architecturally secure.







Chapter

From Code to Couch:
Embodying Intelligence

In theory, theory and practice are the
same. In practice, they are not.

Unknown

The preceding chapters established theoretical foundations and archi-
tectural principles for trustworthy autonomous agents. Chapter 3 pre-
sented a tiered family of foundation models architected specifically for
agentic computation, achieving model sovereignty through transparent de-
velopment of 0.6B, 8B, and 14B parameter variants optimized for deploy-
ment across heterogeneous computing environments. Chapter 4 introduced
a formally specified computational substrate built on WebAssembly, estab-
lishing capability-based security through mathematical rigor while provid-
ing concrete patterns for compound Al systems. These contributions, while
substantial, remain abstract until demonstrated in physical reality. This
chapter bridges the conceptual and the concrete through full-stack integra-
tion of a physically embodied agent that validates the dissertation’s central
thesis in a real-world deployment scenario.

The transition from software agent to embodied agent represents a fun-
damental paradigm shift that introduces challenges qualitatively distinct
from those encountered in purely digital domains.[19, 30, 48] Three critical
dimensions distinguish embodiment:
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1. Safety: Consequences of error extend beyond data corruption to
potential physical harm or property damage, demanding verifiable
control architectures that constrain actuator behavior within safe
operational envelopes.

2. Latency: Real-time physical interaction requires sub-second respon-
siveness to maintain natural interaction flows and user trust, a con-
straint that eliminates cloud-dependent architectures for time-critical
operations.

3. Environmental Awareness: The agent operates with partial, noisy
observations from physical sensors rather than complete state infor-
mation available to software systems, requiring robust perception
and probabilistic reasoning under uncertainty.

Unlike software agents that manipulate symbolic representations through
deterministic APIs, embodied agents interface with the analog, continuous
physical world through sensors providing ambiguous measurements and
actuators subject to mechanical dynamics.[102] This reality gap between
computational models and physical processes demands software architec-
tures explicitly designed for robustness to model uncertainty and sensor
noise.

The Smart Couch platform serves as the primary validation vehicle
for this dissertation’s architectural claims. The selection of a domestic
sofa as the embodiment platform is strategic, motivated by three key
considerations.[92, 178] First, the sofa represents a locus of extended,
unstructured human activity including relaxation, social interaction, and
sleep, providing rich contexts for studying proactive assistance and long-
term personalization. Second, the intimate nature of the setting elevates
requirements for privacy, safety, and trust, forcing direct confrontation
with the ethical challenges central to Ambient Intelligence. Third, unlike
task-specific appliances, the sofa’s role in the home creates opportunities
for multi-modal sensing and actuation across posture monitoring, biomet-
ric tracking, environmental analysis, and haptic feedback, enabling com-
prehensive evaluation of the complete perception-reasoning-action loop.

The system integrates a comprehensive sensor suite encompassing:|[11]

e 12-point pressure arrays per seat for presence detection and posture
analysis
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e Contact-based photoplethysmography (PPG) sensors for heart rate
monitoring

e High-precision temperature sensors for thermal biometric tracking

e Environmental sensors measuring air quality (VOC), temperature,
and humidity

e Far-field microphone arrays with beamforming for robust voice cap-
ture

Physical actuators provide:

e Independent stepper motors for backrest, footrest, and headrest po-
sitioning

e Vibration motors for haptic feedback and massage functionality
e Integrated speaker arrays for localized auditory responses

The cognitive architecture deploys the bespoke 0.6B parameter foun-
dation model from Chapter 3, optimized through INT8 quantization and
accelerated using vLLM on an NVIDIA Jetson Orin Nano 8GB SoC.
All components are containerized using Docker, providing isolated, repro-
ducible deployment across the embedded platform.[117] All processing oc-
curs on-device, with the secure agentic framework from Chapter 4 orches-
trating perception, reasoning, and action through capability-constrained
WebAssembly tools. This vertical integration from silicon to application
demonstrates the practical viability of the proposed architecture while
maintaining strict privacy guarantees through local-only data processing.

The system addresses three primary engineering objectives that oper-
ationalize the Ambient Intelligence vision:

1. Health Monitoring: Continuous, passive analysis of biometric and
postural data streams to identify significant deviations from estab-
lished baselines, such as sustained heart rate elevation or emergence
of non-ergonomic sitting patterns, enabling early detection of health
anomalies.
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2. Comfort Optimization: Dynamic learning of user preferences through
observation of adjustment patterns and proactive suggestion of phys-
ical modifications based on detected discomfort signals, moving be-
yond reactive command execution to anticipatory assistance.

3. Emergency Detection: Identification of acute, high-risk events
including sudden falls detected via pressure array discontinuities or
critical biometric anomalies, triggering predefined alerting protocols
to ensure user safety within the personal environment.

The central hypothesis tested through this embodiment posits that the
vertically integrated architecture combining a compact, highly optimized
language model with a formally secure execution framework provides a
practical and effective solution for real-time, safe control of complex physi-
cal systems.[4] This hypothesis challenges two prevailing assumptions: that
capable Al necessarily requires massive cloud-based models with hundreds
of billions of parameters, and that traditional rule-based control systems
lack the semantic understanding required for natural language interaction
and context-aware reasoning.

Success is measured across three dimensions that capture the essential
characteristics of effective embodied agents:

1. Responsiveness: End-to-end interaction latency below psychologi-
cal thresholds for perceived instantaneous response (&~ 200ms), mea-
sured from speech transcription to action initiation or audio synthe-
sis.

2. Reliability: High intent recognition accuracy (> 95%) and fulfill-
ment rate (> 93%), demonstrating robust understanding and exe-
cution of natural language commands across diverse phrasings and
acoustic conditions.

3. Autonomy: Successful completion rate of multi-step proactive tasks
(> 90%) executed without explicit user commands, validating closed-
loop perception — reasoning — action for ambient monitoring and
intervention.[166|

The scope of functional demonstration is deliberately constrained to
provide focused validation of core architectural claims. Perception ca-
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pabilities include on-device speech-to-text processing, pressure sensor ar-
ray interpretation, and biometric data analysis. Reasoning encompasses
natural language understanding for intent extraction, proactive logic for
anomaly detection in sensor streams, and dynamic language adaptation
through the Adaptron module demonstrated in multilingual scenarios. Ac-
tion primitives include physical control of motors through high-level ab-
straction layers, haptic feedback generation, and synthesis of context-aware
verbal responses via on-device text-to-speech. Complex smart home in-
tegration and long-term personality adaptation are explicitly designated
out-of-scope, enabling unambiguous assessment of the proposed architec-
ture’s performance on its primary designed functions.

Security principles from Chapter 4 permeate every architectural layer.
Hardware-enforced secure boot establishes cryptographic chain of trust
from power-on. The Hardware Abstraction Layer (HAL) implements soft-
ware guards enforcing physical constraints independent of LLM-generated
commands, such as motor range-of-motion limits preventing unsafe actua-
tor positions. Every capability exposed to the agent, from sensor reading
to actuator control, executes within memory-safe WebAssembly modules
providing isolation from the host operating system. This defense-in-depth
strategy ensures that even malicious or nonsensical tool invocations gen-
erated by the language model remain contained within the sandbox, fun-
damentally preventing system compromise.

Modularity guides both hardware and software design to ensure long-
term research viability. Hardware components connect via standardized
12C and SPI buses, enabling component replacement without system-wide
redesign. The agentic framework’s tool-based architecture provides inher-
ent software modularity where each capability is self-contained, decoupling
core reasoning logic from peripheral implementations. Adding new hard-
ware requires only developing a corresponding WebAssembly tool and up-
dating the agent’s manifest, dramatically accelerating prototyping cycles.

This embodiment was developed through collaboration with SIMAR, a
commercial entity specializing in high-end furniture manufacturing. This
partnership grounds the research in real-world engineering constraints of-
ten absent from purely academic investigations. The collaboration estab-
lished symbiotic exchange: academic research contributes advanced Al
architecture and secure software frameworks, while industrial partnership
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provides sophisticated electromechanical systems, material science exper-
tise, and insights into consumer expectations regarding power consump-
tion, thermal management, and long-term durability. The resulting sys-
tem therefore validates theoretical principles under realistic deployment
constraints.

The scientific contribution extends beyond engineering integration of
existing components. This work presents the first holistic demonstration of
a physically embodied agent architected on a secure-by-default WebAssem-
bly substrate controlled by a specialized on-device large language model.
Three novel contributions emerge:

1. Concrete application of formal security principles to real-world, high-
stakes human-Al interaction, demonstrating practical instantiation
of capability-based security in embodied systems.

2. Complete end-to-end blueprint for optimizing and deploying sophis-
ticated LLMs in heavily resource-constrained edge computing con-
texts, proving real-time performance feasibility without cloud depen-
dencies.

3. Novel software architecture safely fusing non-deterministic genera-
tive policy of an LLM with predictable Finite State Machine for
hierarchical control, providing replicable pattern for managing com-
plex agent behavior under strict safety requirements.

The remainder of this chapter proceeds systematically through each
layer of the embodied system. Section 5.1 details the physical platform
including hardware specifications, sensor and actuator suites, and the
Hardware Abstraction Layer providing safe interface between software and
physical world. Section 5.2 addresses on-device model deployment, cover-
ing quantization techniques, inference engine selection, and memory opti-
mization strategies enabling real-time performance. Section 5.3 describes
software integration where the secure agentic framework orchestrates all
components into a cohesive system. Section 6.4 presents functional demon-
strations and empirical evaluation using qualitative use cases and quan-
titative metrics to validate the chapter’s central hypothesis, culminating
in analysis of results, identified limitations, and implications for embodied
Al research.
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5.1 System Integration

The physical embodiment of the Smart Couch agent requires careful
integration of computational hardware, sensing infrastructure, and actua-
tion systems into a unified platform. This section details the architecture
of this integration, emphasizing the principles of modularity, security, and
abstraction that enable robust and maintainable operation. The system
architecture follows a layered design where low-level hardware interfaces
are systematically abstracted through well-defined software boundaries,
enabling the high-level agentic logic to operate independently of specific
hardware implementations.

5.1.1 Computational Platform Selection

The selection of the central System-on-Chip (SoC) was governed by
stringent computational requirements derived from the objective of exe-
cuting a sophisticated language model entirely on-device. The primary
constraint was sufficient parallel processing capability to support real-time
inference of the 0.6B parameter model at interactive latency targets. This
necessitated an SoC featuring either a powerful integrated GPU or dedi-
cated Neural Processing Unit (NPU) with native support for modern deep
learning operations and efficient low-precision arithmetic.

Memory architecture constituted the second critical selection criterion.
Autoregressive language models exhibit memory-bound performance char-
acteristics due to the Key-Value (KV) cache required for efficient sequential
token generation. For conversational interactions spanning multiple turns,
this cache grows linearly with context length, demanding both substantial
capacity and high bandwidth. The requirement analysis established mini-
mum specifications of 8GB unified memory with bandwidth exceeding 100
GB/s to support concurrent execution of the inference engine, operating
system services, and agentic framework without memory contention.

The selected platform, the NVIDIA Jetson Orin Nano 8 GB module, di-
rectly satisfies these architectural requirements.[90] Its Ampere-generation
GPU provides 1024 CUDA cores with Tensor Core acceleration for mixed-
precision matrix operations, delivering theoretical peak performance of 40
TOPS (Tera Operations Per Second) for INTS8 inference. The module in-
tegrates 8GB of LPDDR5 memory with 68 GB/s bandwidth in a unified
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memory architecture where CPU and GPU share a common address space,
eliminating explicit data transfer overhead between processing units.

Power efficiency was a tertiary consideration for a continuously operat-
ing domestic device. The Jetson Orin Nano’s configurable Thermal Design
Power (TDP) ranges from 7W to 15W, enabling a tradeoff between per-
formance and thermal dissipation. Software-controlled Dynamic Voltage
and Frequency Scaling (DVFS) allows the operating system to adjust clock
frequencies dynamically based on computational load, minimizing energy
consumption during idle periods while scaling to maximum performance
when processing user commands or executing inference.

Table 5.1. Jetson Orin Nano Specifications

Component Specification

GPU Architecture NVIDIA Ampere (1024 CUDA cores)
AT Performance 40 TOPS (INTS)

CPU 6-core ARM Cortex-A7T8AE @ 1.5 GHz
Memory 8GB LPDDRS5, 68 GB/s bandwidth
Storage Interface NVMe M.2 PCle Gen3

I/0O Expansion 4x USB 3.2, 2x MIPI CSI, GPIO

Power Consumption 7-15W (configurable TDP)
Operating System Ubuntu 20.04 LTS (JetPack 5.1)

The architectural evolution from the initial prototype system to the
integrated platform represents a fundamental consolidation of computa-
tional resources. The prototype employed a distributed architecture with
separate devices handling distinct functions: a Raspberry Pi 4 managed
audio processing and wakeword detection, a microcontroller aggregated
sensor data, and all high-level reasoning was offloaded to cloud-based API
services. This fragmentation introduced multiple points of failure, imposed
significant communication latency between components, and created com-
plex state synchronization challenges.

The integrated Jetson platform collapses this distributed system onto
a single board. The multi-core ARM CPU handles system services, HAL
operations, and coordination logic, while the GPU executes both the pri-
mary 0.6B language model and auxiliary models for speech processing.
A dedicated STM32F4 microcontroller remains for hard real-time sensor
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polling but now operates as a peripheral device under Jetson supervision
rather than an autonomous system component. This consolidation elimi-
nates inter-device network latency, simplifies software deployment through
containerization, and enables sophisticated optimizations such as zero-copy
memory sharing between inference engine and application logic.

5.1.2 Sensor and Actuator Interface

The sensor suite provides multi-modal environmental and physiological
monitoring capabilities through strategically positioned sensing elements.
Each seat position integrates a 12-point pressure-sensing array arranged
in a 4x3 grid covering the primary contact surface. Individual sensor el-
ements employ resistive force-sensing technology with measurement range
0-100 kg and resolution 0.5 kg. The array serves three distinct functions:
binary presence detection through aggregate load measurement, continu-
ous posture analysis via differential pressure distribution, and long-term
weight trend monitoring through temporal averaging.

Raw sensor outputs are analog voltage signals proportional to applied
force. An STM32F4 microcontroller performs analog-to-digital conversion
at 12-bit resolution with sampling frequency 10 Hz per sensor channel.
Onboard firmware executes per-sensor calibration transforming raw ADC
counts to calibrated mass values in kilograms using pre-stored calibration
coefficients determined during manufacturing. The firmware maintains a
circular buffer storing the most recent 60 seconds of timestamped measure-
ments per seat, enabling local temporal analysis without main processor
intervention.

Biometric monitoring employs contact-based sensing for heart rate and
body temperature measurement. The heart rate sensor implements photo-
plethysmography (PPG) using a MAX30102 integrated sensor combining
red and infrared LEDs with photodiode detector. The sensor outputs dig-
ital heart rate estimates at 1 Hz update rate with specified accuracy +2
BPM for rates between 40-200 BPM. Body temperature sensing utilizes
the TE Connectivity TSYS01 high-precision digital thermometer with res-
olution 0.01°C and accuracy +0.1°C over the physiological range 30-45°C.
Both sensors integrate into custom-designed armrest modules positioned
for natural hand or forearm contact during typical sitting postures.

Environmental monitoring employs a Sensirion SGP40 VOC sensor for
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air quality assessment, providing a dimensionless air quality index scaled
0-500 based on volatile organic compound concentration. Temperature
and humidity sensing uses the Sensirion SHT40 integrated sensor with
accuracy +0.2°C and +1.5% RH respectively. The environmental sensor
module mounts centrally within the sofa chassis to measure conditions in
the immediate vicinity of seated users.

The STM32F4 firmware implements a deterministic real-time loop polling
all sensor interfaces at their optimal frequencies. Upon acquiring each mea-
surement, the firmware attaches a hardware timestamp derived from the
microcontroller’s high-precision timer peripheral (1 ps resolution) to en-
sure accurate temporal correlation across heterogeneous sensor streams.
Timestamped measurements are aggregated into a structured packet for-
mat and transmitted to the Jetson via UART serial interface operating at
115200 baud.

The actuator subsystem provides independent control of positioning
and haptic feedback for each seat. Positioning control employs three
NEMA-17 stepper motors per seat: one driving the backrest recline mecha-
nism through a worm gear reducer (gear ratio 40:1), one controlling footrest
extension via cable drive, and one adjusting headrest height through rack-
and-pinion transmission. Each motor connects to a dedicated TMC2209
stepper driver supporting microstepping up to 1/256 step resolution and
stall detection through sensorless current monitoring.

Haptic feedback employs a pancake-style vibration motor integrated
into the lumbar support region of each backrest. The motor operates
from 5V supply with pulse-width modulation (PWM) control at 20 kHz
carrier frequency enabling smooth intensity variation from 0-100% duty
cycle. The motor’s mechanical resonance frequency at approximately 175
Hz provides effective vibrotactile stimulation in the range most sensitive
to human perception.

Audio output leverages two full-range speaker drivers (Tang Band W3-
881SJ, 3-inch diameter) mounted in sealed enclosures within the sofa’s
left and right armrests. The speakers connect to a Texas Instruments
TAS5805M Class-D audio amplifier providing 23W per channel with inte-
grated digital signal processing for equalization and dynamic range com-
pression. The amplifier accepts 12S digital audio streams directly from
the Jetson’s audio subsystem, eliminating analog signal paths that could
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introduce noise or distortion.

5.1.3 Hardware Abstraction Layer

The Hardware Abstraction Layer (HAL) serves as the critical architec-
tural boundary separating high-level agent logic from low-level hardware
control. The HAL design philosophy prioritizes three principles: abstrac-
tion of hardware complexity, enforcement of safety constraints, and isola-
tion of hardware-specific implementations.

The HAL exposes a high-level, intent-based API to the agent software
rather than low-level control primitives. For actuator control, instead of
exposing functions like motor_step(id, direction, count), the HAL
provides goal-oriented interfaces:

set_recline(seat_id, angle) angle € [0.0,1.0]
set_footrest(seat id, extension) extension € [0.0,1.0] (5.1)

set_massage(seat_id, intensity) intensity € [0.0,1.0]

where normalized parameters [0.0,1.0] map to the physical range of
motion for each actuator. The HAL internally translates these high-level
goals into the precise sequence of low-level motor commands, calculating
required step counts, managing acceleration profiles for smooth motion,
and monitoring limit switches to detect range boundaries.

Similarly, sensor access uses structured, semantic interfaces:

read_biometrics(seat id) — {timestamp, heart rate, temperature}

get_posture_map(seat id) — {timestamp, pressures[12]}

read_environment() — {timestamp, voc_indez, temp, humidity}

(5.2)

These functions encapsulate the complexity of UART communication
with the STM32F4, packet serialization, checksum verification, and time-
out handling, presenting a clean synchronous interface to calling code.

The HAL implements software-defined safety guards that enforce non-
negotiable operational constraints independent of agent behavior. For each
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actuator, the HAL maintains a configuration structure specifying permis-
sible range of motion and maximum velocity:

struct ActuatorConfig {
float min_position; // Normalized [0.0, 1.0]
float max_position;
float max_velocity; // Units per second
uint32_t timeout_ms; // Maximum operation time

};

Before executing any positional command, the HAL validates that the
target position satisfies position € [min, maz]. Commands violating these
bounds are rejected immediately, returning an error code to the agent
without actuator activation. During motion execution, the HAL monitors
elapsed time against the configured timeout threshold. If motion duration
exceeds the timeout, indicating potential mechanical obstruction or motor
stall, the HAL immediately halts the motor and reverses direction to relieve
stress on the mechanical system.

The HAL architecture provides complete hardware independence for
agent software. The implementation employs a plugin-based design where
each hardware interface (UART communication, GPIO control, 12C bus
access) is abstracted behind a common trait or interface. Alternative hard-
ware implementations, such as replacing the STM32F4 with a different mi-
crocontroller or changing the communication protocol from UART to SPI,
require only implementing a new backend conforming to the HAL’s de-
fined interfaces. The agent logic, built atop the stable HAL API, requires
no modifications when hardware changes occur beneath the abstraction
boundary.

5.1.4 Security and Storage Architecture

Secure boot establishes the root of trust for the entire software stack
through a cryptographic chain of verification extending from hardware-
enforced immutable code through each stage of system initialization. The
Jetson Orin Nano implements secure boot through its Boot and Power
Management Processor (BPMP), a dedicated ARM Cortex-R5 microcon-
troller executing trusted firmware before the main application processors
initialize.
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The secure boot sequence proceeds as follows:

1. Boot ROM Execution: The BPMP executes immutable Boot
ROM code stored in on-die masked ROM, establishing the hardware
root of trust. This code cannot be modified post-manufacture.

2. Bootloader Verification: The Boot ROM loads the first-stage
bootloader (NVIDIA MB1) from external storage and verifies its
cryptographic signature using a public key fused into one-time pro-
grammable (OTP) efuses during manufacturing. The signature al-
gorithm employs RSA-3072 providing 128-bit security level. Only
a bootloader signed with the corresponding private key (held exclu-
sively by the system manufacturer) passes verification.

3. Chain of Trust: Each verified bootloader stage repeats this pattern,
verifying the signature of the next component before transferring
control. The chain progresses through multiple stages (MB1 — MB2
— CPU-BL — U-Boot — Linux kernel), ensuring every executed
component is authentic and unmodified.

4. Kernel and Root Filesystem: The Linux kernel image and its
associated device tree blob are verified before execution. The root
filesystem is mounted from a dm-verity protected partition, which
provides block-level integrity verification using a Merkle tree con-
struction enabling detection of any unauthorized modifications.

This boot security architecture ensures that the system can only ex-
ecute authorized, authentic software from the moment of power applica-
tion, providing defense against persistent rootkits, bootloader exploits, and
firmware-level malware.

The storage architecture employs a multi-partition scheme on a 256GB
NVMe M.2 SSD connected to the Jetson’s PCle Gen3 interface. The par-
tition layout follows:

The root partition mounts read-only during normal operation, prevent-
ing runtime modification of system files and protecting against compromise
persistence. System updates replace the entire root partition atomically,
mounting the new version only after successful verification. The agent
software resides in the /data partition, deployed as Docker containers
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Table 5.2. Storage Partition Architecture

Partition Filesystem Size Purpose

/boot ext4 512 MB Kernel images, device trees,
initramfs

/ ext4 (ro) 32 GB Read-only root filesystem,
system libraries

/data ext4 128 GB  Agent software (Docker con-
tainers)

/user extd (LUKS) 64 GB Encrypted user data, logs,
profiles

swap swap 8 GB Memory overflow, suspend-
to-disk

providing process isolation and simplified dependency management. The
container runtime (Docker Engine 24.0) executes with minimal privileges,
confined through AppArmor mandatory access control policies restricting
filesystem access, network operations, and device node access.

The /user partition employs Linux Unified Key Setup (LUKS) full-disk
encryption using AES-256-XTS cipher mode. The encryption key derives
from a 256-bit master key stored in the Jetson’s on-chip cryptographic
key storage, accessible only to trusted execution environment (TEE) code
running in ARM TrustZone. This architecture ensures that removing the
physical storage device from the Jetson renders the user data unreadable,
as the decryption key never exists in software-accessible memory.

Cryptographic material, including TLS certificates for optional cloud
communication and API tokens for external services, is managed through
integration with the platform’s TEE. The TEE provides an isolated execu-
tion environment running the Trusty OS, a lightweight operating system
implementing the GlobalPlatform TEE specifications. Sensitive crypto-
graphic operations execute within Trusty trusted applications (TAs) that
maintain exclusive access to key material. When the main operating sys-
tem requires a cryptographic operation, such as signing a request to a cloud
endpoint, it invokes the appropriate TA through the TEE client API. The
TA performs the operation using the securely stored key and returns only
the result (e.g., signature bytes), never exposing the key to the normal-
world operating system. This hardware-enforced separation ensures that
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even complete compromise of the Linux system cannot extract private keys.

Network security for optional cloud connectivity employs defense-in-
depth principles. All outbound HTTP communication uses TLS 1.3 with
certificate pinning, where the expected server certificate’s public key hash
is embedded in the client configuration, preventing man-in-the-middle at-
tacks using rogue certificates. The device implements an egress-only net-
work posture: no inbound ports are opened, and all communication is
client-initiated. Remote administration, when necessary, uses mutual TLS
(mTLS) authentication over a reverse SSH tunnel to a controlled jump
host, ensuring bidirectional authentication and encrypted communication.

The Docker-based containerization strategy provides multiple security
benefits beyond simplified deployment. Each container executes in an iso-
lated namespace with separate process ID, network, and mount names-
paces. The inference engine container, the agentic framework container,
and system services run with minimal inter-container communication over
explicitly configured virtual network interfaces. The inference engine con-
tainer, which executes the 0.6B model using vLLM, operates with read-only
access to model weights stored in a dedicated volume, preventing runtime
tampering. The container capability system drops all unnecessary Linux
capabilities (e.g., CAP_SYS_ADMIN, CAP_NET_RAW), reducing the attack sur-
face available to potentially compromised processes.

Container resource limits enforce quality-of-service guarantees and pre-
vent resource exhaustion attacks. The inference engine container receives
guaranteed allocation of 6GB memory and unrestricted GPU access, while
the agentic framework container operates with 1.5GB memory limit and no
GPU access. CPU allocation uses weighted shares ensuring the inference
engine receives priority during periods of contention, maintaining interac-
tive responsiveness even under system load.

The complete system architecture achieves a layered security model
where each layer provides defense against distinct attack vectors. The
hardware secure boot prevents persistent compromise at the firmware level.
The TEE protects cryptographic keys even if the operating system is com-
promised. Containerization isolates components and limits the blast radius
of application-level vulnerabilities. The HAL’s software guards prevent un-
safe actuator commands regardless of agent logic behavior. This defense-
in-depth strategy ensures that the system remains secure and safe even in
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the presence of sophisticated attacks or unexpected agent behaviors.

5.2 Inference Optimization

The deployment of the 0.6B parameter language model on the resource-
constrained Jetson Orin Nano platform requires systematic optimization
across multiple architectural layers. This section details the comprehen-
sive optimization pipeline that transforms the base model from its initial
floating-point representation into an efficient, quantized form capable of
real-time inference while maintaining the semantic understanding required
for agentic tasks. The optimization strategy addresses three interconnected
bottlenecks: computational throughput, memory bandwidth, and memory
capacity, each requiring distinct but complementary techniques.

5.2.1 Rationale for On-Device Processing

The architectural decision to prioritize on-device processing over cloud-
based inference is driven by three non-negotiable requirements imposed
by the application domain of personal wellness monitoring in domestic
environments. [29]

Latency Requirements: Voice-controlled interfaces demand sub-
second response times to maintain natural conversational flow. Human
perception studies establish that delays exceeding 200-300 ms are percep-
tible and disruptive to conversational interaction. The latency budget for
the complete interaction loop can be decomposed as:

Liotal = LstT + LNLU + Ltool + LTS (5.3)

where Lgpr represents speech-to-text processing time, Lygy is the lan-
guage model inference time for intent extraction, Lo captures tool execu-
tion latency, and Lppg accounts for text-to-speech synthesis. Cloud-based
inference introduces additional network latency Lye; comprising transmis-
sion time, queuing delay, and API processing overhead, typically ranging
from 150-500 ms even under optimal network conditions. This network
component alone consumes the majority of the acceptable latency budget,
leaving insufficient margin for the other required processing stages.
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Privacy Guarantees: The system continuously processes sensitive
biometric data including heart rate, body temperature, and postural pat-
terns, along with ambient voice recordings containing private conversa-
tions. Transmitting this data stream to external servers, even with trans-
port encryption, creates unacceptable privacy risks. Cloud processing ne-
cessitates data exfiltration from the user’s physical control, introducing
dependencies on third-party data handling policies and creating vulnera-
bility to server-side breaches, insider threats, or legal compulsion for data
disclosure. On-device processing provides architectural privacy guarantees:
sensitive data never leaves the local system, eliminating entire classes of
privacy threats.

Availability Requirements: A personal wellness agent integrated
into furniture must function reliably regardless of network connectivity.
Internet outages, whether due to infrastructure failures, ISP issues, or
temporary service disruptions, cannot render the system non-functional.
Core capabilities including comfort adjustment commands, health moni-
toring, and emergency detection must remain operational during network
unavailability. Cloud-dependent architectures inherently fail this require-
ment, as they cannot provide any functionality without connectivity to
remote inference servers.

The 0.6B parameter model from the bespoke family represents the op-
timal point in the capability-efficiency tradeoff space for this deployment
scenario. Smaller models (<500M parameters) lack sufficient representa-
tional capacity for robust natural language understanding across diverse
phrasings and contexts. Larger models (>1B parameters) exceed the mem-
ory and computational budget of the target platform. The 0.6B variant,
created through strong-to-weak distillation from the 14B flagship model,
retains critical reasoning capabilities while fitting within hardware con-
straints. Quantitative evaluation demonstrated that this model achieves
94% of the 14B model’s performance on intent extraction benchmarks while
requiring only 4% of the memory footprint and providing 15x faster infer-
ence.
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5.2.2 Model Compression and Acceleration
Wakeword Detection Model

Continuous voice monitoring requires an always-on wakeword detection
model that activates the main language processing pipeline only when
the designated trigger phrase is detected. This model must achieve high
detection accuracy while consuming minimal power and computational
resources to enable continuous operation without battery drain or thermal
issues.

The wakeword model was developed through transfer learning from the
openWakeWord base model, a lightweight architecture specifically designed
for edge deployment. The training methodology constructed a balanced
dataset comprising positive and negative samples to ensure robust discrim-
ination. Positive samples consisted of 5,000 synthetic utterances of "Hey
Simar" generated using the Piper Generation text-to-speech system with
diverse speaker characteristics (gender, age, accent) and prosodic varia-
tions (speed, pitch, emotion). Negative samples totaling 50,000 examples
were drawn from three sources: environmental noise from the MIT acous-
tic impulse response dataset, general audio from Google AudioSet (con-
versations, music, household sounds), and a corpus of phonetically similar
phrases likely to trigger false positives ("Hey Sarah", "Hey Simon", etc.).

Fine-tuning employed a cross-entropy loss with class weighting to ad-
dress dataset imbalance:

N
1
-i/ﬂwakeword - _N E Wy, log(p@/z’mz)) (54)
=1

where wy, is the class weight inversely proportional to class frequency,
preventing the model from exploiting the negative-heavy distribution to
minimize loss trivially. Training completed in 1.2 hours on a single NVIDIA
T4 GPU. The resulting model achieves 97.3% true positive rate at 0.5%
false positive rate, with inference latency of 8 ms per 1-second audio win-
dow on a single Cortex-A78 CPU core, enabling continuous monitoring
with <5% CPU utilization.
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Quantization Methodology

Quantization reduces model memory footprint and accelerates com-
putation by representing weights and activations with lower-precision nu-
merical formats. The baseline 0.6B model uses BF16 (Brain Float 16-
bit) representation, requiring 0.6 x 10° x 2 = 1.2 GB for weight storage.
Quantization to INT8 (8-bit integers) reduces this to 600 MB, while 4-bit
quantization achieves 300 MB, enabling the entire model to fit comfortably
within the available memory budget.

Post-training quantization (PTQ) was selected over quantization-aware
training (QAT) due to computational constraints.|86] PTQ applies quan-
tization after training completes, avoiding the need to retrain the entire
model. The quantization process determines optimal scale and zero-point
parameters for each weight tensor by analyzing its statistical distribution.
For a weight tensor W with floating-point values in range [wWmin, Wmax),
the quantization parameters are:

_ Wmax — Wmin

20 —1 (5.5)

Wmin
z =round [ ———
s

where s is the scale factor, z is the zero-point, and b is the bit width
(8 for INTS). Each floating-point weight w is then quantized to integer w
via:

w = clip (round (%) +2,0,20 — 1) (5.6)

Dequantization during inference recovers an approximation of the orig-
inal value: w’ = s(@ — z). The quantization error e = |w — w’| depends
on the scale factor and has expected magnitude € ~ s/2 for uniformly dis-
tributed weights.

Systematic evaluation across multiple quantization levels assessed the
accuracy-efficiency tradeoff:

INTS8 quantization provides the optimal balance, achieving 50% mem-
ory reduction and 40% latency improvement with only 0.6 percentage point
accuracy degradation on intent classification tasks. While INT4 quanti-
zation offers further gains, the 3.7 percentage point accuracy drop and
increased perplexity indicate unacceptable semantic degradation for the
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Table 5.3. Quantization Impact Analysis

Precision Memory Latency Intent Acc. Perplexity
(MB) (ms) (%)

BF16 (Baseline) 1,200 310 96.8 8.42

INTS 600 185 96.2 8.67

INT4 300 142 93.1 9.83

agent’s natural language understanding requirements.

Inference Engine Selection

The inference engine serves as the runtime environment executing the
quantized model, translating high-level neural network operations into op-
timized GPU kernel invocations. The selection of vLLM (Virtual Large
Language Model) as the inference engine was motivated by its specific de-
sign for high-throughput, low-latency serving of large language models on
NVIDIA GPUs.[98]

vLLM implements three critical optimizations that directly address the
performance bottlenecks of autoregressive language model inference:

Paged Attention: Standard KV cache implementations allocate con-
tiguous memory blocks sized for maximum sequence length, resulting in
significant internal fragmentation when actual sequences are shorter. Page-
dAttention borrows the concept of virtual memory paging from operating
systems, allowing the KV cache to be stored in non-contiguous mem-
ory pages. A page table maps logical KV cache positions to physical
memory blocks, eliminating fragmentation. For a model with hidden di-
mension d = 1536 and 2 KV heads, each token’s cache entry requires
2x2x1536 = 6.1 KB (two heads, key and value vectors). With 128-token
page size, each page consumes 768 KB. The page table overhead is negli-
gible (&8 bytes per page), while memory utilization improves from ~50%
(contiguous allocation) to >95% (paged allocation), effectively doubling
the maximum supported context length within fixed memory budget.

Continuous Batching: Traditional batch inference processes a com-
plete batch to completion before accepting new requests, leading to un-
derutilization when requests have varying lengths. Continuous batching
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allows new requests to be inserted into ongoing batches whenever a se-
quence completes, maintaining high GPU occupancy.[138] For the Smart
Couch application, this enables concurrent processing of a user voice com-
mand alongside background sensor analysis tasks without requiring either
to wait for the other’s completion.

Optimized Attention Kernels: vLLM integrates FlashAttention-
2 kernels providing memory-efficient attention computation.[36, 35, 160]
Standard attention requires materializing the full N x N attention ma-
trix in high-bandwidth memory (HBM), where N is sequence length. For
N = 2048 with FP16 precision, this matrix alone consumes 20482 x 2 = 8.4
MB. FlashAttention computes attention in blocks that fit within GPU
shared memory (SRAM), computing softmax online without materializing
the full matrix. This reduces HBM accesses from O(N?) to O(N), directly
accelerating the attention operation which constitutes 50-60% of total in-
ference time.

The vLLM engine configuration for the Jetson deployment specifies:

v1llm_config = {
"model": "smart-couch-0.6b-int8",
"tensor_parallel_size": 1,
"max_model_len": 8192,
"gpu_memory_utilization": 0.85,
"block_size": 128,
"max_num_seqs": 4,
"dtype": "int8"

The gpu_memory_utilization parameter reserves 15% of GPU mem-
ory for CUDA context and workspace, preventing out-of-memory failures.
The max_num_seqs parameter limits concurrent sequence processing to 4,
balancing throughput with per-sequence latency.

Key-Value Cache Optimization

Autoregressive generation processes tokens sequentially, with each new
token attending to all previous tokens in the sequence. Naively, this re-
quires recomputing attention over the entire prefix for each generated to-
ken, resulting in O(N?) complexity for generating an N-token sequence.
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KV caching eliminates this redundancy by storing the key and value vectors
computed for each prefix token, enabling reuse in subsequent generation
steps.

For a transformer layer with A attention heads, hidden dimension d,
and GQA sharing g heads per KV head group, each token requires caching:

h
KV _cache size =2 x — x d x sizeof(dtype) (5.7)
g
bytes. The factor of 2 accounts for both keys and values. For the 0.6B
model with h = 12, g = 6, d = 1536, and IN'T8 representation:

12
KV cache size =2 x e 1536 x 1 = 6, 144 bytes/token (5.8)

For L = 28 layers and maximum context length C' = 8192 tokens, the
total cache capacity required is:

Total cache =L x C' x 6,144 =28 x 8,192 x 6,144 ~ 1.4 GB  (5.9)

This substantial memory requirement motivates the use of Paged Atten-
tion’s efficient allocation strategy and the GQA architecture’s 6:1 sharing
ratio, which reduces cache size by 83% compared to standard multi-head
attention with no sharing.

Memory-Aware Attention Implementation

Standard attention computation materializes three large matrices dur-
ing forward pass: query-key products QK € RV*N  attention weights
after softmax A € RV*Y and attention-value products AV € RV*¢, For
long sequences, storing these intermediate results in GPU HBM creates
a memory I/O bottleneck, as each matrix read/write incurs high latency
(~400-500 cycles) compared to on-chip SRAM access (~1-2 cycles).

FlashAttention-2, integrated within vLLM, restructures the attention
computation to maximize on-chip data reuse. The algorithm partitions
queries, keys, and values into blocks sized to fit within GPU shared memory
(typically 48-128 KB per streaming multiprocessor). For each query block,
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the algorithm:

1. Loads the query block into SRAM
2. Iterates over key-value blocks:

Loads current KV block into SRAM

(a
(

)

b) Computes attention scores for query-key products

(c) Computes partial softmax statistics (running max, sum)
)

(d) Accumulates weighted value contributions

3. Writes final output block to HBM

This blocked computation reduces HBM accesses from O(N2d) to O(N?),
as intermediate attention scores are computed and consumed entirely on-
chip without HBM round-trips. The theoretical speedup factor is:

tHBM Nd Nd

Speedup ~ X ~ 200 x

PP tsran - N+ d N+d

where tppm/tsram =~ 200 is the memory access latency ratio. For
typical values N = 2048, d = 1536, the speedup approaches ~180x, ex-
plaining FlashAttention’s dramatic performance improvement over naive

implementations.

(5.10)

Asynchronous Execution Model

Integrating the inference engine with the agent’s main control loop re-
quires careful design to prevent inference latency from blocking the event-
driven architecture. The system employs an asynchronous, queue-based ex-
ecution model where inference requests and responses flow through thread-
safe message queues.

The architecture comprises three primary threads:

1. Main Event Loop: Handles sensor polling, voice input, and state
machine transitions. This thread never blocks on inference, main-
taining responsiveness to real-time events.
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2. Inference Worker: Dequeues pending inference requests, submits
them to vLLM in batches, and enqueues results to response queue.
This thread may block waiting for GPU computation but never im-
pacts main event loop responsiveness.

3. Tool Executor: Processes completed inference results, executing
tool calls through the HAL and updating agent state. Operates
asynchronously with respect to both inference and event handling.

The request queue accepts structured inference tasks:

struct InferenceRequest {
string prompt;
uint32_t max_tokens;
float temperature;
uint64_t request_id;
callback_fn completion_handler;

};

The inference worker accumulates requests until either the batch size
limit (4 sequences) is reached or a timeout expires (50 ms), then submits
the batch to vLLM. This opportunistic batching maximizes GPU utiliza-
tion while bounding worst-case latency for interactive requests.

5.2.3 Performance Analysis

Comprehensive performance evaluation was conducted on the final
integrated hardware platform to validate that the optimization pipeline
achieves the established performance targets. Benchmarks measure end-
to-end system behavior under realistic operating conditions, capturing the
complete pipeline from user input to system response.

Latency Benchmarking Methodology

Latency measurements employ a standardized test corpus of 100 voice
commands spanning the system’s operational scope, including simple di-
rect commands ("recline my seat"), parametric adjustments ("set massage
to high"), and complex queries ("what was my average heart rate during
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the movie"). Each command was issued by three distinct speakers with
varying vocal characteristics to assess robustness.

The latency metric Lrppr (Time-to-First-Token) measures elapsed
time from STT transcription completion to generation of the first response
token by the language model. This metric isolates the core reasoning la-
tency from acoustic processing and response synthesis. Total generation
time Lgen, measures time from first token to completion of a typical 20-
token response, quantifying the sustained generation throughput.

Measurements were repeated 50 times per command to capture statisti-
cal distribution and identify outliers. The system was configured in produc-
tion mode with all optimizations enabled: INT8 quantization, Flash Attention-
2, PagedAttention, and continuous batching.

End-to-End Latency Results

Empirical measurements confirm that the optimized system success-
fully achieves sub-200ms response initiation for typical voice commands:

Table 5.4. Inference Latency Measurements

Command Type TTFT (ms) Gen Time (ms) Throughput (tok/s)

Simple Intent 165 420 48
Complex Intent 205 485 41
Average 185 452 44

The average TTFT of 185 ms falls comfortably below the 200-300 ms
threshold for perceived instantaneous response established by human fac-
tors research.|25| Simple intent commands, typically requiring classifica-
tion into one of 15 predefined intents, complete initial inference in 165 ms.
Complex intents involving multi-step reasoning or structured data extrac-
tion require 205 ms, still within acceptable bounds.

Generation throughput of 44 tokens/second enables completion of typ-
ical 20-token confirmatory responses ("Adjusting your seat to relax mode
now") in under 500 ms total, meeting the sub-second end-to-end interac-
tion target. The generation phase latency is dominated by memory band-
width rather than computation, as each token generation requires reading
the complete KV cache from GPU memory.
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Throughput and Concurrent Processing

Background sensor monitoring requires continuous processing of data
streams without impacting interactive voice command responsiveness. The
system’s concurrent processing capability was evaluated by simulating sus-
tained background load while measuring interactive command latency.

The background task continuously analyzes 60-second windows of pres-
sure sensor data to detect postural anomalies, executing inference every
5 minutes. During active background processing, interactive command
TTFT degrades from 185 ms to 193 ms (4.3% increase), confirming that
the async execution model and continuous batching successfully isolate
background and foreground workloads.

Maximum sustained throughput, measured with continuous request
queue saturation, reaches 52 inferences per second for simple classification
tasks and 18 inferences per second for complex 512-token context analy-
ses. This throughput substantially exceeds operational requirements, as
typical usage patterns generate 1-2 interactive commands per minute plus
periodic background analyses.

Ablation Study

Systematic ablation quantifies the individual contribution of each op-
timization technique to overall system performance. Each optimization is
disabled in isolation while all others remain active, measuring the resulting
performance degradation:

Table 5.5. Optimization Ablation Study

Configuration TTFT (ms) Memory (GB) Speedup Bottleneck
Full (baseline) 185 3.2 1.0x —

No INTS8 quantization 312 5.8 0.59x% Memory BW
No FlashAttention 267 3.2 0.69x HBM I/0
No PagedAttention 201 4.1 0.92x Memory alloc
No continuous batch 223 3.2 0.83x GPU idle

Quantization provides the largest individual benefit, reducing latency
by 41% and memory by 45%. FlashAttention contributes 31% latency re-
duction by eliminating HBM bottlenecks in attention computation. Page-
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dAttention provides modest latency benefit (8%) but substantial mem-
ory efficiency improvement, enabling 28% longer maximum context length.
Continuous batching improves throughput by 17% without impacting single-
request latency.

The cumulative effect of these optimizations is multiplicative rather
than additive. Disabling all optimizations simultaneously (BF16, naive
attention, fixed batching) results in TTFT exceeding 520 ms with 7.2 GB
memory footprint, confirming that the complete optimization pipeline is
necessary to achieve real-time performance within the embedded platform’s
constraints.

Power Consumption Analysis

Continuous operation necessitates analysis of power consumption and
thermal characteristics. Power draw was measured at the DC input to the
Jetson module using a precision inline power monitor (Ruideng UM25C)
with 0.1W resolution.

Table 5.6. System Power Consumption

Operating State Power (W) GPU Utilization (%)
Idle (wakeword only) 3.5 2
Active inference (peak) 11.8 87
Background analysis 5.2 24
Average (typical use) 4.7 12

The idle state power consumption of 3.5W enables continuous 24/7
operation with annual energy cost of approximately $3.50 at typical resi-
dential electricity rates ($0.12/kWh), making continuous monitoring eco-
nomically viable. Peak power during active inference reaches 11.8W, well
within the module’s 15W TDP limit. The DVFS mechanism automatically
scales GPU frequency from 306 MHz (idle) to 918 MHz (peak), providing
dynamic power-performance balance.

Extended stress testing (6-hour continuous inference at maximum through-
put) confirmed thermal stability, with SoC temperature stabilizing at 68°C
under active cooling from the integrated fan. The thermal management
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system successfully prevents throttling, maintaining consistent performance
throughout prolonged operation.

Memory Footprint Analysis

The complete software stack must operate within the 8GB unified mem-
ory capacity shared between CPU and GPU. Memory allocation break-
down at peak utilization:

Table 5.7. Memory Allocation Breakdown

Component Size (MB) Percentage
Model weights (INT8) 700 11.7%
KV cache (max context) 1,400 23.3%
vLLM engine 480 8.0%
Operating system 920 15.3%
Docker runtime 380 6.3%
Agentic framework 420 7.0%
HAL and drivers 180 3.0%
Total allocated 4,480 74.7%
Available 1,520 25.3%

The 1.5GB memory reserve provides safety margin for temporary allo-
cations during complex operations and enables future capability expansion.
The INT8 quantization’s memory reduction is critical: without quantiza-
tion, model weights and KV cache alone would exceed 3.8GB, leaving
insufficient capacity for system services and creating memory pressure re-
quiring swap usage and performance degradation.

Comparison with Cloud Baseline

To contextualize the on-device system’s performance characteristics,
a controlled comparison measured the same voice commands processed
through a cloud-based inference API (specifically, the 14B flagship model
hosted on dedicated GPU infrastructure with 10 Gbps network connectiv-
ity):

The cloud-based system achieves 1.6 percentage point higher intent
accuracy, attributable to the 23x larger model capacity and more exten-
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Table 5.8. On-Device vs Cloud Performance

Metric On-Device (0.6B) Cloud (14B)
Average TTFT 185 ms 850 ms
Network dependency None Complete
Privacy All data local Voice/text external
Intent accuracy 96.2% 97.8%
Offline capability Full None
Operational cost $0/month $45/month

sive training data. However, this marginal accuracy improvement comes
at substantial cost: 4.6x higher latency (850 ms vs 185 ms) crossing the
threshold for perceived responsiveness, complete network dependency ren-
dering the system non-functional during outages, privacy vulnerabilities
from external data transmission, and ongoing operational costs for API
access.

The comparison validates the central architectural thesis: specialized,
heavily optimized small models deployed locally provide superior overall
system characteristics compared to large cloud-based models for real-time
embodied applications, achieving 96% of the accuracy with dramatically
better latency, privacy, and availability properties.

5.3 Agent Implementation

The agentic framework from Chapter 4 provides the secure computa-
tional substrate for agent execution, establishing capability-based security
through WebAssembly isolation and formal error handling protocols. This
section describes the instantiation of this framework for the Smart Couch
embodiment, detailing the tool architecture that bridges the agent’s rea-
soning capabilities with physical sensors and actuators, the state man-
agement system that maintains coherent operation across time, and the
security mechanisms that enforce privacy and safety constraints. The im-
plementation realizes the complete perception-reasoning-action loop while
maintaining the architectural principles of modularity, verifiability, and
defense-in-depth security.




178 CHAPTER 5. FroMm CobpE TO CoucH: EMBODYING INTELLIGENCE

5.3.1 Tool-Based Control Architecture

The tool-based architecture decomposes the agent’s capabilities into
discrete, composable functions that are invoked by the language model
based on its understanding of user intent and environmental context. Each
tool is implemented as a self-contained WebAssembly module compiled
from high-level source code (Rust in this implementation), providing both
the security isolation guaranteed by the WebAssembly sandbox and the
performance characteristics required for real-time operation.

Tool Taxonomy and Manifest

The agent’s tool repertoire is organized into four functional categories
that correspond to distinct operational domains:

Perception Tools provide read access to the sensor infrastructure
through the HAL, abstracting the low-level communication protocols into
high-level, semantically meaningful operations:

read_biometrics(seat id) — {ts, hr, temp}
get_posture_map(seat_id) — {ts, o € R'?} (5.11)
read_environment() — {ts, voc, T, RH}

where ts is a UNIX timestamp, hr is heart rate in BPM, temp is tem-
perature in °C, p'is the 12-element pressure distribution vector, voc is the
air quality index, T is ambient temperature, and RH is relative humidity
percentage.

Actuation Tools provide write access to physical actuators, enforc-
ing safety constraints through the HAL’s software guards while presenting
intent-based interfaces:

set_recline(seat_id,0) 6 € [0.0,1.0]
set_footrest(seat_id,¢) ¢ € [0.0,1.0] (5.12)
set_massage(seat_id,I) I € [0.0,1.0]

where normalized parameters map to physical ranges: 8 = 0.0 corre-

sponds to upright position (90°), # = 1.0 to maximum recline (150°), and
similarly for footrest extension ¢ and massage intensity 1.
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Cognitive Tools encapsulate specialized Al models as callable ser-
vices, enabling modular composition of perception and synthesis capabili-
ties:

speech_to_text(audio_ buffer) — transcript
text_to_speech(text) — audio_ buffer (5.13)

detect_wakeword(audio  stream) — bool

These tools wrap the optimized inference engines for Whisper-tiny
(STT), Kokoro84M (TTS), and the custom wakeword model respectively,
providing synchronous interfaces that hide the complexity of model load-
ing, inference batching, and result decoding.

Data Tools provide controlled access to persistent storage for user
profiles, historical sensor data, and system configuration:

query_history(metric, tstart, tend) — timeseries
get_user_profile(seat_ id) — profile (5.14)
log_event(event type, data)

The tool manifest, a JSON configuration file loaded at agent initial-
ization, enumerates all available tools with their signatures and natural
language descriptions. This manifest serves dual purposes: it defines the
ground truth of agent capabilities for the hosting framework, and provides
the context injected into the language model’s system prompt to enable
tool awareness.

WebAssembly Tool Implementation

Each tool is compiled to a WebAssembly module following a standard-
ized interface convention that enables uniform invocation by the agentic
framework. The canonical structure of a tool module comprises three ex-
ported functions:

(module
(import "env" "hal_call" (func $hal_call (param i32 i32) (result i32)))

(func (export "init") (result i32)
;; One-time initialization, return O for success
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i32.const O

(func (export "execute") (param $args i32) (result i32)
;3 Main tool logic
;; Read arguments from shared memory at offset $args
;3 Invoke HAL functions via imported host functions
;3 Write result to shared memory
;5 Return O for success, non-zero error code for failure

(func (export "cleanup") (result i32)
;3 Resource cleanup, return O for success
i32.const O

The init function performs one-time setup when the tool is first loaded,
such as allocating persistent buffers or initializing library state. The execute
function implements the tool’s core logic, receiving a pointer to serialized
arguments in the IO Bridge’s shared memory and returning a status code
indicating success or the specific error condition. The cleanup function
releases resources when the tool is unloaded or the agent terminates.

Consider the concrete implementation of read_biometrics compiled
from Rust source:

#[no_mangle]
pub extern "C" fn execute(args_ptr: u32) -> u32 {
let seat_id = unsafe { read_u32(args_ptr) };

// Validate seat ID
if seat_id > MAX_SEATS {
return ERROR_INVALID_ARGUMENT;

// Invoke HAL function through host import
let mut result_buf = [0u8; 64];
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let status = unsafe {
hal_read_biometrics(seat_id, result_buf.as_mut_ptr())

};

if status '= 0 {
return ERROR_HAL_FAILURE;

// Parse result and write to shared memory
let biometrics = parse_biometric_response(&result_buf);
unsafe { write_result(biometrics) };

ERROR_SUCCESS

This Rust code compiles to approximately 180 bytes of WebAssem-
bly, demonstrating the efficiency of the compiled representation. The tool
module imports the hal_read_biometrics function from the host environ-
ment, which is implemented in the agentic framework’s Rust codebase and
provides the bridge to the actual HAL implementation managing UART
communication with the STM32F4 microcontroller.

The memory safety guarantees of WebAssembly ensure that even if this
tool contains a bug, such as reading beyond the bounds of result_buf,
the error manifests as a trapped module execution that is caught by the
runtime, not as memory corruption that could compromise the host process
or other tool modules. This isolation is critical for maintaining system
integrity in the presence of potentially buggy or maliciously crafted tools.

Voice Command Processing Pipeline

The end-to-end processing of a voice command illustrates the tool or-
chestration mechanism. The complete pipeline comprises six sequential
stages:

1. Wakeword Detection: The detect_wakeword tool continuously
monitors the microphone input stream, processing 1-second audio
windows. Upon detecting "Hey Simar" with confidence exceeding




182

CHAPTER 5. FroMm CobpE TO CoucH: EMBODYING INTELLIGENCE

the threshold (0.85), the tool signals the framework to transition
from passive monitoring to active listening state.

2. Audio Capture: The framework activates full audio recording, ac-
cumulating samples until voice activity detection indicates the utter-
ance has ended (silence duration > 500 ms).

3. Speech-to-Text: The accumulated audio buffer is passed to the
speech_to_text tool, which invokes the Whisper-tiny model and
returns the transcribed text string.[141]

4. Intent Extraction: The transcribed text is provided as input to
the 0.6B language model through the inference queue. The model
processes the input and generates a structured response containing
the identified intent and extracted parameters in JSON format:

{
"intent": "set_recline",
"parameters": {
"seat_id": 1,
"angle": 0.7
}
}

5. Tool Invocation: The framework parses the intent response, val-
idates that the requested tool exists in the manifest, serializes the
parameters according to the tool’s expected format, and invokes the
corresponding tool module’s execute function.

6. Response Generation: Upon successful tool execution, the result
is provided back to the language model to generate a natural lan-
guage confirmation. This text is passed to the text_to_speech tool,
which synthesizes audio output played through the speaker array.

The total latency for this pipeline, measured from wakeword detection
to audio output initiation, averages 1.85 seconds, with the breakdown:
wakeword processing 0.15s, audio capture 0.80s (dominated by waiting
for utterance completion), STT inference 0.35s, intent extraction 0.19s,
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tool execution 0.08s, response generation 0.18s, T'TS synthesis 0.10s. The
largest contributor to perceived latency is the inherent delay waiting for
the user to complete their utterance, which cannot be optimized beyond
employing more aggressive voice activity detection at the cost of potentially
truncating slow speech.

Adaptron Module Integration

The Adaptron module architecture from Chapter 3 enables runtime
specialization of the language model for specific domains or languages with-
out requiring full model replacement. For the Smart Couch deployment,
this capability is demonstrated through integration of an Italian language
adaptation module.

The Adaptron module consists of a small parameter set (38M parame-
ters for the 0.6B base model) implementing the Context-Aware Scratchpad
and Parameter Attention blocks. This module is stored as a separate file
on the device’s persistent storage and can be dynamically loaded when
Italian language processing is required.

The loading process modifies the inference pipeline:

1. The agent configuration specifies the active language preference (de-
fault: English).

2. During inference engine initialization, if a non-English language is
selected, the framework loads the corresponding Adaptron module.

3. The Adaptron module is attached to the frozen base model at spec-
ified layer insertion points (after layers 8, 16, 24 in the 28-layer 0.6B
model).

4. Inference proceeds normally, with forward passes routing through the
Adaptron module’s attention blocks at each insertion point.

The computational overhead of Adaptron is minimal: the additional
38M parameters increase memory footprint by 38 MB (6.3% relative to
base model), and inference latency increases from 185 ms to 203 ms (9.7%
slowdown), while enabling robust Italian language understanding that ap-
proaches the base model’s English language performance.

A sample interaction demonstrates the module’s effectiveness:
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User: "Attiva la modalitd massaggio"

Agent: [Adaptron-enhanced NLU extracts intent: "activate_massage"]
Agent: [Invokes massage tool with default intensity]

Agent: [Response synthesis] "Modalita massaggio attivata."

Without the Adaptron module, the base model frequently misinterprets
Italian commands, achieving only 67% intent accuracy compared to 94%
with the adaptation module active.

5.3.2 State Management and Alerting

Effective agent operation requires maintaining coherent state across
time, encompassing user preferences, sensor history, and operational mode.
The state management system provides this persistence while ensuring
that state updates are atomic, failures are recoverable, and sensitive data
is protected.

Finite State Machine Architecture

The agent’s high-level behavior is governed by a hierarchical Finite
State Machine (FSM) that provides deterministic, predictable control flow
complementing the non-deterministic language model policy.[33] The FSM
design addresses a critical challenge in LLM-based agents: ensuring that
the system maintains consistent operational modes and responds appro-
priately to events even when the language model’s output is ambiguous or
incorrect.

The FSM comprises five primary states with defined transition condi-
tions:

S = {IDLE, LISTENING, PROCESSING, ACTING, ALERT } (5.15)

State transitions are triggered by events from three sources: user in-
teraction (wakeword detection, voice input), sensor readings (biometric
anomaly, environmental threshold), and system conditions (timeout, er-
ror):

Each state enforces specific behavioral constraints:




185

5.3. AGENT IMPLEMENTATION

Ruser
®
Speats Comand
Seat 1 Sensors Sz Senors. EronmentSersors oo trace
Pl —— @ Heartrae 2 Pressre Aray @ heatrae oty e @ croppone ray
8500y Teny o =5 8500y 5 0 Tempe Orumey

-
=
-
AP o Spoken Response.
o
iy
.
=
i Block Di
Figure 5.1. System Block Diagram
*
System Start
T

@ LE

e

A e

L ks

e cbest

_— A
~ Wakeword Detected  Timeout (15s) / No Speech
M
@ USTENING
Event Sources: Audio C:W" Lo Priority Queue:
o, GEELn.
Pty R | wm—
* System Conditions * Waiting for complete utterance
e ) st m=rm
g P
s Oerocesswe |
e
e e N arass DA RO
o= R
sy s
)
€
~  ®acmne
e
L
(Preemptive)

@ ALERT

Critcal Event Response =
‘Blometic anomaly (12> 2.5)
« Emergency detection
toriy

*12i> 4.0: Critical

Figure 5.2. Agent FSM State Diagram




186 CHAPTER 5. FroMm CobpE TO CoucH: EMBODYING INTELLIGENCE

Idle State: The agent performs passive monitoring, polling sensors
at low frequency (5-minute intervals for biometrics, 1-minute for environ-
ment) and maintaining wakeword detection. No actuator modifications
are permitted except in response to detected anomalies.

Listening State: Entered upon wakeword detection. Audio capture
is active, and a timeout mechanism (15 seconds) returns the agent to Idle
if no complete utterance is detected, preventing indefinite audio recording.

Processing State: Intent extraction and tool selection occur. The
state machine buffers any new wakeword detections during this period,
preventing interruption of ongoing command processing.

Acting State: Tool execution proceeds. Actuator safety guards in
the HAL remain active regardless of LLM output. State persists until tool
completion or timeout (30 seconds for physical adjustments).

Alert State: Entered when sensor readings exceed critical thresholds.
The alert protocol executes regardless of current state, implementing a
preemptive transition that interrupts lower-priority operations.

The FSM implementation uses a priority queue for event processing, en-
suring that high-priority events (health alerts) preempt lower-priority op-
erations (comfort adjustments) deterministically. This architecture guar-
antees that critical safety functions remain operational even if the language
model fails to generate appropriate responses or generates responses incon-
sistent with the current operational context.

Persistent State Store

Long-term state persistence employs SQLite, an embedded relational
database providing ACID guarantees without requiring a separate database
server process. The database schema comprises five primary tables:

User Profiles Table:

CREATE TABLE user_profiles (
seat_id INTEGER PRIMARY KEY,
name TEXT NOT NULL,
preferred_recline REAL DEFAULT 0.5,
preferred_footrest REAL DEFAULT 0.5,
baseline_heart_rate REAL,
baseline_temperature REAL,
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alert_contacts TEXT, -- JSON array
language_preference TEXT DEFAULT ’en’,
created_at INTEGER NOT NULL,
updated_at INTEGER NOT NULL

)3

Sensor History Table:

CREATE TABLE sensor_history (
id INTEGER PRIMARY KEY AUTOINCREMENT,
timestamp INTEGER NOT NULL,
seat_id INTEGER NOT NULL,
sensor_type TEXT NOT NULL, -- ’biometric’ | ’posture’ | ’environment’
data BLOB NOT NULL, -- Serialized measurements
FOREIGN KEY (seat_id) REFERENCES user_profiles(seat_id)
)3
CREATE INDEX idx_sensor_timestamp ON sensor_history(timestamp) ;
CREATE INDEX idx_sensor_seat ON sensor_history(seat_id, sensor_type);

Event Log Table:

CREATE TABLE event_log (
id INTEGER PRIMARY KEY AUTOINCREMENT,
timestamp INTEGER NOT NULL,
event_type TEXT NOT NULL,
seat_id INTEGER,
details TEXT, -- JSON
severity TEXT -- ’info’ | ’warning’ | ’critical’

)

The database file resides in the encrypted /user partition, ensuring all
historical data benefits from LUKS full-disk encryption. Write operations
employ write-ahead logging (WAL) mode, which enables concurrent reads
during write transactions and provides crash recovery through the journal.

Query patterns optimize for the agent’s primary data access patterns.
User profile lookups are simple primary key queries with millisecond la-
tency. Sensor history queries employ time-range filters with index support:

SELECT AVG(json_extract(data, ’$.heart_rate’))
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FROM sensor_history

WHERE seat_id = 7
AND sensor_type = ’biometric’
AND timestamp BETWEEN 7 AND 7;

This query computes average heart rate over a specified time window,
used by the agent when responding to queries like "what was my heart rate
during the movie?" The agent’s control loop maintains a cache of recent
activity states (watching TV, reading, etc.) with timestamps, enabling
semantic mapping from natural language temporal references to concrete
timestamp ranges.

Proactive Monitoring and Alerting

The agent’s proactive capabilities operate through background mon-
itoring threads that analyze sensor data streams for patterns requiring
intervention. Two primary monitoring subsystems execute independently
of the main event loop:

Posture Analysis Thread: Polls get_posture_map every 5 minutes,
analyzing the pressure distribution vector p(t) for prolonged asymmetry
or static positioning. The analysis computes:

[P — Y2 pil
22121 Di
where the sensor array is partitioned into left (1-6) and right (7-12)
halves. If asymmetry exceeds 0.15 (15% weight imbalance) for duration
exceeding 60 minutes, the thread signals a postural alert event.
The thread also computes temporal variance to detect static posture:

asymmetry =

(5.16)

N
1 _ .
movement = — E 1 ||p(t:) — p(ti-1)ll2 (5.17)
1=

where N is the number of measurements in the analysis window (typ-
ically 12 samples over 60 minutes). Movement scores below a threshold
(0.02, indicating less than 2% average change between consecutive read-
ings) trigger a static posture alert.
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Biometric Monitoring Thread: Continuously monitors heart rate
and temperature, maintaining a rolling baseline computed from the most
recent 7 days of resting measurements. Anomaly detection employs a sim-
ple but effective statistical test:

z =

(5.18)

o

where x is the current measurement, p is the baseline mean, and o is
the baseline standard deviation. Measurements exceeding |z| > 2.5 (99%
confidence interval) trigger an alert, with the severity classification based
on the magnitude:

e 2.5 < |z| < 3.0: Warning (verbal notification only)
e 3.0 < |z| < 4.0: Elevated (verbal notification + log entry)

e |z| > 4.0: Critical (verbal notification + external contact alert)

The alerting subsystem maintains a prioritized queue of pending alerts,
ensuring critical health alerts preempt lower-priority comfort suggestions.
The alert delivery mechanism varies by severity:

fn deliver_alert(alert: Alert) {
match alert.severity {

Severity::Info => {
generate_verbal_notification(&alert.message);

},

Severity::Warning => {
generate_verbal_notification(&alert.message);
log_event(alert);

3,

Severity::Critical => {
generate_verbal_notification(&alert.message);
log_event (alert);
send_external_notification(alert);
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External notifications for critical events invoke a cloud-based messag-
ing service (Twilio API) to send SMS messages to configured emergency
contacts. This represents one of the few operations requiring network con-
nectivity, and the implementation includes fallback behavior: if network
transmission fails, the alert is logged locally with a persistent retry flag,
and the system attempts retransmission on subsequent connectivity checks.

5.3.3 Security and Privacy

The security architecture implements defense-in-depth principles across
multiple layers, from hardware-enforced isolation through software-defined
policies to user-facing controls. This section details the mechanisms that
collectively ensure the agent operates within strictly bounded capabilities
and that user data remains under user control.

Capability-Based Security Model

The WebAssembly sandbox provides the foundational security layer:
tool modules execute with zero ambient authority, possessing no intrinsic
ability to access files, network, or system resources. Every capability must
be explicitly granted through the module’s import declarations, and the
host implementation strictly controls which imports are satisfied.

The tool manifest defines the capability surface for each tool:

{
"name": "read_biometrics",
"type": "perception",
"capabilities": ["hal.read_biometrics"],
"data_access": ["sensor_history:read"],
"network_access": false

b

The capabilities field enumerates the HAL functions this tool is per-
mitted to invoke. The data_access field specifies database access permis-
sions using a resource:permission syntax. The network_access boolean
controls whether the tool can invoke HT'TP client functions.

During tool instantiation, the agentic framework constructs a linker
configuration that provides only the declared capabilities:
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let linker = Linker::new(&engine);

// Only add imports declared in manifest
for cap in tool_manifest.capabilities {

match cap {
"hal.read_biometrics" => {
linker.func_wrap("env", "hal_read_biometrics",
|seat_id: u32|] -> u32 {
hal::read_biometrics(seat_id)
bH7;
},
// ... other capabilities
}

// Instantiate with restricted linker
let instance = linker.instantiate(&mut store, &module)?;

Tools requesting capabilities not declared in their manifest fail at in-
stantiation with a clear error indicating the missing import. This explicit
declaration model ensures that tools cannot acquire capabilities through
undeclared imports or dynamic loading.

The capability model extends to data access through the SQLite in-
terface. Rather than providing direct SQL execution (which would enable
arbitrary queries), the framework exposes a restricted query API:

enum DataQuery {
GetUserProfile(seat_id),
QuerySensorHistory(seat_id, sensor_type, time_range),
LogEvent (event) ,

Each query variant maps to a pre-defined parameterized SQL state-
ment, preventing SQL injection and enforcing access control policies. For
example, the QuerySensorHistory variant only permits reading from the
sensor_history table filtered by the specified seat, preventing cross-user
data access.
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Privacy Controls and Data Lifecycle

User-facing privacy controls provide coarse-grained authority over data
collection and retention. The agent supports three operational modes se-
lectable through voice commands or physical button:

1. Normal Mode: All sensors active, data persisted to database, full
functionality enabled.

2. Privacy Mode: Microphones physically disconnected through GPIO-
controlled relay, biometric sensors disabled, no audio recording or
voice processing. Pressure and environmental sensors remain active
for basic functionality. This mode is indicated by a hardware LED
that cannot be software-controlled.

3. Guest Mode: Similar to Normal mode but data is not persisted
to the encrypted storage. All sensor readings and interactions are
processed in memory only and discarded upon session termination
or mode exit.

Data retention policies are configurable per-user:

UPDATE user_profiles
SET data_retention_days = 7
WHERE seat_id = 7;

A background maintenance thread executes daily, deleting sensor his-
tory records older than the configured retention period:

DELETE FROM sensor_history

WHERE timestamp < strftime(’%s’, ’now’) - (
SELECT data_retention_days * 86400
FROM user_profiles
WHERE seat_id = sensor_history.seat_id

)

Complete data deletion is available through a dedicated command:
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User: "Delete all my data"
Agent: [Confirms identity through voice verification]
Agent: [Executes data purge]
DELETE FROM sensor_history WHERE seat_id = 7;
DELETE FROM event_log WHERE seat_id = 7;
UPDATE user_profiles SET
baseline_heart_rate = NULL,
baseline_temperature = NULL,
alert_contacts = NULL
WHERE seat_id = 7;

The deletion is permanent and cannot be reversed. To ensure thor-
ough removal, the agent also triggers an SQLite VACUUM operation, which
rewrites the database file without the deleted records, preventing forensic
recovery.

Secure Update Mechanism

Software updates for the agent, including new tool modules, language
model weights, and framework code, employ a secure over-the-air (OTA)
mechanism that maintains the system’s security posture.|55]

Update packages are cryptographically signed using Ed25519 signa-
tures. The update client verifies signatures before applying any changes:

fn verify_update(package: &[u8], signature: &[u8]) -> Result<()> {
let public_key = load_embedded_public_key();
verify_ed25519(package, signature, public_key)?;
0k ()

The public key is embedded in the update client binary at compile
time, establishing the root of trust. Only update packages signed with the
corresponding private key (held exclusively by the system maintainer) are
accepted.

Updates employ an atomic swap mechanism:

1. New package downloaded to temporary staging directory
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2. Signature verified

3. Package extracted and validated (file checksums, manifest schema)

4. Docker container images rebuilt with new components

5. System enters maintenance mode (non-critical functionality suspended)
6. New containers started

7. Health checks executed against new deployment

8. If health checks pass: old containers stopped, staging directory cleared

9. If health checks fail: new containers stopped, old containers restarted
(automatic rollback)

This atomic deployment ensures the system never exists in a partially-
updated inconsistent state. The health check phase includes functional
tests: invoking each tool and verifying expected behavior, executing sample
voice commands, and confirming sensor /actuator communication.

Update delivery occurs over HT'TPS with certificate pinning, prevent-
ing man-in-the-middle attacks during download. The update client checks
for new packages periodically (daily, at 3 AM local time to minimize dis-
ruption) by querying a manifest endpoint:

GET https://updates.smartcouch.example/manifest. json
{
"version": "2.1.0",
"release_date": "2025-10-15",
"package_url": "https://updates.smartcouch.example/v2.1.0.tar.gz",
"signature": "base64-encoded-ed25519-signature",
"changelog": "..."

Users can configure automatic updates (applied immediately upon avail-
ability), manual updates (notification presented, user approves via voice
command), or disabled updates (no automatic checks, manual initiation
only through maintenance interface).
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Threat Model and Mitigations

A systematic threat analysis identifies potential attack vectors and val-
idates that architectural defenses provide adequate mitigation:

Table 5.9. Threat Analysis and Mitigations

Threat ‘ Attack Vector ‘ Mitigation

Prompt injection Malicious voice com- | WebAssembly  sandbox
mands attempting to | prevents filesystem /net-
extract data or esca- | work access regardless of
late privileges LLM output; capability

model limits tool access

Physical tampering Attacker gains physi- | Full-disk encryption
cal access to device, | (LUKS) with keys in
attempts to extract | TEE; secure boot pre-

data from storage

vents unauthorized code
execution

Network eavesdropping

Attacker intercepts
network  traffic to
cloud services

TLS 1.3 with certificate
pinning; minimal cloud
communication (updates
only)

Malicious updates

Attacker  distributes
fake update package

Ed25519 signature verifi-
cation; updates rejected
without valid signature

Sensor spoofing

Attacker provides
false sensor readings
via hardware manipu-
lation

Physical security relies on
device enclosure; anomaly
detection identifies
plausible readings

im-

Denial of service

Attacker floods sys-
tem with requests, ex-
hausting resources

Resource limits (memory,
CPU time) enforced per
tool; rate limiting on
voice commands

The architecture addresses the most critical threats through multi-
ple overlapping defensive layers. Prompt injection attacks, while capa-
ble of causing the language model to generate arbitrary text, cannot by-
pass the capability model’s restrictions on tool access or the WebAssembly
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sandbox’s isolation guarantees. Physical tampering threats are mitigated
through encryption-at-rest and secure boot, though physical security ul-
timately depends on the device enclosure and deployment environment.
Network-based attacks are minimized by reducing the attack surface: the
agent maintains an egress-only network posture with no listening ports,
and all optional cloud communication uses authenticated, encrypted chan-
nels.

The most significant residual risk concerns adversarial manipulation of
sensor inputs. While the agent can detect statistical anomalies in sensor
readings (e.g., heart rate values exceeding physiological bounds), sophis-
ticated attacks that provide plausible but false readings may evade detec-
tion. This threat is inherent to any system relying on physical sensors
and can only be fully addressed through tamper-evident hardware design
and environmental security, which are outside the scope of the software
architecture.

In summary, the agent implementation realizes the complete architec-
ture proposed in this dissertation through careful composition of secure
tools, deterministic state management, and privacy-preserving data han-
dling. The tool-based architecture provides modularity and extensibility
while maintaining capability-based security. The FSM provides predictable
high-level behavior complementing the language model’s flexible reasoning.
The persistent state management enables learning user preferences and de-
tecting long-term health trends. Together, these components demonstrate
that sophisticated embodied agents can be constructed with verifiable se-
curity properties and strong privacy guarantees, validating the central ar-
chitectural thesis.

5.4 Experimental Validation

This section presents comprehensive empirical validation of the em-
bodied agent through structured evaluation across multiple dimensions.
The assessment framework quantifies system performance using both ob-
jective metrics measuring latency, accuracy, and reliability, and qualita-
tive measures capturing user experience and perceived intelligence. The
evaluation proceeds through three complementary approaches: demonstra-
tion of representative usage scenarios illustrating the complete perception-
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reasoning-action loop, quantitative measurement of performance charac-
teristics against established benchmarks, and critical analysis of results
including failure modes, limitations, and implications for embodied Al re-
search.

5.4.1 Usage Scenarios

Representative usage scenarios demonstrate the agent’s operational ca-
pabilities across its primary functional domains, validating that the inte-
grated system successfully implements the intended user experience. Each
scenario traces the complete information flow from initial stimulus through
reasoning to final action, illustrating how the architectural components col-
laborate to achieve coherent behavior.

Scenario 1: User-Initiated Comfort Adjustment

This scenario demonstrates the fundamental capability of translating
natural language commands into coordinated physical actions through the
tool-based architecture.

Stimulus: User speaks command "Hey Simar, set my seat to relax
mode"

Perception Phase:

1. The wakeword detection model, continuously monitoring microphone
input, identifies the trigger phrase "Hey Simar" with confidence 0.92
at timestamp g = 0 ms

2. The FSM transitions from IDLE to LISTENING state, activating full
audio recording

3. Voice activity detection identifies utterance completion at ¢; = 820
ms (silence duration exceeded 500 ms threshold)

4. Accumulated audio buffer (820 ms, 16 kHz, 16-bit PCM) passed to
speech_to_text tool

5. Whisper-tiny model processes audio, generating transcript: "set my
seat to relax mode" at t9 = 1175 ms

Reasoning Phase:
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1. FSM transitions to PROCESSING state

2. Transcript submitted to inference queue with system prompt defin-
ing available tools and current context (seat occupancy state from
pressure sensors)

3. 0.6B language model executes intent extraction inference, generating
structured output at t5 = 1360 ms:

{
"intent": "set_comfort_mode",
"parameters": {
"seat_id": 1,
"mode": "relax"
}
}

4. Agent control loop parses intent, resolves "relax" mode to predefined
configuration: recline=0.7, footrest=0.8

5. Intent mapped to tool sequence: [set_recline(l, 0.7), set_footrest(1,
0.8)]

Action Phase:
1. FSM transitions to ACTING state

2. First tool (set_recline) instantiated as WebAssembly module, in-
voked with serialized parameters

3. Tool validates parameters (0.7 within [0.0, 1.0] bounds), invokes HAL
function hal_set_recline(1l, 0.7)

4. HAL translates normalized position to motor steps: steps = [ (150 —
90) x 0.7/1.8| = 23 steps (assuming 1.8° per step)

5. HAL sends motor command via GPIO to stepper driver, monitors
position feedback

6. Backrest motion completes at t4 = 3180 ms (1.82s motion duration
for 23 steps at 12.6 steps/s)
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10.

Second tool (set_footrest) executes analogously, completing at t5 =
4890 ms

. Concurrent with physical motion, language model generates confir-

mation: "Entering relax mode now"

. text_to_speech tool synthesizes audio, output begins at tg = 1580

ms (overlapping with actuator motion)

FSM returns to IDLE state upon action completion

Observed Performance: Total interaction latency from wakeword
detection to verbal response initiation: 1.58 seconds. Physical adjustment
completion: 4.89 seconds. User perceives the system as responsive due to
immediate verbal acknowledgment before motion completes.

Scenario 2: Autonomous Posture Correction

This scenario validates the proactive monitoring capabilities, demon-

strating closed-loop autonomous operation without explicit user commands.

Background Monitoring:

Posture analysis thread polls get_posture_map(seat_id=1) every 5
minutes

At iteration £ = 12 (60 minutes of monitoring), pressure distribution
vector: p = [18.2,19.1,17.8,2.1,1.8,1.9,0.3,0.4,0.2, 21.3, 22.1, 20.8]
kg

Thread computes asymmetry metric:

76.9 — 64.8|

= 0. 1
R 0.085 (5.19)

asym;, =

Asymmetry below alert threshold (0.15), no immediate action
Thread computes movement variance over window [k — 11, k|:

k-1
1 .
movementy = 11 E ||Di — pi—1]|]2 = 0.012 (5.20)
i=k—11
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e Movement score 0.012 below threshold (0.02), indicates prolonged
static posture

Decision Logic:
1. Static posture condition detected, thread signals posture alert event

2. Agent control loop retrieves current time (14:37) and activity history
from state store

3. Most recent activity state: "reading" (initiated 62 minutes prior)
4. Control loop invokes language model to generate context-aware prompt
Language Model Invocation:

System: User has been in static sitting position for 60 minutes
during "reading" activity. Generate brief suggestion for posture adjustme

Model Output: "You’ve been sitting in the same position for a while.
Consider adjusting your posture or taking a brief stretch."

Action Execution:
1. Generated text passed to text_to_speech tool

2. TTS synthesis completes in 380 ms, audio output through speaker
array at comfortable volume (65 dB SPL)

3. Event logged to database with severity=INFO, type="posture suggestion"
4. Posture monitoring timer reset to prevent redundant alerts within
refractory period (30 minutes)

Observed Behavior: Agent correctly identifies prolonged static pos-
ture from sensor data, generates contextually appropriate suggestion refer-
encing current activity, delivers intervention at appropriate time (not dur-
ing initial reading engagement but after sustained period), demonstrates
unobtrusive operation by providing suggestion without forcing action.
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Scenario 3: Historical Data Query

This scenario demonstrates the agent’s capability to retrieve and com-
municate temporal information from persistent storage, integrating natural
language understanding with structured database operations.

User Query: "How was my resting heart rate while I was watching
the movie?"

Intent Extraction:

"intent": "query_health_data",
"parameters": {

"metric": "heart_rate",
"temporal_context": "during_activity",
"activity": "watching movie"

}
}

Temporal Resolution:
1. Agent queries internal state store for recent activity states

2. FSM history shows "watching tv" state from 19:42 to 21:18 (96
minutes)

3. Temporal bounds resolved: tgiart = 1729195320, teng = 1729201080
(UNIX timestamps)

Data Retrieval:

1. query_history tool constructs parameterized SQL query:

SELECT AVG(json_extract(data, ’$.heart_rate’)) as avg_hr,
MIN(json_extract(data, ’$.heart_rate’)) as min_hr,
MAX(json_extract(data, ’$.heart_rate’)) as max_hr

FROM sensor_history

WHERE seat_id =1

AND sensor_type = ’biometric’
AND timestamp BETWEEN 1729195320 AND 1729201080
AND json_extract(data, ’$.heart_rate’) IS NOT NULL;
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2.

Query executes in 18 ms (index-accelerated), returns result: {avg hr:
68.3, min_hr: 62, max_hr: 74}

Response Generation:

1.

2.

Query result provided to language model as context

Model generates natural language response: "During the movie, your
average resting heart rate was 68 beats per minute, with values rang-
ing from 62 to 74."

TTS synthesis and audio output (total response latency: 2.1 seconds
from query completion)

Validation: Agent correctly interprets implicit temporal reference
("while I was watching the movie"), maps to stored activity state, retrieves
relevant sensor data, and synthesizes informative response incorporating
statistical summary.

Scenario 4: Health Anomaly Alert

This scenario demonstrates critical health monitoring functionality, val-
idating real-time anomaly detection and multi-modal notification system.
Anomaly Detection:

Biometric monitoring thread polls read_biometrics(1) at 1-minute
intervals

At t = tj, measurement returns: {heart rate: 132, temperature:
36.8}

Thread retrieves user baseline from profile: uy, = 68.2 BPM, oy, =
5.4 BPM

Compute z-score:
132 — 68.2
= —=11.81 0.21
: 5.4 (5:21)
Threshold exceeded (]z| = 11.81 > 4.0), classified as CRITICAL

severity
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e Thread validates context: pressure sensors confirm user present (not
false reading from empty seat)

e Thread queries recent activity: user sedentary for past 45 minutes
(no exercise that would explain elevated HR)

Alert Protocol:

1. FSM preemptively transitions to ALERT state, interrupting any on-
going lower-priority operation

2. Alert event queued with priority=CRITICAL

3. Language model generates alert message: "I've detected an irregu-
larity in your heart rate. Your current rate is significantly elevated.
Please consider checking in with a healthcare provider."

4. TTS synthesis with modified prosody (slower rate, emphasis on key
phrases) to convey appropriate urgency without inducing panic

5. Audio output at elevated volume (75 dB SPL) to ensure notification
delivery

6. Concurrent with verbal alert, external notification subsystem acti-
vated

7. HTTP POST request to Twilio API with encrypted payload:

{
"to": "+1234567890", // Retrieved from user profile
"body": "Smart Couch Alert: Irregular heart rate detected
(132 BPM, baseline 68) at 14:23. User alerted."
3

8. SMS delivery confirmed, acknowledgment logged

9. Event persisted to database with full context for medical review

Observed Behavior: System successfully detects statistically signif-
icant anomaly in real-time (z-score 11.81 represents p < 0.0001), provides
immediate user notification with appropriate but non-alarming messaging,
delivers external notification to emergency contact within 2.3 seconds of
detection, maintains complete audit trail for subsequent medical analysis.
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Scenario 5: Multilingual Interaction with Adaptron

This scenario validates the Adaptron module’s runtime language adap-
tation capability.
System Configuration:

User profile language preference set to Italian (it-IT)

During agent initialization, framework detects non-English prefer-
ence

Adaptron module italian_nlu.adaptron (38 MB) loaded from per-
sistent storage

Module attached to base 0.6B model at layers [8, 16, 24]

Initialization overhead: 240 ms (one-time cost at startup)

Italian Command Execution:
User: "Attiva la modalitd massaggio"
Processing with Adaptron:

1.

STT model transcribes Italian speech (Whisper-tiny trained on mul-
tilingual data)

Transcript: "attiva la modalita massaggio"

Text forwarded to 0.6B model with attached Adaptron module

. Adaptron’s Parameter Attention blocks process Italian syntax and

vocabulary

Intent extraction succeeds with high confidence:

{
"intent": "activate_massage",
"parameters": {
"seat_id": 1,
"intensity": 0.5 // default value
}

3
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6. set_massage tool invoked, HAL activates vibration motor at 50%
intensity

7. Response generation (Italian): "Modalita massaggio attivata"
8. T'TS synthesis using [talian voice model, audio output

Performance Comparison:

Table 5.10. Adaptron Impact on Italian NLU

Configuration  Intent Accuracy (%) Latency (ms)

Base model only 67.2 185
Base + Adaptron 94.1 203
Improvement +26.9 pp -+18 ms

The Adaptron module provides substantial accuracy improvement (40%
relative gain) for Italian commands with minimal latency overhead (9.7%
increase), demonstrating effective runtime specialization without requiring
full model replacement.

5.4.2 Performance Metrics

Quantitative evaluation employed standardized benchmarks to mea-
sure system performance across responsiveness, accuracy, and robustness
dimensions, validating that the integrated system achieves the targets es-
tablished during architectural design.

Evaluation Framework Definition

The evaluation framework defines three primary metric categories with
formal definitions enabling reproducible measurement:

Category 1: Responsiveness and Interaction Quality

End-to-End Interaction Latency measures the complete temporal span
of user-perceivable system response:

Ltotal = TNLU + Tlogic + Ttool + Tresponse (522)

where component latencies are:
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Tnru: Time for language model to process transcribed text and ex-
tract intent (Time-to-First-Token of structured response)

Tiogic: Framework overhead mapping intent to tool invocation

Tioo: Tool execution time including HAL communication

® Tresponse: Response generation and TTS synthesis to first audio out-
put

Category 2: Accuracy and Reliability

Command Recognition Accuracy (CRA) quantifies the combined STT
and NLU pipeline success rate:

|{c € C : intent(c) = intentirye(c) A params(c) = params,,.(c)}|

€l

CRA =

(5.23)
where C'is the test corpus, intent(c) is the extracted intent, and params(c)
are extracted parameters.

Intent Fulfillment Rate (IFR) measures end-to-end success including
correct physical execution:

|{c € C': CRA(c) = 1 A execution(c) = success}|

IFR =
€l

(5.24)

The differential A = CRA — IFR isolates hardware/execution layer
failures from perceptual-cognitive errors.

Category 3: Proactive Task Success

Proactive Task Success Rate (PTSR) evaluates autonomous multi-step
operations:

|{t € T : detect(t) A reason(t) A act(t)}]

PTSR =
7]

(5.25)

where T is the set of intervention opportunities, and detect, reason,
act are binary success indicators for each pipeline stage.
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Latency Results

Latency measurements employed a corpus of 100 standardized voice
commands spanning the operational scope, issued by 5 distinct speakers
(3 male, 2 female, ages 24-58) with varying accents (American English: 2,
British English: 2, Indian English: 1). Commands were manually anno-
tated with ground-truth intent and parameters to enable accuracy assess-
ment.

Table 5.11. End-to-End Interaction Latency

Command Type InpLu (ms) Tiogic (ms) Tiool (MS) Tresponse (IMS)

Simple intent 165 8 42 95
Complex intent 205 12 38 112
Average 185 10 40 103

The dominant latency component is Txpy (185 ms average, 55% of to-
tal), representing the language model inference time for intent extraction.
This component directly benefits from the quantization and inference op-
timization techniques detailed in Section 5.2. Framework logic overhead
Togic is minimal (10 ms, 3% of total), validating the lightweight design.
Tool execution Tiper (40 ms, 12%) includes WebAssembly instantiation,
execution, and HAL communication. Response generation Tyesponse (103
ms, 30%) encompasses both LLM generation of confirmation text and TTS
synthesis.

Total average latency of 338 ms falls well below the 400 ms thresh-
old for perceived instant response established by human factors research,
achieving the sub-second interaction target.

Accuracy Results

Accuracy evaluation used the same 100-command corpus with 5 speak-
ers, providing 500 total test instances:

The CRA of 97.4% demonstrates robust natural language understand-
ing within the designed operational scope. The 13 recognition failures
(2.6%) decompose as: STT errors (8 cases, 1.6%), NLU misinterpretation
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Table 5.12. Recognition and Fulfillment Accuracy

Metric Success Total Rate (%) 95% CI
Command Recognition (CRA) 487 500 974 [95.8, 98.5|
Intent Fulfillment (IFR) 480 500 96.0  [94.2, 97.4]
Execution Failure 7 487 1.4 [0.6, 2.9]

(5 cases, 1.0%). STT errors occurred predominantly with non-native ac-
cents under moderate background noise (TV audio at 60 dB SPL).

The differential A = CRA — IFR = 1.4 percentage points represents
execution-layer failures where intent was correctly extracted but physical
actuation failed. Root cause analysis revealed: transient UART timeout
(4 cases), motor stall due to mechanical obstruction (2 cases), HAL safety
guard rejection of out-of-bounds parameter after rounding (1 case).

Voice Robustness Under Noise

STT robustness was evaluated under controlled acoustic conditions us-
ing calibrated noise playback:

Table 5.13. STT Word Error Rate

Noise Condition SNR (dB) WER (%) A vs Quiet
Quiet room > 25 3.1 —
Background conversation 15-20 6.8 +3.7 pp
Television audio (moderate) 10-15 9.5 +6.4 pp
Television audio (loud) 5-10 14.2 +11.1 pp

WER remains below 10% even under moderate television audio (10-15
dB SNR), confirming that the DSP pipeline (beamforming, AEC, noise
reduction) provides sufficient robustness for typical living room environ-
ments. Performance degrades gracefully under loud noise conditions (14.2%
WER at 5-10 dB SNR) but remains functional.
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Proactive Task Success Rate

Autonomous task evaluation was conducted over 30 days of continuous
operation with a single participant, generating 127 intervention opportu-
nities across two task categories:

Table 5.14. Autonomous Task Success Rates

Task Type Opportunities Successes PTSR (%) Failure Mode
Posture correction 89 84 94.4 FP: 3, FN: 2
Biometric alert 38 37 974 FP: 1
Combined 127 121 95.3 —

PTSR of 95.3% validates robust autonomous operation. Posture cor-
rection achieved 94.4% success with 3 false positives (suggestions delivered
when posture was actually ergonomic) and 2 false negatives (failure to de-
tect genuinely poor posture). False positives resulted from transient sensor
noise during rapid position changes; false negatives from edge cases where
asymmetry was below threshold but still suboptimal. Biometric alerting
achieved 97.4% with 1 false positive from a temporary heart rate spike
during startle response (loud noise), correctly identified as non-anomalous
after 2-minute observation window.

5.4.3 Analysis and Discussion
User Study Methodology

Qualitative assessment employed a structured user study with 8 partic-
ipants (4 male, 4 female, ages 24-67, diverse technical backgrounds from
non-technical to computer science professionals). Study protocol:

1. Environment: Laboratory configured as residential living room
with controlled ambient noise (background music at 55 dB SPL)

2. Task Protocol: Each participant completed 10 standardized tasks:
direct commands (4), parametric adjustments (3), data queries (2),
observation of proactive alert (1)
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3. Data Collection: Video recording (3 camera angles), post-session
System Usability Scale (SUS) questionnaire, semi-structured inter-
view (15-20 minutes)[17]

4. Duration: 45 minutes per participant (30 min interaction, 15 min
interview)

Qualitative Findings

Response Naturalness: 7/8 participants explicitly praised response
speed, with representative quotes: "it felt like talking to a person, not
a machine" (P3), "I didn’t even notice any delay" (P7). The sub-200ms
TTFT successfully achieves perceived instantaneous response.

Trust in Physical Operations: All participants (8/8) expressed con-
fidence in actuator safety, using descriptors "smooth" (5), "controlled" (4),
"predictable" (6). No participant expressed concern about unexpected
movements or loss of control.

Privacy Importance: When informed about on-device processing
during debriefing, all 8 participants rated local data processing as "very
important" (7) or "critical" (1). Three participants (P2, P5, P6) vol-
unteered concerns about cloud-connected alternatives without prompting,
citing news coverage of smart home data breaches.

Proactive Feature Reception: 6/8 participants described posture
monitoring as "helpful" or "useful." Two participants (P4, P8) expressed
concern about potential annoyance if alert frequency were excessive, sug-
gesting need for user-configurable sensitivity thresholds.

System Usability Scale: Mean SUS score 78.3 (SD = 6.7, range
[68, 87|) falls in "good" to "excellent" range (SUS scores > 70 considered
above average). Score breakdown: Learnability subscale 4.2/5, Efficiency
subscale 4.0/5.

Failure Mode Analysis

Systematic failure analysis across development, laboratory testing, and
user study sessions identified five primary failure modes:

Frequency: Out-of-scope queries most common (12 occurrences, 2.4%
of commands), STT errors under high noise (8 occurrences, 1.6%), actuator
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Table 5.15. Failure Mode Analysis

Failure Mode ‘ Root Cause ‘ Mitigation Strategy
Out-of-scope User query beyond de- | Fine-tune with expanded
query signed capabilities (e.g., | negative examples; imple-
"what’s the weather?") ment explicit scope-detection
classifier

STT error (high | Competing speech in | Enhanced adaptive noise
noise) acoustic environment | suppression; hybrid on-
(SNR < 10 dB) device + cloud fallback for
high-noise conditions

Actuator timeout | Physical obstruction pre- | Sensor fusion using pressure
vents motor from reaching | map changes; current sensing

target on motor controllers
False positive | Transient sensor noise | Longer observation windows
alert misinterpreted as | (2 min vs 1 min); require sus-
anomaly tained signal
Parameter ex- | Ambiguous phrasing | Clarification dialogue for am-
traction error causes incorrect value | biguous commands; confir-
parsing mation prompt before critical
actions

timeouts (5 occurrences, 1.0%), false positive alerts (2 occurrences across
30-day study), parameter extraction errors (3 occurrences, 0.6%).

System Limitations

Domain Knowledge Boundaries: The 0.6B model exhibits narrow
knowledge scope optimized for furniture control and health monitoring.
General knowledge queries ("who wrote Hamlet?") typically fail or pro-
duce hallucinated responses. The system correctly identifies some out-of-
scope queries and responds "I don’t have information about that," but
classification is imperfect (67% precision).

Single-User Operation: The system lacks robust multi-user disam-
biguation. While audio beamforming determines spatial location (which
seat), it cannot reliably distinguish between different household members
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speaking from the same position. Multi-user households require manual
seat-ID specification in commands ("set **my** seat" vs "set seat two").

Absence of Continuous Adaptation: The agent cannot learn user
preferences through interaction history.




Chapter

Continuous Adaptation and
Lifelong Learning

What I cannot create, I do not
understand.

Richard Feynman

The foundation models and adaptation architectures presented in Chap-
ter 3 establish the structural capacity for runtime flexibility. The Adap-
tron modules and LoRA adapters provide low-rank pathways for behav-
ioral modification without disrupting core model knowledge. Yet these
architectural provisions alone do not solve the fundamental challenge of
continuous learning: how can deployed agents adapt to individual users
without the computational burden of gradient-based training?[133| This
chapter introduces Neuroplastic PEFT, a novel adaptation paradigm that
replaces backpropagation with biologically-inspired local learning rules, en-
abling efficient on-device personalization from live interaction streams.

The conventional fine-tuning paradigm—even when restricted to parameter-
efficient methods—remains fundamentally episodic. Adaptation requires
collecting datasets, computing gradients through backpropagation, and it-
eratively updating parameters via optimization algorithms. For a 0.6B
model with rank-16 LoRA adapters, a single gradient step requires approx-
imately 150 milliseconds on the Jetson Orin’s GPU, consuming 1.5GB of
memory for activation storage. Accumulating sufficient gradient steps for
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meaningful adaptation (typically 100-1000 iterations) would require min-
utes to hours of dedicated computation, during which the agent cannot
serve user requests. This computational barrier makes continuous adapta-
tion infeasible for resource-constrained deployments.

Neuroplastic PEFT dissolves this barrier by recognizing that the low-
rank projections in both LoRA and Adaptron modules can be updated
through computationally trivial local learning rules. Drawing from Heb-
bian neuroscience principles—neurons that fire together, wire together—activation
patterns flowing through adaptation modules are treated as training signals
themselves. When users repeatedly associate specific inputs with desired
outputs, the correlation patterns in neural activations provide sufficient
signal for strengthening relevant pathways. By applying Oja’s stabilized
Hebbian learning directly to low-rank matrices, adaptation is achieved that
requires only vector outer products and scalar operations, completing in
under 1 millisecond per update.

6.1 Theoretical Foundations

6.1.1 Hebbian Learning in Neural Networks

Biological neural adaptation operates through local synaptic plastic-
ity rules that strengthen connections based on correlated activity.|8, 24|
When presynaptic neuron activation reliably precedes postsynaptic firing,
the synaptic connection strengthens. This locality principle—that adapta-
tion depends only on information available at the synapse—enables mas-
sively parallel learning without global coordination.[108] Translating this
principle to artificial neural networks requires identifying analogous local
signals and defining mathematical update rules that capture correlation-
based strengthening.

In the context of transformer architectures, adaptation modules are
identified (LoRA or Adaptron Parameter Attention) as the synaptic con-
nections to be modified. The "presynaptic" signal is the input activation
entering the module, while the "postsynaptic" signal is the output activa-
tion produced by the module. When particular input patterns consistently
produce particular outputs during successful task execution, the transfor-
mation learned by the adaptation module should strengthen to encode this
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association.
The basic Hebbian update for a weight matrix W given input x and

output y takes the form:
AW = nyx? (6.1)

This outer product creates a rank-1 update that strengthens the con-
nection between active input and output components.|96] However, naive
application leads to unbounded growth as frequently activated pathways
accumulate ever-increasing weights.

6.1.2 Oja’s Rule and Stable Adaptation

Oja’s modification introduces a stabilizing term that prevents unbounded
weight growth while preserving the correlation-strengthening property:

Aw = ny(x — yw) (6.2)
Expanding this update rule:
Aw = nyx — ny*w (6.3)

The first term implements Hebbian strengthening proportional to input-
output correlation. The second term provides activity-dependent decay
that increases quadratically with output magnitude. This creates a self-
regulating system: as weights grow and produce larger outputs, the decay
term strengthens proportionally, establishing equilibrium at unit norm.|[181]

For matrix updates in neural networks, Oja’s rule is generalized to op-
erate on entire weight matrices while preserving the stabilization property.
This generalization must account for the multi-dimensional nature of neu-
ral activations and the low-rank structure of adaptation modules.

6.1.3 Unified Framework for LoRA and Adaptron

The key insight enabling neuroplastic adaptation across different ar-
chitectures is the mathematical equivalence between LoRA decomposition
and Adaptron’s Parameter Attention mechanism, as established in Chap-
ter 3. Both implement low-rank projections that transform input repre-
sentations:
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LoRA Decomposition:
h = Wyx + BAx (6.4)

where B € R¥™*" A € R™* and rank r < min(d, k).

Adaptron Parameter Attention:

h =Wyx + Z a;(x)v; (6.5)
i=1

where attention weights «; are computed from learned keys and queries.

As demonstrated in Chapter 3, the Parameter Attention computation
can be reformulated as:

h=Wox+VKT'x (6.6)

where V' € R%" contains value vectors and K € R¥*" contains key vec-
tors. The product VKT forms a rank-n transformation directly analogous
to BA in LoRA.

This equivalence means that neuroplastic learning rules developed for
one architecture apply directly to the other. Whether updating LoRA ma-
trices (B, A) or Adaptron parameters (V, K), the fundamental operation
is adjusting a low-rank projection based on observed activation patterns.

6.2 Neuroplastic Update Mechanism

6.2.1 Mathematical Formulation

For a low-rank adaptation module with decomposition AW = BA,
Oja’s rule is applied to each matrix independently, treating the decompo-
sition as cascaded transformations. Let x be the input, z = Ax be the
intermediate representation, and h = Bz be the output.

For matrix A € R™*¥ each row is treated as an independent neuron
learning to extract a particular feature from input x. Applying Oja’s rule
to row a;:

Aai = ’I’]AZi(X — ziai) (67)
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In matrix form:
AA = na(zx? — diag(z © z)A) (6.8)

For matrix B € R4*"_ similar updates are applied treating columns as
output neurons:

AB = np(hz! — diag(h ©® h)B) (6.9)

These updates require only the forward-pass activations (x,z,h) and
current weight values. No gradients are computed, no computational
graph is maintained, and no backpropagation is performed. The computa-
tional complexity is O(rk +rd) compared to O(Ld?s) for backpropagation
through L layers with dimension d and sequence length s.

6.2.2 Application to Adaptron Modules

For Adaptron’s Parameter Attention, neuroplastic updates are applied
to the key and value parameter matrices. Recall that Parameter Attention
computes:

hl' = Zaijvj (610)
Jj=1

where «;; are attention weights computed from query q; = Wpx; and keys
{k;}.
Treating the value matrix V = [vy,...,v,]7 and key matrix K =
[ki,...,k,]T as the learnable parameters, Hebbian updates are applied:
For each value vector v;:

AVJ' =Ny Z aijhi(Qi — hiVj) (611)
For each key vector k;:

Akj =NK Z aij(qi - Ozijkj) (6.12)

These updates strengthen associations between queries that frequently
attend to particular keys and the values they retrieve. The stabilization
terms prevent any single key-value pair from dominating the attention
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distribution.

6.2.3 Activity-Dependent Gating

Not all adaptation modules should be updated for every learning event.
Indiscriminate updating across all modules would dilute learning signals
and potentially interfere with unrelated capabilities. Activity-dependent
gating is implemented where only modules exhibiting high activation dur-
ing successful task execution receive updates.

For each adaptation module m, an exponential moving average is main-
tained of activation magnitude:

am(t) = allhp(t)|]2 + (1 — a)am(t — 1) (6.13)

During a learning event, modules are updated only if their current
activation exceeds a threshold:

1 if [[hpll2 > 7 am

update,, = { (6.14)

0 otherwise

where 7 > 1 (typically 7 = 1.5) ensures updates target modules actively
participating in the current computation.

6.2.4 Learning Triggers and Event Selection

Continuous neuroplastic updates on every forward pass would be com-
putationally wasteful and could lead to instability. Instead, updates are
triggered by specific high-signal events that indicate learnable patterns:

Successful Correction Sequences: When the agent initially fails
to understand a command but immediately succeeds after clarification,
the activation patterns from the successful execution are used to update
pathways that should have been activated by the original command.

Repeated Patterns: When identical or highly similar input-output
patterns occur multiple times within a temporal window (e.g., three times
within an hour), the repetition signals a stable preference worth encoding,.

Explicit Reinforcement: When users provide explicit positive feed-
back ("yes, that’s right" or "perfect"), the immediately preceding activa-
tion patterns are strengthened.
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Implicit Confirmation: When the agent’s proactive suggestions are
immediately accepted or acted upon, the pathways leading to those sug-
gestions are reinforced.

The system maintains a sliding window buffer of recent activations,
storing only high-level statistics (means and magnitudes) rather than full
activation tensors to bound memory usage.

6.3 Implementation and Optimization

6.3.1 Computational Architecture

The neuroplastic adaptation system operates as a lightweight back-
ground service within the agent architecture. Three components work
asynchronously to minimize impact on primary inference operations:

The Activation Logger intercepts forward-pass activations at adap-
tation module boundaries, computing running statistics without storing
full tensors. For each module, it maintains:

sm = {%,2,h, [|x[|2, ||z]|2, |[h]]2} (6.15)

These statistics occupy only O(r+k+d) memory per module, negligible
compared to the model’s footprint.

The Update Computer processes learning events by retrieving rel-
evant statistics, computing Hebbian updates using optimized BLAS rou-
tines, and storing computed deltas in a pending queue. Update computa-
tion for a rank-16 module completes in approximately 0.8 milliseconds on
the Jetson Orin’s CPU.

The Weight Applier atomically applies pending updates during in-
ference idle periods using read-write locks to prevent race conditions. The
brief lock duration (< 5 milliseconds) is imperceptible to users.

6.3.2 Memory and Storage Efficiency

Neuroplastic adaptation imposes minimal memory overhead:
Activation Statistics: For each of 12 adaptation modules in the 0.6B
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model, storing running statistics requires:

Memoryg s = 12 X (1 + k + d) x 4 bytes ~ 200 KB (6.16)

Update Buffers: Pending weight updates are stored as sparse deltas,
requiring:

Memory,,qates = 12 X 7 X (k + d) x 4 bytes ~ 800 KB (6.17)

History Buffer: The sliding window of recent events stores only event
signatures and timestamps:

Memoryyseory = Nevents X 64 bytes ~ 50 KB (6.18)

Total memory overhead remains under 1.5 MB, less than 0.2% of the
model’s footprint.

6.3.3 Stability Guarantees

Oja’s rule provides mathematical stability guarantees that prevent un-
bounded weight growth. For a single update with learning rate n small
enough that n||z||? < 1, the weight norm satisfies:

Iwesill2 < [[willz + (1 — [|wel[3) (6.19)

This ensures convergence to unit norm as ¢ — oo. For this matrix
formulation, similar bounds hold for the Frobenius norm:

1 Aer1llF < || Adllr + nate(ex") (1 = [|Adl[7:/7) (6.20)

In practice, additional safeguards are implemented: - Learning rates
are adaptively scaled based on activation magnitudes - Weight norms are
explicitly clipped if they exceed 2x initial values - Update magnitudes are
bounded to prevent single-step instabilities
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6.4 Experimental Validation

6.4.1 Experimental Protocol

To validate neuroplastic adaptation, experiments were designed sim-
ulating real-world personalization scenarios. The primary task involves
teaching agents to associate novel user-specific phrases with existing capa-
bilities through natural interaction.

Task Design: Agents must learn to map previously unseen phrases
to complex action sequences. For example, learning that "It’s time to
work" should trigger the work mode configuration (recline 10%, footrest
0%, lumbar support 60%). These associations cannot be learned through
retrieval alone as they represent arbitrary user-specific mappings.

Interaction Protocol: Learning occurs through error-correction se-
quences mimicking natural user behavior: 1. User issues novel command:
"It’s time to work" 2. Agent responds with failure: "I don’t understand
that command" 3. User immediately provides known equivalent: "Enter
work mode" 4. Agent successfully executes the action

These sequences trigger neuroplastic updates that strengthen associa-
tions between the novel phrase’s neural representation and the successful
action’s activation pattern.

Evaluation Metrics: - Sample Efficiency: Number of interactions
required for reliable command recognition - Knowledge Retention: Perfor-
mance on pre-existing commands after adaptation - Specificity: Ability to
discriminate learned phrases from similar alternatives

6.4.2 Comparative Analysis

Comparison for three adaptation approaches is carried out:

Neuroplastic PEFT: The proposed method using Hebbian updates
on LoRA /Adaptron modules.

Supervised LoRA: Standard gradient-based fine-tuning on collected
interaction data.

In-Context Learning: Including example mappings in the prompt
without parameter updates.

Results across 10 experimental runs with different novel phrases:
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Table 6.1. Adaptation Performance Comparison

Method Samples to 95% Accuracy | Retention | Update Time
Neuroplastic PEFT 6.2 + 0.8 99.6% 0.8 ms
Supervised LoRA 75 + 12 97.7% 150 ms
In-Context Learning 1 100% 0 ms

In-context learning achieves immediate adaptation but is limited by
context window size and provides no permanent learning. Supervised
LoRA requires collecting substantial data before retraining becomes ef-

fective.

negligible computational cost.

6.4.3 Ablation Studies

Neuroplastic PEFT achieves rapid permanent adaptation with

To understand the contribution of different design choices, systematic
ablations were conducted:

Learning Rule Variants:

Table 6.2. Impact of Learning Rule Choice

Update Rule

Convergence Speed

Stability

Oja’s Rule (full)
Hebbian only
Fixed normalization

6.2 interactions
7.8 interactions
8.1 interactions

Stable
Diverges after 20 updates
Stable but slower

The stabilization term in Oja’s rule is essential for long-term stability
while maintaining rapid convergence.
Module Selection Strategies:

Table 6.3. Effect of Module Selection

Selection Method | Accuracy Interference

Activity-gated 95.8% 0.4% degradation
Update all modules 94.2% 2.1% degradation
Fixed subset 91.3% 0.2% degradation
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Activity-dependent gating provides the best balance between adapta-
tion effectiveness and preservation of existing capabilities.

6.4.4 Long-term Adaptation Analysis

System behavior was evaluated over extended periods with continuous
adaptation:

30-Day Deployment: A single agent adapted to one user’s prefer-
ences over 30 days of natural interaction, accumulating 127 learned asso-
ciations.

Results: - Successful adaptation rate: 89% (113/127 associations cor-
rectly learned) - Catastrophic forgetting: None observed (base performance
maintained) - Weight norm growth: Maximum 1.4x initial values (well
within stability bounds) - Memory overhead: 1.2 MB total for stored adap-
tations

Failure Analysis: The 14 unsuccessful adaptations primarily involved:
- Ambiguous phrases with multiple plausible interpretations (8 cases) -
Conflicting with previously learned associations (4 cases) - Insufficient ac-
tivation signal due to phrase similarity (2 cases)

These failures highlight the importance of semantic discrimination in
the base model’s representations. Neuroplastic adaptation can only strengthen
existing representational distinctions, not create entirely new semantic cat-
egories.

6.5 Privacy and Security Implications

6.5.1 Privacy-Preserving Properties

Neuroplastic adaptation provides inherent privacy advantages over con-
ventional personalization approaches:

No Data Retention: The method operates on transient activation
patterns that exist only during forward passes. No user utterances, per-
sonal information, or interaction histories are stored.

Local-Only Processing: All adaptation occurs on-device without
any data transmission. Users maintain complete sovereignty over their
personalization.
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Differential Privacy: The Hebbian updates naturally provide a form
of differential privacy. Individual interactions contribute small weight
changes that are aggregated over time, making it difficult to reverse-
engineer specific training examples from final weights.

Selective Forgetting: Rarely-used associations naturally decay as
other updates modify shared weight components, providing automatic re-
moval of outdated preferences.

6.5.2 Security Considerations

While neuroplastic adaptation reduces some security risks, it introduces
new considerations:

Adversarial Adaptation: Malicious actors could potentially train
undesirable associations through repeated interaction patterns. However,
the activity gating and trigger mechanisms require consistent, high-confidence
patterns, making adversarial training difficult without sustained access.

Weight Poisoning: Direct manipulation of weight files could inject
malicious associations. This is mitigated by storing weights in encrypted
partitions with integrity checking, as described in Chapter 6.

Bounded Impact: The low-rank constraint inherently limits the mag-
nitude of any adaptation’s effect. Malicious associations can only influence
behavior within the constrained subspace of the adaptation modules.

6.6 Discussion and Future Directions

6.6.1 Limitations and Trade-offs

Neuroplastic PEFT operates within specific constraints that define its
applicability:

Representational Boundaries: The method cannot learn associa-
tions between concepts not represented in the base model’s embedding
space. Novel entities or entirely new capabilities require retrieval augmen-
tation or model retraining.

Semantic Resolution: Learning precision is limited by the granu-
larity of the base model’s representations. Highly similar phrases may
activate overlapping neural pathways, making discrimination difficult.




6.6. DiscussioN AND FUTURE DIRECTIONS 225

Capacity Constraints: The low-rank adaptation modules have finite
capacity. In the experiments, performance degraded after approximately
150-200 learned associations as the subspace became saturated.

Unlearning Challenges: While rarely-used associations naturally
decay, explicitly removing specific learned behaviors requires identifying
and reversing the relevant weight modifications, which remains an open
problem.[128§]

6.6.2 Extensions and Future Work

Several directions could extend neuroplastic adaptation’s capabilities:

Hierarchical Adaptation: Organizing adaptation modules into hi-
erarchies where higher levels learn abstract patterns and lower levels learn
specific instances could increase capacity and generalization.

Meta-Plasticity: Learning to learn by adjusting learning rates based
on confidence, novelty, or user feedback could improve adaptation efficiency
and stability.[119]

Multi-Modal Extension: Applying neuroplastic principles to vision,
audio, and sensor modalities would enable comprehensive environmental
adaptation beyond language.

Federated Neuroplasticity: Sharing aggregated weight updates across
users while preserving privacy could accelerate learning of common pat-
terns while maintaining individual customization.

Theoretical Analysis: Formal convergence proofs, capacity bounds,
and generalization guarantees would strengthen the method’s theoretical
foundation.

This chapter has presented Neuroplastic PEFT, a novel approach to
continuous on-device model adaptation that replaces computationally ex-
pensive gradient-based optimization with efficient Hebbian learning rules.
By recognizing the mathematical equivalence between different low-rank
adaptation architectures—including both retrofit LoRA modules and purpose-
built Adaptron blocks—a unified framework was developed for unsuper-
vised parameter updates based on activation correlations.

The method achieves dramatic improvements in sample efficiency, re-
quiring only 5-7 interactions for reliable adaptation compared to 75+ for
supervised approaches, while maintaining 99.6% retention of existing capa-
bilities. The computational efficiency—sub-millisecond update times and
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minimal memory overhead—enables true continuous learning on resource-
constrained edge devices. These properties directly address the Personal-
ization Gap identified in Chapter 1, providing the missing capability for
agents to evolve with their users without sacrificing privacy or requiring
cloud resources.

The integration of neuroplastic adaptation with the architectural foun-
dations established in previous chapters completes the vision of vertically
integrated agents. The foundation models provide the semantic represen-
tations to be adapted. The secure substrate ensures adaptations remain
bounded within safe operational limits. The embodied platform generates
the continuous stream of interactions from which learning occurs. Together
with neuroplastic adaptation, these components create agents that are not
merely deployed but continuously evolve, learning from every interaction
while preserving user privacy and maintaining computational efficiency.

The implications extend beyond individual agents to suggest new paradigms
for Al deployment where models are not static artifacts but living systems
that grow with their users. This shift from episodic training to continuous
adaptation represents a fundamental change in how machine learning sys-
tems are conceived, moving closer to biological models of intelligence that
learn throughout their operational lifetime.




Chapter

Conclusion

The whole is greater than the sum of
its parts.

Aristotle

7.1 Summary of Contributions

This dissertation addresses fundamental architectural deficiencies in
contemporary agent systems that prevent their deployment as trustworthy
cognitive cores for Ambient Intelligence environments. Current frameworks
suffer from three interconnected gaps: the Security Gap arising from am-
bient authority in execution environments, the Flexibility Gap preventing
deployment across heterogeneous hardware platforms, and the Personaliza-
tion Gap limiting adaptation to individual user contexts. These gaps are
not isolated engineering challenges but symptoms of a fragmented para-
digm that prioritizes compositional convenience over architectural coher-
ence. The central thesis advanced and validated through this work is that
trustworthy embodied agents demand vertical integration across the entire
computational stack, from foundation model through execution substrate
to adaptation mechanisms.

Addressing RQ1 The dissertation’s primary contribution is a complete
architectural blueprint demonstrating that secure, adaptable, and privately
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personalized agents are achievable through principled system design. This
blueprint encompasses three integrated pillars. The Foundation pillar es-
tablishes model sovereignty through transparent development of a tiered
family of language models at 0.6B, 8B, and 14B parameter scales, trained
via a rigorous three-stage protocol combining domain-focused pretraining,
reasoning enhancement, and long-context extension. These models, op-
timized specifically for agentic computation, provide auditable cognitive
cores that eliminate dependency on opaque commercial APIs while en-
abling formal verification and mechanistic interpretability impossible with
black-box systems.

Addressing RQ2 The Framework pillar introduces a formally specified
computational substrate built on WebAssembly that implements capability-
based security through mathematical rigor. By replacing ambient author-
ity with explicit capability passing, the framework ensures that tool code
executes with precisely scoped permissions, mathematically guaranteeing
the absence of privilege escalation vulnerabilities. The substrate provides
concrete implementation patterns for compound Al systems, including
recursive workflows, multi-model orchestration, and iterative refinement,
supported by a repository of 20 production-ready tools distributed as au-
ditable source code. Performance analysis demonstrates that the security
benefits justify the modest overhead compared to native execution, vali-
dating the framework’s practical viability.

Addressing RQ3 The Adaptation pillar presents Neuroplastic PEFT,
a novel continuous personalization method that replaces gradient-based
fine-tuning with localized Hebbian update rules. By leveraging the agent’s
live stream of neural activations as training signal, the method enables
on-device learning without curated datasets or backpropagation infrastruc-
ture. Empirical evaluation demonstrates 12.5x sample efficiency compared
to supervised approaches, achieving convergence after only 5-7 real-time
interactions while exhibiting 99.6% knowledge retention across existing ca-
pabilities. This gradient-free approach dissolves the traditional dichotomy
between offline training and online deployment, enabling agents to contin-
uously evolve with users.
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Addressing RQ4 The Smart Couch embodiment provides critical vali-
dation of the complete architecture in a physically deployed, safety-critical
application. Integration of the 0.6B foundation model with the WebAssem-
bly substrate on an NVIDIA Jetson Orin platform demonstrates sub-
200ms time-to-first-token latency for interactive natural language process-
ing, 96.3% intent fulfillment rate across standardized command corpora,
and 78.3 mean System Usability Scale score from structured user studies.
The embodiment successfully implements autonomous health monitoring,
proactive posture correction, and personalized comfort optimization, val-
idating that compact, transparent models can deliver sophisticated mul-
timodal reasoning when properly integrated within secure execution envi-
ronments.

Beyond individual technical contributions, the work demonstrates a
paradigm shift from episodic, cloud-dependent agents to continuous, edge-
native intelligent systems. Vertical integration enables emergent properties
impossible in compositional black-box architectures. Formal verification of
security properties becomes feasible when tool implementations are trans-
parent WebAssembly modules rather than opaque API calls. Gradient-
free adaptation becomes practical when model architectures are accessible
for modification rather than locked behind service boundaries. Privacy-
preserving personalization becomes realizable when all processing occurs
on-device rather than requiring transmission of sensitive data to third par-
ties.

The implications extend across technical, economic, and ethical di-
mensions. Technically, on-device processing and local adaptation preserve
user sovereignty over sensitive personal data, aligning with privacy-by-
design principles increasingly demanded by regulation and user expecta-
tions. Economically, edge deployment eliminates per-token API costs and
reduces operational expenses compared to cloud-dependent architectures,
enabling sustainable long-term operation. Ethically, transparency and user
control address fundamental concerns about Al agency and accountability,
providing technical foundations for alignment research by making model
behavior auditable and modifiable.

This work contributes to the broader goal of democratizing Al by en-
abling sophisticated intelligence to operate independently of cloud infras-
tructure. The architectural principles established—vertical integration,




230 CHAPTER 7. CONCLUSION

capability-based security, and gradient-free adaptation—apply beyond do-
mestic applications to healthcare, education, and industrial automation
where privacy and reliability are paramount. The transparent development
of foundation models challenges the prevailing paradigm of Al as a service,
demonstrating that competitive capabilities can be achieved through care-
ful engineering of smaller, auditable systems. This transparency enables
scientific scrutiny, regulatory compliance, and user trust impossible with
opaque commercial models.

The formal security framework addresses growing concerns about Al
safety by providing mathematical rather than empirical guarantees. As
Al systems assume greater autonomy, the ability to formally bound their
capabilities becomes essential for deployment in safety-critical contexts.
The neuroplastic adaptation mechanism reconciles the seemingly incom-
patible requirements of continuous learning and privacy preservation. By
enabling on-device personalization, the work demonstrates that Al systems
can evolve with users without surveillance capitalism’s data extraction im-
peratives.

7.2 Limitations and Future Directions

While this dissertation demonstrates the feasibility and advantages of
vertically integrated agent architectures, several limitations constrain the
immediate applicability and generalizability of the approach. These limita-
tions also illuminate productive directions for extending the work’s impact
and addressing remaining challenges.

Current Limitations The most significant limitation concerns upfront
investment requirements. Developing transparent foundation models from
scratch demands substantial computational resources, specialized exper-
tise in large-scale model training, and access to curated training corpora.
The three-stage training protocol for the 14B model required weeks of
computation on multi-GPU clusters, representing costs prohibitive for in-
dividual researchers or small organizations. This capital barrier contrasts
sharply with the immediate accessibility of commercial API services, creat-
ing tension between long-term sovereignty benefits and short-term deploy-
ment pragmatism. While this investment amortizes across deployments
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and provides architectural control impossible with APIs, the barrier to en-
try remains substantial.

Neuroplastic PEFT, despite demonstrated advantages in sample effi-
ciency and catastrophic forgetting resistance, operates within fundamen-
tal constraints. The method learns associations by adjusting low-rank
projections within the base model’s existing semantic space, meaning it
cannot introduce entirely novel concepts or capabilities absent from pre-
training. An agent cannot learn about entities, procedures, or domains
completely outside its foundational knowledge through Hebbian adapta-
tion alone. This limitation necessitates complementary mechanisms such
as Retrieval-Augmented Generation for incorporating truly novel informa-
tion. Additionally, learning dynamics depend critically on the quality and
breadth of the frozen base model, as Hebbian updates can only strengthen
existing weak associations or create new connections between concepts al-
ready represented.

The WebAssembly substrate imposes performance overhead compared
to native execution, with WebAssembly-to-machine-code compilation and
sandboxed memory access introducing latency on the order of 10-30% rel-
ative to optimized native implementations. While evaluation demonstrates
this overhead remains acceptable for interactive applications, latency-critical
scenarios with microsecond-level timing constraints may find the security-
performance tradeoff unacceptable. The capability-based security model
also introduces conceptual complexity, as developers must explicitly reason
about capability propagation and privilege boundaries rather than relying
on ambient authority’s implicit permissions.

The dissertation focuses on single-agent systems operating in struc-
tured domestic environments, assuming environments with predictable state
spaces, well-defined sensor and actuator interfaces, and single-user or small-
group interaction patterns. The Smart Couch platform, while demon-
strating real-world feasibility, represents a controlled environment. Exten-
sion to multi-agent coordination, unstructured environments with high-
dimensional observation spaces, continuous action spaces, and complex
interactions remains an open challenge. The 0.6B model’s narrow knowl-
edge scope, while appropriate for domain-specific furniture control, would
prove inadequate for general-purpose household assistants requiring broad
world knowledge. Scaling to more complex embodiments demands propor-
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tionally larger models, increasing computational requirements and exacer-
bating deployment constraints.

The work prioritizes edge deployment over cloud-based architectures,
accepting constraints on model size and computational resources in ex-
change for privacy preservation and operational autonomy. This choice
reflects the assessment that trust in personal Al systems requires local
control over data and computation. The security model assumes honest-
but-curious users who may inadvertently trigger vulnerabilities through
prompt injection or misuse but are not actively malicious. Protection
against sophisticated adversarial attacks, while important, exceeds the cur-
rent scope. The target platform—consumer-grade embedded systems ex-
emplified by the NVIDIA Jetson series—provides GPU acceleration within
power and cost constraints suitable for domestic deployment. Scaling to
more constrained microcontroller platforms or more powerful server infras-
tructure would require architectural adjustments.

Future Research Directions The architectural foundations established
in this dissertation open numerous directions for extending capabilities,
addressing limitations, and exploring novel applications of vertically inte-
grated agent systems.

Neuroplastic PEFT can be enriched through alternative biologically
inspired plasticity rules. Bienenstock-Cooper-Munro (BCM) theory intro-
duces sliding thresholds for potentiation and depression based on postsy-
naptic activity history, enabling more nuanced adaptation to non-stationary
input distributions. Spike-Timing-Dependent Plasticity (STDP), while
challenging to map directly onto transformer architectures designed for
parallel computation, could inspire novel attention mechanisms where tem-
poral contiguity influences learning. Investigating three-factor learning
rules incorporating reward signals could enable agents to selectively strengthen
associations correlated with positive outcomes while weakening those as-
sociated with negative feedback, moving toward reinforcement learning
paradigms without requiring explicit value function approximation.

Federated neuroplastic learning represents a compelling direction for
privacy-preserving multi-agent collaboration. Current Neuroplastic PEFT
operates independently on each device, with learned adaptations remain-
ing local to individual users. A federated protocol could enable agents to
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share learned associations across a user population while preserving privacy
through differential privacy mechanisms or secure aggregation protocols.
Agents could benefit from collective experience, learning from patterns ob-
served across many users without exposing individual interaction histories.
This approach would accelerate personalization for new users by initializ-
ing with population-level priors while maintaining individual sovereignty
over sensitive data.

The WebAssembly tool repository and context-augmented retrieval in-
frastructure enable automated tool synthesis through compositional code
generation. Future work could develop systems where agents programmat-
ically create new tools by identifying relevant algorithmic patterns from
existing implementations, adapting parameters and prompts for novel sce-
narios, and synthesizing hybrid tools combining components from multiple
sources. This meta-programming capability would dramatically accelerate
agent development, allowing non-expert users to specify desired function-
ality in natural language and receive production-ready WebAssembly tools
generated through LLM-guided composition.

Extending adaptation mechanisms to multi-modal learning remains
largely unexplored. Current Neuroplastic PEFT focuses on language, but
the principles of unsupervised Hebbian learning apply equally to visual, au-
ditory, and haptic modalities. An agent observing that a user consistently
adjusts lighting when expressing discomfort could learn associations be-
tween environmental conditions, verbal cues, and corrective actions across
sensory modalities. This cross-modal learning could enable more robust
and context-aware personalization, as agents would ground linguistic con-
cepts in perceptual experiences similar to human cognitive development.

Formal verification of dynamically loaded tools represents a critical
research direction for high-assurance systems. While the WebAssembly
substrate provides memory safety and capability-based security, verifying
that tool implementations satisfy correctness properties, terminate within
bounded time, and respect resource constraints remains manual and error-
prone. Developing automated verification tools that prove mathemati-
cal properties about WebAssembly modules would enable deployment in
safety-critical domains like medical devices or industrial automation, where
failures carry severe consequences.
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7.3 Closing Remarks

The path to trustworthy embodied intelligence requires reimagining the
entire stack from silicon to semantics as a unified, principled system. This
dissertation demonstrates that the fragmentation characterizing current
agent architectures is not an inevitable consequence of system complexity
but a deliberate choice prioritizing compositional convenience over correct-
ness. By vertically integrating foundation models, execution substrates,
and adaptation mechanisms, the work establishes that secure, adaptable,
and privately personalized agents are not merely aspirational but practi-
cally achievable through rigorous system design.

The Smart Couch embodiment stands as tangible proof that compact,
transparent models can deliver sophisticated reasoning when properly inte-
grated within secure frameworks. The system achieves interactive latency,
high accuracy, and positive user reception while maintaining strong pri-
vacy guarantees and resistance to catastrophic forgetting during continu-
ous adaptation. These results validate the dissertation’s central thesis and
provide an existence proof that alternatives to the dominant paradigm of
cloud-dependent, black-box agents are not only possible but superior along
multiple dimensions of trustworthiness.

Looking forward, the architectural blueprint presented here contributes
to the long-term realization of Ambient Intelligence by addressing funda-
mental prerequisites of transparency, security, and user control. As Al
systems become increasingly integrated into intimate personal spaces, the
ethical imperative for user sovereignty over data and algorithmic behavior
intensifies. Vertically integrated architectures provide technical founda-
tions for this sovereignty, enabling users to audit, modify, and control the
intelligent systems serving them rather than being subject to opaque com-
mercial services beyond their comprehension or influence.

This work reimagines the relationship between humans and Al from
one of dependence on remote services to partnership with local intelli-
gence. The Smart Couch, while humble in appearance, embodies a pro-
found shift: AI as a personal capability rather than a corporate service,
adapting to individual needs while respecting fundamental rights to pri-
vacy and autonomy. Rather than monolithic services owned by a hand-
ful of corporations, the vision is one of ecosystems comprising specialized
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agents—transparently implemented, formally verified, and continuously
adapting to serve individual users while preserving privacy and enabling
collective benefit through federated learning.

The call to action for the research community is to prioritize architec-
tural coherence and principled design over incremental feature additions
to existing fragmented systems. Progress toward trustworthy Al demands
not merely better models or more sophisticated prompting techniques but
fundamental rethinking of how models, frameworks, and adaptation mech-
anisms compose into coherent wholes. The dissertation demonstrates that
such rethinking yields systems with emergent properties—formal verifi-
cation, gradient-free adaptation, and privacy preservation—impossible in
black-box compositions.

Building agents worthy of human trust requires more than algorithmic
sophistication. It demands architectural integrity, where security, adapt-
ability, and privacy are not afterthoughts bolted onto existing systems
but foundational principles informing every design decision from model
architecture through execution substrate to adaptation protocols. The
complete system presented in this dissertation proves that such integrity
is achievable, providing a path forward for embodied intelligence that re-
spects both human values and technical rigor. The journey from concept
to couch validates not merely a specific implementation but a paradigm:
vertical integration as the essential foundation for trustworthy autonomous
agents in personal spaces.
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